Appendix B - Troubleshooting Stop Errors
A Stop error, also known as a “blue screen” or a “fatal system error,” is a problem that causes Microsoft® Windows® 2000 to stop responding. Stop errors occur on a blue or black background.
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Windows 2000 System Messages
Windows 2000 generates the following types of system messages, depending on the event being reported.

General Stop errors    occur when Windows 2000 detects a condition from which it cannot recover.

Specific Stop errors    occur when the processor detects a known condition from which the system cannot recover.

Hardware malfunction messages    occur when the processor detects a hardware condition from which the system cannot recover.
Note   The information in this appendix should be used only by the most advanced users.
Troubleshooting General Stop Errors
The following steps, which also appear on the Stop error screen, help you determine the cause of a Stop error and correct the problem. Complete one step before trying the next step. For example, restarting your computer may be all that is necessary in some cases. If the Stop error recurs after you complete a step, continue to the next step.
Notes   You should try the following steps for any Stop error that doesn’t display identifying text or specific troubleshooting steps.
If the Stop error displays a specific message, see “Troubleshooting Specific Stop Errors,” later in this chapter.
To troubleshoot general Stop errors
 1.
Restart your computer.

If the Stop error screen appears again, continue with the following steps.
 2.
Verify that any new hardware or software is properly installed. Remove the new hardware or replace it to see if that resolves the error. Also, try running any hardware diagnostic software supplied by the system manufacturer.

If this is a new installation, contact your hardware or software manufacturer for any Windows 2000 updates or drivers you might need.
 3.
Check the Microsoft Hardware Compatibility List (HCL) to verify that all your hardware and drivers are compatible with Windows 2000.

To see the most recent version of the HCL, visit the Microsoft Web site:

http://www.microsoft.com/hcl/
 4.
Disable or remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on), drivers, or software.

If you can start Windows 2000, check Event Viewer for additional error messages that might help identify the device or driver causing the problem. To view the System Log, click the Start button, point to Settings, click Control Panel, double-click Administrative Tools, and then double-click Event Viewer.

If you can’t start Windows 2000, try to start your computer in safe mode, and then remove or disable any newly added programs or drivers. To start your computer in safe mode, restart your computer. When you see the list of available operating systems, press F8. On the Windows 2000 Advanced Options Menu screen, select Safe Mode, and then press ENTER.
 5.
If you have access to the Web, visit the Microsoft Personal Support Center Web site at:

http://www.microsoft.com/support/

Search through the Microsoft Personal Support Center Web site for “winnt” and the number associated with the Stop error you received. For example, if the stop message “Stop: 0x0000000A” appears, search for “winnt 0x0000000a.”
 6.
Using a current version of your antivirus software, check for viruses on your computer. If you find a virus, perform the steps required to eliminate it from your computer. See your antivirus software documentation for these steps.
 7.
Verify that your hardware devices drivers and your system BIOS are the latest available versions.

Your hardware manufacturers can help you determine whether you have the latest versions or help you obtain them.
 8.
Disable BIOS memory options such as caching or shadowing.

If you need assistance, contact your hardware manufacturer.
 9.
Run any system diagnostic software supplied by your computer manufacturer, especially the memory check.
10.
Verify that your computer has the latest Service Pack installed.
11.
If are unable to log on, restart your computer. When the list of available operating systems appears, press F8. On the Windows 2000 Advanced Options Menu screen, select Last Known Good Configuration, and then press ENTER.

Restarting your computer by using the Last Known Good Configuration option resets all your computer settings to the configuration used the last time you successfully started your computer.
Troubleshooting Specific Stop Errors
Some Stop errors display descriptive messages such as “DATA_BUS_ERROR” that can help you determine the exact solution for the error. This section discusses how to troubleshoot specific Stop errors.
If the Stop error persists after you complete the following procedures, refer to “Troubleshooting General Stop Errors,” earlier in this chapter.
Stop Error 0x0000000A
Stop error number:
(0x0000000A)
Descriptive text:
IRQL_NOT_LESS_OR_EQUAL
Usual cause:
Drivers are using improper memory addresses.
To troubleshoot Stop error 0x0000000A on an existing installation
 1.
If you are unable to log on, restart your computer. When the list of available operating systems appears, press F8. On the Windows 2000 Advanced Options Menu screen, select Last Known Good Configuration, and then press ENTER.
 2.
Verify that any new hardware or software is properly installed. If this is a new installation, contact your hardware or software manufacturer for any Windows 2000 updates or drivers you might need.
 3.
Check the Microsoft Hardware Compatibility List to verify that all your hardware and drivers are compatible with Windows 2000.

To see the most recent version of the HCL, visit the Microsoft Web site:

http://www.microsoft.com/hcl/
 4.
Run any system diagnostic software supplied by your computer manufacturer, especially the memory check.
 5.
Disable or remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on), drivers, or software.
 6.
Verify that your hardware devices drivers and your system BIOS are the latest available versions.

Your hardware manufacturers can help you determine whether you have the latest versions or help you obtain them.
 7.
Disable BIOS memory options such as caching or shadowing.

If you need assistance, contact your hardware manufacturer.
Stop Error 0x0000001E
Stop error number:
(0x0000001E)
Descriptive text:
KMODE_EXCEPTION_NOT_HANDLED
Usual cause:
A kernel mode process tried to execute an illegal or unknown processor instruction.
To troubleshoot Stop error 0x0000001E
 1.
Make sure that you have adequate disk space, especially if you’re performing a new installation.
 2.
If the Stop error message identifies a specific driver, disable it and contact the manufacturer for an updated driver. If you can’t start your computer, try starting in safe mode to remove or disable the driver.
 3.
If you have a non-Microsoft-supplied video driver, try switching to the standard VGA driver or to a suitable driver supplied with Windows 2000.
 4.
Disable any newly installed drivers.
 5.
Verify that you have the latest system BIOS. Your hardware manufacturer can help you determine whether you have the latest version or help you obtain it.
 6.
Disable BIOS memory options such as caching or shadowing.
Stop Errors 0x00000023 and 0x00000024
Stop error number:
(0x00000023) or (0x00000024)
Descriptive text:
FAT_FILE_SYSTEM or NTFS_FILE_SYSTEM
Usual cause:
A problem occurred within Ntfs.sys (the driver file that allows the system to read and write to NTFS drives).
To troubleshoot Stop error 0x00000023 or 0x00000024
 1.
Run the system diagnostics supplied by your computer manufacturer, especially hardware diagnostics.
 2.
Disable or uninstall any antivirus, disk defragmentation, or backup programs.
 3.
Check for hard drive corruption by running Chkdsk /f at the command prompt, and then restart the computer.
Stop Error 0x0000002E
Stop error number:
(0x0000002E)
Descriptive text:
DATA_BUS_ERROR
Usual cause:
System memory has a parity error, typically due to a hardware problem.
To troubleshoot Stop error 0x0000002E
 1.
Remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on).
 2.
Run the system diagnostics supplied by your computer manufacturer, especially hardware diagnostics.
 3.
Verify that your hardware devices drivers and your system BIOS are the latest available versions.

Your hardware manufacturers can help you determine whether you have the latest versions or help you obtain them.
 4.
Use the system diagnostics supplied by your hardware vendor to run a memory check for faulty or mismatched memory.
 5.
Disable BIOS memory options such as caching or shadowing.
 6.
At startup, when the list of available operating systems appears, press F8. On the Windows 2000 Advanced Options Menu screen, select Enable VGA Mode, and then press ENTER. If this doesn’t resolve the problem, you may need to change to a different video adapter. For a list of supported video adapters, see the Hardware Compatibility List.

To see the most recent version of the HCL, visit the Microsoft Web site:

http://www.microsoft.com/hcl/
 7.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
Stop Error 0x0000003F
Stop error number:
(0x0000003F)
Descriptive text:
NO_MORE_SYSTEM_PTES
Usual cause:
A driver isn’t cleaning up correctly.
To troubleshoot Stop error 0x0000003F
 1.
Disable or uninstall any antivirus, disk defragmentation, or backup programs.
Stop Error 0x00000058
Stop error number:
(0x00000058)
Descriptive text:
FTDISK_INTERNAL_ERROR
Usual cause:
A primary drive in a fault tolerance set has failed.
To troubleshoot Stop error 0x00000058
 1.
Using the Windows 2000 Setup disks to start your computer, boot from the mirrored (secondary) system drive. For instructions on how to edit the Boot.ini file to point to the mirrored system drive, search through the Microsoft Support Services Web site for “Edit ARC path” at:

http://www.microsoft.com/support/
Stop Error 0x0000007B
Stop error number:
(0x0000007B)
Descriptive text:
INACCESSIBLE_BOOT_DEVICE
Usual cause:
Initialization of the I/O system failed (usually the boot device or the file system).
To troubleshoot Stop error 0x0000007B
 1.
A boot sector virus frequently causes this Stop error. Using a current version of your antivirus software, check for viruses on your computer. If you find a virus, perform the steps required to eliminate it from your computer. See your antivirus software documentation for these steps.
 2.
Remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on).
 3.
Check the Microsoft Hardware Compatibility List to verify that all your hardware and drivers are compatible with Windows 2000.

To see the most recent version of the HCL, visit the Microsoft Web site:

http://www.microsoft.com/hcl/
 4.
If you’re using a SCSI adapter, obtain the latest Windows 2000 driver from the hardware vendor, disable the sync negotiation for the SCSI device, verify that the SCSI chain is terminated, and check the SCSI IDs of the devices. If you’re unsure how to do any of these steps, refer to the device documentation.
 5.
If you’re using IDE devices, define the on-board IDE port as Primary only. Check the Master/Slave/Only settings for the IDE devices. Remove all IDE devices except for the hard disk. If you’re unsure how to do any of these steps, refer to your hardware documentation.
 6.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
 7.
Run Chkdsk /f to determine if the file system is corrupt. If Windows 2000 can’t run Chkdsk, move the drive to another computer running Windows 2000, and run the Chkdsk command on the drive from that computer.
Stop Error 0x0000007F
Stop error number:
(0x0000007F)
Descriptive text:
UNEXPECTED_KERNEL_MODE_TRAP
Usual cause:
Usually caused by hardware or software problems, but the most common cause is hardware failure.
To troubleshoot Stop error 0x0000007F
 1.
Check the Microsoft Hardware Compatibility List to verify that all your hardware and drivers are compatible with Windows 2000. An incompatibility with the motherboard on the computer might be the cause of this problem.

To see the most recent version of the HCL, visit the Microsoft Web site:

http://www.microsoft.com/hcl/
 2.
Remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on).
 3.
Run any system diagnostics supplied by your computer manufacturer, especially the memory check.
 4.
Disable BIOS memory options such as caching or shadowing.
Stop Error 0x00000050
Stop error number:
(0x00000050)
Descriptive text:
PAGE_FAULT_IN_NONPAGED_AREA
Usual cause:
Memory error (data cannot be swapped out to disk using the paging file).
To troubleshoot Stop error 0x00000050
 1.
Remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on).
 2.
Run any system diagnostics supplied by your computer manufacturer, especially the memory check.
 3.
Verify that any new hardware or software is properly installed. If this is a new installation, contact your hardware or software manufacturer for any Windows 2000 updates or drivers you might need.
 4.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
 5.
Disable or uninstall any antivirus programs.
 6.
Disable BIOS memory options such as caching or shadowing.
Stop Error 0x00000077
Stop error number:
(0x00000077)
Descriptive text:
KERNEL_STACK_INPAGE_ERROR
Usual cause:
The requested page of kernel data from the paging file could not be read into memory.
To troubleshoot Stop error 0x00000077
 1.
Using a current version of your virus-protection software, check for viruses on your computer. If you find a virus, perform the steps required to eliminate it from your computer. See your antivirus software documentation for these steps.
 2.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
 3.
Run any system diagnostics supplied by your computer manufacturer, especially the memory check.
 4.
Disable BIOS memory options such as caching or shadowing.
Stop Error 0x00000079
Stop error number:
(0x00000079)
Descriptive text:
MISMATCHED_HAL
Usual cause:
Hardware Abstraction Layer and the kernel or the machine type do not match (usually when single-processor and multiprocessor configuration files are mixed on the same system).
To troubleshoot Stop error 0x00000079

To resolve this error, use the Command Console to replace the incorrect system files on your computer.

The kernel file Ntoskrnl.exe is for single-processor systems and Ntkrnlmp.exe is for multiprocessor systems. However, these filenames correspond to the file on the installation media; after Windows 2000 has been installed, the file is renamed to Ntoskrnl.exe, regardless of the source file used. The HAL file also uses the name Hal.dll after installation, but there are several possible HAL files on the installation media.
Stop Error 0x0000007A
Stop error number:
(0x0000007A)
Descriptive text:
KERNEL_DATA_INPAGE_ERROR
Usual cause:
The requested page of kernel data from the paging file could not be read into memory (usually due to a bad block in a paging file, a virus, a disk controller error, or failing RAM).
To troubleshoot Stop error 0x0000007A
 1.
Using a current version of your virus-protection software, check for viruses on your computer. If you find a virus, perform the steps required to eliminate it from your computer. See your antivirus software documentation for these steps.
 2.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
 3.
Run any system diagnostics supplied by your computer manufacturer, especially the memory check.
Stop Error 0xC000021A
Stop error number:
(0xC000021A)
Descriptive text:
STATUS_SYSTEM_PROCESS_TERMINATED
Usual cause:
The user mode subsystem, such as Winlogon or the Client Server Runtime Subsystem (CSRSS), is fatally compromised and security can no longer be guaranteed.
To troubleshoot Stop error 0xC000021A
 1.
Remove any newly installed hardware (RAM, adapters, hard disks, modems, and so on).
 2.
If you are unable to log on, restart your computer. When the list of available operating systems appears, press F8. On the Windows 2000 Advanced Options Menu screen, select Last Known Good Configuration, and then press ENTER.
 3.
Run Recovery Console and allow the system to repair any errors that it detects.
For more information about Recovery Console, see “Starting and Recovering Your System” in Chapter 5.
Stop Error 0xC0000221
Stop error number:
(0xC0000221)
Descriptive text:
STATUS_IMAGE_CHECKSUM_MISMATCH
Usual cause:
A driver or a system DLL has been corrupted.
To troubleshoot Stop error 0xC0000221
 1.
If the computer is formatted with NTFS, restart your computer, and then run Chkdsk /f /r on the system partition. If you cannot start the system due to the error, use the Command Console and run Chkdsk /r.
 2.
Run Recovery Console and allow the system to repair any errors that it detects.

For more information about Recovery Console, see “Starting and Recovering Your System” in Chapter 5.
 3.
If the error occurred immediately after RAM was added to the computer, the paging file might be corrupted or the new RAM might be either faulty or incompatible. Delete the Pagefile.sys and return the system to the original RAM configuration.
 4.
Run any system diagnostics supplied by your computer manufacturer, especially the memory check.
Troubleshooting Hardware Malfunction Messages
Like Stop errors, hardware malfunction messages are character-mode messages. They are caused when the processor detects a hardware condition. For example:
Hardware malfunction.
Call your hardware vendor for support
The first one or two lines of the hardware malfunction message might differ, depending upon the hardware abstraction layer (HAL) that is loaded at startup. The HAL can determine how additional lines in each system’s message differ in format and content.
Therefore, before doing what the hardware malfunction message recommends, contact a technician within your organization to run hardware diagnostics on your computer. The information provided after the first two lines in the message helps your technician decide which hardware diagnostics to run. For example, for Intel-based ISA bus computers, this information indicates whether it is a memory-parity error or a bus-data error. On Intel-based EISA computers, if the hardware problem is in an adapter, the adapter slot number on the system board is displayed.
Note   In many situations, hardware failures first manifest themselves as Stop errors. This is why troubleshooting many of the Stop messages includes running hardware diagnostics on the system.
Under rare circumstances, hardware malfunction messages can be generated by software bugs—specifically driver problems. For example, if a problematic driver writes to the wrong I/O port, the actual device at the targeted port might generate a hardware malfunction message.
If you need help from outside your organization to interpret the information on the screen, contact the hardware manufacturer for your specific brand of computer, adapter, or peripheral device.
Additional Troubleshooting Resources
The following resources can help you troubleshoot your computer:

For more information about Stop messages, visit the Microsoft Product Support Services Web site at:

http://www.microsoft.com/support/

To download the latest Service Packs and hotfixes for Windows 2000 visit the Microsoft Windows Update Web site at:

http://windowsupdate.microsoft.com/

The file Ntstatus.h of the Windows 2000 Device Driver Kit (DDK) includes Windows 2000 status code definitions. To view this file, you must first download the DDK from:

http://www.microsoft.com/ddk/

Review the troubleshooting information in the Microsoft Windows 2000 Resource Kit. The Resource Kit also contains a Windows 2000 Error Messages HTML Help database file, where message explanations and recommended user actions for the most common Stop messages are listed. This file is located on the Windows 2000 Resource Kit companion CD. For more information about Stop errors and the Resource Kits, see the ResourceLink Web site at:

http://mspress.microsoft.com/reslink/
