Security
Security overview
It is important to keep your computer secure, not only to protect data on the computer itself, but on the network as well. A good security system confirms the identity of the people who are attempting to access the resources on your computer, protects specific resources from inappropriate access by users, and provides a simple, efficient way to set up and maintain security on your computer.
To help you accomplish these goals, Windows 2000 Professional offers these security features:
User Accounts 
To use a computer that is running Windows 2000, you must have a user account, which consists of a unique user name and a password. Windows 2000 verifies your user name and password when you press CTRL+ALT+DEL and then type your user name and your password. If your user account has been disabled or deleted, Windows 2000 prevents you from accessing the computer, ensuring that only valid users have access to the computer. Double-click Users and Passwords in Control Panel to create users, add or remove users from existing groups, and change user passwords.
Group Accounts 
Users must have certain user rights and permissions to perform tasks on a computer running Windows 2000. Group accounts help you efficiently assign those user rights and permissions to users. Windows 2000 Professional comes with many built-in groups based on the tasks users commonly perform, such as the Administrators, Backup Operators, or Users groups. Assigning users to one or more of the built-in groups gives most users all of the user rights and permissions they need to perform their jobs. Double-click Users and Passwords in Control Panel to add or remove users from existing groups.
Encryption (NTFS drives only) 
Encrypting files and folders makes them unreadable to unauthorized users. If a user attempting to access an encrypted file has the private key to that file (that is, if the user either encrypted the file personally or is a registered recovery agent), the user will be able to open the file and work with it transparently as a normal document. A user without the private key to the file is denied access. Encryption is available only on NTFS drives.
File and Folder Permissions (NTFS drives only) 
When you set permissions on a file or folder, you specify the groups and users whose access you want to restrict or allow, and then select the type of access. It is more efficient to specify group accounts when you assign permissions to objects, so that you can simply add users to the appropriate group when you need to allow or restrict access for those users. For example, you can give managers Full Control of a folder that contains electronic timesheets, and then give employees Write access so that they can copy timesheets to that folder, but not read the contents of the folder. File and folder permissions can be set only on NTFS drives. 
Shared Folder Permissions 
If you are a member of the Administrators or Power Users group, you can share folders on your local computer so that users on other computers can access those folders. By assigning shared folder permissions to any NTFS, FAT, or FAT32 shared folder, you can restrict or allow access to those folders over the network. Use NTFS folder permissions if the shared folder is located on an NTFS drive. NTFS permissions are effective on the local computer and over the network.
Printer Permissions 
Because shared printers are available to all users on the network, you might want to limit access for some users by assigning printer permissions. For example, you could give all nonadministrative users in a department the Print permission and all managers the Print and Manage Documents permissions. By doing this, all users and managers can print documents, but managers can change the status of any print job submitted by any user. 
Auditing ?
You can use auditing to track which user account was used to access files or other objects, as well as logon attempts, system shutdowns or restarts, and similar events. Before any auditing takes place, you must use Group Policy to specify the types of events you want to audit. For example, to audit a folder, you first enable Audit Object Access in the Auditing policy in Group Policy. Next, you set up auditing like you do permissions: You choose the object, such as a file or folder, then select the users and groups whose actions you want to audit. Finally, you choose the actions you want to audit, such as attempts to open or delete the restricted folder. You can audit both successful and failed attempts. You track auditing activity by using Event Viewer to view the Security log. 
User Rights 
User rights are rules that determine the actions a user can perform on a computer. In addition, user rights control whether a user can log on to a computer directly (locally) or over the network, add users to local groups, delete users, and so on. Built-in groups have sets of user rights already assigned. Administrators usually assign user rights by adding a user account to one of the built-in groups or by creating a new group and assigning specific user rights to that group. Users who are subsequently added to a group are automatically granted all user rights assigned to the group account. User rights are managed using Group Policy. 
Group Policy 
Use Group Policy to set a variety of software, computer, and user policies. For example, you can define the various components of the user's desktop environment, such as the programs that are available to users, the icons that appear on the user's desktop, the Start menu options, which users can modify their desktops and which cannot, and so on. You also use Group Policy set user rights. 
To lock a computer 
 1.
Press CTRL+ALT+DELETE. 
 2.
Click Lock Computer. 

Windows 2000 displays the Computer Locked dialog box. Your system is now locked, preventing everyone except you or a system administrator from unlocking your system and viewing any open files or programs.
Note

To unlock your computer, press CTRL+ALT+DELETE, type your password, and then click OK. 
To change your password

Press CTRL+ALT+DELETE and then click Change Password. 
Note

Password security depends on creating strong passwords and protecting them. 
To protect your files by using a screen saver password
 1.
Open Display in Control Panel. 
 2.
On the Screen Saver tab under Screen Saver, choose a screen saver from the list. 
 3.
Select the Password protected check box. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

Selecting the Password protected check box will lock your workstation when the screen saver is activated. When you begin working again you will be prompted to type your password to unlock it. 

Your screen saver password is the same as your logon password. 
To encrypt a file or folder
 1.
In Windows Explorer, right-click the file or folder that you want to encrypt, and then click Properties. 
 2.
On the General tab, click Advanced. 
 3.
Select the Encrypt contents to secure data check box. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can only encrypt files and folders on NTFS file system volumes. 

Compressed files or folders cannot be encrypted. If the Compress contents to save disk space check box is selected, clear the check box, and then select Encrypt contents to secure data. 

System files cannot be encrypted. 

When you encrypt on a remote computer, verify that the folder or file is encrypted by returning to the folder or file properties, clicking Advanced, and checking that the Encrypt contents to secure data check box is selected. 

When you encrypt a folder, you are asked if you want all files and subfolders within the folder to be encrypted as well. If you choose to do so, all files and subfolders currently in the folder are encrypted, as well as any files and subfolders that are added to the folder in the future. If you choose to encrypt the folder only, all files and subfolders currently in the folder are not encrypted. However, any files and subfolders that are added to the folder in the future are encrypted when they are added. 

When you encrypt a single file, you are asked if you want to encrypt the folder that contains it as well. If you choose to do so, all files and subfolders that are added to the folder in the future will be encrypted when they are added. 

Programs that create temporary work files can compromise file encryption security. If you are working with such programs, encrypt at the folder level rather than encrypting individual files. 
To add a new user to the computer
 1.
Open Users and Passwords in Control Panel. 
 2.
Click Add. 
 3.
Follow the instructions on the screen. 
Notes

You must be logged on as an administrator or a member of the Administrators group to use Users and Passwords. 

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

If the computer is part of a domain, Add New User gives an existing domain user permission to use the computer. If the computer is not part of a domain, Add New User creates a new local user. 

If the computer is part of a domain, you can only add existing domain users with Users and Passwords. To add a new local user, click the Advanced tab and then click the Advanced button. In Local Users and Groups, click Users, click Action, and then click Create User. 

You should not add a new user to the Administrators group unless the user will perform only administrative tasks. 
To change the group a user belongs to
 1.
Open Users and Passwords in Control Panel. 
 2.
Under Users for this computer, click the user account name, and then click Properties. 
 3.
On the Group Membership tab, click the group you want, and then click OK. 
Notes

You must be logged on as an administrator or a member of the Administrators group to use Users and Passwords. 

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You should not add a new user to the Administrators group unless the user will perform only administrative tasks. 

If you want a user to belong to more than one group, use Local Users and Groups. To open Local Users and Groups, in the Users and Passwords dialog box, click the Advanced tab, and then click Advanced. Double-click Groups, and then add the user to the groups you want. 
To set, view, change, or remove file and folder permissions
 1.
Open Windows Explorer, and then locate the file or folder for which you want to set permissions.
 2.
Right-click the file or folder, click Properties, and then click the Security tab. 
 3.
Do one of the following: 

To set up permissions for a new group or user, click Add. Type the name of the group or user you want to set permissions for using the format domainname\name, and then click OK to close the dialog box. 

To change or remove permissions from an existing group or user, click the name of the group or user. 
 4.
In Permissions, click Allow or Deny for each permission you want to allow or deny, if necessary. Or, to remove the group or user from the permissions list, click Remove. 
Notes

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can set file and folder permissions only on drives formatted to use NTFS. 

To change permissions, you must be the owner or have been granted permission to do so by the owner. 

Groups or users granted Full Control for a folder can delete files and subfolders within that folder regardless of the permissions protecting the files and subfolders. 

If the check boxes under Permissions are shaded, or if the Remove button is unavailable, then the file or folder has inherited permissions from the parent folder. 
To set, view, or remove permissions for a shared folder or drive
 1.
Open Windows Explorer, and then locate the shared folder or drive on which you want to set permissions. 
 2.
Right-click the shared folder or drive, and then click Sharing. 
 3.
On the Sharing tab, click Permissions. 
 4.
To set shared folder permissions, click Add. Type the name of the group or user you want to set permissions for, and then click OK to close the dialog box. 

To remove permissions, select the group or user in Name, and then click Remove.
 5.
In Permissions, click Allow or Deny for each permission, if necessary. 
Notes

To share folders and drives, you must be logged on as a member of the Administrators, Server Operators, Power Users, or Users group. 

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

Shared folder permissions apply to all files and subfolders in the shared folder and are effective only when the folders or files are reached over a network. Shared folder permissions do not protect folders or files when opened locally. To protect files and folders on your local computer, use NTFS permissions, which operate in addition to shared folder permissions. 

You can set shared folder permissions whether the folder is on a drive formatted to use the NTFS, FAT, or FAT32 file system. 

Permissions on root directories (for example, C$) cannot be changed. 

You can use the Shared Folders snap-in to create and manage shared folders, view a list of all users who are connected to the shared folder over a network and disconnect one or all of them, and view a list of files opened by remote users and close one or all open files. You can also change permissions for shared folders on remote computers. 
To log on to a computer with a smart card
 1.
At the Windows logon screen, insert your smart card in the smart card reader. 
 2.
Type the personal identification number (PIN) for the smart card when prompted by your computer. 
Notes

If the PIN you enter is recognized as legitimate, this logs you on to the computer and to the Windows domain, based on the permissions assigned to your user account by the domain administrator. 

If you enter the incorrect PIN for a smart card several times in a row, you will be unable to log on to the computer using that smart card. The number of allowable invalid log on attempts before lock out occurs varies according to the smart card manufacturer. Contact your administrator for a replacement. 
