Automating Administrative Tasks
This section covers:

Task Scheduler 

Windows Script Host 

Logon scripts 
Task Scheduler
You can use Task Scheduler to schedule commands, programs, or scripts to run at specific times.

Before using Task Scheduler, see Checklist: Configuring Task Scheduler. 

For tips about using Task Scheduler, see Best practices. 

For help with specific tasks, see How to. 

For general background information, see Concepts. 

For problem-solving instructions, see Troubleshooting. 
Checklist: Configuring Task Scheduler
The following table lists the actions you perform most often with Task Scheduler. For a complete list of instructions, see How to.

Step
Reference

Before you can schedule a task to run, you must add the task.
Schedule a new task

After scheduled tasks are created, you can modify the program, the schedule, or the specifics of a particular task.
Modify a scheduled task

You can remove scheduled tasks that are no longer needed.
Remove a scheduled task

If a scheduled task starts while you are using your computer, you can stop the task and then restart it later.
Stop a scheduled task that is running

You can set a scheduled task to run only when your computer is idle for a specific amount of time.
Run a scheduled task when the computer is idle

You can stop a scheduled task from running if your computer switches to battery power.
Set power management options for a scheduled task
Best practices
In Windows 2000, you can use Task Scheduler to schedule any application to run. The following list provides best practices for using Task Scheduler:

Verify that Task Scheduler is running. 

Verify that the system date and time on your computer are correct. 

Use the Details view in the Scheduled Tasks folder. 

On the View menu, click Details.
How to...

Schedule tasks 

Manage scheduled tasks 
Schedule tasks

Start Task Scheduler 

Schedule a new task 

Modify a scheduled task 

Remove a scheduled task 

Stop a scheduled task that is running 

Run a scheduled task immediately 

Run a scheduled task when the computer is idle 

View scheduled tasks on a remote computer 
To start Task Scheduler

Open Task Scheduler. 
Note   To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks.
To schedule a new task
 1.
Open Task Scheduler. 
 2.
Double-click Add Scheduled Task. 
 3.
Follow the instructions in the Scheduled Task wizard. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

If you want to configure advanced settings for the task, select the Open advanced properties for this task when I click Finish check box in the final page of the wizard. 

Confirm that the system date and time on your computer are accurate, as Task Scheduler relies on this information to run scheduled tasks. To verify or change this information, double-click the time indicator on the taskbar.
To modify a scheduled task
 1.
Open Task Scheduler. 
 2.
Right-click the task you want to modify, and then click Properties. 
 3.
Do one or more of the following: 

To change the program being run, in Run, type the path for the new program. 

To change the schedule for the task, click the Schedule tab. 

To customize the settings for the task, click the Settings tab. 

To set security for the task, click the Security tab. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

If you change the user account or the program that is being run, you must supply the password for the user account. 

If the task program requires command-line options, type them in Run, after the task path. 

If the path to the task program includes spaces, type double quotation marks ("") around the entire task path. For example: 

"C:\Program Files\Windows Media Player\Mplayer2.exe" 

Confirm that the system date and time on your computer are accurate, as Task Scheduler relies on this information to run scheduled tasks. To verify or change this information, double-click the time indicator on the taskbar.
To remove a scheduled task
 1.
Open Task Scheduler. 
 2.
Right-click the task that you want to remove, and then click Delete.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

Removing a scheduled task only removes the task from the schedule. The program file the task runs is not removed from the hard disk. 

You can also remove a scheduled task by selecting it and then pressing DELETE.
To stop a scheduled task that is running
 1.
Open Task Scheduler. 
 2.
Right-click the task that you want to stop, and then click End Task.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

If a scheduled task is started and then stopped, End Task does not stop all other programs that the scheduled task may have started. 

If you stop a scheduled task that is currently running, you may experience a delay (up to 3 minutes) before the task shuts down. 

To restart a stopped task, right-click the task, and then click Run. 
To run a scheduled task immediately
 1.
Open Task Scheduler. 
 2.
Right-click the task that you want to start, and then click Run.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

You can stop the task by clicking End Scheduled Task on the File menu. 

If a task should have run but did not, on the Advanced menu, click View Log to examine the task log.
To run a scheduled task when the computer is idle
 1.
Open Task Scheduler. 
 2.
Right-click the task that you want to run when the computer is idle, and then click Properties. 
 3.
On the Settings tab, under Idle Time, select the Only start the task if the computer has been idle for at least check box. 
 4.
Enter the length of time (in minutes) for which the computer must be idle before the task will run. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

A computer is idle when there is no mouse or keyboard activity. 

You can specify a length of time (in minutes) in which the computer attempts to find idle time to run the scheduled task. 

You can also specify that any task should be stopped if the computer is in use by selecting the Stop the task if the computer ceases to be idle check box. 
To view scheduled tasks on a remote computer
 1.
On the desktop, double-click My Network Places. 
 2.
Do one of the following: 

Search for a remote computer by double-clicking Entire Network. 

Search for a remote computer in your workgroup or network domain by double-clicking Computers Near Me. 
 3.
Double-click the remote computer on which you want to view scheduled tasks. 
 4.
Double-click Scheduled Tasks.
Notes

You can view scheduled tasks on a remote computer that is running Windows only if you have administrator rights on that remote computer. 

You can edit tasks on a remote computer running Windows 95 or later, Windows NT 4.0, or Windows 2000 only if that remote computer has remote registry software installed and shares the x$ share, where x is the hard disk on which the Scheduled Tasks folder resides.
Manage scheduled tasks

Stop Task Scheduler 

Pause Task Scheduler 

Receive notification of missed tasks 

Set the AT service account 

View a log of past scheduled tasks 

Set power management options for a scheduled task 
To stop Task Scheduler
 1.
Open Task Scheduler. 
 2.
On the Advanced menu, click Stop Using Task Scheduler.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

When you stop using Task Scheduler, your scheduled tasks do not run and Task Scheduler does not start automatically the next time you start Windows 2000.
To pause Task Scheduler
 1.
Open Task Scheduler. 
 2.
On the Advanced menu, click Pause Task Scheduler.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

The Pause Task Scheduler command is useful if you do not want scheduled tasks to run at the same time you are installing software or running another program (such as a game). 

Tasks that are scheduled to run while Task Scheduler is paused are not run until their next scheduled time. 

To resume the schedules for all tasks, on the Advanced menu, click Continue Task Scheduler.
To receive notification of missed tasks
 1.
Open Task Scheduler. 
 2.
On the Advanced menu, click Notify Me of Missed Tasks. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

A check mark next to Notify Me of Missed Tasks indicates that the service is turned on. You can click Notify Me of Missed Tasks again to clear the check mark and turn off the service. 

You must be a member of the Administrators group to set this option. 
To set the AT service account
 1.
Open Task Scheduler. 
 2.
On the Advanced menu, click AT Service Account. 
 3.
Click This Account, and then type the user account that will run tasks that are scheduled by using the at command. 
 4.
In Password and Confirm Password, type the correct password for the account.
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

The user account you specify must have the appropriate permissions to run any tasks that you schedule by using the at command. For example, if you schedule programs that can be run only by administrators, the user account you specify must be an administrator account. 

Instead of This Account, you can click System Account. If you run the at command for tasks by using the System Account, the scheduled tasks run using the default LocalSystem account. 

You must be a member of the Administrators group to set these options. 
To view a log of past scheduled tasks
 1.
Open Task Scheduler. 
 2.
On the Advanced menu, click View Log. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

The default log file for Task Scheduler is stored in the \Winnt folder and is named SchedLog.txt 

The default log file size is 32 kilobytes. 

When the log file reaches its maximum size, it automatically starts recording new information at the beginning of the log file and writes over old log file information. 
To set power management options for a scheduled task
 1.
Open Task Scheduler. 
 2.
Right-click the task for which you want to set power management options, and then click Properties. 
 3.
On the Settings tab, under Power Management, do one or more of the following: 

To conserve the battery power of your computer, select the Don't start the task if the computer is running on batteries check box. 

To stop the task if the computer starts running on battery power, select the Stop the task if battery mode begins check box. 

To wake your computer to run a task if the computer is running on battery power, select the Wake the computer to run this task check box. 
Notes

To open Task Scheduler, click Start, point to Settings, click Control Panel, and then double-click Scheduled Tasks. 

By default, power management is set to refrain from starting scheduled tasks if the computer is running on battery power. If you are using a portable computer that runs on batteries and you want a scheduled task to run, clear the default check boxes. 

If the power is interrupted or if the battery fails, the scheduled task that is running might not complete. 

The Wake the computer to run this task check box is only displayed on computers that support it. 
Concepts
This section provides general background information about Task Scheduler: 

Task Scheduler overview 

Understanding Task Scheduler 

Using Task Scheduler 
Task Scheduler overview
By using Task Scheduler, you can schedule any script, program, or document to run at a time that is most convenient for you. Task Scheduler starts each time you start Windows 2000 and runs in the background.
With Task Scheduler, you can:

Schedule a task to run daily, weekly, monthly, or at certain times (such as system startup). 

Change the schedule for a task. 

Stop a scheduled task. 

Customize how a task runs at a scheduled time.
Understanding Task Scheduler
This section provides information about: 

Using Task Scheduler 

Task Scheduler and the At command 

Task Scheduler and security 
Using Task Scheduler
Windows 2000 automatically installs Task Scheduler. To use the scheduling service, in Control Panel double-click the Scheduled Tasks folder.
You can schedule new tasks by double-clicking Add Scheduled Task, which starts the Scheduled Task wizard. You can add tasks by dragging scripts, programs, or documents from Windows Explorer or the desktop to the Scheduled Tasks window.
You can also use Task Scheduler to modify, delete, disable, or stop the tasks that you have scheduled, to view a log of past scheduled tasks, or to view tasks that are scheduled on a remote computer.
Network administrators can create task files for maintenance and add them to users' computers as needed. You can send and receive task files in e-mail messages, and you can share the Scheduled Tasks folder on your computer so that you can access it remotely by using My Network Places.
For detailed instructions about using Task Scheduler, see How to.
For information on using Task Scheduler efficiently, see Best practices.
Note   You can create a scheduled task on your local computer and then drag the .job object over to a remote computer account. 
Task Scheduler and the At command
In earlier versions of Windows, you used the at command to schedule a command, script, or program to run at a specified date and time. In Windows 2000, the at command works with a graphical utility called Task Scheduler to provide additional functionality.
You can access the new capabilities of Task Scheduler through the Scheduled Tasks folder. When you schedule a task using the at command, the task is listed in the Scheduled Tasks folder, with a name such as the following:
At3478
You can then view or modify the task. However, if you modify it, it is upgraded to a normal scheduled task. The task is no longer visible to the at command, and the at account setting no longer applies to it. You need to explicitly enter a user account and password for the task. 
All tasks created through the at command must run in the same user account, as in earlier versions of Windows. However, each task created from the Scheduled Tasks folder can run in a different account.
In earlier versions of Windows, the account for tasks created by the at command was the same as the account for the Schedule service (which was also known as the "at" service). You could configure this account to be the local system account or any user account.
In Windows 2000, the Schedule service itself must run in the local system account. However, you can set an account other than the local system account for tasks created by the at command to run in, from the Advanced menu in the Scheduled Tasks folder.
You can use the Scheduled Tasks folder to view or modify the settings of a task that was created by using the at command. However, if you modify an at task through the scheduled tasks folder, it is upgraded to a normal scheduled task. The task is no longer visible to the at command, and the at account setting no longer applies to it. You need to explicitly enter a user account and password for the task.
For more information about the at command, see the Windows 2000 Command Help topic At.
Task Scheduler and security
When you schedule a new task, you can configure security permissions so that other users can run the task. 

Setting user credentials 

Setting permissions 

Setting advanced security options 

Resetting passwords 
Setting user credentials
When you create a task, you must provide a user name and a password, thus setting the security context in which the task can run. Multiple users of a computer can each have their own scheduled tasks.
Once a user name and password are set, another user cannot cancel or delete the task unless the user has the correct permissions. 
Notes

You must enter a user name in the Scheduled Task wizard before you can finish scheduling a task. 

You can change or set a new password by selecting the Open advanced properties for this task when I click Finish check box on the final page of the wizard. Passwords are not required. 
Setting permissions
In Windows 2000, tasks are scheduled and performed based on standard Windows 2000 security permissions. You can configure tasks by using the NTFS file system security descriptors to set permissions for which users or groups can view, delete, modify, or use a task. In addition, the items that make up the task (the scripts, programs, and documents) are controlled by whatever security descriptors are present for those individual items.
To configure security for a scheduled task, you add or remove a user on the Security tab. Once a user name is added to a scheduled task, you can set permissions for that user's involvement with the task. 
You can set the following permissions for a scheduled task.
Permission
Allows
Full Control
Viewing, running, changing, deleting and changing owner 
Modify
Viewing, running, changing, and deleting
Read & Execute 
Viewing and running
Read
Viewing
Write
Viewing, running, changing, and deleting
Notes

To view the security settings for a scheduled task, right-click the task, click Properties, and then click the Security tab. 

To view or change advanced security settings, on the Security tab, click Advanced. 
Setting advanced security options
You can set advanced permissions on both files and folders. By setting advanced permissions, you can allow or deny a user permission to view or change a scheduled task. 
Notes

To view the security settings for a scheduled task, right-click the task, click Properties, and then click the Security tab. 

To view or change advanced security settings, on the Security tab, click Advanced, click the user for whom you want to view or change permissions, and then click View/Edit. 
Resetting passwords
In Windows 2000, passwords have an expiration date. If you are scheduling recurring tasks that run indefinitely, you need to be aware of the expiration date on your passwords. You can reset the passwords for all of your scheduled tasks at the same time that your computer's password expires. The administrator's password never expires, so you can avoid resetting the passwords for all scheduled tasks by creating the scheduled tasks as an administrator. 
Note   To change or set a new password, select the Open advanced properties for this task when I click Finish check box on the final page of the Scheduled Task wizard. 
Troubleshooting
If a scheduled task does not run when you expect it to, right-click the task, and then click Properties. On the Task tab, verify that the Enabled check box is selected. On the Schedule tab, verify that the schedule is set correctly.
If a task program does not run correctly, you may need to add command-line options to the path of the program. To find out more about a particular program and its command-line options, try one of the following:

If available, view the Help for the program. 

At a command prompt, type the following (where program is the name of the task program you are trying to run): program /? 
You can also check the Status column in the Scheduled Tasks window. The following table describes the status types. 
Status
Description
Blank
The task is not running, or it ran and was successful. 
Running
The task is currently being run.
Missed
One or more attempts to run this task was missed.
Could not start 
The most recent attempt to start the task failed.
For more information on the status of a scheduled task, you can check the log file named SchedLog.txt. The log file for Task Scheduler is stored in the \Winnt folder. This file is used to record the activity of scheduled tasks. You can use the log file to determine why a task may have stopped or to check on the status of a task.
Notes

If you cannot run any scheduled tasks on your computer, see your system administrator to make sure that the Task Scheduler service is turned on. 

If a user whose account a task is set to run in is not logged on at the time the task is scheduled to run, the task runs but is not visible. 

To check the status of a scheduled task, on the View menu, click Details, and then scroll to view the Status column. 
Windows Script Host
You can use Windows Script Host to run scripts written in JScript and VBScript, as well as any ActiveX-compatible scripting engines.

For help with specific tasks, see How to... 

For general background information, see Concepts. 
How to...

Run scripts using the command-line-based script host (Cscript.exe) 

Run scripts using the Windows-based script host (Wscript.exe) 

Set properties for an individual script 

Download Windows Script Host samples 

Run Windows Script Host samples 
To run scripts using the command-line-based script host (Cscript.exe)

Type the following at the command prompt: 

cscript [script name] [host parameters] [script parameters]

Where: 

script name is the name of the script file, complete with extension and any necessary path information.

host parameters are the command line switches that enable or disable various Windows Script Host features. Host parameters are always preceded by two slashes (//).

script parameters are the command line switches that are passed to the script. Script parameters are always proceeded by one slash (/).
Notes

Each parameter is optional; however, you cannot specify script parameters without specifying a script. If you do not specify a script or any script parameters, Cscript.exe displays the Cscript.exe syntax and the valid host parameters. 

The command-based Cscript.exe supports the following host parameters: 
Parameter
Action
//B 
Specifies batch mode, which will not display alerts, scripting errors, and input prompts.
//D 
Turns on the debugger.
//E:engine
Specifies the scripting language used to run the script.
//H:cscript or //H:wscript 
Registers Cscript.exe or Wscript.exe as the default application for running scripts. If neither is specified, Wscript.exe is assumed as the default.
//I 
Specifies interactive mode, which displays alerts, scripting errors, and input prompts. This is the default, and the opposite of //B.
//Job:xxxx
Runs the specified job.
//Logo 
Specifies that the banner will display at run time. This is the default, and the opposite of //Nologo.
//Nologo 
Specifies that no banner will display at run time.
//S 
Saves the current command prompt options for this user.
//T:nnnnn
Specifies the maximum time the script can run in seconds. You can specify up to 32,767 seconds. The default is no time limit.
//X 
Launches the script in the debugger.
//? 
Displays available command parameters and provides help for using them (same as typing Cscript.exe with no parameters and no script).

The time out (//T:nnnnn) option prevents excessive execution of scripts by setting a timer. When execution time exceeds the specified value, Cscript.exe interrupts the script engine using the IActiveScript::InterruptThread method and stops the process. 

Windows Script Host also enables you to create .ws script files, with which you can call multiple scripting engines and perform multiple jobs, all from one file. For more information about these files, see the Windows Script Technologies Web site at the Microsoft Web site (http://www.microsoft.com/). 
To run scripts using the Windows-based script host (Wscript.exe)
 1.
From the command prompt or the Run dialog box, type: 

wscript.exe

and then click OK or press ENTER on your keyboard.
 2.
Set the script host properties you want, and then click OK. 
 3.
From Windows Explorer or My Computer, double-click the script file you want to run. 
Notes

If you double-click a script file whose extension has not yet been associated with wscript.exe, an Open With dialog box appears asking you what program you would like to use to open the file you double-clicked. After choosing Windows Based Script Host (wscript.exe), if you check the Always use this program to open these files check box, wscript will be registered as the default application for all files having the same extension as the one you double-clicked. For example, if you check this check box when you run chart.vbs, wscript.exe becomes the default application for all files having the .vbs extension. 

The wscript.exe properties page lets you set global scripting properties for all scripts that wscript.exe runs on the local computer. It is also possible to set properties for individual scripts. 

You can also set properties for an individual script by right-clicking a script file in My Computer or Windows Explorer, clicking Properties and then selecting the Script tab. 

Windows Script Host also enables you to create .ws script files, with which you can call multiple scripting engines and perform multiple jobs, all from one file. For more information about these files, see the Windows Script Technologies Web site at the Microsoft Web site (http://www.microsoft.com/). 
To set properties for individual scripts
 1.
In Windows Explorer or My Computer, right-click the script file for which you want to specify individual properties, and then click Properties. 
 2.
Click the Script tab, set the options you want to use for that script, and then click OK. 
Notes

The property settings are saved in a file with a .wsh file extension. For example, if the script file name is Chart.vbs, the settings are saved in a text file called Chart.wsh. 

A .wsh file is a text file that uses a format similar to that of .ini files. A .wsh file contains a [ScriptFile] section, which identifies the script file that the .wsh file is associated with, and an [Options] section, which correspond to the settings you selected in the Script tab. 

A .wsh file is analagous to the .pif files used to run older 16-bit applications. It can be treated as if it were an executable or batch file. For example, suppose you have a script named Myscript.vbs for which you have created a .wsh file named Myscript.wsh. To run Myscript.vbs with the options recorded in Myscript.wsh, you can either double-click Myscript.wsh in Windows Explorer, or pass Myscript.wsh as a script argument to Cscript.exe or Wscript.exe at the command prompt or the Run dialog box. 
To download Windows Script Host samples
 1.
Go to the Windows Script Technologies Web site at the Microsoft Web site (http://www.microsoft.com/), click the Windows Script Host link, click the Samples link, click the Download the samples link, and then in the File Download dialog box, click OK. 
 2.
In the Save As dialog box, point to the folder where you want the sample files to be saved, and then click Save. 
 3.
Open My Computer, open the folder where you saved samples.exe, and then double-click the file to expand the sample scripts. 
 4.
In Unzip To Folder, type a path where you want the sample scripts to be saved, and then click Unzip. 
To run Windows Script Host samples
 1.
Click Start, point to Programs, point to Accessories, and then click Command Prompt. 
 2.
Type the following at the command prompt: 

cscript samples folder\script name

Where: 

samples folder is the path to the folder into which you downloaded the samples.

script name is the name of the sample script you want to run, complete with the file extension (for example, .js or .vbs).

For example, if you saved the samples to C:\Samples, and you wanted to run the Network.vbs sample, you would type: 

cscript c:\sample\network.vbs
Notes

You must download the Windows Script Host sample files from the Microsoft Web site before you can run them. 

You can also double-click the sample script file to run a script using the wscript.exe script host. 
Concepts
This section provides general background information about Windows Script Host.

Windows Script Host overview 

Using Windows Script Host object model 
Windows Script Host overview
Windows Script Host enables scripts to be run directly in Windows 2000 by clicking a script file on the Windows desktop, or by typing the name of a script file at the command prompt. Just like Microsoft Internet Explorer, Windows Script Host serves as a controller of ActiveX scripting engines. Unlike Internet Explorer, however, Windows Script Host has very low memory requirements and is ideal for both interactive and non-interactive scripting needs such as logon scripting and administrative scripting. 
Windows Script Host supports scripts written in Visual Basic Scripting Edition (VBScript) or JScript. When a script is started from the Windows desktop or from the command prompt, the script host reads and passes the specified script file contents to the registered script engine. The scripting engine uses file extensions (.vbs for VBScript; .js for JScript) to identify the script instead of using the SCRIPT tag (used in HTML). This way, the script writer doesn't have to be familiar with the exact programmatic ID (ProgID) of various script engines. The script host itself maintains a mapping of script extensions to ProgIDs and uses the Windows association model to launch the appropriate engine for a given script. 
There are two versions of the Windows Script Host: a windows-based version (wscript.exe) that provides a windows-based property sheet for setting script properties, and a command prompt-based version (cscript.exe) that provides command line switches for setting script properties. You can run either of these by typing wscript.exe or cscript.exe at the command prompt. 
Previously, the only native scripting language supported by the Windows operating system was the MS-DOS command language. Although MS-DOS is fast and small, it has limited features compared to VBScript and JScript. Today, ActiveX scripting architecture allows users to take advantage of these powerful scripting languages while support is still provided for MS-DOS command scripts.
For more information, see the Windows Script Technologies Web site at the Microsoft Web site (http://www.microsoft.com/).
Windows Script Host object model
The Windows Script Host object model provides two main categories of ActiveX interfaces:
Script execution and troubleshooting.
Properties and methods that are directly related to script execution. This set of interfaces allows scripts to perform basic manipulation of the Windows Script Host, print out messages to the screen, and perform basic functions such as CreateObject and GetObject.
Helper functions
Properties and methods for performing actions such as mapping network drives, connecting to printers, retrieving and modifying environment variables, and manipulating registry keys. Administrators can also use the Windows Script Host helper functions to create simple logon scripts.
In addition to the object interfaces provided by Windows Script Host, administrators can use any ActiveX controls that expose Automation interfaces to perform various tasks on the Windows platform. For example, administrators can write scripts to manage the Active Directory directory services.
For more information, see the Windows Script Technologies Web site at the Microsoft Web site (http://www.microsoft.com/).
Logon Scripts

For help on assigning logon scripts, see How to. 

To understand more about logon scripts, see Concepts. 
How to...

Assign a user logon script to an individual user 

Assign user logon scripts
To assign a user logon script to an individual user
 1.
Open Computer Management. 
 2.
In the console tree, click Users. Where?

L System Tools 
   L Local Users and Groups 
      L Users 
 3.
Double-click the user to which you want to assign a logon script. 
 4.
Click the Profile tab. 
 5.
In the Logon script field, enter the path and name of the logon script you want to assign to that user, and then click OK. 
Notes

To open Computer Management, click Start, click Programs, click Administrative Tools, and then click Computer Management. 

The path to the logon script is relative to the local logon script path on the server. 
To assign user logon scripts
 1.
Open the Group Policy snap-in. 
 2.
In the console tree, click the Scripts node. Where?

L policy_name Policy 
   L User Configuration 
      L Windows Settings 
         L Scripts (Logon/Logoff) 
 3.
In the details pane, double-click the Logon icon. 
 4.
In the Logon properties page, click Add. 
 5.
In the Add a Script dialog box, set the options you want to use, and then click OK: 

Script Name: Type the path to the script, or click Browse to search for the script file in the Netlogon share of the domain controller.

Script Parameters: Type any parameters you want to use as you would type them on the command line. For example, if your script included parameters called //logo (display banner) and //I (interactive mode), you would type the following:
//logo //I 
 6.
In the Logon properties page, specify any options you want to use: 

Logon Scripts for: Lists all scripts currently assigned to the selected Group Policy object. If you assign multiple scripts, the scripts are processed according to the order you specify. To move a script up in the list, click it and then click Up; to move it down, click Down. 

Add: Opens the Add a Script dialog box, where you can specify any additional scripts to use. 

Edit: Opens the Edit Script dialog box, where you can modify script information such as name and parameters. 

Remove: Removes the selected script from the Logon Scripts list.

Show Files: Select to view the script files stored in the selected Group Policy object.
Notes   Logon scripts are run as User, not Administrator. 
Concepts
This section covers: 

Logon Scripts overview 

Using Logon Scripts 
Logon Scripts overview
A system administrator can use logon scripts to assign tasks that will be performed whenever a user or member of a group logs on to a particular computer system. These scripts can use system environment variables, and can also call other scripts or executable programs. Logon scripts are frequently used to map network drives, start background processes, and initialize user environment variables.
Using Logon Scripts
This section covers:

Using logon scripts to configure user work environments 

Assigning logon scripts to user or group accounts 

Setting up replication of logon scripts 

Using environment variables to manage workstations 
Using logon scripts to configure user work environments
A logon script runs automatically whenever a user logs on to a computer running Window 2000. The script can contain operating system commands, such as those that make network connections or start programs. Logon scripts can also set environment variables to specify information such as the computer's search path and its directory for temporary files. Although a logon script is typically a batch file (.bat extension), any executable program (.exe extension) can also be used.
Logon scripts are optional. You can use them to configure user working environments by creating network connections and starting programs. Logon scripts are useful when you want to affect the user work environment without managing all aspects of it.
Windows 2000 supports the following script types: Windows Script Host (including Visual Basic Scripting Edition [VBScript] and JScript), and MS-DOS command scripts.
User profiles can restore network connections at logon that were established prior to logging off. User Profiles cannot be used to create new network connections at logon.
Creating logon scripts
You can use a text editor to create logon scripts and then use the User Properties page to assign different logon scripts to different users, or assign the same logon script to multiple users, sites, domains, and organizational units (OUs).
There are several special parameters you can use when creating logon scripts.
Parameter
Description
%HOMEDRIVE%
The user's local workstation drive letter connected to the user's home directory
%HOMEPATH%
The full path of the user's home directory
%OS%
The operating system of the user's workstation
%PROCESSOR_ARCHITECTURE%
The processor type (such as 80386) of the user's workstation
%PROCESSOR_LEVEL%
The processor level of the user's workstation
%USERDOMAIN%
The domain containing the user's account
%USERNAME%
The user name
You can also create logon scripts in VBscript and JScript. 
Assigning logon scripts to user or group accounts
In Windows 2000, you can assign a logon script in a user account by entering a path to the logon script file. When a user logs on and a path to a logon script is present in the user account, the file is located and run at logon. 
You can also assign logon and logoff scripts, and computer startup and shutdown scripts by using the Group Policy snap-in. These scripts apply to the entire scope of users and computers for which a particular Group Policy object applies.
In Computer Management, you can use the User Property dialog box to assign logon scripts to user accounts by typing the file name (for example, Clerks.bat) in the Logon script text box. At logon, the server authenticating the logon locates an assigned logon script. It looks for the specified file following the local logon script path on the server (usually C:\Winnt\System32\Repl\Import\Scripts). If a relative path is provided before the file name (for example, Admins\CristalW.bat), the server looks for the logon script in that subdirectory of the logon script path.
The entry in the Logon Script text box specifies only the file name (and, optionally, the relative path) and does not create the actual logon script. You create a logon script of the specified name and place it in the appropriate directory on the appropriate replication export server.
You can place a logon script in a local directory of a user's computer. You would typically use this location, however, when you are administering user accounts that exist on a single computer rather than in a domain. You must place the logon script following the computer's logon script path or in a subdirectory of that logon script path. The logon script path for a Windows 2000 computer is systemroot\System32\Repl\Import\Scripts.
For information on the specific procedures to follow to assign logon scripts to individual users and groups, see How to.
Setting up replication of logon scripts
A logon script is always downloaded from the server that validates a user's logon request. For users with accounts on Windows 2000 Server domains that have one or more backup domain controllers, any one of the domain controllers can authorize a user's logon attempt. In order for logon scripts to always work for users, logon scripts for all user accounts in a domain must exist on every primary and backup domain controller in that domain.
The Directory Replicator Service is the best way to ensure that logon scripts are always available. This service maintains identical copies of a directory tree on multiple computers. When you make a change to a file in the master copy of the tree (located on the export server), the Directory Replicator Service automatically copies the change to the other computers (the import computers).
When you use the Directory Replicator Service with logon scripts, you set up one domain controller as the export server and all the other domain controllers in the domain as import servers.
You can configure the logon script path for each server of a domain by using Server Manager (administering servers either locally or remotely), or by using the Server option in Control Panel of each server. Use the Directory Replication dialog box to set up replication export and replication import and to specify a local path to user logon scripts.
A master collection of logon scripts is usually maintained by an administrator in an export directory (typically C:\Winnt\System32\Repl\Export\Scripts and its subdirectories) of one replication export server in the domain. This master collection is replicated to all the servers in the domain so that each server has its own local copy of all logon scripts.
Using environment variables to manage workstations
When managing multiple user and group accounts, you may need to make the same change to many accounts. You can use environment variables to replace static names or labels with a dynamic variable. The dynamic variable is replaced by the appropriate environment data when called.
Changing the system environment variables
Windows 2000 requires certain information to find programs, to allocate memory space for some programs to run, and to control various programs. This information, called the system and user environment variables, can be viewed using the System option in Control Panel on the Environment Variables tab. These environment variables are similar to those that can be set in the MS-DOS operating system, such as PATH and TEMP.
The system environment variables are defined by Windows 2000 and are the same no matter who is logged on at the computer. If you are logged on as a member of the Administrators group, you can add new variables or change the values.
The user environment variables can be different for each user of a particular computer. They include any environment variables you want to define, or variables defined by your applications, such as the path where application files are located.
After you change any environment variables, Windows 2000 saves the new values in the registry, making them automatically available the next time you start your computer.
If any conflict exists between environment variables, Windows 2000 resolves the conflict in this way:

System environment variables are set first. 

Variables defined in Autoexec.bat (except for Path variables) are set next, and override system variables. 

User environment variables defined in the System dialog box are set next, and override both the system and Autoexec.bat variables. 

Path variables defined in Autoexec.bat are set last. 
Path settings, unlike other environmental variables, are cumulative. The full path (what you see when you type path at the command prompt) is created by appending the path contained in Autoexec.bat to the paths defined in the System option in Control Panel. 
Using system environment variables in user profile paths, home directory paths, and logon scripts
Any system environment variable on a client computer running Windows 2000 can be used in a user account's user profile path, logon script path, home directory path, and within a logon script itself. 
This feature helps to ensure that logon scripts and user profiles run most efficiently on domains that span wide area network (WAN) links, especially if users work at more than one site. 
For example, suppose you have two physical sites, one located in Paris, and the other located in London. On every computer running Windows 2000 at the London site, you can set the servername system environment variable to the computer name of a backup domain controller in London. On the computers in Paris, you can set servername in a similar way, using the computer name of the backup domain controller in Paris. In every user account in the domain, you can use %SERVERNAME% in the logon script paths. In this instance, you can set the login script path to \\%SERVERNAME%\scripts. When a user logs on, the logon script is always loaded from a server at the local site.
