Connections
This section covers:

Network and Dial-up Connections

Modems

Infrared and Wireless Link

Telephony

Connection Manager Administration Kit

Connection Point Services
Network and Dial-up Connections
Microsoft Windows 2000 Network and Dial-up Connections provides connectivity between your computer and the Internet, a network, or another computer. With the Network and Dial-up Connections feature, you can configure settings to reach local or remote network resources or functions.
Network and Dial-up Connections combines Windows NT version 4.0 Dial-Up Networking with features that were formerly located in the Network Control Panel, such as network protocol and service configuration. Each connection in the Network and Dial-up Connections folder contains a set of features that creates a link between your computer and another computer or network. By using Network and Dial-up Connections, performing a task, such as modifying a network protocol, is as easy as right-clicking a connection and then clicking Properties. 

Before using Network and Dial-up Connections, see Checklist: Configuring Network and Dial-up Connections.

To find features that have been moved in Windows 2000, see New ways to do familiar tasks.

For tips about using Network and Dial-up Connections, see Best practices. 

For help with specific tasks, see How to.

For general background information, see Concepts.

For problem-solving instructions, see Troubleshooting.
Checklist: Configuring Network and Dial-up Connections

Step
Reference

Review key concepts.
Network and Dial-up Connections overview

Connect to a local area network.
To make a local area connection

Connect to a network by using a phone line.
To make a dial-up connection by using a phone line;
To connect to the network

Connect to an Internet service provider (ISP).
To make an Internet connection;
To connect to the Internet

Connect to a private network through the Internet (virtual private network).
To make a virtual private network (VPN) connection;
To connect to the network

Create a direct connection to another computer.
To make a direct network connection;
To connect to the network

Let other computers connect to this computer.
To make an incoming network connection

Monitor a connection.
To monitor a connection 
New ways to do familiar tasks
This table lists common tasks for Network and Dial-up Connections. The user interface for performing these tasks is different in Windows 2000 than it was in Windows NT 4.0.
If you want to
In Windows NT 4.0 use
In Windows 2000 use
Connect to a dial-up server
Dial-Up Networking in My Computer
Open Network and Dial-up Connections. For more information, see To connect to the network.
Connect to a network by using a modem or ISDN line
Dial-Up Networking in My Computer (click New)
Open Network and Dial-up Connections. For more information, see To make a dial-up connection by using a phone line. 
Connect to a network by using a virtual private network (VPN)
Dial-Up Networking in My Computer (click New)
Open Network and Dial-up Connections. For more information, see To make a virtual private network (VPN) connection.
Configure a computer for incoming connections
Network in Control Panel 
Open Network and Dial-up Connections. For more information, see To make an incoming network connection.
Configure the TCP/IP protocol
Network in Control Panel
Open Network and Dial-up Connections. For more information, see To configure TCP/IP settings.
Configure a connection
Dial-Up Networking in My Computer (click More)
Open Network and Dial-up Connections. For more information, see To configure a connection.
Add a client or service
Network in Control Panel
Open Network and Dial-up Connections. For more information, see To add a network component.
Add a protocol
Network in Control Panel
Open Network and Dial-up Connections. For more information, see To add a network component.
Add optional networking components
Network in Control Panel
Open Network and Dial-up Connections. For more information, see To add optional networking components.
Monitor incoming or outgoing connections
Dial-Up Monitor in Control Panel
Open Network and Dial-up Connections. For more information, see To monitor a connection.
Best practices
The following list provides best practices for implementing Network and Dial-up Connections:

Verify required connection settings with your Internet service provider (ISP). 

Before you create an Internet connection, check with your ISP to verify the required connection settings. A connection to your ISP may require one or more of the following settings:

A specific IP address. 

IP header compression (for PPP). 

DNS addresses and domain names. 

Optional settings, such as Internet Protocol security (IPSec). 

Use automated IP settings (DHCP) whenever possible. 

You should use automated IP settings for the following reasons:

DHCP is enabled by default. 

If your location changes, you do not have to modify your IP settings. 

Automated IP settings are used for all connections, and they eliminate the need to configure settings such as DNS, WINS, and so on. 

For more information about enabling DHCP, see To configure TCP/IP settings. 

When using multiple network adapters, rename each local area connection. 

Windows 2000 detects network adapters and automatically creates a local area connection in the Network and Dial-up Connections folder for each network adapter. If more than one network adapter is installed, you can eliminate possible confusion by immediately renaming each local area connection to reflect the network that it connects to.

You need to add or enable the network clients, services, and protocols that are required for each connection. When you do so, the client, service, or protocol is added or enabled in all other network and dial-up connections.

Create multiple dial-up, VPN, or direct connections by copying them in the Network and Dial-up Connections folder. 

After you copy the connections, you can rename them and modify the connection settings. By doing so, you can easily create different connections to accommodate multiple modems, ISPs, dialing profiles, and so on.

For more information, see To copy a network or dial-up connection.

When using one network adapter and connecting to multiple LANs, enable or disable the network components for each LAN connection. 

If your computer has one network adapter, but you need to connect to multiple LANs (for example, when traveling to a regional office), your local area connection network components need to be enabled or disabled each time you connect to a different LAN.

For information about enabling or disabling a network component, see To enable a network component or To disable a network component. For information about adding or removing a network component, see To add a network component or To remove a network component.

Specify the order that Windows 2000 accesses network providers and protocols. 

By changing the order of protocols bound to those providers, you can improve performance. For example, if your LAN connection is enabled to access NetWare and Microsoft Windows networks, which use IPX and TCP/IP, but your primary connection is to a Microsoft Windows network that uses TCP/IP, you can move Microsoft Windows Network to the top of the Network providers list on the Provider Order tab, and move Internet Protocol (TCP/IP) to the top of the File and Printer Sharing for Microsoft Networks binding on the Adapters and Bindings tab.

For more information about modifying the the order of network providers, see To modify the network provider order. For more information about modifying the order of protocol bindings, see To modify the protocol bindings order. 

Only install and enable the network protocols that you need. 

Limiting the number of protocols on your computer enhances network performance and reduces network traffic.

If Windows 2000 encounters a problem with network connectivity, it attempts to establish connectivity by using every network protocol that is installed. By only installing and enabling the protocols that your system can use, Windows 2000 does not attempt to connect with protocols it cannot use, and returns status information to you more efficiently.
How to...

Connect to the network 

Disconnect from the network 

Add optional networking components 

Make network and dial-up connections 

Configure network and dial-up connections 

Monitor network and dial-up connections 
To connect to the network 
 1.
Open Network and Dial-up Connections. 
 2.
Double-click the connection you want to connect to the network. 
 3.
If you are prompted, in the Connect connection type dialog box, type your user name, password, and logon domain. 

If Logon domain does not appear in this dialog box, and you want to log on to a Windows 2000 domain, type your user name and the Windows 2000 domain name in one of two ways:

Your user principal name prefix (your user name) and your user principal name suffix (your Windows 2000 domain name), joined by the at sign (@). For example, user@sales.westcoast.microsoft.com. 

Your Windows 2000 domain name and your user name, separated by the backslash (\) character. For example, sales\user. 

Note that the suffix in the first example is a fully-qualified DNS domain name. Your administrator might have created an alternative suffix to simplify the logon process. For example, creating a user principal name suffix of "microsoft" allows the same user to log on by using the much simpler user@microsoft.com. For more information, see your system administrator.

Once you are connected to the network, you can minimize your connection window and use e-mail, Windows Explorer, and so on.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you are connecting to your local area network, the local area connection connects automatically. 

Windows 2000 authentication is implemented in two steps: an interactive logon process and a network authentication process. Typically, the same set of credentials is used by the interactive logon process and the network authentication process. If your credentials differ, you are prompted to provide Windows domain credentials each time you access a network resource. You can avoid this by logging on to your computer using your Windows domain name, your Windows domain user name, and Windows domain password before you try to connect to a network resource. If you log on without being connected to the network, Windows 2000 recognizes the information from a previous successful logon. You receive the message "Windows cannot connect to a server to confirm your logon settings. You have been logged on using previously stored account information." When you connect to your network, the cached credentials are passed to your Windows 2000 domain and you are able to access network resources without having to provide a password again.

The logon domain name you type should be the Windows 2000 domain that the Windows 2000 server is in. This is not the DNS domain name given by some PPP/SLIP providers. 

If you are using IP connectivity on your local network connection and on your remote connection, you may not be able to see all computers on your local network. This is because after you connect, your remote connection becomes your default path for network routing. Consequently, you see computers on the remote network, and you see other computers on the same LAN segment to which your computer is connected. But you cannot communicate with computers on networks that were previously reached through a router on your local LAN. 

In order to run applications over any configured connection, you may need to modify proxy client settings. For example, if you use a laptop in your office and use the same computer to connect to an ISP or other network from your home, you may have problems running all of your applications when you use the ISP connection. If this is the case, you should disable the Microsoft WinSock Proxy Client (WSP Client in Control Panel) to run the applications that you typically run when you use your laptop in the corporate office. 
To disconnect from the network 
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection you want to disconnect, and then click Disconnect. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you disconnect a local area connection, it disables the network adapter driver until the connection is reactivated. 
To add optional networking components
 1.
Open Network and Dial-up Connections. 
 2.
On the Advanced menu, click Optional Networking Components. 
 3.
Do one of the following: 

To install all optional networking components, select the Management and Monitoring Tools, Networking Services, and Other Network File and Print Services check boxes, and then click Next. 

To install specific optional networking components, select its corresponding check box, and then click Details. 

In Subcomponents of component, select the check boxes next to the components you want to install, and then click OK.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Examples of optional networking components include Simple Network Management Protocol (SNMP), Simple TCP/IP Services, and Print Services for Unix. 
Make network and dial-up connections

Make a virtual private network (VPN) connection 

Make a local area connection 

Enable and configure Internet connection sharing 

Copy a network or dial-up connection 

Dial-up connections 

Internet connections 

Direct connections 

Incoming connections 
To make a virtual private network (VPN) connection 
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Connect to a private network through the Internet, and click Next. 
 4.
If you have already established a dial-up connection, do one of the following: 

If you need to establish a connection with your ISP or some other network before tunneling to your destination computer or network, click Automatically dial this initial connection, click a connection in the list, and then click Next. 

If you do not want to automatically dial an initial connection, click Do not dial the initial connection, and then click Next.
 5.
Type the host name or IP address of the computer or network to which you are connecting, and then click Next. 
 6.
Do one of the following: 

If you want this connection to be made available to all users on your network, click For all users, and then click Next. 

If you want to reserve the connection for your own use, click Only for myself, and then click Next.
 7.
If you want to let other computers access resources through this dial-up connection, select the Enable Internet connection sharing for this connection check box, and then click Next. 
 8.
Type a name for the connection, and then click Finish. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To make the connection available to all users, you must be logged on as Administrator or as a member of the Administrators group. 

You can create multiple VPN connections by copying them in the Network and Dial-up Connections folder. You can then rename the connections and modify connection settings. By doing so, you can easily create different connections to accommodate multiple hosts, security options, and so on. 
To make a local area connection

Typically, most Windows 2000 users belong to a local area network. When you start your computer, Windows 2000 detects your network adapter and automatically starts the local area connection. Unlike other types of connections, the local area connection is created automatically, and you do not have to click the local area connection in order to start it.
Notes

Windows 2000 automatically creates a local area connection for each network adapter that it detects. 

If more than one network adapter is installed, you can eliminate possible confusion by immediately renaming each local area connection to reflect the network that it connects to. 

If your computer has one network adapter, but you need to connect to multiple LANs (for example, when traveling to a regional office), the network components for your local area connection need to be enabled or disabled each time you connect to a different LAN. 

If more than one network adapter is installed, you need to add or enable the network clients, services, and protocols that are required for each local area connection. When you do so, the client, service, or protocol is added or enabled for all other network and dial-up connections. 
Enable and configure Internet connection sharing

Enable Internet connection sharing on a network connection 

Configure Internet connection sharing for applications and services 

Configure Internet options for Internet connection sharing
To enable Internet connection sharing on a network connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up, VPN, or incoming connection you want to share, and then click Properties. 
 3.
On the Sharing tab, select the Enable Internet connection sharing for this connection check box. 
 4.
If you want this connection to dial automatically when another computer on your home network attempts to access external resources, select the Enable on-demand dialing check box. 
Important

You should not use this feature in a network with other Windows 2000 Server domain controllers, DNS servers, gateways, DHCP servers, or systems configured for static IP. 

When you enable Internet connection sharing, the network adapter connected to the home or small office network is given a new static IP address configuration. Existing TCP/IP connections on the Internet connection sharing computer are lost and need to be reestablished. 

To use the Internet connection sharing feature, users on your home office or small office network must configure TCP/IP on their local area connection to obtain an IP address automatically. For more information, see To configure TCP/IP settings. Home office or small office network users must also configure Internet options for Internet connection sharing. For more information, see To configure Internet options for Internet connection sharing. 

If the Internet connection sharing computer is using ISDN or a modem to connect to the Internet, you must select the Enable on-demand dialing check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To enable Internet connection sharing, you must be a member of the Administrators group. 
To configure Internet connection sharing for applications and services
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the shared connection, and then click Properties. 
 3.
On the Sharing tab, verify the Enable Internet connection sharing for this connection check box is selected, and then click Settings. 
 4.
If you want to configure a network application for the computers sharing the connection, on the Applications tab, click Add, and then do the following: 

In Name of application, type an easily recognized name for the application. 

In Remote server port number, type the port number of the remote server where the application resides, and then click either TCP or UDP. 

In TCP or UDP or both, type the port number for the port on your home network that the application will connect to. Some applications require TCP and UDP port numbers. 
 5.
If you want to configure a service to provide to users on remote networks, on the Services tab, click Add, and then do the following: 

In Name of Service, type an easily recognized name for the service. 

In Service port number, type the port number of the computer where the service resides, and then click either TCP or UDP. 

In Name or address of server computer on private network, type the name or TCP/IP address of the computer on your home network where the service resides. 
Important   If you do not know the values for the remote server port number, incoming response port numbers, or the service port number, see your system administrator. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To configure Internet connection sharing, you must be logged on as an Administrator or a member of the Administrators group. 

You must enable Internet connection sharing to configure applications and services. 
To configure Internet options for Internet connection sharing
 1.
Open Internet Explorer. 
 2.
If you have not previously established an Internet connection, do the following: 

Click I want to set up my Internet connection manually, or I want to connect through a local area network (LAN), and then click Next. 

Click I connect through a local area network (LAN), and then click Next. 

Clear the Automatic discovery of proxy server [recommended] check box, and then click Next. 

Do one of the following: 

If you want to set up an Internet mail account now, and know your connection information, click Yes, and provide the e-mail account information for which the wizard prompts you. 

If you do not want to set up an Internet mail account, click No, click Next, and then click Finish.
 3.
If you have previously established an Internet connection, you will be prompted for the following: 

From the Tools menu, click Internet Options. 

On the Connections tab, click Never dial a connection, and then click LAN Settings. 

In Automatic configuration, clear the Automatically detect settings and Use automatic configuration script check boxes. 

In Proxy Server, clear the Use a proxy server check box. 
Note   To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer. 
To copy a network or dial-up connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click your dial-up, VPN, or direct connection, and then click Create Copy. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You cannot copy local area and incoming connections. 

You can create multiple dial-up, virtual private network, or direct connections by copying them in the Network and Dial-up Connections folder. You can then rename the connections and modify connection settings. By doing so, you can easily create different connections to accommodate multiple modems, ISPs, dialing profiles, and so on. 
Dial-up connections

Make a dial-up connection by using a phone line 

Configure a modem for a dial-up connection 

Start Remote Access Auto Connection Manager 

ISDN connections 

X.25 connections 

Configure dial-up options 
To make a dial-up connection by using a phone line
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Dial-up to private network, click Next, and then follow the instructions in the Network Connection wizard. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

When you connect to a remote access server, you can access data files across the telephone line; you cannot run programs remotely. For most applications, running a program across a telephone wire is unacceptably slow. For the best performance, you should install licensed copies of the applications you need on your local computer. 
To configure a modem for a dial-up connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up connection you want to configure, and then click Properties. 
 3.
Under Connect using, click the modem you want to configure, and then click Configure. 
 4.
Under Hardware Features, select the check box options you want to enable. 
 5.
Under Initialization, select the check box options you want to enable. 
 6.
If you want to enable the modem speaker, select the Enable modem speaker check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To ensure compatibility, you need to use the same kind of modem as the one connected to the remote access server, select the same initial speed, and enable the same features. If you do not select the same model, at least select a modem with the same ITU-T standard as the modem on the server.

Selecting a feature that is not supported by your modem has no effect on its performance.

Network and Dial-up Connections automatically configures connections according to the devices that are available. For example, you might use a laptop and docking station when you are in the office, with your connection configured to use the docking station modem. When you are on the road, and the docking station modem is not available, the connection is automatically configured to use the laptop's PCMCIA modem. When you return to the office and re-dock your laptop into its docking station, Network and Dial-up Connections detects that the docking station modem is available again, and automatically reconfigures the connection to use the docking station modem.
To start Remote Access Auto Connection Manager
 1.
Open Computer Management. 
 2.
In the console tree, click Services. Where?

Computer Management 

System Tools 

Services 
 3.
In the details pane, right-click Remote Access Auto Connection Manager, and then click Start. 
 4.
Under the Status column, Started appears.
Note   To open Computer Management, click Start, point to Settings, and then click Control Panel. Double-click Administrative Tools, and then double-click Computer Management. 
ISDN connections

Make a dial-up connection by using an ISDN line 

Install an ISDN adapter 

Configure ISDN settings 
To make a dial-up connection by using an ISDN line
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Dial-up to private network, click Next, and then follow the instructions in the Network Connection wizard. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To install an ISDN adapter
 1.
Install an Integrated Services Digital Network (ISDN) adapter and start your computer. If you install more than one ISDN adapter, you must restart your computer after you have installed the ISDN drivers. Otherwise, all available ISDN ports may not show up when you configure your network connection for ISDN. 
 2.
You can use Device Manager to configure your system so that your ISDN adapter knows what type of telephone switch it is connected to. The switch type simply refers to the brand of equipment and software revision level that the telephone company uses to provide you with ISDN service. There are only a few types of switches in the world and usually just one in countries other than the United States. Some examples of switch types include ATT (AT&T), NI-1 (National ISDN-1), and NTI (Northern Telecom). 
Notes

To open Device Manager, click Start, point to Programs, point to Administrative Tools, and then click Computer Management. In the console tree, double-click System Tools, and then click Device Manager. 

To use Device Manager, you must be logged on as Administrator or a member of the Administrators group. 

If your ISDN adapter is internal to your computer, it appears in Network adapters. If the ISDN adapter is external to your computer, it appears in Modems. 
To configure ISDN settings
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up connection that uses ISDN, and then click Properties. 
 3.
On the General tab, in Connect using, click the ISDN device, and then click Configure. 
 4.
In the ISDN Configure dialog box, do one or both of the following: 

In Line type, click the line type you want to use. The line types are listed from highest to lowest quality. 

If you want to start negotiation with the line type you selected, and then negotiate with a lower-quality line type depending on the line's condition, select the Negotiate line type check box. 
Note

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Depending on the type of ISDN adapter that you are using, when you click Configure in step 3, you may be presented with Modem Configuration settings. 
X.25 connections

Make a dial-up connection by using X.25 

Install X.25 
To make a dial-up connection by using X.25
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Dial-up to private network, click Next, and then follow the instructions in the Network Connection wizard. 
 4.
When the wizard is finished, right-click the new connection, and then click Properties. 
 5.
On the Options tab, click X.25. 
 6.
In Network, click your X.25 network provider. 
 7.
In X.121 address, type the X.121 address (the X.25 equivalent of a phone number) for the server you want to call. 
 8.
If required by the X.25 host computer, in User Data, type additional connection information. 
 9.
In Facilities, type any additional facility options you want to request from your X.25 provider. (For example, some providers support the /r option to specify reverse charging.) 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

For details on facility options, consult your X.25 documentation or provider. 
To install X.25

Install the X.25 card or PAD card and start your computer. 

For instructions on installing the card, see your X.25 manufacturer's documentation.
Configure dial-up options

Configure callback 

Configure autodial 

Enable multiple device dialing 

Configure phone number modifiers 

Configure redial options 

Assign multiple phone numbers to a connection 

Enable operator-assisted calls or manual dialing 
To configure callback
 1.
Open Network and Dial-up Connections. 
 2.
On the Advanced menu, click Dial-up Preferences. 
 3.
On the Callback tab, do one of the following: 

If you do not want to use callback, click No callback. 

If you want to decide whether to use callback at the time you connect, click Ask me during dialing when the server offers. 

If you want to consistently use callback, click Always call me back at the number(s) below, and select the modem or device you want to be called back. 

If Phone number is blank for the device you have selected, click Edit, and then type the number. 

If you want to remove a modem or device from the list of possible callback devices, click the modem or device, and then click Delete. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Your callback privileges are determined by your system administrator and override any callback settings that you configure here. Through server settings, the administrator can deny the use of callback, allow you to set callback options, or require callback to a particular number. Contact your system administrator to determine your callback options. 

To use callback, Link Control Protocol (LCP) extensions must be enabled. 
To configure autodial
 1.
Open Network and Dial-up Connections. 
 2.
On the Advanced menu, click Dial-up Preferences. 
 3.
On the Autodial tab, select the check box next to the location where you want to enable autodial, and then click OK. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Autodial maps the resources that are required to initially make a connection, but does not map resources once the connection is made. 

The autodial feature works only when the Remote Access Auto Connection Manager service is started.
To enable multiple device dialing
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection on which you want to enable the dialing of multiple devices, and then click Properties. 
 3.
On the Options tab, in Multiple devices, do one of the following: 

If you want Windows 2000 to dial only the first available device, click Dial only first available device. 

If you want Windows 2000 to use all of your devices, click Dial all devices. 

If you want Windows 2000 to dynamically dial and hang up devices as needed, click Dial devices only as needed, and then click Configure. 

In Automatic dialing, click the Activity at least percentage and Duration at least time you want to set. Another line is dialed when connection activity reaches this level for the amount of time that you specify.

In Automatic hangup, click the Activity no more than percentage and Duration at least time you want to set. A device is hung up when connection activity decreases to this level for at least the amount of time that you specify.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you selected Dial devices only as needed, the last multilinked device ignores the Automatic hangup setting, and a twenty-minute time-out is used for the last device. 

If you use multiple devices to dial a server that requires callback, then only one of your multilinked devices is called back. This is because only one number is stored in a user account. Therefore, only one device connects and all other devices fail to complete the connection, and your connection loses Multilink functionality. 

You can avoid this problem if the multilinked phonebook entry is an ISDN with two channels that have the same phone number.

Multiple device dialing is available only if multiple adapters are available on the computer. 

If you select Dial all devices, dropped links in the multilinked bundle are not automatically reinitialized. You can force links to reinitialize by selecting Dial devices only as needed, then Configure, and then setting easily achieved Automatic dialing conditions which cause another line to be dialed. For example, set Activity at least to 1% and Duration at least to 3 seconds. 
To configure phone number modifiers
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up connection you want to configure, and then click Properties. 
 3.
Modify the phone number by using one or more characters from the following list. 
Character
Function
, (comma)
Pauses briefly (two seconds for most modems) before continuing.
P
Switches from touch-tone to pulse/rotary dialing.
T
Switches from pulse/rotary to touch-tone dialing.
$
Waits for a calling card prompt tone.
For example, when you dial in from a hotel room, you may have to add 9 to the number you are calling to get an outside line. Your number may look similar to the following:
9,555-0100
The comma after the 9 gives a pause long enough to get an outside line before continuing to dial the full number.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To configure phone number modifiers, you must be logged on as a member of the Administrators group. 

By selecting the Use area code and dialing rules check box, and then clicking Rules, you can create a Location for which specific dialing rules automatically apply. For example, if you frequently connect from home and need to disable call waiting, you can create a location for use from home that automatically dials the code to disable call waiting before the connection call is placed. 

If you see unfamiliar characters being dialed before your number, check to make sure the Use area code and dialing rules check box is not selected. If it is selected, a location may be enforcing a dialing rule that you do not need. For example, a location may be selected that always dials 1 to accommodate long distance dialing. 
To configure redial options
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up connection you want to configure, and then click Properties. 
 3.
On the Options tab, in Redial attempts, click the arrows to set the number of times the dial-up connection is automatically redialed if the first attempt to connect fails. 
 4.
In Time between redial attempts, click the arrows to set the amount of time to pause between the end of one attempt and the beginning of another. 
 5.
In Idle time before hanging up, click the arrows to set the amount of idle time before a client hangs up a connection. 
 6.
If you want the connection to automatically redial if the line is dropped, select the Redial if line is dropped check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

The Time between redial attempts pause lets the device reset itself before redialing. The default is one minute. If that is not enough time, increase this setting. You can also experiment with shorter times, but if you make the pause too short, the device does not have time to reset itself. 

Keep in mind that the remote access server also has a disconnect timer. If Idle time before hanging up is set to a high time-out number, there is no guarantee that the connection will not disconnect before the time passes. This is because the server may choose to disconnect you before the time set here. 

If you are using Internet Explorer, the browser's own settings for dial-up connections may conflict with these redial options. 
To assign multiple phone numbers to a connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection to which you want to assign multiple phone numbers, and then click Properties. 
 3.
On the General tab, click Alternates. 
 4.
If you want the connection to attempt a different phone number if the first number in the list is not successful, select the If number fails, try next number check box. 
 5.
If you want the connection to move the first successful phone number to the top of the list under Phone numbers and use it on the next connection attempt, click Move successful number to top of list. 
 6.
To add a new phone number to the list, click Add, and in Phone number, type the phone number. 
 7.
If you want the connection to use established area code and dialing rules, select the Use area code and dialing rules check box. 
 8.
When you are finished adding the new phone number, click OK. 
 9.
If you want to change the order of phone numbers under Phone numbers, click a phone number, and then click the Up button or Down button until the phone number is in the correct order. 
10.
If you want to remove a phone number under Phone numbers, click the phone number, and then click Delete. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you have alternate phone numbers defined for a connection, you can specify a particular phone number at the time you initiate your connection. 
To enable operator-assisted calls or manual dialing
 1.
Open Network and Dial-up Connections. 
 2.
On the Advanced menu, click Operator-Assisted Dialing. 
 3.
Double-click the connection you want to dial. 
 4.
Pick up the telephone handset, and then dial the number or ask the operator to dial it for you. 

The number assigned to the entry is displayed in the dialog box for easy reference.
 5.
Immediately after you have finished dialing, click Dial. 
 6.
Hang up the handset only after the modem takes control of the line, which is typically signaled with a click followed by silence. 

It is always safe to replace the handset once Network and Dial-up Connections begins verifying your user name and password. The status message will remind you of this.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If operated-assisted dialing is enabled, a check mark appears next to Operator-Assisted Dialing on the Advanced menu. 
Internet connections

Make an Internet connection 

Use Windows 2000 to connect to MSN 
To make an Internet connection
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Dial-up to the Internet, click Next, and then follow the instructions in the Network Connection wizard. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Before you create an Internet connection, check with your Internet service provider (ISP) to verify the required connection settings. A connection to your ISP may require one or more of the following settings: 

A specific IP address. 

IP header compression (for PPP). 

DNS addresses and domain names. 

POP3 settings. 

SMTP settings. 

Optional settings, such as Internet Protocol security.
To use Windows 2000 to connect to MSN
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Dial-up to private network, click Next, and then follow the instructions in the wizard. 
 4.
When the wizard is finished, right-click the new connection, and then click Properties. 
 5.
On the Networking tab, do the following: 

If NetBEUI Protocol is installed and enabled, clear its check box to disable it. 

If NWLink IPX/SPX/NetBIOS Compatible Transport Protocol is installed and enabled, clear its check box to disable it. 

If Internet Protocol (TCP/IP) is disabled, click its check box to enable it. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

When you connect to The Microsoft Network (MSN) by using this connection, supply your MSN user name by typing MSN/username. Type your MSN password, click OK, and then click Dial. 

You can use MSN as your Internet service provider only if you have already created an MSN account in Windows 95 or Windows 98. 

To connect to the Internet through Windows 2000 by using MSN and access proprietary online services such as mail or bulletin boards, you must be running MSN version 2.5 or later. Otherwise, these services are not available. 
Direct connections

Make a direct network connection 

Make a direct network connection by using a DirectParallel cable 
To make a direct network connection
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Connect directly to another computer, click Next, and then follow the instructions in the Network Connection wizard. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To create a direct network connection that acts as a host, you must be logged on as Administrator or be a member of the Administrators group. Guest direct network connections do not require administrator-level rights. 

If you specify your connection as a host when you create it, the connection appears as Incoming Connections in the Network and Dial-up Connections folder. 

You can create multiple direct connections by copying them in the Network and Dial-up Connections folder. You can then rename the connections and modify connection settings. By doing so, you can easily create different connections to accommodate multiple ports, host computers, and so on. 

Direct connections can bypass authentication requirements. This is useful for devices such as palmtop computers. You must configure this setting in the host incoming connection. 

If you create a direct connection by using a serial (RS-232C) cable, the port that you select in the Network Connection wizard is enabled for connections that use a null modem. 

If you are logged on to your computer as Administrator or a member of the Administrators group when you create a direct connection, you are presented with a list of connection devices to choose from that includes all of the parallel ports for the computer, infrared ports that are installed and enabled, and COM ports. If you are logged on as a user who is not a member of the Administrators group, and create a direct connection, the list of devices includes the parallel ports for the computer, infrared ports that are installed and enabled, and only the COM ports that are configured with null modems. If you need to use a COM port for a direct connection, ask your system administrator to configure one of the COM ports on your computer with a null modem by using Phone and Modem Options in Control Panel. 

Users do not need to use direct connections to allow access to shared resources, such as files and printers, over a local area network. In order to enable shared access to resources on the local computer, you must enable file and print sharing, share the resources, and then set up the appropriate permissions. 
To make a direct network connection by using a DirectParallel cable
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Connect directly to another computer, click Next, and then do one of the following: 

If you want your computer to act as the host (your computer contains the information you need to access), click Host. 

If you want your computer to act as the guest (your computer accesses information on another computer), click Guest, and then click Direct Parallel (LPT1) in Select a device.
 4.
Follow the remaining instructions in the Network Connection wizard. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

A direct network connection that uses a DirectParallel cable requires a stand-alone computer running Windows 2000. 

To create a direct network connection, you must be logged on as Administrator or as a member of the Administrators group. 
Incoming connections

Make an incoming network connection 

Grant incoming connection access rights to your computer 

Configure an incoming connection to use TCP/IP 

Configure an incoming connection to use IPX 

Configure callback for incoming connections 
To make an incoming network connection
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Accept incoming connections, click Next, and then follow the instructions in the Network Connection wizard. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you make another incoming network connection, and you use the Network Connection wizard again, the existing incoming network connection is reconfigured. 

To create an incoming network connection, you must be a member of the Administrators group. 

For large numbers of incoming connections on a computer running Windows 2000 Server that operates as part of a distributed network or as a domain controller, use Windows 2000 Server Routing and Remote Access to create a remote access server. 

If your incoming connection and Fax Service have problems working together (for example, you cannot receive incoming connection calls on a device enabled for Fax receive), the modem may not support adaptive answer. Check your modem documentation to verify that you need to disable Fax receive for that device to accept incoming connections. 

If you connect to a computer running Windows 2000 Professional or stand-alone Windows 2000 Server that is configured for incoming connections, and you are running Windows 95 or Windows 98 and want to log on to the computer by using a local user account, you can use your Windows 95 or Windows 98 user name, domain, and password. When you connect, the computer running Windows 2000 replaces the Windows 95 or Windows 98 domain name with the local computer name when you provide your user name and password authentication information. 

Incoming connections are only used for dial-up, VPN, or direct connection clients. 
To grant incoming connection access rights to your computer
 1.
Open Network and Dial-up Connections. 
 2.
Right-click Incoming Connections, and then click Properties. 
 3.
On the General tab, do one or more of the following: 

In Devices, click the check boxes next to the devices through which incoming connections can connect. 

If you have more than one device selected, and you want to enable Multilink dialing, select the Enable multilink check box. 

If you want to enable others to make private connections to your computer by tunneling through the Internet or other network, select the Allow others to make private connections to my computer by tunneling through the Internet or other network check box. 

If you want to show icons on the taskbar when incoming connections are connected, select the Show icons on taskbar when connected check box. 
 4.
On the Users tab, do one or more of the following: 

If you want to allow a user to connect, select the check box next to the user's name. 

If you want to revoke a user's right to connect, clear the check box next to a user's name. 

To create a new user and grant them access to connect, click New. 

To remove a user, click Delete. 

To modify a user's name, password, and callback privileges, click Properties. 

If you want all users to connect by using securely encrypted passwords and data, select the Require all users to secure their passwords and data check box. 

If you want directly connected devices to connect without providing a password, select the Always allow directly connected devices such as palmtop computers to connect without providing a password check box. 
 5.
On the Networking tab, do one or more of the following: 

If you want to enable a network component, in Network Components, select the check box next to the component name. 

If you want to disable a network component, in Network Components, clear the check box next to the component name. 

To add a network component, click Install. 

To remove a network component, click Uninstall. 

To configure a network component, click Properties. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If you enable incoming connections access on the Users tab, other factors may prevent a user from logging in. A user's account may be disabled or locked out, or the user may attempt to connect outside of allowed hours. 

To modify an incoming connection, you must be logged on as a member of the Administrators group. 

If you enable or disable TCP/IP, NetBEUI, or the NWLink IPX/SPX/NetBIOS compatible Transport Protocol in incoming connections, the settings affect only incoming connections. Other protocols, such as AppleTalk, are enabled or disabled for all connection types. 
To configure an incoming connection to use TCP/IP
 1.
Open Network and Dial-up Connections. 
 2.
Right-click Incoming Connections, and then click Properties. 
 3.
On the Networking tab, click Internet Protocol (TCP/IP), and then click Properties. 
 4.
If you want incoming users to be able to access the local area network on which the dial-up computer resides, select the Allow callers to access my local area network check box. 
 5.
Do one of the following: 

If you want to automatically assign TCP/IP addresses, select the Assign TCP/IP addresses automatically using DHCP check box. 

If you want to specify TCP/IP addresses, click Specify TCP/IP addresses, and do the following: 

In From, type the starting IP address. 

In To, type the ending IP address. 

Based on the addresses you type in From and To, the number of addresses that are allocated is displayed in Total. The starting and ending IP addresses that you choose depend on the originating address space and the number of addresses needed. 
 6.
If you want incoming connections to be able to use a specific TCP/IP address, select the Allow calling computer to specify its own IP address check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Most TCP/IP networks use subnets in order to effectively manage routed IP addresses. For the range that you specified in From and To, Windows 2000 calculates the closest matching subnet. The range of addresses in the closest matching subnet may exceed the range that you specified. Unless the addresses specified in From and To are subnet boundaries, the range based on the calculated subnet will be larger than the range that you specified. To avoid this, specify a range that falls on subnet boundaries. For example, if you are using the 10.0.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 10.0.1.168 to 10.0.1.175. Or, if you are using the 192.168.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 192.168.1.0 to 192.168.1.255. 

Allowing remote clients to specify their own TCP/IP address is a potential security risk to your network. A client can impersonate a previously connected client and gain access to network resources that were accessed by the other client. 

If you select Allow callers to access my local area network or Allow calling computer to specify its own IP address, these changes take effect immediately. 

If you select Assign TCP/IP addresses automatically using DHCP, but there is no DHCP server available, random addresss from the range 169.254.0.1 to 169.254.255.254 are assigned. 
To configure an incoming connection to use IPX
 1.
Open Network and Dial-up Connections. 
 2.
Right-click Incoming Connections, and then click Properties. 
 3.
On the Networking tab, click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol, and then click Properties. 
 4.
If you want incoming users to be able to access the local area network that the dial-up computer resides on, select the Allow callers to access my local area network check box. 
 5.
If you want the same network number to be used consistently, select the Assign same network number to all computers check box, and do one of the following: 

If you want the incoming connection to use the NetWare Router Information Protocol (RIP) to determine an IPX network number that is not in use in the IPX network, click Assign network number automatically. The incoming connection then assigns that number to the incoming computer. 

If you want more control of network number assignments for security or monitoring purposes, click Assign specified network number, and type the network number.
 6.
If you want to specify different network numbers, clear the Assign same network number to all computers check box, and do the following: 

If you want the network numbers to be uniquely assigned, click Assign network numbers sequentially from, and type the first network number. Subsequent network numbers are assigned sequentially from this number.
 7.
If you want incoming connections to be able to use specific network numbers, select the Allow callers to specify their own node numbers check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Allowing remote clients to choose their own node number is a potential security threat to your network; a client can impersonate a previously connected client and gain access to network resources that were accessed by the other client. 

If you select Allow callers to access my local area network or Allow callers to specify their own node numbers, these changes take effect immediately. 

If you select Assign same network number to all computers, Assign network numbers automatically, or Assign specified network number, these changes take effect as soon as there are no callers. 
To configure callback for incoming connections
 1.
Open Network and Dial-up Connections. 
 2.
Right-click Incoming Connections, and then click Properties. 
 3.
On the Users tab, click the user for which you want to configure callback, and then click Properties. 
 4.
On the Callback tab, do one of the following: 

If you do not want to use callback for incoming connections, click Do not allow callback. 

If you want to give incoming connections the option of setting a specific callback number, click Allow the caller to set the callback number. 

If you want to consistently use the same callback number, click Always use the following callback number, and type the number. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
Configure network and dial-up connections

Configure a connection 

Network components 

Security 
To configure a connection 
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection you want to configure, and then click Properties. 
 3.
Do one or more of the following: 

To configure dialing devices, phone numbers, host address, country/region codes, or dialing rules, click the General tab. 

To configure dialing and redialing options, multilink configuration, or X.25 parameters, click the Options tab. 

To configure identity authentication, data encryption, or terminal window and scripting options, click the Security tab. 

To configure the remote access server and protocols used for this connection, click the Networking tab. 

To enable or disable Internet connection sharing and on-demand dialing, click the Sharing tab. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Depending on the type of connection you are configuring, different options appear. For example, a local area connection only displays the General tab. 

For more information about a specific item on a tab, right-click the item, and then click What's This? 
Network components

Configure TCP/IP settings 

Add a network component 

Remove a network component 

Enable a network component 

Disable a network component 

Modify the protocol bindings order 

Modify the network provider order 

Configure Client for Microsoft Networks 

Configure File and Printer Sharing for Microsoft Networks 

PPP settings 
To configure TCP/IP settings
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection you want to configure, and then click Properties. 
 3.
Do one of the following: 

If the connection is a local area connection, under Components checked are used by this connection, click Internet Protocol (TCP/IP), and then click Properties. 

If the connection is a dial-up, VPN, or incoming connection, on the Networking tab, under Network components used in this connection, click Internet Protocol (TCP/IP), and then click Properties. 
 4.
Do one of the following: 

If you want IP settings to be assigned automatically, click Obtain an IP address automatically, and then click OK. 

If you want to specify an IP address or a DNS server address, do the following: 

Click Use the following IP address, and in IP address, type the IP address. 

Click Use the following DNS server addresses, and in Primary DNS server and Secondary DNS server, type the addresses of the primary and secondary DNS servers. 

To configure DNS, WINS, and other options, click Advanced. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You should use automated IP settings (DHCP) whenever possible, for the following reasons: 

DHCP is enabled by default. 

If your location changes, you do not have to modify your IP settings. 

Automated IP settings are used for all connections, and they eliminate the need to configure settings such as DNS, WINS, and so on.
To add a network component
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection to which you want to add a network component, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, click Install. 

If this is a dial-up, VPN, or incoming connection, on the Networking tab, click Install. 
 4.
In the Select Network Component Type dialog box, click either Client, Service, or Protocol, and then click Add. 
 5.
Do one of the following: 

If you do not have an installation disk for the component, click the appropriate client, service, or protocol, and then click OK. 

If you have an installation disk for the component, click the appropriate client, service, or protocol, click Have Disk, insert the installation disk into the selected drive, and then click OK. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You should only install the network components that you need, for the following reasons: 

Network performance is enhanced and network traffic is reduced when only the required protocols and clients are installed. 

If Windows 2000 encounters a problem with a network or dial-up connection, it attempts to establish connectivity by using every network protocol that is installed and enabled. By only installing and enabling the protocols that your system can use, Windows 2000 does not attempt to connect with protocols it cannot use, and returns status information to you more efficiently. 

Excessive services can hinder performance on your local computer. 
To remove a network component
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection on which you want to remove a network component, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, in Components checked are used by this connection, click the client, service, or protocol you want to remove, and then click Uninstall. 

If this is a dial-up, VPN, or incoming connection, in Components checked are used by this connection, on the Networking tab, click the client, service, or protocol you want to remove, and then click Uninstall.
 4.
In the Uninstall component name dialog box, click Yes. 
Note  To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To enable a network component
 1.
Open Network and Dial-up Connections. 
 2.
Right-click a connection, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, in Components checked are used by this connection, select the check box next to the client, service, or protocol you want to enable. 

If this is a dial-up, VPN, or incoming connection, on the Networking tab, in Components checked are used by this connection, select the check box next to the client, service, or protocol you want to enable.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You should only enable the network components that you need, for the following reasons: 

Network performance is enhanced and network traffic is reduced when only the required protocols and clients are enabled. 

If Windows 2000 encounters a problem with with a network or dial-up connection, it attempts to establish connectivity by using every network protocol that is installed and enabled. By only enabling the protocols that your system can use, Windows 2000 does not attempt to connect with protocols it cannot use, and returns status information to you more efficiently. 

Excessive services can hinder performance on your local computer. 
To disable a network component
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection on which you want to disable a network component, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, in Components checked are used by this connection, clear the check box next to the client, service, or protocol you want to disable. 

If this is a dial-up, VPN, or incoming connection, on the Networking tab, in Components checked are used by this connection, clear the check box next to the client, service, or protocol you want to disable.
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To modify the protocol bindings order
 1.
Open Network and Dial-up Connections. 
 2.
Click the connection you want to modify, and on the Advanced menu, click Advanced Settings. 
 3.
On the Adapters and Bindings tab, in Bindings for adapter name, click the protocol that you want to move up or down in the list, and then click the Up or Down button. 
Notes
 1.
To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 
 2.
To modify the protocol bindings order, you must be logged on as a member of the Administrators group. 
To modify the network provider order
 1.
Open Network and Dial-up Connections. 
 2.
Click the connection you want to modify, and on the Advanced menu, click Advanced Settings. 
 3.
On the Provider Order tab, in Network Providers, click the provider you want to move up or down in the list, and then click the Up or Down button. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Network providers are accessed in the order they appear in this list. 

To modify the network provider order, you must be logged on as a member of the Administrators group. 
To configure Client for Microsoft Networks
 1.
Open Network and Dial-up Connections. 
 2.
Right-click a connection, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, on the General tab, in Components checked are used by this connection, click Client for Microsoft Networks, and then click Properties. 

If this is a dial-up, VPN, or incoming connection, on the Networking tab, in Components checked are used by this connection, click Client for Microsoft Networks, and then click Properties.
 4.
In Name service provider, click an RPC name service provider. 
 5.
If you selected DCE Cell Directory Service in Network address, type the network address of your provider. 
 6.
If you use Banyan Vines networking software, select the Enable RPC support for Banyan check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

Only change your name service provider if instructed to do so by your system administrator. 

The default name service provider installed with Windows 2000 is Windows Locator. 

The Client for Microsoft Networks component is the equivalent of the Workstation service in Windows NT 4.0. 
To configure File and Printer Sharing for Microsoft Networks
 1.
Open Network and Dial-up Connections. 
 2.
Right-click a connection, and then click Properties. 
 3.
Do one of the following: 

If this is a local area connection, on the General tab, in Components checked are used by this connection, click File and Printer Sharing for Microsoft Networks, and then click Properties. 

If this is a dial-up, VPN, or incoming connection, on the Networking tab, in Components checked are used by this connection, Click File and Printer Sharing for Microsoft Networks, and then click Properties. 
 4.
Do one of the following: 

To optimize the server for a small number of clients, click Minimize memory used. 

To optimize the server for a mixed usage of file and printer sharing in addition to other services, such as serving as an interactive workstation, click Balance. 

To dedicate as many resources as possible to file and print server services, click Maximize data throughput for file sharing. 

To optimize server memory for distributed applications that perform their own memory caching, such as Microsoft SQL Server, click Maximize data throughput for network applications. 
 5.
To specify that LAN Manager 2.x clients on your network can browse for shared resources on this computer, select the Make browser broadcasts to LAN Manager 2.x clients check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You can only configure File and Printer Sharing for Microsoft Networks on a computer running Windows 2000 Server. 

To share local folders, you must enable File and Printer Sharing for Microsoft Networks. 

The File and Printer Sharing for Microsoft Networks component is the equivalent of the Server service in Windows NT 4.0. 
PPP settings

Stop requesting LCP extensions in PPP 

Start requesting LCP extensions in PPP 

Turn off IP header compression in PPP 

Disable software compression 
To stop requesting LCP extensions in PPP 
 1.
Disconnect from the remote server. 
 2.
Open Network and Dial-up Connections. 
 3.
Right-click the connection you want to configure, and then click Properties. 
 4.
On the Networking tab, click Settings, and clear the Enable LCP extensions check box. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To start requesting LCP extensions in PPP 
 1.
Disconnect from the remote server. 
 2.
Open Network and Dial-up Connections. 
 3.
Right-click the connection you want to configure, and then click Properties. 
 4.
On the Networking tab, click Settings, and then select the Enable LCP extensions check box. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To turn off IP header compression in PPP
 1.
Disconnect from the remote server. 
 2.
Open Network and Dial-up Connections. 
 3.
Right-click the connection you want to configure, and then click Properties. 
 4.
On the Networking tab, click Internet Protocol (TCP/IP), and then click Properties. 
 5.
Click Advanced, and then clear the Use IP header compression check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

To turn off IP header compression, you must be logged on as Administrator or a member of the Administrators group. 
To disable software compression 
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up, VPN, or incoming connection you want to configure, and then click Properties. 
 3.
On the Networking tab, click Settings, and clear the Enable software compression check box. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
Security

Configure authentication and data encryption settings for a dial-up connection 

Configure authentication and data encryption settings for a VPN connection 

Enable smart card or other certificate authentication 

Terminal and scripting options 
To configure identity authentication and data encryption settings for a dial-up connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up connection you want to configure, and then click Properties. 
 3.
On the Security tab, do one of the following: 

To select preconfigured combinations of identity authentication methods and data encryption requirements, click Typical (recommended settings), and in Validate my identity as follows, click a method to use for validation. 

Depending on your Validate my identity as follows selection, you can select (enable) or clear (disable) the Automatically use my Windows logon name and password (and domain if any) or Require data encryption (disconnect if none) check boxes. The following table shows which selections are available.

If Require data encryption (disconnect if none) is not enabled, encryption is optional. To prevent encryption, click Advanced (custom settings), and then click Settings. In Data encryption, click No encryption allowed (disconnect if server required encryption).
Validate my identity as follows
Automatically use my Windows logon name and password (and domain if any)
Require data encryption (disconnect if none)
Allow unsecured password
Unavailable
Unavailable
Require secured password
Available
Available
Use smart card
Unavailable
Available

To individually enable, configure, and disable authentication methods and encryption requirements, click Advanced (custom settings), and then click Settings. 
Important   Modifying Advanced (custom settings) requires a knowledge of security protocols. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To configure identity authentication and data encryption settings for a VPN connection
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the VPN connection you want to configure, and then click Properties. 
 3.
On the Security tab, do one of the following: 

To select preconfigured combinations of identity authentication methods and data encryption requirements, click Typical (recommended settings), and in Validate my identity as follows, click a method to use for validation. 

Depending on your Validate my identity as follows selection, you can select (enable) or clear (disable) the Automatically use my Windows logon name and password (and domain if any) or Require data encryption (disconnect if none) check boxes. The following table shows which selections are available.

If Require data encryption (disconnect if none) is not enabled, encryption is optional. To prevent encryption, click Advanced (custom settings), and then click Settings. In Data encryption, click No encryption allowed (disconnect if server required encryption).
Validate my identity as follows
Automatically use my Windows logon name and password (and domain if any)
Require data encryption (disconnect if none)
Require secured password
Available
Available (enabled by default)
Use smart card
Unavailable
Available (enabled by default)

To individually enable, configure, and disable authentication methods and encryption requirements, click Advanced (custom settings), and then click Settings. 
Important   Modifying Advanced (custom settings) requires a knowledge of security protocols. 
Note   To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections.
To enable smart card or other certificate authentication
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the dial-up, VPN, or incoming connection on which you want to use smart card or other certificate authentication, and then click Properties. 
 3.
If you are using typical settings for your smart card, on the Security tab, click Typical (recommended settings), and in Validate my identity as follows, click Use smartcard. 
 4.
If you are individually enabling, configuring, and disabling authentication methods and encryption requirements, on the Security tab, click Advanced (custom settings), click Settings, and then do the following: 

Under Logon security, click Use Extensible Authentication Protocol (EAP), click Smart card or other certificate (TLS) (encryption enabled), click Properties, and then do the following: 
 1.
If you want to use the certificate that resides on your smart card, click Use my smartcard. 
 2.
If you want to use the certificate that resides in the certificate store on your computer, click Use a certificate on this computer. 
 3.
If you want verify that the server certificate presented to your computer has not expired, has the correct signature, and has a trusted root certificate authority, select the Validate server certificate check box. 
 4.
If you only want to connect to servers within a particular domain, select the Connect only if server name ends with check box, and then type the name of the domain. 
 5.
To specify that the root certificate authority for your server certificate must be in a particular root certificate authority, in Trusted root certificate authority, click the appropriate certificate authority. 
 6.
To use a different user name when the user name in the smart card or certificate is not the same as the user name in the domain that you are logging on to, select the Use a different user name for the connection check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If, for example, you only want to connect to servers that reside in Microsoft.com, you type Microsoft.com in Connect only if server name ends in. 

If, for example, you are working for a consulting company where you need to log on to the domain of the company to which you are assigned, but your smart card contains a user name specific to your home company, select the Send a different user name from the one on the smartcard or certificate check box. 

If you select the Send a different user name from the one on the smartcard or certificate check box, your certificate is exported without private keys and submitted to your system administrator to be explicitly mapped to your domain user account.

If you select the Connect only if server name ends with check box, and do not type a domain name, at the time you connect you are prompted to use the domain name in the server certificate. 
Terminal and scripting options

Use the Terminal feature to log on to a remote computer 

Activate a logon script 

Log and view modem commands 
To use the Terminal feature to log on to a remote computer
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection on which you want to use Terminal, and then click Properties. 
 3.
On the Security tab, select the Show terminal window check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

After you connect, the After Dial Terminal window appears and prompts you from the remote computer display. You then use this window to log on to the remote computer. After you have completed all interactions with the remote computer, click Done. At this point, authentication on the remote access server begins. 

If the logon sequence does not vary, you can write a script that automatically passes information to the remote computer during the logon sequence, which enables completely automatic connections. 
To activate a logon script
 1.
Open Network and Dial-up Connections. 
 2.
Right-click the connection on which you want to run a script, and then click Properties. 
 3.
On the Security tab, select the Run script check box. 
 4.
To use an existing script file, click Browse. 

Or, to use Switch.inf, click Edit.
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

In addition to Switch.inf, the Windows 95 scripting language is supported for computers running Windows 2000 that connect to computers running a non-Microsoft operating system. You may find the Windows 95 scripting language easier to use than Switch.inf. 

If you click Edit and load Switch.inf into Notepad, immediately resave the file with a different name to preserve the default Switch.inf file. 
To log and view modem commands
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem whose commands you want to log. 
 3.
Click Properties, then click the Diagnostics tab. 
 4.
In Logging, select the Append to Log check box if you are working on a computer running Windows 2000 Professional or Record a Log if you are working on a computer running Windows 2000 Server. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Click View Log to display the log file. 

Commands sent to the modem are captured in the file 

Systemroot\ModemLog_Model.txt. 

Systemroot is usually C:\Winnt\System32\. Model is the name of the modem as it appears in the list of installed modems on the Modems tab of Phone and Modem Options. 

On Windows 2000 Professional, logging is always turned on and the log is overwritten at the beginning of every session unless you select the Append to Log check box. On Windows 2000 Server, logging is turned off unless you select the Record a Log check box. 
Monitor network and dial-up connections

Monitor a connection 

View the status of a local area connection 
To monitor a connection
 1.
Open Network and Dial-up Connections. 
 2.
Do one of the following: 

To monitor activity for the current session, right-click the connection you want to monitor, and then click Status. 

To automatically enable the status monitor each time the connection is active, right-click the connection, click Properties, and then select the Show icon in taskbar when connected check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

If your computer is set up to accept incoming connections, a connection with a user name assigned to it appears in the Network and Dial-up Connections folder as each user connects. You can view the progress of incoming connections by right-clicking a named connection, and then clicking Status. 

You can also monitor a connection by clicking Status on the File menu or by clicking the status icon in the taskbar. 

If you want to view the general status (Disconnected, Connected) of all of your connections, on the View menu, click Details. 

You also can disconnect an active connection by clicking Disconnect in the Status dialog box. 

By default, the status monitor is disabled for local area connections, but enabled for all other types of connections. 
To view the status of a local area connection 
 1.
Open Network and Dial-up Connections. 
 2.
Do one of the following: 

To monitor activity for the current session, right-click the local area connection, and then click Status. 

To automatically enable the status monitor each time the connection is active, right-click the local area connection, click Properties, and then select the Show icon in taskbar when connected check box. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, and then click Network and Dial-up Connections. 

You can view and modify the network components of a local area connection, such as network protocol settings, by clicking Properties. 

By default, the status monitor is disabled for local area connections, but enabled for all other types of connections. 
Concepts
This section covers:

Network and Dial-up Connections overview 

Understanding Network and Dial-up Connections 

Using Network and Dial-up Connections
Network and Dial-up Connections overview
This section covers:

About Network and Dial-up Connections 

Hardware requirements for network and dial-up connections 

Network and dial-up connection types 

Network communications
About Network and Dial-up Connections
Network and Dial-up Connections provides connectivity between your computer and the Internet, a network, or another computer. With Network and Dial-up Connections, you can gain access to network resources and functionality, whether you are physically located at the location of the network or in a remote location. Connections are created, configured, stored, and monitored from within the Network and Dial-up Connections folder. For information about creating connections, see Make network and dial-up connections.
Each connection in the Network and Dial-up Connections folder contains a set of features that you can use to create a link between your computer and another computer or network. Outgoing connections contact a remote access server by using a configured access method (LAN, modem, ISDN line, and so on) to establish a connection with the network. Conversely, an incoming connection enables a computer running Windows 2000 Professional or a stand-alone computer running Windows 2000 Server to be contacted by other computers. This means your computer can operate as a remote access server. Whether you are connected locally (LAN), remotely (dial-up, ISDN, and so on), or both, you can configure any connection so that it can perform any needed network function. For example, you can print to network printers, access network drives and files, browse other networks, or access the Internet.
Because all services and communication methods are configured within the connection, you do not need to use external management tools to configure connection settings. For example, the settings for a dial-up connection include features to be used before, during, and after connecting. These include the modem you use to dial, the type of password encryption you want to use upon connecting, and the network protocols you use after you connect. Connection status, which includes the duration and speed of a connection, is viewed from the connection itself; you do not need to use an external status tool. For information about configuring a connection, see To configure a connection.
Windows 2000 logon and domain security, support for security hosts, data encryption, authentication, and callback provide secure network access for network and dial-up connections. For more information about security features, see Security features of Network and Dial-up Connections.
Hardware requirements for network and dial-up connections
Depending on your configuration, you may need some or all of the following hardware:

Network adapter with a certified Network Driver Interface Specification (NDIS) driver for LAN connectivity 

One or more compatible modems and an available COM port 

Modem or ISDN adapter (if you are using an ISDN line) 

DSL adapter 

X.25 card or PAD (if you are using X.25) 

Analog telephone line 

If your computer is set up for incoming connections, a multiport adapter may improve performance for multiple connections. 
To verify the compatibility of all hardware in a computer running Windows 2000, see the Microsoft Windows Hardware Compatibility List at the Microsoft Web site. (http://www.microsoft.com/)
For information about configuring a connection, see To configure a connection.
Network and dial-up connection types
There are five types of network and dial-up connections. The following table shows each connection type, the communication methods used to establish the connection type, and an example of the connection. For more information, click the appropriate connection type in the table.
Connection type
Communication method
Example
Dial-up connections
Modem, ISDN, X.25
Connect to a corporate network or the Internet by using remote access
Local area connections
Ethernet, Token Ring, cable modem, DSL, FDDI, IP over ATM, IrDA, wireless, WAN technologies (T1, Frame Relay)
Typical corporate user
Virtual private network (VPN) connections
VPNs over PPTP or L2TP to corporate networks or the Internet
Connect securely to a corporate network over the Internet
Direct connections
Serial cabling, infrared link, DirectParallel cable
Synchronize information between a Windows CE Handheld PC and a desktop computer
    Incoming connections
Dial-up, VPN, or direct connections
Call in to a remote access server at home 
Dial-up connections
A dial-up connection connects you to a network or the Internet by using a device that utilizes the telephone network. This device can be a modem that uses a standard phone line, an ISDN card with a high-speed ISDN line, or an X.25 network.
If you are a typical user, you may have one or two dial-up connections, perhaps to the Internet and to your corporate network. In a more complex Windows 2000 Server scenario, you can use multiple dial-up connections to implement advanced routing.
You can create multiple dial-up connections by copying them in the Network and Dial-up Connections folder. You can then rename the connections and modify connection settings. By doing so, you can easily create different connections to accommodate multiple modems, dialing profiles, and so on. 
For more information about creating dial-up connections, see Dial-up connections.
Network communications
Network protocols, access methods, and server protocols provide a communications link between your computer and a network. 
Whether information is transported from your computer to a server by using a direct serial cable, or across a secure VPN from your Internet service provider (ISP) to the corporate network, different combinations of access methods and protocols are used to send information. These access methods and protocols are listed in the following table.
Network protocols
Access methods
Server protocols
TCP/IP
Using phone lines and modems
Point-to-Point Protocol (PPP)
IPX
ISDN access
SLIP
NetBEUI
Using X.25
Point-to-Point Tunneling Protocol (PPTP)
AppleTalk
Serial (RS-232) access
Layer Two Tunneling Protocol (L2TP)

DirectParallel access
ATCP
TCP/IP
Transmission Control Protocol/Internet Protocol (TCP/IP) is the most popular protocol, and the basis for the Internet. Its routing capabilities provide maximum flexibility in an enterprise-wide network.
On a TCP/IP network, you must provide IP addresses to clients. Clients may also require a naming service or a method for name resolution. This section explains IP addressing and name resolution for Network and Dial-up Connections on TCP/IP networks. It also describes the FTP and Telnet tools that are provided by Windows 2000 TCP/IP.
Assigning IP addresses to network and dial-up connections
In the Windows 2000 operating system, each remote computer connecting to a remote access server on a Windows TCP/IP network is provided an IP address. The IP address is either automatically provided by DHCP, or selected from a static range assigned to the remote access server.
If you use a specific IP address, the Windows 2000 remote access server must be configured to permit users to request a specific address.
Name resolution for network and dial-up connections
In addition to requiring an IP address, network and dial-up connections on a TCP/IP network may require a mechanism to map computer names to IP addresses. Four name resolution options are available on a Windows 2000 network: DNS, WINS, broadcast name resolution, and the Hosts and Lmhosts files. 
You can assign network and dial-up connections the same WINS and DNS servers that are assigned to the remote access server. The TCP/IP settings of a network or dial-up connection can override these automatic assignments. 
In small networks where IP addresses do not change, network and dial-up connections can use a Hosts or Lmhosts file for name resolution. By using these files on the local drive, you do not need to transmit name resolution requests to a WINS or DNS server and wait for the response.
Internet tools
Windows 2000 TCP/IP provides File Transfer Protocol (FTP) and Telnet. FTP is a character-based utility that permits you to connect to FTP servers and transfer files. Telnet is graphical application that lets you log in to remote computers and issue commands as if you were at the keyboard of the computer. Multiple variations of FTP, Telnet, and other programs based on earlier Internet standards are also available on the Internet or commercially.
For information about configuring a connection, see To configure a connection. For information about configuring TCP/IP, see To configure TCP/IP settings.
IPX
Internet Packet Exchange (IPX) is the native NetWare protocol used on many earlier Novell networks. This section explains how to integrate Windows 2000 Network and Dial-up Connections clients into a NetWare IPX network.
Windows 2000 support for NetWare
Your computer must run a NetWare redirector to see a Novell NetWare network. In computers running Windows 2000 Professional, this redirector is called Client Service for NetWare. In computers running Windows 2000 Server, this redirector is called Gateway Service for NetWare.
A Windows 2000 remote access server is also an IPX router and Service Advertising Protocol (SAP) agent. Once configured, remote access servers enable file and print services and the use of Windows Sockets applications over IPX on the NetWare network for Network and Dial-up Connections clients. Remote access servers and their Network and Dial-up Connections clients use the PPP IPX Configuration Protocol (IPXCP), as defined in RFC 1552, "The PPP Internet Protocol Control Protocol (IPXCP)," to configure the remote access line for IPX.
IPX addressing for remote clients
Network and Dial-up Connections clients are always provided an IPX address by the remote access server. The IPX network number is either generated automatically by the remote access server, or a static pool of network numbers is given to the remote access server for assignment to Network and Dial-up Connections.
For automatically generated IPX network numbers, the remote access server running Windows 2000 uses the NetWare Router Information Protocol (RIP) to determine an IPX network number that is not in use in the IPX network. The remote access server assigns that number to the connection.
For information about configuring a connection, see To configure a connection. For information about configuring NWLink IPX/SPX/NetBIOS Compatible Transport Protocol, which is the Windows 2000 implementation of IPX, see To configure NWLink.
To configure incoming connections to use IPX, see To configure an incoming connection to use IPX.
NetBEUI
NetBIOS Extended User Interface (NetBEUI) is suited for use in small workgroups or LANs. You can install a NetBIOS gateway and the NetBEUI client protocol on all remote access servers running Windows 2000 and most Windows networking clients. Previous Windows NT remote access clients, LAN Manager remote access clients, MS-DOS remote access clients, and Windows for Workgroups remote access clients may use NetBEUI. NetBEUI is not routable, and the only configuration required for the protocol is a computer name.
For information about configuring a connection, see To configure a connection.
AppleTalk
Networking on an Apple Macintosh computer is implemented through the AppleTalk protocol. Applications and processes can communicate across a single AppleTalk network or an AppleTalk internet, which is a number of interconnected AppleTalk networks. By using AppleTalk, applications and processes can transfer and exchange data and share resources, such as printers and file servers. AppleTalk remote access is supported by the AppleTalk Control Protocol (ATCP).
With ATCP, Macintosh clients can run the AppleTalk network protocol over the Point-to-Point Protocol (PPP). With ATCP support, a remote user can access a Web server over TCP/IP, print a document to an AppleTalk printer, and connect to a Macintosh file server (over TCP/IP or AppleTalk), all with the same dial-up connection over PPP.
For information about configuring a connection, see To configure a connection.
ISDN access
To enhance your network connection speed, you can use an Integrated Services Digital Network (ISDN) line. Whereas standard phone lines typically transmit at up to 56 kilobits per second (Kbps), ISDN lines can transmit at speeds of 64 or 128 Kbps. 
An ISDN line must be installed by the phone company at both the server and at the remote site. ISDN also requires that you install an ISDN card in both the server and your computer. Costs for ISDN equipment and lines may be higher than standard modems and phone lines. However, the speed of communication reduces the duration of the connection, possibly saving toll charges.
An ISDN line comes with two B channels that transmit data at 64 Kbps, and one D channel for signaling that transmits data at 16 Kbps. You can configure each B channel to operate as a port. With some ISDN drivers, you can aggregate the channels. This means you can statically assign a higher bandwidth by configuring both B channels to act as a single port. With this configuration, line speed increases to 128 Kbps. For information about configuring a connection to use ISDN, see To make a dial-up connection by using an ISDN line or To configure ISDN settings.
The Multilink feature of Windows 2000 performs channel aggregation for ISDN. Multilink combines multiple physical links into a logical bundle. This aggregate link increases the bandwidth of a connection. In addition, you can allocate multiple links dynamically, which means ISDN lines are used only as they are required. This eliminates excess bandwidth, representing a significant efficiency advantage to users. You can configure the conditions under which extra lines are dialed, and underused lines are hung up, through Network and Dial-up Connections settings. For more information, see Configuring multiple device dialing.
Serial (RS-232) cable access
Suppose you have two networks in the same location that are not physically connected. To use resources on both networks from one computer, you can use RS-232C cables and COM ports to create null modems. You connect an RS-232C cable from a COM port to a COM port on each remote access server. To the servers, the COM ports then appear to be modems. You can use Windows 2000 Server remote access, part of the integrated Routing and Remote Access service, to create network access.
For information about creating a direct connection by using serial access, see To make a direct network connection.
DirectParallel cable access
The DirectParallel feature in Windows 2000 supports computer-to-computer connections by using standard and enhanced (ECP) parallel ports, which use Parallel Technologies' Basic or Fast parallel cables. For information about configuring a direct network connection to use a DirectParallel cable, see To make a direct network connection by using a DirectParallel cable. Direct Cable Connection cables are available from several sources. You can obtain DirectParallel cables from Parallel Technologies or from their local dealers. For more information, see To contact Parallel Technologies or a local dealer to order Direct Cable Connection cables. 
SLIP
Serial Line Internet Protocol (SLIP) is an older remote access standard typically used by UNIX remote access servers. Windows 2000 Network and Dial-up Connections supports SLIP, and you can make connections to any remote access server by using the SLIP standard.
When you connect to a SLIP server, a Windows Terminal dialog box appears for an interactive logon session with the UNIX SLIP server. The UNIX logon overrides and prevents the remote access logon session from appearing. After a connection is established, remote network access becomes transparent to the user.
The RFCs supported in Windows 2000 remote access are:

RFC 1144, "Compressing TCP/IP Headers for Low-Speed Serial Links" 

RFC 1055, "A Nonstandard for Transmission of IP Datagrams Over Serial Lines: SLIP" 
For information about configuring a network or dial-up connection, see To configure a connection.
Notes

You cannot configure a computer running Windows 2000 as a SLIP server. Only Windows 2000 clients that connect to other SLIP servers are supported. 

You must use the TCP/IP protocol and a serial COM port to connect to a SLIP server. 
Point-to-Point Protocol (PPP)
The Point-to-Point Protocol (PPP) is a set of standard protocols that allow remote access software from different vendors to interoperate. A PPP-enabled connection can dial into remote networks through any industry-standard PPP server. PPP also permits a computer running Windows 2000 Server remote access to receive calls from, and provide network access to, other vendors' remote access software that complies with the PPP standards.
The PPP standards also permit advanced features that are not available with older standards such as SLIP. PPP supports several authentication methods, as well as data compression and encryption. With most PPP implementations, you can automate the entire logon sequence.
PPP also supports multiple LAN protocols. You can use TCP/IP, IPX, or NetBEUI as your network protocol.
PPP is the basis for the PPTP and L2TP protocols, which are used in secure virtual private network (VPN) connections. 
PPP is the primary standard for most remote access computing. 
This section covers:

PPP operation and protocols 

PPP RFCs 

Using PPP for Internet connections 
PPP operation and protocols
Point-to-Point Protocol (PPP) connections must adhere to standards established in PPP RFCs. This section gives an overview of PPP operations and the protocols used in a PPP connection. For information about configuring PPP settings, see PPP settings.
PPP dial-up sequence
After an initial connection to a remote PPP server, the following negotiations establish a PPP connection:

Link Control Protocols (LCP) 

LCP is used to establish and configure link and framing settings such as maximum frame size.

Authentication protocols 

Authentication protocols are used to determine what level of security validation the remote access server can perform and what the server requires. The level of security that can be negotiated ranges from unencrypted (plaintext) password authentication, to encrypted, highly secure smart card authentication.

Network control protocols (NCP) 

NCPs are used to establish and configure different network protocol settings for IP, IPX, and NetBEUI. This negotiation includes negotiating protocol header compression and compression control protocol.
The resulting connection remains active until the line is disconnected for any of the following reasons:

The user explicitly hangs up the line. 

The line drops due to idle time-out. 

The administrator hangs up the line. 

An unrecoverable link error occurs. 
Link Control Protocols
Link Control Protocols (LCP) establish and configure PPP framing. PPP framing defines how data is encapsulated before transmission on the wide area network. The PPP standard framing format ensures any vendors' remote access software can communicate and recognize data packets from any remote access software that adheres to the PPP standards.
PPP and Windows 2000 use variants of High-level Data Link Control (HDLC) framing for serial or ISDN connections.
Authentication protocols
Negotiation of authentication protocols occurs immediately after link quality determination and before network layer negotiation. For more information about available authentication protocols, see Authentication.
Network control protocols
Network control protocols establish and configure different network protocol settings for TCP/IP, IPX, NetBEUI, and AppleTalk. The following table describes network control protocols used with a PPP connection.
Network control protocol
Description
Internet Protocol Control Protocol (IPC)
IPC is used to configure, enable, and disable IP modules at both ends of the connection. 
Internet Packet Exchange Control Protocol (IPXCP)
IPXCP is used to configure, enable, and disable IPX modules at both ends of the connection. IPXCP is widely implemented by PPP vendors. The IPX WAN protocol is Novell's alternative to IPXCP. IPX WAN is not compatible with IPXCP. Windows 2000 supports IPXCP, which is implemented by the vast majority of remote access software. 
NetBEUI Control Protocol (NBTP)
NBTP is used to configure, enable, and disable NetBEUI protocol modules at both ends of the connection. 
AppleTalk Control Protocol (ATCP)
ATCP is used to configure, enable, and disable the AppleTalk protocol modules at both ends of the connection.
PPP RFCs
Requests for Comments (RFCs) are an evolving series of technical reports, proposals for protocols, and protocol standards used by the Internet community. Routing standards are defined in RFCs published by the Internet Engineering Task Force (IETF) and other working groups. For information about configuring PPP settings in connections, see PPP settings. The following table lists the PPP RFCs.
RFC number
Title
1549
PPP in HDLC Framing
1552
The PPP Internetwork Packet Exchange Control Protocol (IPXCP)
1334
PPP Authentication Protocols
1332
The PPP Internet Protocol Control Protocol (IPCP)
1661
Link Control Protocol (LCP)
1990
PPP Multilink Protocol
2125
The PPP Bandwidth Allocation Protocol (BAP), The PPP Bandwidth Allocation Control Protocol (BACP)
2097
The PPP NetBIOS Frames Control Protocol (NBFCP)
1962
The PPP Compression Control Protocol (CCP)
1570
PPP LCP Extensions
2284 
PPP Extensible Authentication Protocol (EAP)
Obtaining RFCs
You can obtain RFCs from the Request for Comments Web site. (http://www.rfc-editor.org/) This Web site is currently maintained by members of the Information Sciences Institute (ISI) who publish a classified listing of all RFCs. RFCs are classified as one of the following: approved Internet standards, proposed Internet standards (circulated in draft form for review), Internet best practices, or For Your Information (FYI) documents.
Note   Web addresses can change, so you might be unable to connect to the Web site or sites mentioned here.
Using PPP for Internet connections
Point-to-Point Protocol (PPP) connections are the default for Windows 2000. 
A computer running Windows 2000 Professional or stand-alone Windows 2000 Server that is configured for incoming connections requires no special configuration to support inbound PPP calls. If connections are configured properly, PPP calls are automatically negotiated.
If you are dialing a remote PPP server, the default settings are usually ideal, and no additional configuration is necessary. However, you can configure PPP settings for the connection that dials a PPP server. For more information, see PPP settings.
Understanding Network and Dial-up Connections
This section covers:

Security 

Tunneling protocols 
Security
This section covers:

Security features of Network and Dial-up Connections 

Intermediary devices 
Security features of Network and Dial-up Connections
You can configure your dial-up, virtual private network (VPN), and direct connections to enforce various levels of password authentication and data encryption. Authentication methods range from unencrypted to custom, such as the Extensible Authentication Protocol (EAP). EAP provides flexible support for a wide range of authentication methods, including smart cards, certificates, one-time passwords, and public keys. You can also specify the type of data encryption, depending on the level of password authentication (MS-CHAP or EAP) that you select. Finally, you can configure callback options to increase dial-up security.
Windows 2000 user accounts and domains provide security with encrypted authentication and encrypted data. For more information about Windows 2000 security, see Security. 
This section covers:

Callback 

How security works at connection 

Data encryption 

Authentication 
Callback
The callback feature instructs your remote access server to disconnect, and then to call you back, after you dial in. Callback provides cost advantages to you and security advantages to your network. By immediately hanging up, and then dialing you back, callback reduces your phone charges. Required callback enhances network security by ensuring that only users from specific locations can access the server. By dropping the call, and then calling back a moment later to the preassigned callback number, most impersonators can be thwarted.
If callback has been required by your administrator, the following steps occur when your call reaches the remote access server: 
 1.
The server determines whether your user name and password are correct. 
 2.
If they are correct, the server disconnects and then returns the call. 
If callback has been configured for your connection through the Dial-up Preferences menu option, the following steps occur when your call reaches the remote access server: 
 1.
The server determines whether your user name and password are correct. 
 2.
If they are correct, the Callback dialog box appears on your computer. 
 3.
You then type the current callback number in the dialog box and wait for the server to disconnect and return the call. 

Optionally, you can press ESC to cancel the callback process and remain connected.
For more information about configuring your callback options, see To configure callback.
Notes

Your callback privileges are determined by your system administrator. The administrator may deny the use of callback, allow user-defined callback, or require callback to a particular number. You can contact your system administrator to determine your callback options. 

If your computer is configured to accept incoming connections, you can enforce callback options on that computer. For more information, see To configure callback for incoming connections. 
How security works at connection
The following steps describe what happens during a call to a remote access server:
 1.
Your computer dials a remote access server. 
 2.
Depending on the authentication methods you select, one of the following happens: 

If you are using PAP or SPAP: 

Your computer sends its password to the server. 

The server checks the account credentials against the user database. 

If you are using CHAP or MS-CHAP: 

The server sends a challenge to your computer. 

Your computer sends an encrypted response to the server. 

The server checks the response against the user database. 

If you are using MS-CHAP v2: 

The server sends a challenge to your computer. 

Your computer sends an encrypted response to the server. 

The server checks the response against the user database and sends back an authentication response. 

Your computer verifies the authentication response. 

If you are using certificate-based authentication: 

The server requests credentials from your computer and sends its own certificate. 

If you configured your connection to validate the server certificate, it is validated. If not, this step is skipped. 

Your computer presents its certificate to the server. 

The server verifies that the certificate is valid and has not been revoked. 
If the account is valid, the server checks for remote access permission. 
If remote access permission has been granted, the server accepts your connection. 
If callback is enabled, the server calls your computer back and repeats steps 2 through 4.
Notes

Remote access permissions are granted based on the dial-in settings of your user account and remote access policies. Remote access policies are a set of conditions and connection settings that give network administrators more flexibility in granting remote access permissions and usage. If the settings of your connection do not match at least one of the remote access policies that apply to your connection, the connection attempt is rejected, regardless of your dial-in settings. 

When you use Network and Dial-up Connections in a Windows domain environment, changes in remote access permission do not take effect immediately on all servers. It can take up to 15 minutes for replication of the change to other servers in the domain. If necessary, you can resynchronize the domain to ensure that a user with revoked permissions cannot access the network before the change is automatically replicated. 

Network and Dial-up Connections authentication methods control access to your network, not to resources on the network. In Windows 2000, once you are present on a network, resource control is managed in various ways: Local Users and Groups, Active Directory, Group Policy, file and printer sharing, and so on. 

Authentication methods are designed for remote computing environments where the computer dialing in does not have access to the network until credentials such as user name and passwords are exchanged. 

For information about configuring security options for your connections, such as identity authentication protocols and data encryption settings, see Security. 
Data encryption
You can think of encryption as locking something valuable into a strong box with a key. Sensitive data is encrypted by using a key algorithm, which renders it unreadable without the knowledge of the key. Data encryption keys are determined at connect time between a connection and the computer on the other end. The use of data encryption can be initiated by your computer or by the server you are connecting to.
Network and Dial-up Connections supports two types of encryption: Microsoft MPPE, which uses RSA RC4 encryption, and an implementation of Internet Protocol security (IPSec) that uses Data Encryption Standard (DES) encryption. Both MPPE and IPSec support multiple levels of encryption, as shown in the following table.
Encryption implementation
Used
MPPE Standard (40-bit, 56-bit)
International use
MPPE Strong (128-bit)
North America
IPSec DES (56-bit)
International use
IPSec Triple DES (3DES)
North American high-security environments
By default, standard (40-bit and 56-bit) MPPE encryption files are installed. However, if you upgraded to Windows 2000 and previously used strong (128-bit) encryption, strong encryption files are installed. If you want to convert from standard to strong encryption, obtain the Microsoft Encryption Pack. For Windows 2000 Server users, see Windows 2000 Server at the Microsoft Web site (http://www.microsoft.com/). For Windows 2000 Professional users, see Windows 2000 Professional at the Microsoft Web site (http://www.microsoft.com/). The Encryption Pack is accessible only to users in the United States, its territories, possessions and dependencies, and Canada. Many users located outside North America may be eligible to receive the Encryption Pack, but not from these secure download sites. Global customers who are eligible for the Encryption Pack and other Microsoft strong encryption products are described at the Microsoft Web site (http://www.microsoft.com/). If you believe that you are eligible to receive strong encryption under United States export law, contact your Microsoft representative.
For more information, see the following:

Microsoft Point-to-Point Encryption (MPPE) 

Internet Protocol security (IPSec) 
Notes

Server controls are flexible and can be set to deny the use of encryption, require a specific encryption method, or allow your computer to select an encryption method. By default, most servers allow encryption and allow clients to select their encryption methods. This works for most computers. A system administrator sets encryption requirements. To determine your options, contact your system administrator. 

To enable MPPE-based data encryption for dial-up or virtual private network (VPN) connections, you must select the MS-CHAP, MS-CHAP v2, or EAP-TLS authentication methods. These authentication methods generate the keys used in the encryption process. 

Virtual Private Networks (VPNs) use encryption depending on the type of server they are connecting to. If the VPN connection is configured to connect to a PPTP server, then MPPE encryption is used. If the VPN is configured to connect to an L2TP server, then IPSec encryption methods are used. If the VPN is configured for an Automatic server type, which is the default selection, then L2TP, and its associated IPSec encryption, will be attempted first, then PPTP, and its associated MPPE encryption. 
Microsoft Point-to-Point Encryption (MPPE)
Microsoft Point-to-Point Encryption (MPPE) encrypts data in PPP-based dial-up connections or PPTP VPN connections. Strong (128-bit key) and standard (40-bit key) MPPE encryption schemes are supported. MPPE provides data security between your PPTP connection and the tunnel server. You can use the 40-bit version worldwide; it is built into every computer running Windows 2000. The 128-bit level of encryption is available only in the United States and Canada. You can enable the 128-bit version by installing a specific version of both client and server software. 
For more information about configuring connections, see To configure a connection.
Note   MPPE requires common client and server keys as generated by MS-CHAP or EAP authentication. 
Internet Protocol security (IPSec)
The long-term direction for secure networking, IPSec is a suite of cryptography-based protection services and security protocols. Because it requires no changes to applications or protocols, you can easily deploy IPSec for existing networks.
IPSec provides machine-level authentication, as well as data encryption, for VPN connections that use the L2TP protocol. IPSec negotiates between your computer and its remote tunnel server before an L2TP connection is established, which secures both passwords and data. 
L2TP uses standard PPP-based authentication protocols, such as EAP, MS-CHAP, CHAP, SPAP, and PAP with IPSec.
Encryption is determined by the IPSec Security Association, or SA. A security association is a combination of a destination address, a security protocol, and a unique identification value, called a Security Parameters Index (SPI). The available encryptions include:

Data Encryption Standard (DES) with a 56-bit key, which is designed for international use and adheres to United States export encryption laws. 

Triple DES (3DES), which uses two 56-bit keys and is designed for high-security environments in North America. 
If you are using a computer running Windows 2000 Server and want more information about IPSec, see Internet Protocol security (IPSec).
For more information about configuring connections, see To configure a connection.
Authentication
This section covers:

Windows 2000 authentication 

Authentication methods and protocols 
Windows 2000 authentication
Windows 2000 authentication consists of two parts: an interactive logon process and a network authentication process. Successful user authentication depends on both of these processes. 
Interactive logon process
The interactive logon process confirms the user's identification to either a domain account or a local computer. Depending on the type of user account, the interactive logon process is different: 

With a domain account, a user logs on to the network with a password or smart card by using single sign-on credentials stored in Active Directory. By logging on with a domain account, an authorized user can access resources in the domain and any trusting domains. If a password is used to log on to a domain account, Windows 2000 uses Kerberos V5 for authentication. If a smart card is used instead, Windows 2000 uses Kerberos V5 authentication with certificates. 

With a local computer account, a user logs on to a local computer by using credentials stored in Security Accounts Manager (SAM), which is the local security account database. Any workstation or member server can store local user accounts, but those accounts can only be used for access to that local computer. 
Network authentication process
Network authentication confirms the user's identification to any network service that the user is attempting to access. To provide this type of authentication, the Windows 2000 security system supports many different authentication mechanisms, including Kerberos V5, Secure Socket Layer/Transport Layer Security (SSL/TLS), and, for compatibility with Windows NT 4.0, LAN Manager. 
Users who use a domain account do not see network authentication. Users who use a local computer account must provide credentials (such as a user name and password) every time they access a network resource. By using the domain account, the user has credentials that are automatically used for single sign-on. 
For information about authentication methods and protocols used by Network and Dial-up Connections, see Authentication methods and protocols.
Authentication methods and protocols
With Network and Dial-up Connections, you can use the following authentication methods and protocols:

Password Authentication Protocol (PAP) 

Challenge Handshake Authentication Protocol (CHAP) 

Shiva Password Authentication Protocol (SPAP) 

Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) 

Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2) 

Extensible Authentication Protocol (EAP) 

Smart card and other certificate authentication 
Password Authentication Protocol (PAP)
Password Authentication Protocol (PAP) uses plaintext (unencrypted) passwords and is the least sophisticated authentication protocol. PAP is typically used if your connection and the server cannot negotiate a more secure form of validation. You may need to use this protocol if you are calling a server running an operating system other than Windows.
To configure a connection for PAP, see To configure identity authentication and data encryption settings for a dial-up connection.
Challenge Handshake Authentication Protocol (CHAP)
The Challenge Handshake Authentication Protocol (CHAP) negotiates a secure form of encrypted authentication by using Message Digest 5 (MD5), an industry-standard hashing scheme. A hashing scheme is a method for transforming data (for example, a password) in such a way that the result is unique and cannot be changed back to its original form. CHAP uses challenge-response with one-way MD5 hashing on the response. In this way, you can prove to the server that you know the password without actually sending the password over the network. By supporting CHAP and MD5, Network and Dial-up Connections is able to securely connect to almost all other PPP servers.
When you connect to other remote access servers or clients, Windows 2000 remote access may negotiate plaintext authentication if the other product does not support encrypted authentication.
To configure a connection for CHAP, see To configure identity authentication and data encryption settings for a dial-up connection. 
Note   If the connection is configured to require encrypted authentication, and connects to a server that is only configured for plaintext authentication, the connection hangs up. 
Shiva Password Authentication Protocol (SPAP)
With the Shiva Password Authentication Protocol (SPAP), Shiva clients can dial in to computers running Windows 2000 Server, and Windows 2000 clients can dial in to Shiva servers.
To configure a connection for SPAP, see To configure identity authentication and data encryption settings for a dial-up connection.
Note   If a server requires you to use SPAP, you cannot require data encryption. 
Microsoft Challenge Handshake Authentication Protocol (MS-CHAP)
Microsoft created MS-CHAP to authenticate remote Windows workstations, providing the functionality to which LAN-based users are accustomed while integrating the encryption and hashing algorithms used on Windows networks. It uses a challenge-response mechanism with one-way encryption on the response.
Where possible, MS-CHAP is consistent with standard CHAP. Its response packet is in a format specifically designed for Windows NT and Windows 2000, and Windows 95 and later, networking products. In addition, MS-CHAP does not require the use of plaintext or reversibly encrypted passwords.
A system administrator can define authentication retry and password changing rules for the users connecting to your server.
A version of MS-CHAP is available specifically for connecting to a server running Windows 95. You must use this version if your connection is to a server running Windows 95.
To configure a connection for MS-CHAP, see To configure identity authentication and data encryption settings for a virtual private network (VPN) connection or To configure identity authentication and data encryption settings for a dial-up connection.
Note   MS-CHAP v2 is a mutual authentication protocol, which means that both the client and the server prove their identities. If your connection is configured to use MS-CHAP v2 as its only authentication method, and the server that you are connecting to does not provide proof of its identity, your connection disconnects. Previously, servers could skip authentication and simply accept the call. This change ensures that you can configure a your connection can be configured to connect to the expected server. 
Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2)
A new version of the Microsoft Challenge Handshake Authentication Protocol (MS-CHAP v2) is available. This new protocol provides mutual authentication, stronger initial data encryption keys, and different encryption keys for sending and receiving. To minimize the risk of password compromise during MS-CHAP exchanges, MS-CHAP v2 drops support for the MS-CHAP password change and does not transmit the encoded password.
For VPN connections, Windows 2000 Server offers MS-CHAP v2 before offering the legacy MS-CHAP. Updated Windows clients accept MS-CHAP v2 when it is offered. Dial-up connections are not affected. 
Windows 2000 dial-up and VPN connections can use MS-CHAP v2. Windows NT 4.0 and Windows 98 computers can use only MS-CHAP v2 authentication for VPN connections.
To configure a connection for MS-CHAP v2, see To configure identity authentication and data encryption settings for a virtual private network (VPN) connection.
Extensible Authentication Protocol (EAP)
The Extensible Authentication Protocol (EAP) is an extension to the Point-to-Point Protocol (PPP). EAP was developed in response to an increasing demand for remote access user authentication that uses other security devices. EAP provides a standard mechanism for support of additional authentication methods within PPP. By using EAP, support for a number of authentication schemes may be added, including token cards, one-time passwords, public key authentication using smart cards, certificates, and others. EAP, in conjunction with strong EAP authentication methods, is a critical technology component for secure virtual private network (VPN) connections because it offers more security against brute-force or dictionary attacks and password guessing than other authentication methods, such as CHAP.
To find out if EAP authentication methods are being used, see your system administrator.
To configure a connection for EAP, see To configure identity authentication and data encryption settings for a virtual private network (VPN) connection or To configure identity authentication and data encryption settings for a dial-up connection.
Windows 2000 provides the EAP-MD5 CHAP and EAP-TLS authentication methods. EAP-TLS is a mutual authentication method, which means that both the client and the server prove their identities. If your connection is configured to use EAP-TLS as its only authentication method, and the server that you are connecting to does not provide proof of its identity, your connection disconnects. Previously, servers could skip authenticating themselves to clients and simply accept the call. The use of EAP-TLS ensures that you can configure a connection to connect to the expected server. 
Smart card and other certificate authentication
If a certificate is installed either in the certificate store on your computer or on a smart card, and the Extensible Authentication Protocol (EAP) is enabled, you can use certificate-based authentication in a single network logon process, which provides tamper-resistant storage of authentication information.
A certificate is an encrypted set of authentication credentials. A certificate includes a digital signature from the certificate authority that issued the certificate. In the certificate authentication process, your computer presents its certificate to the server, and the server presents its certificate to your computer, enabling mutual authentication. Certificates are authenticated by using a public key to verify this digital signature, which is contained in a trusted authority root certificate that is stored on your computer. These root certificates are the basis for certificate verification and should be supplied only by a system administrator. Windows 2000 provides a number of trusted root certificates. You should add or remove trusted root certificates only if your system administrator advises.
Certificates can reside either in the certificate store on your computer or on a smart card. A smart card is a credit-card-sized device that is inserted into a smart card reader, which is either installed internally in your computer or connected externally to your computer.
By setting the security options of a connection, you can choose to use a smart card or other certificate, and you can specify particular certificate requirements. For example, you can specify that the certificate for the server must be validated, and you can also specify the certificate root authority for the server, which is highly trusted.
When you double-click Make New Connection in the Network and Dial-up Connections folder and a smart card reader is installed, Windows 2000 detects it and prompts you to use it as the authentication method for the connection. If you decide not to use the smart card at the time you create a connection, you can modify the connection to use the smart card or other certificate at a later time. For more information, see To enable smart card or other certificate authentication. 
If you are a member of an Active Directory domain, and need to request a certificate, see To request a certificate. If you are not a member of an Active Directory domain, or you need to request a certificate from the Internet, see To submit a user certificate request via the Web. For information about mobile users and certificates, see Mobile users and certificates.
Intermediary devices
This section covers:

Using an intermediary device 

Security hosts 

Writing scripts for intermediary devices 
Using an intermediary device
Network and Dial-up Connections supports various kinds of intermediary devices (security hosts and switches) between the remote access client and the remote access server. These devices include:

Modem-pool switches 

Security hosts 

X.25 networks
Before you connect to the remote access server, you can have one of two possible dialogs (user input and computer response screens) with each intermediary device:

Static (a dialog that never changes and requires no input from you) 

Interactive (a dialog that always changes and requires input from you)
You must configure your connection to work with each intermediary device.
If you require both static and interactive dialogs, you must take the following steps:
 1.
Write a script for the static dialog. For more information, see Writing scripts for intermediary devices. 
 2.
Activate Terminal mode for the interactive dialogs. For more information, see To use the Terminal feature to log on to a remote computer. 
If you require only one kind of dialog, take only one of the preceding steps. For example:

If your clients connect through only one intermediary device with a static dialog (such as an X.25 network), skip step 2. 

If your clients connect through a security host with an interactive dialog, skip step 1.
Security hosts
A security host is an authentication device that verifies whether a connection is authorized to connect to a remote access server. This verification supplements security already supplied by Network and Dial-up Connections and by Windows 2000 Server. There are two kinds of security hosts: 

Those which perform authentication checks during a modem call 

This type of security host sits between you and the remote access server and performs an authentication check before remote access server authentication. This type of security host generally provides an extra layer of security by requiring a hardware key of some sort in order to provide authentication. Verification that you are in physical possession of the key takes place before access to the remote access server is granted. With this open architecture, your system administrator can select from a variety of security hosts to augment the security in Network and Dial-up Connections, but the authentication check is restricted to modem calls.

For example, one such security system consists of two hardware devices: the security host and the security card. The security host is installed between the remote access server and its modem. The security card is a small unit the size of a credit card that resembles a pocket calculator without keys. The security card displays a different access number every minute. This number is synchronized with a similar number calculated in the security host every minute. When connecting, you send a PIN number and the number on the security card to the host. If these match the number calculated on the host, the security host connects you with the remote access server.

Another security host of the same type prompts you to type in a user name (which may or may not be the same as the remote access user name) and a password (which differs from the remote access password). The security host must be configured to allow the remote access server to initialize the modem before the security functions take effect. The remote access server must also be able to directly initialize the modem connected to the security host without security checks from the security host.

Those which are called during the authentication process of the connection 

This type of security host provides custom authentication during the remote access authentication process. This authentication may augment or replace the standard verification of your Windows 2000 network credentials by Routing and Remote Access. RADIUS servers are examples of this type of security host in that they perform user authentication on behalf of Routing and Remote Access. With the introduction of the Extensible Authentication Protocol (EAP), other vendors can create interfaces between remote access authentication and their own proprietary servers. Servers of this type are used to verify smart cards and other forms of extended authentication.
Note   To make other security devices work with your connection, you must activate Terminal mode to interact with the security host. For more information, see To use the Terminal feature to log on to a remote computer. 
Writing scripts for intermediary devices
Each script for a static dialog is a section of the Switch.inf file. You add a script for each intermediary device to the Switch.inf file. For an example of X.25 network scripts, see the Pad.inf file, located in the systemroot\System32\Ras folder.
When you connect by using modem pools or security hosts, you must have a dialog with that device. The dialog occurs either before dialing or after dialing. Although preconnect and postconnect dialogs can be either static or interactive, the preconnect dialog is normally static and the postconnect is normally interactive.
The Switch.inf file included in Windows 2000 provides a generic script that will probably work with little or no modification when you are connecting to PPP servers. You should try to connect by using the generic Switch.inf script. If that does not work, you can copy—and then modify—the generic script to match the logon sequence of the remote computer to which you want to connect.
For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts. For information about configuring a connection to use a Switch.inf script, see To activate a logon script.
Tunneling protocols
This section covers:

Point-to-Point Tunneling Protocol (PPTP) 

Layer Two Tunneling Protocol (L2TP) 
Point-to-Point Tunneling Protocol (PPTP)
You can access a private network through the Internet or other public network by using a virtual private network (VPN) connection with the Point-to-Point Tunneling Protocol (PPTP).
PPTP enables the secure transfer of data from a remote computer to a private server by creating a VPN across TCP/IP-based data networks. PPTP supports on-demand, multiprotocol, virtual private networking over public networks, such as the Internet.
Developed as an extension of the Point-to-Point Protocol (PPP), PPTP adds a new level of enhanced security and multiprotocol communications over the Internet. Specifically, by using the new Extensible Authentication Protocol (EAP), data transfer through a PPTP-enabled VPN is as secure as within a single LAN at a corporate site. For more information on EAP, see Extensible Authentication Protocol (EAP).
PPTP tunnels or encapsulates, IP, IPX, or NetBEUI protocols inside of PPP datagrams. This means that you can remotely run applications that are dependent upon particular network protocols. The tunnel server performs all security checks and validations, and enables data encryption, which makes it much safer to send information over nonsecure networks. You can also use PPTP in private LAN-to-LAN networking. 
PPTP does not require a dial-up connection. It does, however, require IP connectivity between your computer and the server. If you are directly attached to an IP LAN and can reach a server, then you can establish a PPTP tunnel across the LAN. If, however, you are creating a tunnel over the Internet, and your normal Internet access is a dial-up connection to an ISP, you must dial up your Internet connection before you can establish the tunnel.
For more information about VPNs, see Virtual private network (VPN) connections. For information about creating a VPN, see To make a virtual private network (VPN) connection.
Layer Two Tunneling Protocol (L2TP)
You can access a private network through the Internet or other public network by using a virtual private network (VPN) connection with the Layer Two Tunneling Protocol (L2TP). L2TP is an industry-standard Internet tunneling protocol with roughly the same functionality as the Point-to-Point Tunneling Protocol (PPTP). The Windows 2000 implementation of L2TP is designed to run natively over IP networks. This implementation of L2TP does not support native tunneling over X.25, Frame Relay, or ATM networks. 
Based on the Layer Two Forwarding (L2F) and Point-to-Point Tunneling Protocol (PPTP) specifications, you can use L2TP to set up tunnels across intervening networks. Like PPTP, L2TP encapsulates Point-to-Point Protocol (PPP) frames, which in turn encapsulate IP, IPX, or NetBEUI protocols, thereby allowing users to remotely run applications that are dependent upon specific network protocols.
With L2TP, the computer running Windows 2000 Server that you are logging on to performs all security checks and validations, and enables data encryption, which makes it much safer to send information over nonsecure networks. By using the new Internet Protocol security (IPSec) authentication and encryption protocol, data transfer through a L2TP-enabled VPN is as secure as within a single LAN at a corporate site. For more information about IPSec, see Internet Protocol security (IPSec).
For more information about VPNs, see Virtual private network (VPN) connections. For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
Using Network and Dial-up Connections
When you install Windows 2000, the Network and Dial-up Connections feature is automatically installed. This section covers:

Monitoring network and dial-up connections

Making network and dial-up connections

Configuring network and dial-up connections
Monitoring network and dial-up connections
You can obtain information about an active connection by using the Status menu command. 
By using Status, you can view: 

The duration of a connection. 

The speed at which you initially connected. 

For a single-link connection and for individual links in a multilink connection, this speed is negotiated (and fixed) at the time the connection or link is established. For multilink connections, this speed is equal to the sum of the speeds of the individual links. For multilink connections, this speed varies as links are added or deleted. 

For local area connections, the number of bytes transmitted and received during a connection. For other types of connections, the number of bytes transmitted and received during a connection, and the associated compression and error statistics. 

The diagnostic tools that you can use for a connection, if any. For example, the Windows Network Troubleshooter, TCP/IP Autoping, and TCP/IP Windows IP Configuration. These tools are explicitly registered in Windows 2000 by their providers, whether the provider is Microsoft or another organization. 
For more information, see To monitor a connection.
Note   If your computer is set up to accept incoming connections, a connection icon with a user name assigned to it appears in the Network and Dial-up Connections folder as each user connects. You can view the progress of incoming connections by right-clicking a named connection, and then clicking Status. 
Making network and dial-up connections
This section covers:

Using phone lines and modems

Using ISDN lines

Using X.25

Local area connections

Direct connections

Incoming connections

Incoming connections and IP addresses

Incoming connection clients

Internet connection sharing

Internet connection sharing settings

Internet connections

Virtual private network (VPN) connections
Using phone lines and modems
The most common dial-up connection is made by using a standard analog telephone line and a modem. Standard analog phone lines are available worldwide and meet most requirements of a mobile user. Standard analog phone lines are also called PSTN (public switched telephone network) or POTS (plain old telephone service).
Hundreds of modems are compatible with Windows 2000. Most modems that comply with industry standards should interoperate. However, many difficult-to-detect problems are the result of incompatible modems. To verify the compatibility of a modem, see the Microsoft Windows Hardware Compatibility List at the Microsoft Web site. (http://www.microsoft.com/) 
Windows 2000 automatically detects modems. This is especially useful for users who are not sure what modem is installed (for example, an internal modem). You can use shared modem pools for dial-up connections. Modem data compression and error control are available on most modems. However, built-in software compression offers enhanced performance over modem data compression.
For information about connecting to a network by using a phone line, see To make a dial-up connection by using a phone line.
Using ISDN lines
To enhance connection speeds, you can use an Integrated Services Digital Network (ISDN) line. Whereas standard phone lines typically transmit from 28.8 to 56 kilobits per second (Kbps), typical ISDN devices are capable of 64 or 128 Kbps. This is slower than local area networks supported by high-speed data communications technology, but faster than analog telephone lines. ISDN provides end-to-end digital connectivity between your computer and a remote computer or network by using a local telephone line for network connection.
An ISDN line must be installed by the phone company at your site and at the remote access server. Also, an ISDN adapter must be installed in place of a modem in both your computer and the remote access server. For information about installing an ISDN adapter, see To install an ISDN adapter. Costs for ISDN equipment and lines may be higher than standard modems and phone lines. However, the speed of communication reduces the duration of the connection time, thereby possibly saving toll charges.
An ISDN line comes with two B channels that transmit data at 64 Kbps, and one D channel for signaling that transmits data at 16 Kbps. You can configure each B channel to operate as a port. With this configuration, line speed increases to 128 Kbps. Channel aggregation schemes are specific to each driver, so you must use the same driver and equipment on the client and server.
Multilink dialing over ISDN combines multiple physical links into a logical bundle. This aggregate link increases your bandwidth. To use Multilink, both your connection and the remote access server must have Multilink enabled. For more information about the Multilink feature, see Configuring multiple device dialing.
For information about creating an ISDN network connection, see To make a dial-up connection by using an ISDN line. For information about configuring ISDN network connection settings, see To configure ISDN settings.
Using X.25
An X.25 network transmits data with a packet-switching protocol, bypassing noisy telephone lines. This protocol relies on an elaborate worldwide network of packet-forwarding nodes that can participate in delivering an X.25 packet to its designated address.
Network and Dial-up Connections supports X.25 by using packet assemblers/disassemblers (PADs) and X.25 cards. You can also use a modem and special dial-up X.25 carriers (such as Sprintnet and Infonet) in place of a PAD or X.25 smart card on your computer.
Remote access clients running Windows 2000 Professional or Windows 2000 Server can use either an X.25 card or dial in to an X.25 PAD to create connections. To accept incoming connections on a computer using X.25 running Windows 2000 Professional or Windows 2000 Server, you must use an X.25 card. 
For more information about installing an X.25 card, see To install X.25.
For information about creating an X.25 connection, see To make a dial-up connection by using X.25.
Local area connections
Typically, computers running Windows 2000 are connected to a local area network (LAN). When you install Windows 2000, the operating system detects your network adapter and creates a local area connection for you. It appears, like all other connection types, in the Network and Dial-up Connections folder. By default, a local area connection is always activated. A local area connection is the only type of connection that is automatically created and activated.
If you disconnect your local area connection, the connection is no longer automatically activated. Because your hardware profile remembers this, it accommodates your location-based needs as a mobile user. For example, if you travel to a remote sales office and use a separate hardware profile for that location that does not enable your local area connection, you do not waste time waiting for your network adapter to time out. The adapter does not even try to connect.
If your computer has more than one network adapter, a local area connection icon for each adapter is displayed in the Network and Dial-up Connections folder.
Examples of LAN connections include Ethernet, Token Ring, cable modems, DSL, FDDI, IP over ATM, IrDA (Infrared), wireless, and ATM-emulated LANs. Emulated LANs are based on virtual adapter drivers such as the LAN Emulation Protocol.
If changes are made to your network, you can modify the settings of an existing local area connection to reflect those changes. For information about modifying a connection, see To configure a connection. With the Status menu option in Network and Dial-up Connections, you can view connection information such as connection duration, speed, amounts of data transmitted and received, and any diagnostic tools available for a particular connection. For information about using the Status menu option, see To view the status of a local area connection.
If you install a new LAN adapter in your computer, the next time you start Windows 2000, a new local area connection icon appears in the Network and Dial-up Connections folder. Plug and Play functionality finds the network adapter and creates a local area connection for it. You can add a PC card while the computer is on, and you do not have to restart Windows 2000. The local area connection icon is immediately added to the folder. You cannot manually add local area connections to the Network and Dial-up Connections folder.
You can configure multiple LAN adapters through the Advanced Settings menu option. You can modify the order of adapters that are used by a connection, and the associated clients, services, and protocols for the adapter. You can modify the provider order in which this connection gains access to information on the network, such as networks and printers.
You configure the device a connection uses, and all of the associated clients, services, and protocols for the connection, through the Properties menu option. Clients define the access of the connection to computers and files on your network. Services provide features such as file and printer sharing. Protocols, such as TCP/IP, define the language your computer uses to communicate with other computers. 
Depending on the status of your local area connection, the icon changes appearance in the Network and Dial-up Connections folder, or a separate icon appears in the taskbar. By design, if a LAN adapter is not detected by your computer, a local area connection icon does not appear in the Network and Dial-up Connections folder. The following table describes the different local area connection icons.
Icon
Description
Location
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The driver is disabled
Network and Dial-up Connections folder
Direct connections
With Network and Dial-up Connections, you can create a physical connection to another computer by using a serial cable, a DirectParallel cable, a modem, an ISDN device, or other method. For example, you may have a Windows CE Handheld PC that you want to connect to your network. Or, you may have two or more networks in the same location that are not physically connected. If you want to use resources on both networks from one computer, you can use a serial cable connection with an RS-232C null modem cable. You connect an RS-232C cable from a COM port on the computer to a COM port on your remote access server, which is used to create network access. You can also use an RS-232C null modem as a substitute for a network adapter if your computer is located physically near (less than 50 feet of cable) a remote access server. For more information about null modem cabling, see Null modem cabling.
The DirectParallel driver supports computer-to-computer connections by using standard and enhanced (ECP) parallel ports, which use Parallel Technologies' Basic or Fast parallel cables. For more information about using a DirectParallel cable for a direct connection, see DirectParallel access.
Remote access authentication methods control access to your network, not resources on the network. Having a Windows CE device directly attached to a computer on your network is analogous to having a computer attached to your network, but not logged on. In that instance, you attached and accessed the network without using authentication of any kind.
In Windows 2000, once you are present on a network, resource control is managed in various ways: Local Users and Groups, Active Directory, Group Policy, file and printer sharing, and so on.
Therefore, if you have set up a direct network connection using, for example, a Windows CE device, you need to ensure that resource control is in place that enforces access to privileged folders, printers, and so on.
Authentication methods are designed for remote computing, where the computer dialing in does not have access to the network until credentials such as user name and password are exchanged.
For information about creating a direct network connection, see To make a direct network connection.
Note   To create or modify a direct network connection, you must be a member of the Administrators group. 
Incoming connections
By creating an incoming connection, a computer running Windows 2000 Professional or stand-alone Windows 2000 Server can act as a remote access server. You can configure an incoming connection to accept the following connection types: dial-up (modem, ISDN, X.25), virtual private network (VPN) (PPTP, L2TP), or direct (serial, infrared). On a computer running Windows 2000 Professional, an incoming connection can accept up to three incoming calls, up to one of each of these types. On a computer running Windows 2000 Server, the number of inbound calls is only limited by the computer and its hardware configuration. For information about earlier versions of Windows NT Server (and other operating systems) that can connect to an incoming connection, see Incoming connection clients.
You can use the Mulitlink feature to configure multiple modems or ISDN adapters for use with incoming dial-up connections. For more information on Multilink, see Configuring multiple device dialing.
When you create a connection, the users that can connect to your incoming connection and their network protocols are selected. Each user that connects to an incoming connection must have established a local user account. For more information about user settings such as name, password, and callback rights, see To grant incoming connection access rights to your computer. For more information about configuring your connection for the TCP/IP network protocol, see To configure an incoming connection to use TCP/IP. For more information about configuring your connection for the IPX network protocol, see To configure an incoming connection to use IPX.
For information about creating an incoming connection, see To make an incoming network connection.
Notes

For large numbers of incoming connections on a computer running Windows 2000 Server that operates as part of a distributed network, or as a domain controller, you can use Windows 2000 Server Routing and Remote Access to create a remote access server. 

To create an incoming connection, you must be a member of the Administrators group. 

Users do not need to use incoming connections to allow access to shared resources, such as files and printers, over a local area network. In order to enable shared access to resources on the local computer, you must enable file and print sharing, share the resources, and then set the appropriate permissions. For information about sharing a folder, see To share a folder or drive with other people. 
Incoming connections and IP addresses
IP addresses are assigned to computers that connect to an incoming connections computer in one of two ways:

They are automatically allocated by DHCP. 

They are assigned based on a range of addresses that is defined in the TCP/IP properties for the incoming connection. 
If you want to specify a range of IP addresses, you must provide a starting IP address and an ending IP address for the range. Network and Dial-up Connections calculates the number of addresses that can be used within the starting and ending addresses of the range. For more information about specifying the range, and the affects of a subnet on the address range, see To configure an incoming connection to use TCP/IP.
If the incoming connections computer is attached to another network, and the specified address range consists of a subset of IP addresses for the network to which the computer is attached, you must ensure that the addresses in the range are not already assigned to other TCP/IP nodes within the attached network. This is recommended because using a subset of the larger network's addresses requires less manual configuration of the intranet nodes.
If you must use a range of addresses that is not a subset of the network to which the incoming connections computer is attached, then steps must be taken to ensure that computers on the network attached to the incoming connections computer can reach the incoming connection clients. To do this, you can create a route to the incoming client computers on the intranet computers by configuring your intranet hosts with the IP address of the incoming connections computer as a default gateway. 

If your intranet hosts are configured to obtain an IP address automatically and a Dynamic Host Configuration Protocol (DHCP) server is present, you can configure your DHCP server to assign the default gateway. 

If your intranet hosts are configured to obtain an IP address automatically and a DHCP server is not present (you are using the Automatic Private IP Addressing feature of Windows 2000 and Windows 98), then you must manually configure all of your intranet hosts with an IP address, subnet mask, and default gateway. 
For more information, see To configure a default gateway.
Note   If the incoming connections computer is already configured for Internet connection sharing, you do not need to configure the default gateway setting. Internet connection sharing automatically makes its Internet interface the default gateway for all computers on the intranet. 
Incoming connection clients
Windows 2000 provides support to incoming connections from the following operating systems, in addition to Windows 2000 clients:

Windows NT version 4.0 clients 

Windows NT version 4.0 clients can take full advantage of all incoming connection features except dynamic allocation of multilinked lines, Extensible Authentication Protocol (EAP), IPSec client to server data security, and L2TP for tunneling across intervening networks.

Windows NT version 3.1, 3.5, and 3.51 clients 

Windows NT version 3.5x clients can take full advantage of incoming connection features, except for Multilink functionality. Windows NT 3.5x clients negotiate the logon process and authentication with the incoming connection. You can also configure these clients to use scripts that completely automate the logon process.

Windows NT version 3.1 clients do not support the Point-to-Point Protocol (PPP) introduced in Windows NT 3.5. Only Windows NT 3.5x or other PPP clients provide the support necessary to run TCP/IP or IPX applications on clients that directly communicate with servers on the LAN by using TCP/IP or IPX.

Windows 98 clients 

Windows 98 clients can take full advantage of incoming connection features, except dynamic allocation of multilinked lines and the Extensible Authentication Protocol. Windows 98 clients negotiate the logon process and authentication with the server. You can also configure these clients to use scripts that completely automate the logon process.

Windows 95 clients 

Windows 95 clients can take full advantage of incoming connection features, except the use of Multilink, dynamic allocation of multilinked lines, and Extensible Authentication Protocol. Windows 95 clients negotiate the logon process and authentication with the server. You can also configure these clients to use scripts that completely automate the logon process.

Macintosh clients 

Macintosh users can connect to a computer running Windows 2000 Server and access Macintosh file volumes and AppleTalk printers by using the AppleTalk Control Protocol (ATCP).

Windows For Workgroups, MS-DOS, and LAN Manager clients 

Windows 2000 Server provides a Microsoft Network Client version 3.0 for MS-DOS and a Windows for Workgroups client that provide remote access. Separately purchased Windows for Workgroups and LAN Manager Network and Dial-up Connections clients can also connect to an incoming connection.

You must set up the Microsoft Network Client 3.0 for MS-DOS to use the full redirector (the default setting). If the basic redirector is used, the remote access program Rasphone cannot start, and an incoming connection cannot be reached.

Windows for Workgroups, MS-DOS, and LAN Manager clients can use the remote access NetBIOS gateway to access NetBIOS servers running TCP/IP, IPX, or NetBEUI, but these clients cannot run applications that must use TCP/IP or IPX on the client.

These clients also do not support the PPP protocol introduced in Windows NT 3.5. 

PPP clients 

Non-Microsoft PPP clients that use TCP/IP, IPX, or NetBEUI can access an incoming connection. The incoming connection automatically negotiates authentication with PPP clients; special configuration for non-Microsoft PPP clients is not required.

For more information about your PPP client, see the software documentation for your PPP client. 
For information about creating and configuring incoming connections, see Incoming connections.
Internet connection sharing
With the Internet connection sharing feature of Network and Dial-up Connections, you can use Windows 2000 to connect your home network or small office network to the Internet. For example, you might have a home network that connects to the Internet by using a dial-up connection. By enabling Internet connection sharing on the computer that uses the dial-up connection, you are providing network address translation, addressing, and name resolution services for all computers on your home network. For information about enabling Internet connection sharing, see To enable Internet connection sharing on a network connection. 
After Internet connection sharing is enabled, and users verify their networking and Internet options, home network or small office network users can use applications such as Internet Explorer and Outlook Express as if they were already connected to the Internet Service Provider (ISP). The Internet connection sharing computer then dials the ISP and creates the connection so that the user can reach the specified Web address or resource. To use the Internet connection sharing feature, users on your home office or small office network must configure TCP/IP on their local area connection to obtain an IP address automatically. For more information, see To configure TCP/IP settings. Also, home office or small office network users must configure Internet options for Internet connection sharing. For more information, see To configure Internet options for Internet connection sharing. 
The Internet connection sharing feature is intended for use in a small office or home office where network configuration and the Internet connection are managed by the computer running Windows 2000 where the shared connection resides. It is assumed that on its network, this computer is the only Internet connection, the only gateway to the Internet, and that it sets up all internal network addresses. 
You might need to configure applications and services on the Internet connection sharing computer to work properly across the Internet. For example, if users on your home network want to play the Diablo game with other users on the Internet, you must configure the Diablo application on the connection where Internet connection sharing is enabled. Conversely, services that you provide must be configured so that Internet users can access them. For example, if you are hosting a Web server on your home network and want Internet users to be able to connect to it, you must configure the Web server service on the Internet connection sharing computer. For more information, see To configure Internet connection sharing for applications and services. 
For information about the protocols, services, interfaces, and routes that are configured by enabling Internet connection sharing, see Internet connection sharing settings. 
Important

To configure Internet connection sharing, you must be a member of the Administrators group. 

You should not use this feature in an existing network with other Windows 2000 Server domain controllers, DNS servers, gateways, DHCP servers, or systems configured for static IP addresses. If you are running Windows 2000 Server, and one or more of these components exist, you must use network address translation to achieve the same result. For more information, see Deploying network address translation. 

A computer with Internet connection sharing needs two connections. One connection, typically a LAN adapter, connects to the computers on the home network. The other connection connects the home network to the Internet. You need to ensure that Internet connection sharing is enabled on the connection that connects your home network to the Internet. By doing this, the home network connection appropriately allocates TCP/IP addresses to its own users, the shared connection can connect your home network to the Internet, and users outside your home network are not at risk of receiving inappropriate addresses from your home network. By enabling Internet connection sharing on a connection, the Internet connection sharing computer becomes a Dynamic Host Configuration Protocol (DHCP) allocator for the home network. DHCP distributes TCP/IP addresses to users as they start up. If Internet connection sharing is enabled on the wrong network adapter, users outside your home network might be granted TCP/IP addresses by the home network DHCP allocator, causing problems on their own networks. 

When you enable Internet connection sharing, the adapter connected to the home or small office network is given a new static IP address configuration. Consequently, TCP/IP connections established between any small office or home office computer and the Internet connection sharing computer at the time of enabling Internet connection sharing are lost and need to be reestablished. 
Notes

You cannot modify the default configuration of Internet connection sharing. This includes items such as disabling the DHCP allocator or modifying the range of private IP addresses that are distributed, disabling the DNS proxy, configuring a range of public IP addresses, or configuring inbound mappings. If you want to modify any of these items, you must use network address translation. 

If your home office users need to access a corporate network that is connected to the Internet by a tunnel server from an Internet connection sharing network, they need to create a virtual private network (VPN) connection to tunnel from the computer on the Internet connection sharing network to the corporate tunnel server on the Internet. The VPN connection is authenticated and secure and creating the tunneled connection allocates proper IP addresses, DNS server addresses, and WINS server addresses for the corporate network. For more information about creating a virtual private network (VPN) connection, see To make a virtual private network (VPN) connection. 
Internet connection sharing settings
When you enable Internet connection sharing, certain protocols, services, interfaces, and routes are configured automatically. The following table describes these configured items.
Configured item
Action
IP address 192.168.0.1
Configured with a subnet mask of 255.255.255.0 on the LAN adapter that is connected to the small office or home office network.
Autodial feature
Enabled.
Static default IP route
Created when the dial-up connection is established.
Internet connection sharing service
Started.
DHCP allocator
Enabled with the default range of 192.168.0.1 and a subnet mask of 255.255.255.0.
DNS proxy
Enabled.
For information about Internet connection sharing, see Internet connection sharing.
Note   If you are enabling Internet connection sharing on a LAN connection, TCP/IP for the LAN interface that is connected to the Internet must be configured with a default gateway. If static TCP/IP addressing is used for this interface, see To configure TCP/IP for static addressing. If DHCP is being used by your ISP to allocate addresses for this interface, see To configure TCP/IP for dynamic addressing. 
Internet connections
With Network and Dial-up Connections, connecting to the Internet is easy. You can use the following components to gain access to the Internet:

The TCP/IP protocol that is enabled for your network connection. 

If you are part of a corporate domain, a user account with remote access permissions. 

A modem or other connection to an Internet service provider (ISP). 

An account with an ISP. 
Your Internet connection dials the ISP and logs you on to the system. The actual sequence for logging on varies based on the requirements of the ISP you are calling. PPP connections are often entirely automatic. SLIP connections may require you to log on by using Terminal, which may or may not permit you to automate the logon process with scripts in the Switch.inf file.
For more information, see:

TCP/IP 

ISP access methods 

Internet service providers 

Using PPP for Internet connections 

To make an Internet connection 

To use Windows 2000 to connect to MSN 
Note   Before you create an Internet connection, check with your ISP to verify the required connection settings. A connection to your ISP may require one or more of the following settings: 

A specific IP address. 

IP header compression (for PPP). 

DNS addresses and domain names. 

Optional settings, such as Internet Protocol security (IPSec). 
ISP access methods
A connection to an Internet service provider (ISP) can be through a modem and telephone line, an ISDN adapter and ISDN line, the AppleTalk Control Protocol (ATCP), an X.25 network, the Point-to-Point Tunneling Protocol (PPTP), or the Layer Two Tunneling Protocol (L2TP).
If you are using a modem, you will want the fastest possible speed to reduce downloading time while on the Internet. A modem of 28.8 Kbps or above is recommended. For more information about modems, see Modems. 
For information about creating an Internet connection, see To make an Internet connection. 
Internet service providers
There are Internet service providers (ISPs) around the world. Similar to other online services or bulletin boards, you dial the service number and log on to the remote system. Once connected, you have access to the Internet and any other services, such as electronic mail, that are provided by the ISP. Fees usually apply for commercial ISPs.
For information about creating an Internet connection, see To make an Internet connection.
Virtual private network (VPN) connections
With the Point-to-Point Tunneling Protocol (PPTP) or Layer Two Tunneling Protocol (L2TP), which are automatically installed on your computer, you can securely access resources on a network by connecting to a remote access server running Windows 2000 through the Internet or other network. The use of both private and public networks to create a network connection is called a virtual private network (VPN). The following table describes the advantages of using VPN connections. For more information, click an advantage.
Advantage
Example
Cost advantages
The Internet is used as a connection instead of a long-distance telephone number or 1-800 service. Because an ISP maintains communications hardware such as modems and ISDN adapters, your network requires less hardware to purchase and manage.
Outsourcing dial-up networks
You can make a local call to the telephone company or Internet service provider (ISP), which then connects you to a remote access server running Windows 2000 and your corporate network. It is the telephone company or ISP that manages the modems and telephone lines required for dial-up access. Because the ISP supports complex communications hardware configurations, a network administrator is free to centrally manage user accounts at the remote access server. 
Enhanced security
The connection over the Internet is encrypted and secure. New authentication and encryption protocols are enforced by the remote access server. Sensitive data is hidden from Internet users, but made securely accessible to appropriate users through a VPN.
Network protocol support
Because the most common network protocols (including TCP/IP, IPX, and NetBEUI) are supported, you can remotely run any application dependent upon these particular network protocols.
IP address security
Because the VPN is encrypted, the addresses you specify are protected, and the Internet only sees the external IP address. For organizations with nonconforming internal IP addresses, the repercussions of this are substantial, as no administrative costs are associated with having to change IP addresses for remote access via the Internet.
There are two ways to create a VPN connection: By dialing an ISP, or by connecting directly to the Internet, as shown in the following examples.
In the first example, the VPN connection first makes a call to an ISP. After the connection is established, the connection then makes another call to the remote access server that establishes the PPTP or L2TP tunnel. After authentication, you can access the corporate network, as shown in the following illustration. 
In the second example, a user who is already connected to the Internet uses a VPN connection to dial the number for the remote access server. Examples of this type of user include a person whose computer is connected to a local area network, a cable modem user, or a subscriber of a service such as ADSL, where IP connectivity is established immediately after the user's computer is turned on. The PPTP or L2TP driver makes a tunnel through the Internet and connects to the PPTP-enabled or L2TP-enabled remote access server. After authentication, the user can access the corporate network, achieving the same functionality as the preceding example.
For information about creating a VPN connection, see To make a virtual private network (VPN) connection. For information about the ways Active Directory can tighten security measures for VPNs, see VPN administration.
Notes

Connecting directly to the Internet means direct IP access without going through an ISP. (For example, some hotels allow you to use an Ethernet cable to connect to the Internet.) 

If you have an active Winsock Proxy client, you cannot create a VPN. A Winsock Proxy client immediately redirects data to a configured proxy server before the data can be processed in the fashion required by a VPN. To establish a VPN, you should disable the Winsock Proxy client. 
Cost advantages
By using virtual private networks (VPNs), mobile professionals and telecommuters can access their corporate local area network (LAN) over the Internet for a fraction of the cost of traditional remote access solutions. Just as it is more cost effective to make use of the phone company's massive switching system, rather than stringing up your own telephone lines and investing in your own switch, dialing the IP address or DNS name of your PPTP-enabled remote access server makes use of the physical base of routers of the Internet, ATM switches, and digital and analog lines, without sacrificing security.
You can use a network adapter to dial in to a virtual private network, as you would dial a modem to connect to a traditional remote server. VPNs offer corporations a release from the cost and maintenance obligations of components such as modem banks and dedicated analog (1-800) phone lines. The modems and their associated infrastructure remain centralized at the Internet service provider's locations, without sacrificing security or the ability to control remote connections. At the same time, the benefits of secure access to private data are ensured by additional VPN-required authenticated access, encryption, and user data compression. 
For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
Outsourcing dial-up networks
The communications hardware that is available for supporting dial-up needs can be complicated and not well-integrated. For a large organization, putting together a remote access server running Windows 2000 requires modems, serial controllers, and many cables. Furthermore, many solutions do not provide a single integrated way to efficiently support V.34 and ISDN dial-up lines. 
Many corporations like to outsource dial-up access to their corporate backbone networks in a manner that is cost-effective, hassle-free, protocol-independent, secure, and that requires no changes to the existing network addressing. Virtual WAN support by using virtual private network (VPN) connections is one way an Internet service provider (ISP) can meet the needs of corporations. In this way, the oursourcing company maintains and manages remote access modems and lines, leaving a system administrator free to manage users and their authentication needs.
This type of solution takes advantage of proven PPP authentication, encryption, and compression technologies. For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
The following illustration shows an example of outsourcing.
The connection does not need to have a PPTP driver; the client simply makes a PPP connection to the modem pool or communications server. The communication server or modem pool must implement PPTP for communication with the remote access server.
Enhanced security
Virtual private network (VPN) connections enabled with PPTP and L2TP are authenticated by using PPP user-level authentication methods. These include Password Authentication Protocol (PAP), Challenge Handshake Authentication Protocol (CHAP), Shiva Password Authentication Protocol (SPAP), Microsoft Challenge Authentication Protocol (MS-CHAP), and optionally, Extensible Authentication Protocol (EAP). 
By using the new Extensible Authentication Protocol (EAP) and Internet Protocol security (IPSec) security options, a virtual private network provides enhanced security for remote users. For example, if your remote access server has been configured to require EAP for authorization, the highest level of authentication is enforced for the dial-up or virtual network and dial-up connections of the remote access server. By taking advantage of Point-to-Point Protocol (PPP) authentication and encryption options, defining PPTP filtering on your remote access server, and restricting remote access servers on the Internet to only accept authenticated PPTP clients who encrypt data, your system administrator can tighten data security and manage remote users much more efficiently.
In some environments, data is so sensitive that it needs to be physically separated, and hidden, from the majority of corporate users. Finance or human resources data are examples of this type of data. Corporations can use VPN connections through a VPN server to physically separate extremely sensitive data servers, yet allow secure access to the data by selected users. Users on the corporate intranet who have been granted the appropriate permissions can establish a remote client VPN connection with the VPN server and can access the protected resources of the sensitive department network. Additionally, all communication across the VPN is encrypted for data confidentiality. Users who do not have proper permissions to establish a VPN with the VPN server cannot see the hidden server.
For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
Network protocol support
Because virtual private networks (VPNs) support the most common network protocols, it is easy for clients on Ethernet, TCP/IP, IPX, and NetBEUI networks to use VPNs. Any network protocol supported by Windows 2000 remote access is inherently supported in a VPN. This means that you can remotely run applications that are dependent upon particular network protocols. In turn, this translates to reduced costs in setting up and maintaining VPN connections.
For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
IP address security
If you are using a nonregistered IP address (or an address that InterNIC has reserved for private networks such as the 10.x.y.z range), you can route through the Internet by providing a valid public IP address. Inside the virtual private network (VPN) envelope are packets with your address and the destination private address. Because the packet is encrypted, the addresses you specify on the remote private network are protected. The Internet only sees the public IP address. For organizations with nonconforming internal IP addresses, the repercussions of this are substantial, as no administrative costs are associated with having to change IP addresses for remote access.
For information about creating a VPN connection, see To make a virtual private network (VPN) connection.
VPN administration
By using Active Directory in Windows 2000 Server, your system administrator can configure virtual private network (VPN) user settings that significantly tighten security measures, such as required levels of data and password encryption and authentication. These requirements can be applied to individual users, or to a group (or profile) of similar users. For example, a system administrator can configure remote access dial-in settings to define a group profile such that all users who are assigned to that profile are required to authenticate by using the Extensible Authentication Protocol (EAP) and encrypt their data by using strong (128-bit) data encryption. By assigning a user to the group profile, these security measures are automatically required when anyone in that group profile connects to the remote access server.
For information about configuring connections, see To configure a connection.
Configuring network and dial-up connections
This section covers:

Configuring a network or dial-up connection 

Configuring dial-up options 

Configuring redial options 

Configuring multiple device dialing 

Optional network components 

Client for Microsoft Networks 

File and Printer Sharing for Microsoft Networks 

Mobile users and certificates 

Using Terminal and scripting 

Configuring authentication and data encryption 

Automating a network or dial-up connection 
Configuring a network or dial-up connection
You can change a network or dial-up connection by modifying its settings. Dial-up settings, such as the phone number of the connection, the number of redial attempts, and so on, are defined for each connection. These pre and post connection settings do not modify or affect the settings of other connections. For example, you may have a dial-up connection that attempts to redial 10 times a server that is frequently busy. You may have a second dial-up connection that attempts to redial three times another server that is more readily available. The redial setting of the first connection never causes the second connection to redial more than its own established three times. There is no need to make changes to any settings outside of the settings of the dial-up connection.
Changes to some networking settings of a connection can affect other connections. For example, if you add the AppleTalk protocol to the list of available network components for one connection, the AppleTalk protocol also is available to other connections on the same computer.
You can modify connection settings when you are connected. You can also rename a connection when it is connected. However, the connection may need to be reconnected in order to save the changes. If this happens, the connection is disconnected, the changes are stored, and the connection is immediately reconnected.
Each connection is configured with general settings that are the minimum information needed to successfully connect. These options are found on the General tab. For example, a local area connection only needs to list its network adapter. For a dial-up connection, the General tab includes required information, such as the device used to dial, the area code, the phone number, and the country/region code to dial.
For outgoing connections, you can set additional configuration options on the Options, Security, Networking, and Sharing tabs. You can set additional configuration options for an incoming connection on the Users and Networking tabs. 
You can configure advanced settings from Advanced Settings on the Advanced menu of the Network and Dial-up Connections folder. By modifying these settings, you can improve performance. For example, Windows 2000 accesses network providers and protocols in the order specified in Advanced Settings. If your LAN connection is enabled to access NetWare and Microsoft Windows networks that use TCP/IP and IPX, but your primary connection is to a Microsoft Windows network that uses TCP/IP, you can move Microsoft Windows Network to the top of the Network Providers list on the Provider Order tab, and move Internet Protocol (TCP/IP) to the top of the File and Printer Sharing for Microsoft Networks binding on the Adapters and Bindings tab. By changing your provider order, and by changing the order of protocols bound to those providers, you can improve performance. For more information about modifying the order of network providers, see To modify the network provider order. For more information about modifying the protocol binding order, see To modify the protocol bindings order.
For more information about configuring connections, see To configure a connection.
Configuring dial-up options
There are many dialing features that you can use to streamline the dial-up connection process. For instructions about configuring a dialing feature, click the feature in the following table.
Dialing feature
Function
To configure callback
Reduces phone charges by having the remote access server dial back to your location after you initially connect.
To configure autodial
Remembers network addresses to connection destinations, which allows them to be automatically dialed when referenced from an application or from the command prompt. 
To enable multiple device dialing
Combines multiple physical links, which increases the aggregate bandwidth of your connection, and dynamically dials and drops multilinked lines as needed.
To configure phone number modifiers
Manually inserts characters to force dialing behaviors (pause, suspend dialing until input provided, and so on).
To configure redial options
Specifies the number of times your connection automatically redials when you fail to connect to your remote access server. You can also set this feature to reconnect automatically when an inactive link is dropped.
To assign multiple phone numbers to a connection
Assigns more than one destination phone number to your dial-up connection. This is useful if you have a pool of phone numbers to connect to.
To enable operator-assisted calls or manual dialing
Overrides automatic dial-up situations where intervention is required. For example, when you call through a manually operated switchboard.
Note   You can configure dial-up options that apply to all connections within a location (for example, dialing 9 for an outside line, disabling call waiting, using pulse dialing instead of tone dialing, and so on) in Phone and Modem Options. For more information, see To set dialing properties for a location. 
Configuring redial options
With redial options, you can determine the number of times your connection automatically redials when you fail to connect to a remote access server. You can also reconnect automatically when a link is dropped.
By default, a dial-up connection is set up to redial three times (at one minute intervals) if it cannot reach its remote access server. Also by default, a connection idles indefinitely and does not redial if the line is dropped.
For information about configuring redial options, see To configure redial options. 
Configuring multiple device dialing
The Network and Dial-up Connections feature performs PPP Multilink dialing over multiple ISDN, X.25, or modem lines. The feature combines multiple physical links into a logical bundle and the resulting aggregate link increases your connection bandwidth. To dial multiple devices, both your connection and your remote access server must have Multilink enabled. 
Network and Dial-up Connections can dynamically control the use of multilinked lines. By allocating lines only as they are required, thereby eliminating excess bandwidth, you can realize a significant efficiency advantage. You can configure the conditions under which extra lines are dialed, and underused lines are hung up, through Network and Dial-up Connections settings.
For more information, see To configure multiple device dialing.
Note   If you use Multilink to dial a server that requires callback, then only one of your multilinked devices is called back. This is because you can only store one number in a user account. Therefore, only one device connects and all other devices fail to complete the connection, and your connection loses Multilink functionality. You can avoid this problem: 

If the multilinked phonebook entry uses an standard modem configuration, and the remote access server that your connection is calling uses more than one line for the same number. 

If the multilinked phonebook entry is ISDN with two channels that have the same phone number.
Optional networking components
You can add or remove optional networking components from Windows 2000. Optional networking components support network operations performed by Windows 2000 and are not automatically installed with Windows 2000. Some of these components include the Route Listening Service, Simple TCP/IP Services, SNMP Services, and Print Services for Unix.
For information about installing optional networking components, see To add optional networking components.
Client for Microsoft Networks
The Client for Microsoft Networks component allows a computer to access resources on a Microsoft network.
The component is installed and enabled by default. You should not need to configure the component unless you are running software from The Open Group, such as Distributed Computing Environment (DCE) server or client kits. If you are, contact your system administrator for the correct DCE Cell Directory Service network address.
The Client for Microsoft Networks component is the equivalent of the Workstation service in Windows NT 4.0.
For information about configuring the Client for Microsoft Networks component, see To configure Client for Microsoft Networks.
File and Printer Sharing for Microsoft Networks
The File and Printer Sharing for Microsoft Networks component allows other computers on a network to access resources on your computer by using a Microsoft network.
The component is installed and enabled by default. It is enabled per connection and is necessary to share local folders.
The File and Printer Sharing for Microsoft Networks component is the equivalent of the Server service in Windows NT 4.0.
For information about configuring the File and Printer Sharing for Microsoft Networks component, see To configure File and Printer Sharing for Microsoft Networks. For information about sharing folders, see To share a folder or drive with other people.
Mobile users and certificates
If you are a mobile user, you need to enable the use of certificates on your computer. Unless your system administrator preconfigures your computer with machine and user certificates before you receive it, you must connect to your corporate network by using conventional, password-based authentication methods to get your machine and user certificates. At the time you connect, you join your computer to the corporate domain, obtain certificates, and set certificates policy. The next time you connect to the corporate network, you can use certificate-based authentication methods such as EAP.
To enable the use of certificates on a computer, do the following: 
 1.
Connect to the corporate network by using a dial-up or PPTP network connection, and authentication protocols such as MS-CHAP, or MS-CHAP v2. When you connect, your computer name joins the corporate domain and receives machine certificates. 
 2.
Request a user certificate. For more information about requesting certificates, see To request a certificate, To submit a user certificate request via the Web, and Requesting certificates. 
 3.
Create another connection that uses certificate-based authentication, and then connect again by using certificate-based authentication methods such as EAP or IPSec. For more information about enabling a connection to use a smart card or other certificate, see To enable smart card or other certificate authentication. 
You can avoid these steps by having your system administrator load machine and user certificates before you take your laptop out onto the road.
Note   For machine certificates to be received automatically, you must implement public key policies (by using Group Policy) that autoenroll computers to receive certificates. If the machine certificate process is not automated, you must log on to your computer as an Administrator, install Certificate Services, and request a computer certificate. For more information, see To manage certificates for a computer and To manage certificates for your user account. 
Using Terminal and scripting
If you are connecting to a remote access server that is not running Windows, you may need to provide logon information in a separate logon Terminal window. Your connection must be configured to accommodate this requirement.
You can use one of two possible scripting methods to automate the remote Terminal logon process: Switch.inf scripts or Windows scripting. Switch.inf is an older scripting method that was developed for earlier versions of Windows NT. You may find the Windows 95 scripting language easier to use than Switch.inf. 
This section covers:

Using the Terminal feature for the remote logon process 

Using device command (.inf) files 

Automating the dial-up logon process by using Windows scripting 

Automating the dial-up logon process by using Switch.inf scripts 
Using the Terminal feature for the remote logon process
For a PPP or SLIP server, if the remote computer you connect to requires that you log on with a terminal-emulation screen, you must configure the script settings for that network connection to use a Terminal logon window. With this logon process, after your connection connects to the remote system, a character-based window displays the logon sequence from the remote computer. You can use this window for logging on to the remote computer. For more information, see To use the Terminal feature to log on to a remote computer. Alternatively, you can automate this manual logon process as described in Automating the dial-up logon process by using Switch.inf scripts.
Some commercial networks present a large menu of available services before you log on. On SLIP servers, typically running on UNIX, you may go through an extensive sequence of commands that updates files, collects data about you, or configures your SLIP connection during your logon process. On a newer PPP server, you may be prompted for only your user name and password before you are given a connection.
Note   If the remote computer is a remote access server running Windows, you do not need to use a Terminal logon window. Instead, the logon process is completely automated for you. 
Using device command (.inf) files
Network and Dial-up Connections uses the Switch.inf and Pad.inf files to automate the interactive logon process with servers and to initialize X.25 packet assemblers/disassemblers (PADs). These device command (.inf) files, located in the systemroot\System32\Ras folder, use the same commands and syntax to communicate with devices or computers automatically. 
Switch.inf
You can use the commands in this file when you connect to the network through a security host or a remote server that requires you to log on interactively (for example, a UNIX server). You can create a script by typing the name of the device in brackets and then adding one or more commands following the device name. After you create the script, activate the script (on the Security tab) for each connection that will use the script. You can use the scripts before you dial (for example, modem pools) or after you dial (for example, using security hosts or actually logging on to a remote server). For more information, see Automating the remote logon process by using Switch.inf scripts.
Pad.inf
You can use the commands in this file when you connect to the network through an X.25 PAD. Most supported PADS have scripts that are provided in Pad.inf. If necessary, you can create a script by typing the name of the device within brackets and then adding one or more commands following the device name. After you create the script, activate the script (on the Security tab) for each connection that will use the script. 
Automating the dial-up logon process by using Windows scripting
As an alternative to using the Switch.inf file, you can also use the Windows 95 scripting language to automate the logon process for dial-up connections.
Many Internet service providers (ISPs) and online services require you to manually enter information, such as your user name and password, to establish a connection. With scripting support for Network and Dial-up Connections, you can write a script to automate this process. 
A script is a text file that contains a series of commands, parameters, and expressions required by your ISP or online service to establish the connection and use the service. You can use any text editor, such as Microsoft Notepad, to create a script file. Once you create the script file, you can then assign it to a specific connection.
The following sample scripts are located in systemroot\System32\Ras.
File
Description
Cis.scp
How to establish a PPP connection with Compuserve.
Pppmenu.scp
How to establish a PPP connection with a host that uses a menu system.
Slip.scp
How to establish a SLIP connection with a host.
Slipmenu.scp
How to establish a SLIP connection with a host that uses a menu system.
For information about activating a script, see To activate a logon script.
For more information about using the Windows 95 scripting language, see the following:

Basic structure of a script 

Variables 

System variables 

String literals 

Expressions 

Comments 

Keywords 

Commands 

Reserved words 
Basic structure of a script
A command is the basic instruction that a script file contains. Some commands require options that further define what the command should do. An expression is a combination of operators and arguments that create a result. You can use expressions as values in any command. Examples of expressions include arithmetic, relational comparisons, and string concatenations.
The basic form of a script for Network and Dial-up Connections is as follows:
;
; A comment begins with a semicolon and extends to
; the end of the line.
;
proc main
; A script can have any number of variables
; and commands.
variable declarations
command block
endproc
A script must have a main procedure, specified by the proc keyword, and a matching endproc keyword, indicating the end of the procedure. 
You must declare variables before you add commands. The first command in the main procedure is executed, and then any subsequent commands are executed in the order they appear in the script. The script ends when the end of the main procedure is reached.
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Variables
Scripts may contain variables. Variable names must begin with a letter or an underscore (_) and may contain any sequence of uppercase or lowercase letters, digits, and underscores. You cannot use a reserved word as a variable name. For more information, see Reserved words.
You must declare variables before you use them. When you declare a variable, you must also define its type. A variable of a certain type can only contain values of that same type. The following table describes the three types of variables that are supported.
Type
Description
integer
A negative or positive number, such as 7, -12, or 5,698
string
A series of characters enclosed in straight quotation marks. For example, "Hello world!" or "Enter password:"
boolean
A logical boolean value of TRUE or FALSE
Variables are assigned values by using the following assignment statement: 
variable = expression 
The variable gets the evaluated expression.
For example:
integer count = 5
integer timeout = (4 * 3)
integer i
boolean bDone = FALSE
string szIP = (getip 2)
set ipaddr szIP
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
System variables
System variables are set by scripting commands or are determined by the information you enter when you set up a connection. System variables are read-only, which means they cannot be changed within the script. The system variables are described in the following table.
Name
Type
Description
$USERID
String
The user identification for the current connection. This variable is the value of the user name specified in the Connect To dialog box.
$PASSWORD
String
The password for the current connection. This variable is the value of the password specified in the Connect To dialog box.
$SUCCESS
Boolean
This variable is set by certain commands to indicate whether or not the command succeeded. A script can make decisions based upon the value of this variable. 
$FAILURE
Boolean
This variable is set by certain commands to indicate whether or not the command failed. A script can make decisions based upon the value of this variable.
These variables may be used wherever an expression of a similar type is used. For example: 
transmit $USERID 
This is a valid command because $USERID is a variable of type string.
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
String literals
Scripting supports escape sequences and caret translations, as described in the following table.
String literal
Description
^char
Caret translation. If char is a value between '@' and '_', the character sequence is translated into a single-byte value from 0 through 31. For example, ^M is converted to a carriage return.If char is a value between a and z, the character sequence is translated into a single-byte value from 1 through 26.If char is any other value, the character sequence is not specially treated.
<cr>
Carriage return.
<lf>
Line feed.
\"
Quotation mark.
\^
Single caret.
\<
Single angle bracket.
\\
Backslash.
For example: 
transmit "^M" 
transmit "Joe^M" 
transmit "<cr><lf>" 
waitfor "<cr><lf>" 
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Expressions
An expression is a combination of operators and arguments that evaluate to a result. You can use expressions as values in any command.
An expression can combine any variable, integer, string, or boolean value with any of the unary and binary operators in the following tables. All unary operators take the highest precedence. The precedence of binary operators is indicated by their position in the table.
The unary operators are listed in the following table.
Operator
Type of operation
-
Unary minus
!
One's complement
The binary operators are listed in the following table in their order of precedence. Operators with higher precedence are listed first.
Operators
Type of operation
Type restrictions
* /
Multiplicative
Integers
+ -
Additive integers
Strings (+ only)
<> <= >=
Relational
Integers 
== !=
Equality
Integers, strings, booleans
and
Logical AND
Booleans
or
Logical OR
Booleans
For example:
count = 3 + 5 * 40 
transmit "Hello" + "there" 
delay 24 / (7 - 1) 
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Comments
All text on a line following a semicolon is ignored. For example:
; this is a comment 
transmit "hello" ; transmit the string "hello" 
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Keywords
Keywords specify the structure of a script. Unlike commands, they do not perform an action. The keywords are described in the following table.
Keyword
Description
proc name
Indicates the beginning of a procedure. All scripts must have a main procedure (proc main). Script execution starts at the main procedure and terminates at the end of the main procedure.
endproc
Indicates the end of a procedure. When the script is executed to the endproc statement for the main procedure, Network and Dial-up Connections starts PPP or SLIP. 
integer name [ = value ] 
Declares a variable of type integer. You can use any numerical expression or variable to initialize the variable. 
string name [ = value ]
Declares a variable of type string. You can use any string literal or variable to initialize the variable. 
boolean name [ = value ]
Declares a variable of type boolean. You can use any boolean expression or variable to initialize the variable.
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Commands
All commands are reserved words, which means you cannot declare variables that have the same names as the commands. The commands are described in the following table.
Command
Description
Example
delay nSeconds
Pauses for the number of seconds specified by nSeconds before executing the next command in the script.
delay 2 ; pauses for 2 seconds delay x * 3 ; pauses for x * 3 seconds
getip value
Waits for an IP address to be received from the remote computer. If your Internet service provider (ISP) returns several IP addresses in a string, use value to specify which IP address the script should use.
; get the second IP address set ipaddr getip 2; assign the first received; IP address to a variableszAddress = getip
goto label
Jumps to the location in the script specified by label and continues executing the commands following it.
waitfor "Prompt:" until 10 if !$SUCCESS thengoto BailOut ; jumps to ;BailOut and executes;commands following itendiftransmit "bbs^M"goto EndBailOut:transmit "^M" 
halt
Stops the script. This command does not remove the Terminal window. You must click Continue to establish the connection. You cannot restart the script.


if condition then commands endif
Executes the series of commands if condition is TRUE.
if $USERID == "John" then transmit "Johnny^M" endif
label:
Specifies the place in the script to jump to. A label must be a unique name and follow the naming conventions of variables.


set port databits 5 | 6 | 7 | 8
Changes the number of bits in the bytes that are transmitted and received during the session. The number of bits is from 5 through 8. If you do not include this command, Network and Dial-up Connections uses the settings specified for the connection.
set port databits 7
set port parity none | odd | even | mark | space
Changes the parity scheme for the port during the session. If you do not include this command, Network and Dial-up Connections uses the settings specified for the connection.
set port parity even
set port stopbits 1 | 2
Changes the number of stop bits for the port during the session. This number is either 1 or 2. If you do not include this command, Network and Dial-up Connections uses the settings specified for the connection.
set port stopbits 2
set screen keyboard on | off
Enables or disables keyboard input in the scripting Terminal window.
set screen keyboard on
set ipaddr string
Specifies the IP address of the workstation for the session. String must be in the form of an IP address.
szIPAddress = "10.0.0.0" set ipaddr szIPAddressset ipaddr "10.0.0.0"set ipaddr getip
transmit string [ , raw ]
Sends the characters specified by string to the remote computer. The remote computer recognizes escape sequences and caret translations, unless you include the raw option with the command. The raw option is useful when transmitting $USERID and $PASSWORD system variables when the user name or password contains character sequences that, without the raw option, are interpreted as caret or escape sequences.
transmit "slip" + "^M" transmit $USERID, raw
waitfor string [ , matchcase ] [ then label { , string [ , matchcase ] then label } ] [ until time ]
Waits until your computer receives one or more of the specified strings from the remote computer. String is not case-sensitive, unless you include the matchcase option. If a matching string is received and the then label option is used, this command jumps to the place in the script file designated by label.The optional until time option defines the maximum number of seconds that your computer waits to receive the string before it executes the next command. Without this option, your computer waits forever.If your computer receives one of the specified strings, the system variable $SUCCESS is set to TRUE. Otherwise, it is set to FALSE if the number of seconds specified by time elapses before the string is received. 
waitfor "Login:" waitfor "Password?", matchcasewaitfor "prompt:" until 10waitfor"Login:" then DoLogin, "Password:" then DoPassword, "BBS:" then DoBBS, "Other:" then DoOther until 10
while condition do commands endwhile
Executes the series of commands until condition is FALSE.
integer count = 0 while count < 4 dotransmit "^M" waitfor "Login:" until 10 if $SUCCESS then goto DoLogin endif count = count + 1 endwhile...
For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Reserved words
The following words are reserved and cannot be used as variable names.
and
boolean
databits
delay
do
endif
endproc
endwhile
even
FALSE
getip
goto
halt
if
integer
ipaddr
keyboard
mark
matchcase
none
odd
off
on
or
parity
port
proc
raw
screen
set
space
stopbits
string
then
transmit
TRUE
until
waitfor
while


For information about automating the dial-up logon process by using the Windows 95 scripting language, see Automating the dial-up logon process by using Windows scripting. For information about activating a logon script, see To activate a logon script.
Automating the dial-up logon process by using Switch.inf scripts
To automate the logon process, you can use the Switch.inf file (or Pad.inf on X.25 networks) instead of the manual Terminal window described in Using the Terminal feature for the remote logon process.
Automated scripts are especially useful when a constant connection to a remote computer is needed. If your network connection is configured to use a script, and a remote connection fails, your connection automatically redials the number and reestablishes the connection. Scripts also save time if you frequently log on to a remote system and do not want to manually log on each time.
The Switch.inf file provides a generic script that you can use with little or no modification. You can try Switch.inf without modification and if it does not work, then copy and modify the generic script to match the logon sequence of the remote computer to which you want to connect.
The script language is also designed to communicate with other devices, including modems. If you are unfamiliar with modem scripts, scripting can be difficult to understand. You may find it easier to copy, then modify, one of the generic sample scripts.
This section covers: 

Creating Switch.inf scripts for network and dial-up connections 

To activate a logon script 

Stepping through an example Switch.inf script 

Getting through two-second gaps and large blocks of text in Switch.inf 

Using commands and carriage returns in Switch.inf 

Troubleshooting logon scripts
Creating Switch.inf scripts for network and dial-up connections
The Switch.inf file, located in the systemroot\System32\Ras folder, is like a set of small batch files (scripts) contained in one file. The Switch.inf file contains a different script for each intermediary device or online service that a connection calls. 
A Switch.inf script has six elements: 

Section headers 

Comment lines 

Commands 

Responses 

Response keywords 

Macros 
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Section headers
Section headers divide the Switch.inf file into individual scripts. A section header marks the beginning of a script for a particular remote computer and must not exceed 31 characters. The text of a section header appears in Network and Dial-up Connections when you activate the script. The section header is enclosed in square brackets. For example:
[Route 66 Logon Process]
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Comment lines
Comment lines must have a semicolon (;) in column one and can appear anywhere in the file. Comment lines contain information for people who maintain the Switch.inf file. For example:
; This script was created by Martha on September 29, 1996.
For more information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Commands
Each line in a script is a command from your local computer to a remote computer or a response from a remote computer to your local computer. Each command or response is a stream of data or text. For example, the following command sends a user name (Martha) and a carriage return (the macro <cr>) to the remote computer: 
COMMAND=Martha<cr>
The commands and responses must be in the exact order the remote computer expects them. Branching statements, such as GOTO or IF, are not supported. 
The required sequence of commands and responses for a specific remote device should be in the documentation for that device or, if you are connecting to a commercial service, from the support staff of that service. If the exact sequence is not available, you can activate the generic script provided with Network and Dial-up Connections and modify it to match the logon sequence of the remote computer as described in Troubleshooting logon scripts. 
You can use the COMMAND= statement in two additional ways:

COMMAND= NoResponse

This is the default behavior and causes an approximate two-second delay. This is useful when an intermediate device requires a delay.

COMMAND= string

In this case, string is not followed by a carriage return (<cr>). This is useful when a device requires slow input. Instead of receiving the whole command string, the device requires characters to be sent one-by-one.
The following example shows a script for an intermediary device that is so slow, it is able to receive and process only one character of the command PPP at a time: 
COMMAND=P
NoResponse
COMMAND=P
NoResponse
COMMAND=P
NoResponse
Note   To activate a script.inf file, see To activate a logon script. 
Responses
A response is sent from the remote device or computer. To write an automatic script, you must know the responses you will receive from the remote device. If a gap of two or more seconds occurs between characters, the received text is sent as a response. This gap is the only cue that a response is over. For more information, see Getting through two-second gaps and large blocks of text.
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Response keywords
The keyword in a response line specifies what to do with the responses you receive from the remote computer, as follows:

OK=remote computer response<macro>

The script continues to the next line if the response or macro is encountered.

LOOP=remote computer response<macro>

The script returns to the previous line if the response or macro is encountered.

CONNECT=remote computer response<macro>

Used at the end of a successful modem script. Not generally useful with the Switch.inf file.

ERROR=remote computer response<macro>

Causes Network and Dial-up Connections to display a generic error message if the response is encountered. Useful for notifying you when the remote computer reports a specific error.

ERROR_DIAGNOSTICS=remote computer response<diagnostics>

Causes Network and Dial-up Connections to display the specific cause for an error returned by the device. Not all devices report specific errors. Use ERROR= if your device does not return specific errors that can be identified with Network and Dial-up Connections diagnostics.

NoResponse

Used when no response comes from the remote device.
A connection always expects a response from the remote device and waits until a response is received unless a NoResponse statement follows the COMMAND= line. If there is no statement for a response following a COMMAND= line, the COMMAND= line executes and stops the script at that point.
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Macros
Macros are enclosed in angle brackets (<>) and perform a variety of special functions, as follows:

<cr>

Inserts a carriage return.

<lf>

Inserts a line feed.

<match> "string"

Reports a match if the string enclosed in quotation marks is found in the device response. Each character in the string is matched according to upper and lower case. For example, <match> "Smith" matches Jane Smith and John Smith III, but not SMITH.

<?>

Inserts a wildcard character, for example, CO<?><?>2 matches COOL2 or COAT2, but not COOL3.

<hXX>

(XX are hexadecimal digits)

Allows any hexadecimal character to appear in a string—including the zero byte, <h00>.

<ignore>

Ignores the rest of a response from the macro on.

<diagnostics>

Passes specific error information from a device to Windows 2000 remote access, which displays the specific error to you. Otherwise, a nonspecific error message appears.
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Stepping through an example Switch.inf script
This section describes each part of the generic script provided in the Switch.inf file. 
Every script must start with a command to the remote computer, followed by one or more response lines. This initial command might be simply to wait for the remote computer to initialize and send its logon banner. The default initial command is to wait two seconds for the logon banner. It appears as follows in the Switch.inf file:
COMMAND=
If the response (the logon banner from the remote computer) is the following:
Welcome to Electronic, Inc. Net. Please enter your login:
then the corresponding response line in the Switch.inf file should be:
OK=<match>"Please enter your login:"
If the remote computer sends the "Please enter your login:" string, then this indicates that everything is correct. You respond by sending a command with the characters in your user name and the carriage return, as follows:
COMMAND=Martha<cr>
If the response from the remote computer is the following:
Please enter your password:
then the corresponding response line in the Switch.inf file should be:
OK=<match>"Please enter your password:"
To send your password, you send the following command:
COMMAND=mUs3naB<cr>
On many PPP computers, this script automatically logs you on. 
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Getting through two-second gaps and large blocks of text in Switch.inf
If the computer you are connecting to has a two-second gap in the data stream response to your computer, the remote access server assumes that the gap is the end of the response. These gaps can occur anywhere, even between words, and are detected by using modem diagnostics. For more information, see To log and view modem commands. 
If you write a script that fails for no apparent reason, you can use modem diagnostics, and then consult systemroot\ModemLog_model.txt to see if a response ends in the middle of a word. Model is the name of the modem as it appears in the list of installed modems in Modem Properties. If a response ends in the middle of a word, your script must account for the two-second gap. A simple way to do this is to include the following command:
COMMAND=<cr>
You can skip to the end of large blocks of text that contain multiple gaps by using the LOOP= keyword and by matching text at the end of a block. For example:
COMMAND=<cr>
OK=<match>"Enter the service to start:"
LOOP=<ignore>
In this example, the network connection sends a null command (waits two seconds). The network connection then waits for the "Enter the service to start:" message. If this is a long block of text, the connection does not find the string. The connection then moves to the LOOP command. The LOOP command causes Network and Dial-up Connections to return to the line above, and the connection waits for the words "Enter the service to start:" in the second response. In this manner, you can loop though long blocks of text until you reach the text of the desired prompt.
For information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Using commands and carriage returns in Switch.inf
In Switch.inf scripts, you usually must include <cr>, which indicates a carriage return, at the end of a command. The carriage return causes the remote computer to process the command immediately. If you do not include <cr>, the remote computer may not recognize the command. 
In other situations, you cannot use <cr> because the remote computer accepts a command without a carriage return and requires time to process the command. This situation mainly applies when you are sending a series of commands without expecting a response.
For more information about activating a Switch.inf script, see To activate a logon script. For more information about Switch.inf scripts, see Automating the remote logon process by using Switch.inf scripts.
Troubleshooting logon scripts
With Windows 2000, you can log all information passed between your network connection, the modem, and the remote device, including errors reported by the remote device. 
You can view modem commands by enabling logging. After you enable logging, commands sent to the modem are captured in the file systemroot\ModemLog_model.txt. Model is the name of the modem as it appears in the list of installed modems. For instructions about logging modem commands, see To log and view modem commands. 
Configuring authentication and data encryption
This section covers:

Dial-up connection authentication and data encryption 

VPN connection authentication and data encryption 
Dial-up connection authentication and data encryption
The Typical (recommended settings) security options that you select on the Security tab result in a predefined set of authentication methods and encryption requirements that are negotiated with the server during a PPP exchange.
The following table shows the authentication and data encryption methods that you can use with each combination of Validate my identity as follows and Require data encryption (disconnect if none) selections. You can also view these settings by making your identity validation and data encryption requirement selections in Typical (recommended) settings, and then clicking Settings in Advanced (custom) settings.
You may individually enable, configure, and disable these combinations of security settings by using Advanced (custom settings), but this requires a knowledge of security protocols.
For more information about a specific authentication or data encryption method, click the method in the table. For information about configuring a connection, see To configure a connection. 
Validate my identity using
Require data encryption
Authentication methods negotiated
Encryption enforcement
Allow unsecured password
No
PAP, CHAP, SPAP, MS-CHAP, MS-CHAP v2 
Optional encryption (connect even if no encryption) 
Require secured password
No
CHAP, MS-CHAP, MS-CHAP v2 
Optional encryption (connect even if no encryption)
Require secured password
Yes
MS-CHAP, MS-CHAP v2 
Require encryption (disconnect if server declines)
Smart card
No
EAP/TLS 
Optional encryption (connect even if no encryption)
Smart card
Yes
EAP/TLS
Require encryption (disconnect if server declines)
Notes

Data is only encrypted if MS-CHAP, MS-CHAP v2, or EAP/TLS authentication is negotiated. These are the only authentication protocols that generate their own initial encryption keys, which are required for encryption. 

Microsoft Point-to-Point Encryption (MPPE) encrypts data in PPP-based dial-up connections. Strong (128-bit key) and standard (40-bit key) MPPE encryption schemes are supported. You can use the 40-bit version worldwide; it is built into every computer running Windows 2000. The 128-bit level of encryption is only available in the United States and Canada. You can enable the 128-bit version by installing a specific version of both client and server software. 
Note   MS-CHAP v2 and EAP are mutual authentication protocols, which means that both the client and the server prove their identities. If your connection is configured to use either MS-CHAP v2 or EAP as its only authentication method, and the server that you are connecting to does not provide proof of its identity, your connection disconnects. Previously, servers could skip authentication and simply accept the call. This change ensures that you can configure a connection to connect to the expected server. 
VPN connection authentication and data encryption
The Typical (recommended settings) security options that you select on the Security tab result in a predefined set of authentication methods and encryption requirements that are negotiated with the server during a PPP exchange.
The following tables show the authentication and data encryption methods that you can use with each combination of Validate my identity as follows and Require data encryption (disconnect if none) selections. You can also view these settings by making your identity validation and data encryption requirement selections in Typical (recommended settings), and then clicking Settings in Advanced (custom settings).
You may individually enable, configure, and disable these combinations of security settings, by using Advanced (details for all possible settings), but this requires a knowledge of security protocols.
For more information about a specific authentication or data encryption method, click the method in the table. For information about configuring a connection, see To configure a connection.
Point-to-Point Tunneling Protocol (PPTP) or automatic remote access server
Validate my identity using
Require data encryption
Authentication methods negotiated
Encryption enforcement
Require secured password
No
CHAP, MS-CHAP, MS-CHAP v2 
Optional encryption (connect even if no encryption)
Require secured password
Yes
MS-CHAP, MS-CHAP v2 
Require encryption (disconnect if server declines)
Smart card
No
EAP/TLS 
Optional encryption (connect even if no encryption)
Smart card
Yes
EAP/TLS 
Require encryption (disconnect if server declines)
Layer Two Tunneling Protocol (L2TP) remote access server
Validate my identity using
Require data encryption
Authentication methods negotiated
Encryption enforcement
Require secured password
No
CHAP, MS-CHAP, MS-CHAP v2
Optional encryption (connect even if no encryption)
Require secured password
Yes
CHAP, MS-CHAP, MS-CHAP v2 
Require encryption (disconnect if server declines)
Smart card
No
EAP/TLS
Optional encryption (connect even if no encryption)
Smart card
Yes
EAP/TLS
Require encryption (disconnect if server declines)
Notes

In L2TP VPN connections, data is encrypted by using Internet Protocol security (IPSec). 

Microsoft Point-to-Point Encryption (MPPE) encrypts data in PPTP VPN connections. Strong (128-bit key) and standard (40-bit key) MPPE encryption schemes are supported. You can use the 40-bit version used worldwide; it is built into every computer running Windows 2000. The 128-bit level of encryption is only available in the United States and Canada. You can enable the 128-bit version by installing a specific version of both client and server software. 

Data is only encrypted by MPPE if MS-CHAP, MS-CHAP v2, or EAP/TLS authentication is negotiated. These are the only authentication protocols that generate their own initial encryption keys. MPPE requires common client and server keys as generated by these types of authentication. 
Note   MS-CHAP v2 and EAP/TLS are mutual authentication protocols, which means that both the client and the server prove their identities. If your connection is configured to use either MS-CHAP v2 or EAP/TLS as its only authentication method, and the server that you are connecting to does not provide proof of its identity, your connection disconnects. Previously, servers could skip authenticating themselves to clients and simply accept the call. This change ensures that you can configure a connection to connect to the expected server. 
Automating a network or dial-up connection
You can automate the connection process for a network or dial-up connection by using the autodial feature. With autodial enabled, network addresses are mapped to connection destinations, which allows a destination connection to be automatically dialed when a remote resource is referenced.
You can also automate the connection process for any Microsoft client by using a simple batch file and the rasdial command or by using a custom, Windows NT and Windows 2000 application that recognizes remote access.
This section covers:

Autodial 

Rasdial 
Autodial
Autodial maps and maintains network addresses to connection destinations, which allows the destinations to be automatically dialed when referenced, whether from an application or from the command prompt. A network address can be an Internet host name, an IP address, or a NetBIOS server name.
The following example describes how autodial works:
 1.
You are not connected to your ISP, and you click an Internet address that is embedded in a word processing document. 
 2.
You are asked to select which connection to use to reach your ISP. The connection you select is dialed, and then you access the Internet address. 
 3.
The next time you are not connected to your ISP and click the Internet address in the word processing document, the connection that you selected the first time is automatically dialed. 
Autodial maps the resources that are required to initially make a connection, but does not map resources once the connection is made.
There are two possibilities when autodial attempts to make a connection:

If you are not connected to a network, autodial attempts to create a connection whenever an application references a remote address. 

If you are connected to a network, autodial attempts to create a connection only for those addresses that it has previously learned. Incorrectly typed server or Internet host names do not cause an autodial attempt. 
For more information, see To configure autodial.
Note   The autodial feature works only when the Remote Access Auto Connection Manager service is started. For more information, see To start Remote Access Auto Connection Manager. 
Rasdial
You can automate the connection process for any Microsoft client by using a simple batch file and the rasdial command. The rasdial command starts a network connection by using a specified entry.
Syntax
rasdial connectionname [username [password | *]] [/domain:domain] [/phone:phonenumber] [/callback:callbacknumber] [/phonebook:phonebookpath] [/prefixsuffix]
The rasdial command disconnects a network connection by using the following syntax:
rasdial [connectionname] /disconnect 
Parameters
None 
Used without options, rasdial displays the status of current connections. 
connectionname 
Specifies an entry in the current .pbk file, located in the systemroot\System32\Ras folder. If the connection name contains spaces or special characters, enclose the connection name in quotation marks ("). 
The Rasphone.pbk file is used unless the Personal Phonebook option is selected. If the Personal Phonebook option is selected, the file username.pbk is used. The name is shown on the Rasphone title bar when Personal Phonebook/p is selected. Numbers are appended if name conflicts occur.
username [password | *] 
Specifies a user name and password with which to connect. If an asterisk is used, the user is prompted for the password, but does not display the characters typed. 
/domain:domain 
Specifies the domain the user account is located in. 
If not present, the last value of the Domain field in the Connect To dialog box is used.
/phone:phonenumber 
Substitutes the specified phone number for the entry's phone number in Rasphone.pbk. 
/callback:callbacknumber 
Substitutes the specified callback number for the entry's callback number in Rasphone.pbk. 
/disconnect 
Disconnects the specified entry. 
/phonebook:phonebookpath 
Specifies the path to the phonebook file. The default is systemroot\System32\Ras\username.pbk. You can specify a full path to the file. 
/prefixsuffix 
Applies the current TAPI location dialing settings to the phone number. These settings are configured in Telephony, which is located in Control Panel. This option is off by default. 
Rasdial examples
To connect to the OFFICE entry in Rasphone.pbk, type: 
rasdial office
To connect to the OFFICE 2 entry in Rasphone.pbk and specify a callback number, type: 
rasdial "office 2" /callback:555-0100
To disconnect from the EAST OFFICE entry, type:
rasdial "EAST OFFICE" /d
Note   The following Rasphone.exe features are not supported with rasdial:

Entries that require Terminal mode user entry during the dial sequence. 

Operator-assisted or manual dialing. 
Troubleshooting
This section covers:

Troubleshooting network and dial-up connections 
Troubleshooting network and dial-up connections
What problem are you having?
The modem does not work.
Cause: The modem is incompatible.
Solution: If you have access to another computer with an Internet connection, check the list of compatible modems in the Microsoft Windows Hardware Compatibility List at the Microsoft Web site. (http://www.microsoft.com/) 
Cause: The modem is not connected properly or is turned off.
Solution: Verify that the modem is connected properly to the correct port on your computer. If the modem is external, verify that the power is on.
See Also: Troubleshooting.
Unable to connect to a remote access server.
Cause: The remote access server is not running. 
Solution: Ask your system administrator to verify that the remote access server is running. If the server is down, the administrator needs to check the error and audit logs to see why the service stopped. After the problem is fixed, restart the service. If the service is running, the administrator needs to check whether other remote access clients can connect properly. If other clients can connect, the problem may be specific to your workstation.
Cause: You do not have a valid user account, or you do not have remote access permission.
Solution: Verify with your system administrator that your user account has been established, and that you have remote access permission.
Cause: You dialed the wrong number, or you dialed the correct number but forgot to dial an external line-access number, such as 9. 
Solution: Verify that the number is correct as dialed.
Cause: Your modem cannot negotiate with the modem of the server. 
Solution: Try using the same type of modem as the server.
Cause: The modem cabling is faulty. 
Solution: Do not use the 9-to-25-pin converters that are included with most mouse hardware because some of them do not carry modem signals. To be safe, you should use a converter made especially for this purpose.
Cause: The telephone line (for example, in your hotel room) does not accommodate your modem speed. 
Solution: Select a lower bits-per-second (bps) rate (or call the hotel manager to request a direct line).
See also: To change the maximum modem port speed.
Cause: The line you are trying to use is digital.
Solution: Most modems work only with analog phone lines. Verify that you have analog phone lines installed or, if you have digital phone lines installed, verify that the servers and clients have digital modems.
When trying to connect, a message is received that says the remote access server is not responding.
Cause: 

At higher bits-per-second (bps) rates, your modem is incompatible with the modem of the server. 

There is a lot of static on the phone line, which prevents a modem from connecting at a higher bps rate. 

There is some kind of switching equipment between the client and server that prevents the two modems from negotiating at a higher bps rate.
Solution: Adjust the speed of your modem to a lower bit-per-seconds (bps) rate.
See also: To change the maximum modem port speed.
Cause: The remote access server is not running.
Solution: Ask your system administrator to verify that the server is running. 
The modem always connect at a lower bits-per-second (bps) rate than specified.
Cause: The modem and telephone line are not operating correctly. Excessive static on the telephone line causes sessions to be dropped.
Solution: You can use modem diagnostics to confirm correct modem operation.
See also: To log and view modem commands.
Cause: The destination server is not running properly.
Solution: Ask your system administrator to verify that the destination server is running properly. Try connecting to the same server from another workstation. If other workstations are having the same problem, there may be problems with server applications or hardware. If not, the problem is specific to your workstation.
Cause: The quality of your line is insufficient.
Solution: Contact your telephone company to verify the quality of your line.
Cause: The line you are dialing is affecting the speed.
Solution: If you can connect to your remote access server by using more than one number, try another number and see if the speed improves.
Cause: Your modem software needs to be updated.
Solution: Check with your modem manufacturer for modem software updates.
The sessions with a remote access server on the network keep getting dropped.
Cause: Call waiting is disrupting your connection. 
Solution: Verify that the phone has call waiting. If so, disable call waiting and try calling again.
See also: To change dialing properties for a location.
Cause: The remote access server disconnected you because of inactivity.
Solution: Try calling again.
Cause: Someone picked up the phone. Picking up the phone automatically disconnects you.
Solution: Try calling again.
Cause: Your modem cable is disconnected.
Solution: Verify that the modem cable is connected properly.
Cause: Your modem software needs to be updated.
Solution: Check with your modem manufacturer for modem software updates.
Cause: Your modem settings need to be changed because of a remote access server change.
Solution: Verify the modem settings with your system administrator.
Connections are disconnecting abnormally.
Cause: The remote access server is not running.
Solution: Ask your system administrator to verify that the server is running.
Cause: 

Your modem is unable to negotiate correctly with the modem of the remote access server. 

The serial port of the computer cannot keep up with the speed you have selected. 
Solution: Try to connect at a lower initial port speed.
See also: To change the maximum modem port speed. 
Cause: Your modem software needs to be updated.
Solution: Check with your modem manufacturer for modem software updates.
When trying to connect, a hardware error is received.
Cause: The modem is turned off.
Solution: Verify that the modem is turned on. If the modem is turned off, turn it on and redial.
Cause: Your modem is not functioning properly.
Solution: Enable modem logging to test the connection.
See also: To log and view modem commands.
Cause: Your cable is incompatible.
Solution: If your modem communicates through Terminal, but not through Network and Dial-up Connections, the cable that attaches your modem to the computer is probably incompatible. You need to install a compatible cable. 
Conflicts between serial ports are causing connection problems.
Cause: The serial ports are conflicting.
Solution: Com1 and Com3 share interrupt request (IRQ) 4. Com2 and Com4 share IRQ 3. As a result, for serial communications, you cannot use COM1 and COM3 simultaneously, or COM2 and COM4 simultaneously. For example, you cannot use Network and Dial-up Connections on COM1 and Terminal on COM3.
This rule applies if you are using the mouse in addition to other serial communications programs such as Network and Dial-up Connections or the Windows 2000 Terminal program. The rule does not apply if you are using an intelligent serial adapter such as a DigiBoard serial card.
See Also: To configure a connection; To change the COM port for a modem.
When trying to connect by using ISDN, a "No Answer" message is received.
Cause: The remote access server did not answer because it is turned off or the modem is not connected. 
Solution: Contact your system administrator.
Cause: The line is busy.
Solution: Try calling later, or contact your system administrator.
Cause: There is a problem with the hardware. 
Solution: Verify that the ISDN adapters are installed and configured correctly.
Cause: Your phone number is not configured correctly. 
Solution: In some cases, each B channel on an ISDN line has its own number, while in other cases both B channels share a single number. Your telephone company can tell you how many numbers your ISDN line has.
Cause: If you are located in the United States or Canada, your Service Profile Identifier (SPID) is configured incorrectly. The SPID normally consists of the phone number with additional digits added to the beginning, the end, or both. The SPID helps the switch understand what type of equipment is attached to the line and routes calls to appropriate devices on the line. If an ISDN channel requires a SPID, but it is not entered correctly, then the device cannot place or accept calls.
Solution: Verify that the SPID is entered correctly.
Cause: A poor line condition (for example, too much static) interrupted your connection.
Solution: Wait a few minutes and try dialing again.
Cause: You did not enable line-type negotiation, or a connection cannot be made with the line type you selected.
Solution: Enable line-type negotiation.
Cause: Your ISDN switching facility is busy. 
Solution: Try again later.
Cause: Your DigiBoard card is too old.
Solution: If you do not have the latest PCIMAC-ISA DigiBoard card, serial number A14308 or greater, contact DigiBoard for a replacement.
Connections made by using X.25 fail.
Cause: The dial-up PAD is configured with the wrong X.3 parameters or serial settings.
Solution: If the remote access server is running and you cannot connect to it directly through an X.25 smart card or an external PAD, modify the dial-up PAD X.3 parameters or serial settings. Ask your system administrator for the correct settings.
See also: To configure a connection.
Cause: New Pad.inf entries are incorrect.
Solution: You can check other Pad.inf entries for direct connections and external PADs, and view the comments that go with them. You may need a line analyzer or a terminal program to see the response for the PAD. For dial-up PAD entries, you can use an entry in Pad.inf as an example, paying attention to the comments that go with the example.
Cause: Your modem is incompatible. 
Solution: If the modem that connects to a dial-up PAD connects at a lower speed than it should, replace the modem with a compatible one.
See also: The modem does not work with Network and Dial-up Connections
Cause: The line for the remote access server is congested. If a connection has been established, but the network drives are disconnecting, and you are dropping sessions or getting network errors, the cause may be congestion on the leased line for the remote access server. 
For example, four clients connecting at 9600 bps (through dial-up PADs) require a 38,400-bps (four times 9600) leased line on the server end. If the leased line does not have adequate bandwidth, it can cause time-outs and degrade performance for connected clients. This example assumes that Routing and Remote Access is using all the bandwidth. If Routing and Remote Access is sharing the bandwidth, fewer connections can be made.
Solution: Your system administrator needs to verify that the speed of the leased line can support all the COM ports at all speeds clients use to dial in.
Connections through PPTP fail.
Cause: TCP/IP connectivity problems are keeping you from connecting to the PPTP server.
Solution: You or your system administrator can use the ipconfig and ping commands to verify a connection to your server.
Cause: A Winsock Proxy client is active.
Solution: A VPN connection cannot operate with an active Winsock Proxy client. Winsock Proxy immediately redirects packets to the proxy server before they can be processed by a virtual network connection for encapsulation. Ask your system administrator to disable the Winsock Proxy client.
Cause: You do not have the appropriate connection and domain permissions on the remote access server.
Solution: Contact your system administrator.
Cause: If you are using the TCP/IP protocol, you do not have a unique TCP/IP address.
Solution: Contact your system administrator.
Cause: Name resolution problems are keeping you from resolving names to IP addresses.
Solution: Specify fully qualified domain names and IP addresses in your connection.
See Also: To configure TCP/IP settings
Connections made by using PPP or TCP/IP utilities are failing.
Cause: The server does not support LCP extensions.
Solution: If you cannot connect to a server by using PPP, or the remote computer terminates your connection, the server may not support LCP extensions. In Network and Dial-up Connections, clear the Enable LCP extensions check box.
Cause: IP header compression is keeping TCP/IP utilities from running. If you successfully connect to a remote server by using PPP, but TCP/IP utilities do not work, the problem may be IP header compression.
Solution: Try to reconnect after turning off IP header compression.
See Also: To stop requesting LCP extensions in PPP; To turn off IP header compression in PPP.
Connections made by using Internet connection sharing are failing.
Cause: The wrong LAN network adapter is shared.
Solution: A computer with Internet connection sharing needs two connections. One connection, typically a LAN adapter, connects to the computers on the home network and the other connection connects the home network to the Internet. You need to ensure that Internet connection sharing is enabled on the connection that connects your home network to the Internet.
Cause: TCP/IP is not installed on home network computers.
Solution: By default, the TCP/IP protocol is installed on computers running Windows 2000, Windows 98, and Windows NT version 4.0. If users on your home network are running operating systems other than these, verify that TCP/IP is installed on their computers.
Cause: If users on your home network cannot reach the Internet, TCP/IP is incorrectly configured on their home network computers.
Solution: Verify that the following TCP/IP settings are established on home network local area connections:
IP Address: Obtain an IP address automatically (through DHCP) 
DNS server: Obtain DNS server address automatically 
Default gateways: None specified 
For computers running Windows 9x or Windows NT version 4.0, you can find the TCP/IP settings in Network in Control Panel.
Cause: If users on your home network cannot reach the Internet, their Internet options need to be modified.
Solution: Home network user Internet options must be modified for Internet connection sharing. For more information, see To configure Internet options for Internet connection sharing.
Cause: The Internet connection sharing service is not started.
Solution: Use Event Viewer to verify that the Internet connection sharing service is started.
See also: Using Event Viewer.
Cause: The Internet connection sharing computer is not properly configured for name resolution.
Solution: You may need to configure the WINS or DNS name resolution services on the computer. If computers on the small office or home office network cannot resolve names to IP addresses, you can check the name resolution configuration of the Internet connection sharing computer by using the ipconfig command. There are two ways that your ISP can configure name resolution:

Statically assigned name servers 

You must manually configure the TCP/IP protocol with the IP address (or addresses) of the name servers provided by the ISP. If you have statically assigned name servers, you can use the ipconfig command at any time to get the IP addresses of your configured name servers.

Dynamically assigned name servers 

Manual configuration is not required. The IP addresses of the name servers provided by the ISP are dynamically assigned whenever you dial the ISP. If you have dynamically assigned name servers, you must run the ipconfig command after a connection to the ISP has been made. 
Cause: If you cannot play a game across the Internet, the protocol used by the application is not translatable.
Solution: Try running the application from the Internet connection sharing computer. If the application works there but not at a workstation on the home network, then the the application may not be translatable.
Cause: If you cannot play a game across the Internet, the application is not configured on the computer running Internet connection sharing.
Solution: Verify that the application, including port numbers, is configured correctly.
See also: To configure Internet connection sharing for applications and services
Cause: If Internet users cannot see services on your home network, such as a Web server, the service is not configured correctly.
Solution: Verify that the service, including port numbers and TCP/IP addresses, is configured correctly. 
Cause: If users on your home network cannot reach the Internet sites by using friendly names, there is a DNS resolution problem.
Solution: Have users on your home network use fully qualified domain names or IP addresses when accessing Internet resources.
See Also: To configure Internet connection sharing for applications and services; Internet connection sharing; To configure TCP/IP to use WINS; To configure TCP/IP to use DNS; To test a TCP/IP configuration by using the ping command
When using a local area network connection, there is no response.
Cause: There may be problems with your network adapter.
Solution: Try the following:

Check the appearance of the local area connection icon. Depending on the status of the local area connection, the icon appears in different ways in the Network and Dial-up Connections folder. Also, if the local area connection media is disconnected (for example, the cable is unplugged), a status icon is displayed in the taskbar. For more information, see Local area connections. 

Use Device Manager to verify that your network adapter is working correctly. 
Cause: The LAN cable may not be plugged into the network adapter.
Solution: Check to make sure the LAN cable is inserted into the network adapter.
When using a laptop to connect to an ISP, some or all of the applications do not run properly.
Cause: The WinSock Proxy Client may be preventing your applications from running properly when you use the ISP connection.
Solution: If you are a mobile user and use your laptop in your corporate environment, you may need to disable the Microsoft WinSock Proxy Client (WSP Client in Control Panel) when you use the same computer to dial to an ISP or other network. For example, if you use a laptop in your office and use the same computer to connect to an ISP or other network from your home, you may have problems running all of your applications when you use the ISP connection. (For example, your applications may not be able to find the resources or servers they need.) If this is the case, you should disable the Microsoft WinSock Proxy Client (WSP Client in Control Panel) to run the applications that you typically run when you use your laptop in the corporate office.
Incoming connection clients cannot see resources beyond the incoming connection computer.
Cause: If the addresses that are being allocated to incoming clients are not a subset of the network to which the incoming connection computer is attached, you must create a route to the incoming client computers on the intranet computers.
Solution: Reconfigure your range of IP addresses that are being allocated to incoming clients so that it is a subset of the network to which the incoming connections computer is attached. If you cannot do this, then configure your intranet hosts with the IP address of the incoming connections computer as a default gateway. 

If your intranet hosts are configured to obtain an IP address automatically and a Dynamic Host Configuration Protocol (DHCP) server is present, you can configure your DHCP server to assign the default gateway. 

If your intranet hosts are configured to obtain an IP address automatically and a DHCP server is not present (you are using the Automatic Private IP Addressing feature of Windows 2000 and Windows 98), then you must manually configure all of your intranet hosts with an IP address, subnet mask, and default gateway. 
See Also: To configure a default gateway, Incoming connections and IP addresses.
Cause: The calculated range of addresses allocated to connecting clients is larger than the range that you configured. 
Solution: Most TCP/IP networks use subnets in order to effectively manage routed IP addresses. For the range that you specified in From and To, Windows 2000 calculates the closest matching subnet. The range of addresses in the closest matching subnet may exceed the range that you specified. Unless the addresses specified in From and To are subnet boundaries, the range based on the calculated subnet will be larger than the range that you specified. To avoid this, specify a range that falls on subnet boundaries. For example, if you are using the 10.0.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 10.0.1.168 to 10.0.1.175. Or, if you are using the 192.168.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 192.168.1.0 to 192.168.1.255.
See Also: To configure an incoming connection to use TCP/IP.
Modems
Modem support is provided by the TAPI Unimodem 5 Service Provider in Windows 2000. It enables you to install and use almost any modem available today. Modems are used by programs installed with Windows 2000, such as HyperTerminal, Network and Dial-up Connections, Phone Dialer, and Fax, as well as by many other Windows 2000-compatible products, including software required to gain access to Internet service providers.

Before you begin using modems with this computer, see Checklist: Installing and configuring modems. 

To find features that have been moved in Windows 2000, see New ways to do familiar tasks. 

For tips about using modems, see Best practices. 

For help with specific tasks, see How to. 

For general background information, see Concepts. 

For problem-solving instructions, see Troubleshooting. 
Checklist: Installing and configuring modems

Step
Reference

Review key concepts.
Modems overview; Understanding modems; Dialing rules 

Install modem hardware.
Installing a modem

Install the modem.
Install a modem, Install an unsupported modem

Configure the installed modem.
Configure an installed modem, Change how modems initialize and connect, Change modem data and hardware settings

Set dialing properties for your location.
Dialing rules; Change dialing properties for a location

Connect using your modem.
Connect using your modem
New ways to do familiar tasks
This table lists common tasks for modems. The procedure for performing these tasks is different in Windows 2000 than it was in Windows NT 4.0.
If you want to
In Windows NT 4.0, use
In Windows 2000, use
Install a modem
Modems in Control Panel
Open Phone and Modem Options.
For more information, see Install a modem.
Configure a modem
Modems in Control Panel.
Open Phone and Modem Options.
For more information, see Configure an installed modem. 
Test or troubleshoot a modem.
Terminal program, such as Hyperterminal.
Open Phone and Modem Options.
For more information, see Test a modem. 
Best practices
The following list provides best practices for installing and using modems. Review this list before you use modems.

Turn on any external modems before you start Windows. 

If an external Plug and Play modem is not turned on before you start Windows, Windows may not detect it correctly.

For more information, see Troubleshooting modems. 

If Windows does not support your modem make and model, check the manufacturer's Web site for the latest installation or .inf file. 

The installation files, particularly for new modems, are often added or updated by manufacturers. If you cannot find your modem listed in Windows, look in the manufacturer's documentation to find if the modem has the same characteristics as another supported modem.
For more information, see Installing a modem.

Use the Phone and Modem Options diagnostics utility to test and troubleshoot a modem. 

The Diagnostics tab of Phone and Modem Options in Control Panel enables you to quickly see if the modem is responding to commands. You can also configure logging and view logs.

For more information, see Modem diagnostics, To test a modem, To log and view modem commands.

Before you connect to another computer or online service provider, check the hardware settings for your modem. 

The data connection parameters for two modems need to be identical for them to connect successfully. Refer to the documentation provided by your service provider for the correct settings. Typical settings are:

8 data bits 

None for parity 

One stop bit 

Bulletin boards and most service providers use these settings. If these do not work, try seven data bits, even parity, and one stop bit. A few online service providers use these settings. Other settings are extremely rare.

For more information, see Hardware settings. 

When you install the same make and model of modem on multiple ports, first install it on one port, and then duplicate the installation for the remaining ports. 

For more information, see Duplicate a modem installation on multiple ports.

To change the same setting for modems installed on multiple ports, first change the setting on one modem and then copy the change to the remaining modems. 
For more information, see Copy modem properties to modems on multiple ports.

Rarely, you may have to configure the COM port before installing a modem. 

For most modems, Windows 2000 automatically configures the COM port for a modem. The following exceptions may occur:

If you install an internal modem card which is not compatible with Plug and Play specifications, you may have to configure its built-in COM port by using Add/Remove Hardware in Control Panel before you can install the modem in Windows 2000. 

If you are using Windows 2000 PCMCIA drivers, Windows 2000 will detect and configure PCMCIA modem cards automatically when you first insert them. If the card is not detected, you might need to run Add/Remove Hardware in Control Panel to configure the card's built-in COM port. You then install the PCMCIA modem by using the Phone and Modem Options in Control Panel. 

For more information, see To install a modem, Troubleshooting network and dial-up connections.

If you create a direct connection to a computer, Windows CE device, or other device, make sure that the maximum port speed in the connection properties is set as high as supported by the device. 

The initial maximum port speed for a direct connection created in the Phone and Modem Options in Control Panel is 19.2 Kbps. If the device on a connection supports higher data transmission speeds, you can increase the maximum port speed to that supported by the device. To find the correct speed, refer to the manufacturer's documentation provided with the device.

For more information, see Change the maximum modem port speed, Optimizing data transfer speed.
How to ...

Install or remove modems 

Install and configure modems on multiple ports 

Test modems 

Change how modems initialize and connect 

Change modem data and hardware settings 
Install or remove modems

Install a modem 

Install an unsupported modem 

Configure an installed modem 

Change the COM port for a modem 

Remove a modem 
To install a modem
 1.
Open Phone and Modem Options in Control Panel. 
 2.
(Optional) If you are prompted for location information, enter dialing information for your location and click OK. 
 3.
On the Modems tab, click Add. 
 4.
Follow the instructions in the Install New Modem wizard. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

If you are installing an external modem, if a cable is not provided, refer to the manufacturer's instructions for cabling requirements. Most common cables will work, but some cables do not have all the pins connected. Do not use the 9-to-25 pin converters that come with most mouse hardware, because some of them do not carry modem signals. 
To install an unsupported modem 
 1.
Open Phone and Modem Options in Control Panel. 

If you are prompted for location information, enter dialing information for your location and click OK.
 2.
On the Modems tab, click Add. 
 3.
In the Install New Modem wizard, select the Don't detect my modem; I will select it from a list check box, and then click Next. 
 4.
Do one of the following: 
If
Do this
A modem is listed that is a good match for your modem
On the list of modems, click the manufacturer and model that is the best match for your modem, and then click Next.
If your modem is not listed and and you have an installation disk or .inf file provided by the manufacturer
Click Have Disk and specify the location of the disk or .inf file
 5.
Follow the remaining instructions provided by the Install New Modem wizard. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

If possible, get the latest installation disk or modem .inf file designed for Windows 2000 from the manufacturer. This can usually be downloaded from the manufacturer's Web pages. If Windows 2000 installation files are unavailable, you can try using an installation disk or .inf file for Windows NT 4.0, Windows 98, or Windows 95. It may work correctly in Windows 2000 as well. 

If no installation file is available for the modem, the manufacturer's instructions that came with the modem may specify a compatible modem. Otherwise, click (Standard Modem Types) in Manufacturers, and try choosing the standard modem with the speed matching your modem. 

If a cable is not provided with an external modem, refer to the manufacturer's instructions for cabling requirements. Most but not all off-the-shelf cables will work. Some cables do not have all the pins connected. Do not use the 9-to-25 pin converters that come with most mouse hardware, because some of them do not carry modem signals. 
To configure an installed modem
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem you want to configure, and then click Properties. 
 3.
Enter the changes you want: 
To
Do this
Change the speaker volume, maximum port speed, or wait for a dial tone before dialing.
Click the General tab. 
View diagnostic information, including commands supported by your modem, or to view a log of modem activity.
Click the Diagnostics tab.
Add extra initialization commands.
Click the Advanced tab.
Change call preferences (manual dialing or disconnecting) or data connection preferences (port speed, data protocol, compression, or flow control).
Click the Advanced tab, then click Change Default Preferences.
Change hardware settings (data bits, parity, stop bits, or modulation).
Click the Advanced tab, click Change Default Preferences, and then click the Advanced tab.
Note   You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure.
To change the COM port for a modem
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem you want to configure, and then click Properties. 
 3.
On the Advanced tab, click Advanced Port Settings. 

If this option is not displayed, the modem does not support changing the assigned COM port
 4.
In Com Port Number, click the port number you want to use. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Do not change this setting unless it is required by your system configuration. The communications port is normally assigned correctly when you install a modem. 

The advanced COM port settings are available only for certain brands of modems. If you do not have one of these modems, to change the assigned COM port, you must reinstall the modem and choose the desired COM port. 
To remove a modem
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to delete. 
 3.
Click Remove. 
Note   

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure.
Install and configure modems on multiple ports

Duplicate a modem installation on multiple ports 

Copy modem properties to modems on multiple ports 
To duplicate a modem installation on multiple ports
 1.
Install the modem you want to duplicate on at least one port. 
 2.
Open Phone and Modem Options in Control Panel. 
 3.
On the Modems tab, right-click the modem you want to duplicate to other ports. 
 4.
Click Duplicate. 
 5.
Choose to duplicate the modem installation on all ports in the list or only on selected ports. 

Click All ports to duplicate the modem installation on all ports shown on the list. 

Click Selected ports and then select the ports to duplicate the modem installation only on selected ports. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Use this procedure to quickly duplicate a modem installation when you are installing the same make and model of modem on more than one port. 
To copy modem properties to modems on multiple ports
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, right-click the modem with the properties you want to copy. 
 3.
Click Copy properties. 
 4.
Right-click the modem to which you want to copy the properties, then click Apply. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Use this procedure to quickly duplicate changes to modem properties from one modem to modems on other ports. 
Test modems

Test a modem 

Log modem commands and view logs 
To test a modem 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to test. 
 3.
Click Properties, then click Diagnostics, then click Query Modem. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

This procedure sends standard AT commands to your modem and displays the responses to indicate features supported by your modem. 
To log and view modem commands
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem whose commands you want to log. 
 3.
Click Properties, then click the Diagnostics tab. 
 4.
In Logging, select the Append to Log check box if you are working on a computer running Windows 2000 Professional or Record a Log if you are working on a computer running Windows 2000 Server. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Click View Log to display the log file. 

Commands sent to the modem are captured in the file 

Systemroot\ModemLog_Model.txt. 

Systemroot is usually C:\Winnt\System32\. Model is the name of the modem as it appears in the list of installed modems on the Modems tab of Phone and Modem Options. 

On Windows 2000 Professional, logging is always turned on and the log is overwritten at the beginning of every session unless you select the Append to Log check box. On Windows 2000 Server, logging is turned off unless you select the Record a Log check box. 
Change how modems initialize and connect

Specify initialization commands 

Wait for dial tone before dialing 

Adjust modem speaker volume 

Specify disconnect times 
To specify initialization commands 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure. 
 3.
Click Properties. then click the Advanced tab. 
 4.
In Extra initialization commands, type the commands that should be sent to the modem when it is initialized. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Type the commands exactly as they should be sent, with no extra spaces or characters. The AT prefix is unnecessary. 

The commands you enter here are sent after the standard initialization commands for the selected modem. This enables you to change the modem behavior or configuration as required by your communication software or to communicate with a service provider. For more information about the commands recognized by your modem, refer to the manufacturer's documentation or Web site. 
To wait for dial tone before dialing 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, then click Properties. 
 3.
On the General tab, select the Wait for dial tone before dialing check box. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

If you clear the Wait for dial tone before dialing check box, your modem will dial without waiting for a dial tone. This may be necessary if a phone line does not provide a standard dial tone. 
To adjust modem speaker volume 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, then click Properties. 
 3.
On the General tab, under Speaker volume, move the slider to the left or right to adjust the volume. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Some modems do not support this functionality. 
To specify disconnect times 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, then click Properties. 
 3.
Click the Advanced tab, then click Change Default Preferences. 
 4.
On the General tab, under Call preferences: 
To
Do this
Automatically disconnect when a connection is not used for a specified time.
Select the Disconnect a call if idle for more than check box, and then type the number of minutes the modem should wait before disconnecting.
Change the time allowed to make a new connection.
Type the number of seconds in Cancel the call if not connected within.
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Note that these are the default settings. If these parameters are specified by an application program, the program's settings take precedence. 

If you are using a network connection, the disconnect time is determined by the redialing options for the network connection rather than by the setting in the modem's properties. 
Change modem data and hardware settings

Change the maximum modem port speed 

Change data connection preferences 

Change hardware settings 

Designate hardware or software compression 
To change the maximum modem port speed 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, then click Properties. 
 3.
On the General tab, in the Maximum Port Speed list, click the speed for the modem. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

This value is usually set correctly when the modem is installed. 

This speed represents the maximum speed programs are allowed to transmit data to the modem and is normally faster than the modem speed. For example, this is usually set to 57,600 bps for a 33.6 Kbps (V.34) modem. 

Changing this setting also sets the current speed for the modem. 
To change data connection preferences 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, click Properties, click Advanced, then click Change Default Preferences. 
 3.
On the General tab, under Data Connection Preferences, change the setting for Port speed, Data protocol, Compression, or Flow control. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

These values are usually set correctly when the modem is installed. 
To change hardware settings
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure, click Properties. 
 3.
Click the Advanced tab. 
 4.
Click Change Default Preferences. 
 5.
Click the Advanced tab. 
 6.
Under Hardware Settings, change the setting for Data bits, Parity, Stop bits, or Modulation. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

These values are usually set correctly when the modem is installed. 
To designate hardware or software compression
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Modems tab, click the modem that you want to configure. 
 3.
Click Properties. 
 4.
Click the Advanced tab. 
 5.
Click Change Default Preferences. 
 6.
In Data Connection Preferences, in the Compression list, click Enabled or Disabled. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Some communications programs provide efficient software compression. If you are using a program that provides software compression, turning off hardware compression often provides the highest data throughput speed. 
Concepts

Modem overview 

Understanding modems 

Using modems 

Resources 
Modem overview
Telephone lines that are used in a conventional phone system are designed to transmit human speech with analog signals. Analog signals vary continuously, like waves, along their length. Computers store and process data in digital format and communicate both internally and with each other in binary digits.
When two computers communicate with each other over a conventional phone line, a modem translates the binary information from the computer at the sending end to an analog signal that can pass over the phone line. At the receiving end, another modem translates the analog signal back to binary information that can be used by the computer. The conversion from binary to analog information is called modulation and the conversion back from analog to binary is called demodulation. The word modem, short for modulator/demodulator, is the name for the device that performs these conversions.
Both standard modems and fax modems perform this conversion. There are also ISDN and cable modems that provide digital communication. These are not really modems because they do not convert digital and analog signals. They enable computers to transmit digital information directly without the conversion. When you communicate over analog telephone lines, you need standard modems.
The speed at which modems transmit data is called the throughput. This is measured in bits per second (bps).
The conversion between digital and analog data is governed by proprietary and international standards, called modem protocols. Improving protocols have allowed faster data throughput rates. Besides using the available bandwidth more effectively, protocols have incorporated data compression to speed the throughput and error control for greater reliability. The protocols for modems operating at 56 kilobits per second (Kbps) are now designed to support receiving data from an Internet service provider connected to a digital line but sending with the standard digital-to-analog conversion.
Windows supports many different modems. If you are looking for a new modem that is compatible with Windows, you should choose a modem from the Microsoft Windows Hardware Compatibility List at the Microsoft Web site (http://www.microsoft.com/). Microsoft has tested these modems with Network and Dial-up Connections. If you have a modem that is not on this list, it may still work perfectly well with Windows, especially if the manufacturer provides an installation disk or .inf file for Windows. Some modems are compatible with a supported modem and may be installed by choosing the supported information. Check the documentation provided with the modem for details. You may also find installation files or other useful information at the manufacturer's Web site.
Understanding modems
This section presents concepts related to modem use:

Data transfer speed 

Protocols and standards 

The V.90 modulation protocol 

Error correction 

Data compression 

Flow control 

Hardware settings 
Data transfer speed
When you initiate a dial-up connection, there are three separate components that determine the speed of the connection:

The local interface speed is the speed of the connection between your computer and your modem, also called the DTE rate. 

The connection speed is the speed at which data is transmitted between modems over the communication lines, also called the DCE rate. 

The remote interface speed is the speed at which data is transmitted between the receiving modem and computer. 
The actual speed at which data is transmitted between computers depends on all three rates. When you buy a modem, the manufacturer normally specifies the maximum connection speed. The maximum port speed that can be set in Phone and Modem Options represents the maximum local interface speed that communications programs can use to send data to the modem. The remote interface speed may also limit transmission speeds. For example, an online service provider must support the same 56 Kbps protocol used by your modem for you to receive high speed transmissions with a 56 Kbps modem. (See Attaining fast speeds with a 56 Kbps modem). 
Most high-speed modems today fix their local interface speed at a given value instead of changing it according to the connection speed. The local interface speed is then normally higher than the actual transmission of data over the phone line. For example, a V.34 modem that supports 33.6 Kbps may have its maximum port speed set for 115.2 Kbps. 
This difference, called speed buffering, allows a modem to seem faster than the actual connection speed. Using this, a modem can compress the data and send it in fewer bits. Since there are fewer bits, it takes less time to transmit than the uncompressed data. The V.34 modem may then obtain throughput rates of 33.6 Kbps even though the line is carrying fewer actual bits than that. 
Protocols and standards
Modulation standards are published by the International Telecommunications Union Telecommunication Standardization Sector, or ITU-T. These ITU-T standards are often called the V-series because they are designated with a V prefix (for example, V.34). The suffixes bis and terbo on some of the standards designate second and third revisions.
Private companies, such as Bell Systems, Western Electric, and AT&T, have also set standards that were more widely used in the past. They are now mostly either obsolete or used along with the ITU-T standards. In particular, the Bell standards were once widely used in the United States and are still supported by many modems for backward compatibility. 
Newer protocols generally provide faster communication. To be able to communicate with each other, two modems must support the same protocol. The modem chip set determines which protocols are supported by your modem and the speeds at which it can transmit data. A driver installed on your computer does the same for software-driven modems. 
Compatibility and speed
Modems from different manufacturers, and even different models from the same manufacturer, may be incompatible in some settings and circumstances. Even modems that claim to follow the Hayes AT command set may, at times, be unable to communicate with other Hayes-compatible modems.
Because modems achieve high speeds in different ways, compatibility problems increase with high-speed modems. Even modems that follow a standard for modulation, compression, and error correction may be unable to communicate with each other at higher speeds. Therefore, the faster protocols have specified fallbacks to slower protocols.
When a modem connects with another modem, the calling modem sends a tone using the selected modulation. If the answering modem supports the same modulation, they connect immediately. Otherwise, the modems attempt to fall back to a lower type of modulation until they find the highest modulation they have in common. Modems usually support fallback through the ITU-T standard modulations. A V.90 modem falls back to V.34, and a V.34 modem falls back to V.32bis and then V.32.
Even after connecting with a particular modulation, two modems may also fall back to a slower speed when they are unable to maintain a reliable connection. For example, the V.32bis and V.34 connections can be made at the following speeds:
Modulation
Connection speeds (bps)
V.32bis
14,400, 12,000, 9600, 7000
V.34
33,600, 31,200, 28,800, ..., 2400 bps
Because a modem can fall back either to a slower protocol or to slower speeds without changing the protocol, transmission speeds that are slower than expected do not necessarily indicate a problem with your line or modem.
For information about the V.90 protocol, see The V.90 modulation protocol.
The V.90 modulation protocol
Windows supports 56 kilobytes per second (Kbps) modems. The international standard for 56 Kbps modems is the V.90 protocol. This protocol is designed for Internet service provider (ISP)-to-client connections. The V.90 protocol (and the proprietary K56flex and X2 protocols that preceded it) is different from previous protocols because it provides for different host-to-client and client-to-host speeds. The V.90 protocol provides for transmission speeds of up to 56 Kbps from an ISP host to the client and up to 33.6 Kbps for client-to-host transmissions.
The 56 Kbps modem technology takes advantage of the digital connection to the public telephone network used now by most Internet and other online service providers. With no analog-to-digital conversion, the host transmission can attain higher speeds.
When sending data, the client transmission must still make the analog-to-digital conversion somewhere between the client and the central office. Client-to-host transmissions therefore use the V.34 standard with data rates limited to 33.6 Kbps. This is not actually a great limitation, because graphics-intensive Web pages, audio files, and video files are downloaded from an ISP at near-ISDN speeds. Client-to-host communication is usually limited to keystrokes and mouse clicks, which would not be noticeably improved by faster communication speeds. 
The V.90 standard is compatible with previous communication standards, such as V.34. When a V.90 modem connects with a remote computer that supports the V.90 protocol, it checks the line to determine whether any analog-to-digital conversions of the host transmissions have taken place. If the modem detects an analog-to-digital conversion, it falls back to the V.34 protocol. A V.90 modem also attempts a V.34 connection when the remote computer does not support the V.90 protocol.
If you have a V.90 modem that seems to be performing poorly, see Attaining fast speeds with a 56 Kbps modem. For more information about modem protocols, see Protocols and standards.
Error correction
All analog phone lines have noise that interferes with a data connection, especially for fast connections. Error correction detects and corrects corruption during transmission.
All modems in a network must use the same error-correction protocols in order for the network to work. Most modems use the V.42 error-correction protocol to detect and resend corrupted data. V.42bis is like V.42, but adds data compression. Another commonly used error correction protocol is MNP 4.
Error correction is normally configured correctly by Windows 2000 when you install a modem. See To change data connection preferences to change these settings. The following table explains the three settings for Data Protocol.
Setting
Result
Standard EC
Allows the modems to negotiate the error correction method (V.42, MNP 4, MNP 3, MNP 2, or none) used for the connection.
Forced EC
Requires that the modems use the V.42 error correction method or terminate the connection when V.42 cannot be used.
Disabled 
Prevents a modem from using error correction.
Sometimes a modem with error correction may take too long to negotiate with a service provider's modem and the service provider hangs up. Disabling error correction may then allow an unbroken connection. Removing error correction may make your connection less reliable.
Although error correction is very good for modern modems, no method is completely foolproof.
Data compression
Data compression enables information to be transmitted beyond the actual connection speed. Data, particularly text and graphics, usually contain repeated sequences of identical information. Data compression works by replacing many characters of repeated information with a few characters and transmitting only one copy of repeated sequences of data.
Common methods for compressing data include MNP 3, MNP 4, MNP 5, and V.42bis. 
The effectiveness of compression varies, depending on the data. Text and graphics may often be compressed considerably. Compression for data that is already compressed may be less efficient because the modem is trying to compress data that is already compressed. V.42bis handles compressed data better than the other protocols.
For any error correction or data compression protocol to work, modems on both ends of the connection must support the protocol. Once two modems are connected, they automatically negotiate to determine the best mutual protocol. For example, if V.42bis fails, the backup is MNP 5, and if it fails, the backup is "no compression." 
To achieve maximum rates when transferring data, hardware flow control is required, and the maximum port speed must be set for two to four times the rated speed of the modem. This is usually configured correctly when you install a modem. If you know which type of compression is supported by your modem, you can calculate this value by multiplying the modem speed by the ratio shown above. For example, for a 14.4 kilobit per second (Kbps) modem with V.42bis compression, you would perform the following calculation.
14.4 Kbps x 4 = 57.6 Kbps 
This value is the maximum rate that data may be transferred by the modem. The actual throughput depends on the data.
Software data compression
Communication software, such as Network and Dial-up Connections, may support data compression. For example, using a 14.4 Kbps V.32bis modem, you can enable software compression, and experience an average throughput of 28.8 Kbps. Tests show that software compression can result in higher data transfer rates than hardware compression. 
If you use software compression, you may want to check the settings. For best results with software compression, you can check your modem's properties for the following:

Enable modem error correction by setting Data Protocol to Standard EC or Forced EC. 

Disable hardware compression by setting Compression to Disabled. 

Enable the software compression provided by your communication software. 
See To change data connection preferences to change this setting for a modem.
Flow control
There are six different links involved in a connection: transmitting computer to transmitting modem, transmitting modem to receiving modem, receiving modem to computer, and the reverse of all three links. They can all have different data transmission rates. When the receiving modem is temporarily unable to accept the data, it needs a way to tell the transmitting modem to slow down or wait for it. Flow control is the method by which a modem controls the rate at which other modems send data to it.
If flow control is improperly configured, it may be impossible to connect to a remote system, the transfer rate may be considerably slowed, or the connection may be disrupted. If you see many errors and retransmittal of data when downloading files, check both the modem and the communication program settings for flow control. Flow control settings for both the communication program and the modem must be the same. Many communication programs set these automatically based on the modem, but some must be configured separately. 
Hardware flow control
Hardware flow (RTS/CTS) control depends on the modem to control the flow of data. This should be used with all high-speed modems or modems that compress data.
Software flow control
Software flow (also called XON/XOFF or CTRL+S/CTRL+Q) control uses data characters to indicate that the data flow should start or stop. This enables a modem to send a control character to signal another modem to stop transmitting while it catches up. 
Software flow control is slower and usually less desirable than hardware flow control. Software flow control is used only for transmitting text. It cannot be used for binary file transfer because binary data may contain the special flow control characters.
See To change data connection preferences to set hardware or software flow control for a modem.
Hardware settings
The connection preferences for a modem provide hardware settings that determine how data is sent and reassembled by modems. To change hardware settings, see To change hardware settings.
Data bits
Data bits are the number of bits in a word. Most systems now use eight bits to represent a single data character (extended ASCII). In rare instances, some older systems still use seven bits.
Parity
Parity controls how modems check for errors. Line noise can insert extra bits into data being transmitted over a phone line. In older modulation types, parity checked for these errors. With parity checking, the transmitting modem adds a parity bit to the data packet in order to make the number of 1 bits in the packet odd or even. The receiving modem adds up the number of 1 bits that is received and accepts or rejects the packet depending on whether the sum agrees with the parity bit.
Windows 2000 provides several settings for parity.
Set this
To do this
Even
Set the parity bit to 0 or 1 to make the number of 1 bits even.
Odd
Set the parity bit to 0 or 1 to make the number of 1 bits odd.
None
Send no parity bit.
Mark
Set the parity bit always to 1.
Space
Set the parity bit always to 0.
Most modem connections now use more reliable and sophisticated methods of error checking (see Error correction), so this is usually set to None.
Stop bits
Stop bits frame data packets in asynchronous communication. These tell the receiving modem that a byte has been sent. Modern asynchronous protocols never require more than one stop bit.
Modulation
In the hardware settings, modulation is the protocol that a modem uses to translate digital information to the audio tones transmitted over a standard telephone line. Both computers must be using the same type of modulation to exchange information successfully.
You can switch the modulation type to be compatible with the modem signals for the computer to which you are trying to connect. Most modems fall into the standard category, but if you are having trouble connecting, try switching to a nonstandard modulation type. These include the Bell protocols for older modems, and proprietary protocols, such as the US Robotics HST protocol.
Using modems
This section contains information you can use to install and configure modems:

Installing a modem 

Setting hardware connections 

Optimizing data transfer speed 

Attaining fast speeds with a 56 Kbps modem 

Null modem cabling 

Modem diagnostics 

Connect using your modem 
Installing a modem
To install the modem hardware on your computer, refer to the manufacturer's documentation. Generally, the following instructions apply:

If you have an internal modem with jumpers, set the jumpers for Plug and Play for Windows 2000 or, if that option is unavailable, for Windows 98 or Windows 95. 

Install an internal modem in an empty slot. Attach an external serial modem to an unused COM port. 

If you have an external modem, ensure that it is attached to the computer, plugged into the power source, and turned on before you turn on the computer and start Windows. 

Ensure that your modem is properly connected to the phone line and to your computer. 
Most modems manufactured now are compatible with Plug and Play and installed automatically after they are connected to the computer. However, older modems and external serial modems may not be detected. If your modem is not installed automatically, then use Phone and Modem Options in Control Panel to install it manually. To install a modem, see To install a modem. To choose the modem type manually, see To install an unsupported modem.
Setting hardware connections
A modem has to be connected to the telephone system and to a power source.
Telephone connections
Both internal and external modems use a modular phone cord, called an RJ-11 coupler. Usually, a new modem includes the coupler. If you have an older, four-pronged jack, you may also need an adapter to connect to your phone line. 
If your office has digital, PBX or multiline phones, you cannot connect a modem directly to the phone system. You need to either install a standard line or install a device that connects your modem to one of these systems. See your computer or telephone supplier for specialized solutions.
Power connections
Internal modems are powered directly by the computer. External modems usually come with a power adapter, but are sometimes powered by the computer. Most portable modems for portable computers use batteries, although they often come with an adapter too. Some are powered directly from the computer. Modems use different sizes and styles of adapters, so if you lose the adapter, you need to get a new one from the modem or computer manufacturer. Refer to the manufacturer's documentation for additional information about the power requirements of your computer.
Cabling Connections
External serial modems connect to the computer with a serial cable, also called an RS-232 cable. If a cable is not provided with your modem, make sure you get one that fits both your computer's serial port and the modem's port.
Optimizing data transfer speed
The speed settings for a modem are usually set correctly during installation. There are two different speeds set in Phone and Modem Options: Maximum Port Speed in the general modem properties and Port Speed in the default preferences. Both of these specify the speed at which communication programs send data to the modem, not the speed at which data is transferred between your modem and the remote modem.
The Maximum Port Speed specifies the maximum speed programs can transmit data to a modem. Most programs set their own speed, so this limits the speed at which they can send data. The Port Speed is the current port speed for the modem. These two settings are usually the same, although there are some instances in which one should be changed. Do not change these speeds just to match the rated speed for your modem. 
Measuring your modem speed
There are several separate components that determine the speed of the connection. When a program or hardware reports transmission speeds, note carefully what is being reported. For example, if a V.34 modem rated at 33.6 kilobits per second (Kbps) reports a connection speed of 38.4 Kbps or higher, it is reporting the port speed that data is transmitted from the computer to the modem rather than the rate that data is transmitted between modems.
For practical purposes, you want to know the throughput speed, the speed that your data is transferred between your communications program and the program on another computer. Communications programs usually report the throughput speed and normally provide the speed in either bits per second (bps) or characters per second (cps). For serial communications, speed in bits per second can be divided by 10 to approximate the characters transmitted per second.
Check the throughput speed after you start communicating with the remote computer. The initial throughput speed is not necessarily a good estimate of the transmission speed. Modems often shift speed up or slow down after the initial connection. Modems can fall forward or fall back depending on the quality of the connection and other factors.
Transmission speeds for direct serial connections
When you create a direct serial connection to another computer or device, you may need to adjust the maximum port speed for the connection. The initial setting for a direct serial connection is 19.2 Kbps. For a Windows CE device or other device that supports higher data transmission speeds, change the maximum port speed to the correct speed. Refer to the manufacturer's instructions for the transmission speed supported by the device.
For additional information, see Attaining fast speeds with a 56 Kbps modem, Data transfer speed, Improving modem throughput speeds, To change data connection preferences, or To change the maximum port speed.
Attaining fast speeds with a 56 Kbps modem
A modem connection must fulfill three requirements to support a 56 kilobits per second (Kbps) (also called V.90) connection.
 1.
The host server must use a digital connection to the network. Your Internet service provider can tell you if they support 56 Kbps service. 
 2.
Both ends of the connection must support the same protocol, the V.90 standard or either of its predecessors, K56flex, or 3COM/USR X2. For example, if your Internet service provider has a V.90 device, your modem must support the V.90 protocol. 
 3.
There can only be one analog connection between your modem and the host computer. The phone line in most homes is an analog line. 
If a connection does not meet these requirements, a modem falls back to the fastest protocol that works for the connection. For example, a 56 Kbps V.90 modem falls back to the 33.6 Kbps V.34 protocol if it cannot make a V.90 connection. Even if your connection fulfills these requirements, other factors may reduce either the transmission speed or the number of times that you successfully obtain the highest speed connection. For example, old lines or lines that are subject to interference may reduce transmission speeds. Maximum throughput speeds of 26 Kbps are not unusual in these cases.
Devices to improve the quality of your telephone service may also hamper 56 Kbps V.90 modem connections. Load coils found on long wire lengths to improve voice quality do not usually prevent V.90 connections, but can reduce the speed. Digital pads, which balance the volume of voice calls, usually do not prevent V.90 connections, but they can reduce the speed. Analog pads prevent V.90 connections, because they convert the digital data to analog to balance the volume and then back to digital. This inserts an additional analog section in the line.
In practice, the 56 Kbps speed supported by the V.90 and other protocols is unattainable. U.S. government regulations to safeguard public phone systems right now limit transmission speeds to 53 Kbps. Phone-line noise and other limitations of phone systems usually keep average transmissions in the 40 to 50 Kbps range.
For more information, see The V.90 modulation protocol, Data transfer speed, Improving modem throughput speeds, Optimizing data transfer speed, and Protocols and standards.
Null modem cabling
If you are making a direct serial connection between two Windows computers or between a Windows and a Macintosh computer, your cable must be wired as shown in the following tables.
The wiring shown here is required for direct network connections. (For more information, see Direct connections.) Note that off-the-shelf null modem cables may not be wired properly. Be sure to confirm that your null modem cables are wired as shown.
9-pin null modem cabling
Remote host 
serial port connector
Calling system
serial port connector
Signal
3
2
Transmit data
2
3
Receive data
7
8
Request to send
8
7
Clear to send
6, 1
4
Data set ready and carrier detect
5
5
Signal ground
4
6, 1
Data terminal ready
25-pin null modem cabling
Remote host 
serial port connector
Calling system 
serial port connector
Signal
2
3
Transmit data
3
2
Receive data
4
5
Request to send
5
4
Clear to send
6, 8
20
Data set ready and carrier detect
7
7
Signal ground
20
6, 8
Data terminal ready
9-to-25 pin null modem cabling
25-pin connector
9-pin connector
Signal (25-pin)
2
2
Transmit data
3
3
Receive data
4
8
Request to send
5
7
Clear to send
6, 8
4
Data set ready and carrier detect
7
5
Signal ground
20
6, 1
Data terminal ready
Macintosh-to-PC 25-pin cable
The following table shows the correct pin connections from an 8-pin RS 422/423 mini-circular (Macintosh) connector to a 25-pin RS 232-C PC connector. On the DB25 connector, pins 6 and 8 are jumpered together and on the mini-circular connector, pins 4 and 8 are jumpered together.
Mini-circular connector
(RS 422/423)
DB25-P Connector
(RS232-C)
Mini-circular
connector signal
1
6, 8
Data terminal ready
2
20
Data set ready
3
3
Transmit data
4, 8
7
Signal ground
5
2
Receive data
6
--
No connection
7
--
No connection
Shield

Protective ground
Detailed technical information for cabling Macintosh computers is available in the Tech Info Library on the Support page at the Apple Computer Web site. (http://www.apple.com/)
Note   Web addresses can change, so you might be unable to connect to the Web site or sites mentioned here.
Modem diagnostics
You can verify that your modem is working properly by using the diagnostics that are available through the Phone and Modem Options icon in Control Panel. (For more information on this procedure, see To test a modem.)
When you query a modem, Windows tries the following commands and displays the results.
Command
Response
ATQ0V1E0
Initializes the query.
AT+GMM
Model identification (ITU V.250 recommendation is not supported by all modems). 
AT+FCLASS=?
Fax classes supported by the modem, if any.
AT#CLS=?
Shows whether the modem supports the Rockwell voice command set.
ATIn
Displays manufacturer's information for n = 1 through 7. This provides information such as the port speed, the result of a checksum test, and the model information. Check the manufacturer's documentation for the expected results.
You can also record a log of commands as they are sent to the modem by communication programs or the operating system. For more information, see To log and view modem commands.
Connecting using your modem
Windows 2000 supports the following uses of a modem:
To
See
Make a phone connection to another computer.
Using HyperTerminal
Make a direct connection another computer.
Direct connections
Dial a number, receive calls, or place a video or conference call. 
Using Phone Dialer
Send and receive faxes if you have a fax modem.
Fax overview
Log onto a network or connect to another computer.
About Network and Dial-up Connections
Note   You can also install communications programs provided by other manufacturers. They can provide added or different functionality or serve a specific purpose, such as connecting to an online service. 
Resources
This section contains references to additional information related to modems.
General modem resources
Support Online from Microsoft Product Support Services at the Microsoft Web site (http://www.microsoft.com/) provides a searchable database of technical support information for Microsoft products. You can search here for general information about modems or for information related to particular Microsoft products.
For more information about supported modems, see the Microsoft Windows Hardware Compatibility List at the Microsoft Web site (http://www.microsoft.com/). Untested modems may work in Windows 2000.
Modem command references
Most modems support the AT command set. If you are uncertain about the exact command set supported by your modem, check the manufacturer's documentation. The modem documentation may also provide information about special commands supported by the modem. The modem manufacturer's Web site is often a good place to find technical information for your modem and the commands it supports.
Service packs, drivers, and updates
Additional modem support and fixes are sometimes included in service packs and updates. To check if a service pack or update has been released, see the Microsoft Windows Update pages at the Microsoft Web site (http://www.microsoft.com/).
Also, you can often download your modem's most current installation files from the modem manufacturer's Web pages.
Troubleshooting

Troubleshooting modems 

Improving modem throughput speeds 

Information about specific modems 
Troubleshooting modems
The modem diagnostics indicate that an external serial modem is not receiving commands. 
Cause: If the modem diagnostics indicate that the modem is not receiving commands, the modem cabling may be faulty. 
Solution: Try connecting the modem with a new cable.
The modem cable is good, but the modem still does not receive commands.
Cause: The modem is installed incorrectly. 
Solution: Check the modem's documentation to make sure that you installed it correctly.
The modem is installed correctly but the diagnostics indicate that it is not responding correctly.
Cause: The incorrect model and make were specified during installation in Windows or an obsolete installation (.inf) file was used to install the modem. 
Solution: Check the modem documentation for the correct model and make or a compatible model and make, and reinstall the modem. You can check with the manufacturer to see if there is are more recent installation files available for installing the modem in Windows 2000. 
According to the modem diagnostics, the modem works but you still cannot make a connection.
Cause: The modem is connected incorrectly to the phone line or there is a problem with the phone line. 
Solution: Check the connection to the phone line. If the modem is connected correctly, have a telephone professional check your phone line. 
You cannot connect or are having problems connecting to another computer or an online service provider.
Cause: The data connection parameters (see Hardware settings) for the two modems are not the same. Data connection parameters for two modems need to be identical for them to connect successsfully. 
Solution: Check the hardware settings for both computers. Typical settings are eight data bits, None for parity, one stop bit.
If you are connecting to an online service provider, refer to the documentation provided by your service provider for the correct settings. These are typically eight data bits, None for parity, one stop bit. Bulletin boards and most service providers use these settings. If these do not work, try seven data bits, even parity, and one stop bit. A few online service providers use these settings. Other settings are extremely rare. 
Your PCMCIA modem card was not detected automatically when you inserted it.
Problem: The card's built-in COM port is not configured. 
Solution: Use Add/Remove Hardware in Control Panel to configure the card's built-in COM port. You can then install the PCMCIA modem by using the Phone and Modem Options in Control Panel (See To install a modem). 
An RS-232 serial device is functioning poorly or not at all
Some RS-232 serial devices now support speeds faster than the 115.2 Kbps currently supported by the standard serial ports installed on most computers. (For example, some serial devices support 230 Kbps) 
If the Port speed in the connection preferences is faster than 115.2 Kbps, then try reducing the speed to 115.2 Kbps. You can leave the Maximum Port Speed in the modem properties at the higher setting. If the serial port on your computer supports speeds faster than 115.2 Kbps, then set the Port speed to whichever is slower, the serial port speed or the device speed. 
A connection in Network and Dial-up Connections reports that a port is in use or not configured for remote access.
Cause: There are several possible causes: 

When you started Windows, a Plug and Play modem was not connected or it was turned off, so it was not detected correctly. 

The port is in use by another program, such as Fax or Phone Dialer. 

The connection may not have been updated to reflect changes in communications equipment, such as new serial ports or modems. 
Solution: Use one of the following solutions: 

If the modem was disconnected or turned off, reconnect or turn on your modem, and then either restart Windows or use Device Manager to scan for new hardware. 

If the communications port is already in use by another connection, hang up the connection, or modify the connection to use a different port. 

If you have changed your hardware (such as a new serial port or modem), you must reconfigure the connection. 
See also: Configure a connection; Reinstall a Plug and Play device 
Notes

To diagnose and correct modem problems with the interactive modem troubleshooter, see Modem Troubleshooter. For modem diagnostics, see To test a modem. Refer to the modem manufacturer's documentation or customer service representative for the correct modem commands and responses. 

It is usually a good idea to note changes to modem settings and switches as you make them. This enables you to return the modem to its previous state, if necessary. 

If you have modem problems, you may want to report them to your system administrator, the modem manufacturer, or your supplier. In your report, include your modem log, which records information about your attempts to connect to other systems. For information about creating a modem log, see To log and view modem commands. 
Improving modem throughput speeds
If you have a 33.6 kilobits per second (Kbps) (V.34 protocol) modem and consistently connect at 26 Kbps or higher, or you have a 56 Kbps (V.90, K56flex, or X2 protocols) modem and consistently receive data from your Internet service provider or online provider at 40,000 bps or higher, there is not much you can do to go faster. Higher speeds are not possible with most phone circuits. The rated speeds are only possible with a near-perfect connection.
If you consistently connect at slower speeds (24 Kbps or less for a 33.6 Kbps modem or less than 40 Kbps for a 56 Kbps modem), you can try the following:

Check that the correct manufacturer and model are listed for your modem in Phone and Modem Options. If your modem is not listed correctly, try following the steps in To install an unsupported modem to install the correct modem. 

Check if the manufacturer has a new installation disk or .inf file available. Files can often be downloaded from a manufacturer's Web site or bulletin board. 

For a 33.6 Kbps modem, make sure the Maximum Port Speed is set at 38,400 bps or higher (57,600 is recommended). For a 56 Kbps modem make sure is is set at 115,200 bps. See To change the modem port speed for instructions. 

Make sure the modem is operating at the correct temperature. Most modems operate better if they do not get too hot or too cold. Do not block air flow by placing things on top, under, or around your modem or computer. 

Try connecting to numbers that you know support a given speed. This lets you know whether the problem is at your end or the other end. 

Make sure a local number is actually a local call. Many online service providers forward local calls to a distant location to provide local calling service. This works well at 14,400 bps, but can degrade the signal and limit higher speeds. 

If your phone line has a surge suppressor, you can try using your modem without it. Note, however, that doing so eliminates the protection provided to your equipment by the surge protector. 

Have an expert check the telephone wiring between the telephone company connection and your computer. Faulty wiring, soldered connections, long connecting cables, inferior equipment (phones, fax machines, or even other modems) can all degrade the signal. To distinguish between wiring and line problems, check the voice quality, both while the local wiring is connected and on the telephone company line while it is disconnected from the local wiring. Many phone companies now connect their service with a modular plug, which consumers can disconnect to perform this check. 
Telephone companies normally do not guarantee data throughput speeds. When you ask your telephone company to fix a noisy line, you may be told you need a data line or conditioned circuit. This is usually an expensive solution. Modems can perform well on a good quality voice circuit. Ideally you want your system tested with a sophisticated line tester (a "bit error rate tester" or "data test set") rather than the regular line tester. You can also ask the company to switch you to a different cable pair from the central office. Sometimes, people solve the problem by ordering a different phone number.
For additional information, see Attaining fast speeds with a 56 Kbps modem, Data transfer speed, and Optimizing data transfer speed
Information about specific modems
This section gives additional information about specific modems that are supported by Network and Dial-up Connections. For a list of supported modems, see the Microsoft Windows Hardware Compatibility List at the Microsoft Web site (http://www.microsoft.com/).
The following information is available regarding specific modems:

Characteristics of specific modems 

Special characteristics of PDI modems 

Special chacteristics of US Robotics modems 
Infrared and Wireless Link
The Infrared Monitor service supports data transfer over infrared connections with computers, printers, cameras, and other devices that use IrDA protocols supported by the service. The Wireless Link program provided with Windows 2000 transfers files and camera images over infrared connections.

For help with specific tasks, see How to. 

For general background information, see Concepts. 

For problem-solving instructions, see Troubleshooting. 
How to...

Send files using an infrared link 

Configure Wireless Link 

Print files using an infrared link 

Use infrared for direct or incoming network connections 

Set up the computer for infrared communication 
Send files using an infrared link

Establish an infrared link 

Send files with the Wireless Link dialog box 

Send files with the Send To command 

Drag files to an infrared link 

Send files using the command line 

Transfer images from a camera to your computer 
To establish an infrared link 

Reposition the infrared transceivers until the  icon appears on the taskbar. 
Notes

The infrared transceiver is the small red window on your portable computer, printer, camera, dongle, or other device. For two devices to communicate by using infrared, the infrared transceivers must be pointed at each other, usually spaced no more than a meter apart. 

To establish an infrared link, you must have installed an infrared device on your computer. To display the taskbar icon, you must also select the appropriate option in the properties for Wireless Link. 
To send files with the Wireless Link dialog box 
 1.
Establish a wireless connection with another computer. 
 2.
Click the  icon on the taskbar. 
 3.
In the Wireless Link dialog box, specify the files you want to send, and then click Send. 
Notes

To establish an infrared link, reposition the infrared transceivers (infrared eyes) until the  icon appears on the taskbar. 

While another infrared transceiver is in range, you can also double-click the Wireless Link  icon on the desktop to open the Wireless Link dialog box. 
To send files with the Send To command 
 1.
Establish a wireless connection with another computer. 
 2.
On the desktop, in Windows Explorer or in My Computer, select the files you want to send. 
 3.
Right-click the selected files, point to Send To, and then click Infrared Recipient. 
Note   To establish an infrared link, reposition the infrared transceivers (infrared eyes) until the  icon appears on the taskbar.
To drag files to an infrared link 
 1.
Establish a wireless connection with another computer. 
 2.
In Windows Explorer, in My Computer, or on the desktop, select one or more files. 
 3.
Drag the selected files onto the  desktop icon, which represents the wireless connection. 
Note   To establish an infrared link, reposition the infrared transceivers (infrared eyes) until the  icon appears on the taskbar.
To send files using the command line 
 1.
Establish a wireless connection with another computer. 
 2.
Click Start, click Run, type irftp, and then click OK. 
 3.
In the Wireless Link dialog box, in File name, enter the name of the file you want to send, and then click Send. 
Note   To establish an infrared link, reposition the infrared transceivers (infrared eyes) until the  icon appears on the taskbar.
To transfer images from a camera to your computer
 1.
Open Wireless Link in Control Panel. 
 2.
On the Image Transfer tab, select the Use Wireless Link to transfer images from a digital camera to your computer check box. 
 3.
Refer to the camera manufacturer's instructions to select and transfer images. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

Wireless Link cannot tell your camera to transfer images. The camera must initiate the transfer of images. 

To use Wireless Link to transfer images, the camera must support the IrTran-P protocol. If it does not support this protocol, you need to use a program provided by the camera manufacturer or another party. If you use another program, make sure you clear the Use Wireless Link to transfer images from a digital camera to your computer check box. 
Configure Wireless Link

Enable or prevent receiving files 

Change the default location for receiving files 

Hide or display Wireless Link taskbar icon 

Hide or display Wireless Link status dialog box 

Change settings to transfer camera images 
To enable or prevent receiving files 
 1.
Open Wireless Link in Control Panel. 
 2.
On the File Transfer tab, do one of the following: 

To enable your computer to receive files from others, select the Allow others to send files to your computer using infrared communications check box. 

To prevent your computer from receiving files from others, clear the Allow others to send files to your computer using infrared communications check box.
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

Sending files with Wireless Link is initiated by the computer sending the files. You can clear this option to prevent other computers from sending files to your computer. 
To change the default location for receiving files 
 1.
Open Wireless Link in Control Panel. 
 2.
On the File Transfer tab, under Default location for received files, click Browse. 
 3.
Enter a new location for files received over wireless connections, and then click OK. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

The initial default location for receiving files is the desktop for the current user profile. 
To hide or display the Wireless Link taskbar icon 
 1.
Open Wireless Link in Control Panel. 
 2.
On the File Transfer tab, do one of the following: 

To hide the Wireless Link taskbar icon, clear the Display an icon on the taskbar indicating infrared activity check box. 

To display the Wireless Link taskbar icon, select the Display an icon on the taskbar indicating infrared activity check box. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

When another infrared transceiver is in range, this option causes the  icon to appear on the taskbar. The icon changes to  whenever the infrared connection is active. To display the current status of the connection, move the mouse pointer over the icon. 

To open the properties for Wireless Link, right-click the  icon, and then click Options. 

To transfer files, right-click the  icon, and then click Transfer Files to open the Wireless Link dialog box. 
To hide or display the Wireless Link status dialog box 
 1.
Open Wireless Link in Control Panel. 
 2.
On the File Transfer tab, do one of the following: 

To hide the Wireless Link status dialog box, clear the Display status while receiving files check box. 

To display the Wireless Link status dialog box, select the Display status while receiving files check box. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

When this option is selected, a status dialog box appears while files are being received. The status dialog box indicates that files are being received and shows the name of the computer that is sending the files. 
To change settings to transfer camera images
 1.
Open Wireless Link in Control Panel. 
 2.
On the Image Transfer tab, select the Use Wireless Link to transfer images from a digital camera to your computer check box. 
 3.
In Transfer images to a subfolder of, specify the default location for images transferred by Wireless Link. 
 4.
To automatically open Windows Explorer to the default location after receiving files, select the Explore location after receiving pictures check box. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

If you use a different program to transfer images, clear the Use Wireless Link to transfer images from a digital camera to your computer check box. 
Print files using an infrared link

Add a printer attached to your computer 

Print to an infrared printer 
To add a printer attached to your computer
 1.
Connect the printer to the appropriate port on your computer according to the printer manufacturer's documentation, and verify that it is ready to print. 
 2.
Although Windows automatically detects and installs most printers, you might need to provide additional information to complete the installation. Choose from the following, depending on the type of printer you have. Install a parallel port (LPT) attached printer

If your printer attaches to your computer with a parallel port (LPT port), connect the printer to your computer, and then open Printers. Double-click Add Printer to start the Add Printer wizard, and then click Next. Click Local Printer, make sure the Automatically detect and install my Plug and Play printer check box is selected, and then click Next. Depending on the printer you are installing, a Found New Hardware message or the Found New Hardware wizard appears to notify you that the printer has been detected and that installation has begun. Follow the instructions on the screen to complete the printer installation. (You do not need to continue with the following instructions.)

Or, after connecting your printer, you can start or restart your computer to allow Windows 2000 to automatically detect and start the Found New Hardware wizard.

The printer icon will be added to your Printers folder. 

Install a USB or IEEE 1394 printer

If you install a universal serial bus (USB) or IEEE 1394 printer, Windows 2000 detects it and automatically starts the Found New Hardware wizard. You do not need to shut down or restart your computer; just follow the instructions on the screen to finish the setup. 

The printer icon will be added to your Printers folder.

Install an infrared printer

If you install an infrared printer, Windows 2000 detects it and automatically installs it. You do not need to shut down or restart your computer. First, make sure that the infrared-enabled computer and the printer are turned on. Then, position the two infrared capable devices to within approximately 1 meter of each other to establish a wireless infrared connection. After several seconds, the computer recognizes the printer, the printer icon appears in the status area of the taskbar, and the appropriate drivers are installed on the computer. (You do not need to continue with the rest of the steps in this topic.)

The printer icon will be added to your Printers folder. 

If your computer is not infrared-capable, you can attach an infrared transceiver to your serial (COM) port. 
 3.
If you could not install your printer using Plug and Play, or if the printer is attached to your computer with a serial (COM) port, then open Printers. 
 4.
Double-click Add Printer to start the Add Printer wizard, and then click Next. 
 5.
Click Local printer, and then click Next. 
 6.
Follow the instructions on the screen to finish setting up the printer by selecting a printer port, selecting the manufacturer and model of your printer, and typing a name for your printer. 

In Windows 2000 Server, the Add Printer wizard shares the printer and publishes it in Active Directory by default, unless you select Do not share this printer in the wizard's Printer Sharing screen. In Windows 2000 Professional, the Add Printer wizard doesn't share the printer automatically; you need to select Share as to share and publish the printer.
Notes

To open Printers, click Start, point to Settings, and then click Printers. 

If you add and set up a Plug-and-Play printer (USB, IEEE 1394, LPT, Infrared, etc.), you do not need to have administrative privileges. However, to add and set up a non Plug-and-Play printer connected directly to your computer, you must be logged on as an administrator or a member of the Administrators group. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

If you intend to share the printer with clients other than Windows 2000, you need to install the appropriate printer drivers for these clients on the print server. When clients on Windows NT 4.0, Windows 95, and Windows 98 connect to the printer, the system automatically downloads the correct driver to the client. 

When you are adding a new printer that is connected to a computer and the Add Printer wizard prompts you to select the printer port, you normally select from the Existing list one of the parallel (LPT) ports. For some plotters you might need to select one of the serial (COM) ports. 

The following Group Policy settings can change the default behavior of the Windows 2000 Server Add Printer wizard: 

Allow printers to be published is enabled by default; you can disable it to prevent printers from being published.

Automatically publish new printers in the Active Directory is enabled by default; you can disable it to prevent the Add Printer wizard from automatically publishing printers when adding a new printer.

Display the down level page in the Add Printer wizard is enabled by default; you can disable it to prevent the Add Printer wizard from browsing the network for shared printers.
To print to an infrared printer 
 1.
Establish a wireless connection between the computer and the printer. 
 2.
Print as you usually do. 
Note   To establish an infrared link, reposition the infrared transceivers (infrared eyes) until the  icon appears on the taskbar.
Use infrared for direct or incoming network connections

Make an infrared network connection 

Connect with an infrared network connection
To make an infrared network connection 
 1.
Open Network and Dial-up Connections. 
 2.
Double-click Make New Connection, and then click Next. 
 3.
Click Connect directly to another computer, and then click Next. 
 4.
To indicate whether this computer is sending or receiving files, do one of the following: 

To receive dial-up connections, click Host. 

To dial out, click Guest. 
 5.
Click Next. 
 6.
Under Select a device, click Infrared Port, and then click Next. 
 7.
To make the device available to all profiles, click For all users, and then click Next. 

Or, to make the device available to just the current profile, click Only for myself, and then click Next.
 8.
If you specified this computer as a host, select the users allowed to use this connection, and then click Next. 
Enter a name for the connection, and then click Finish. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, click Control Panel, and then double-click Network and Dial-up Connections. 

To examine or change properties for this connection, right-click its icon in Network and Dial-up Connections. 

If Connect my computer directly to another does not appear in the Network Connection wizard, then you need to add the infrared device to the computer. 

After you add an infrared device, you may have to restart the computer before you can select Infrared Port in Step 6. 

You can also open Network and Dial-up Connections by double-clicking Network and Dial-up Connections in My Computer. 
To connect with an infrared network connection 
 1.
Establish an infrared link. 
 2.
Open Network and Dial-up Connections. 
 3.
Double-click the connection you want to use to receive files. 
 4.
Verify that the connection information is correct, and then click OK. 
 5.
On the File menu, click Connect. 
Notes

To open Network and Dial-up Connections, click Start, point to Settings, click Control Panel, and then double-click Network and Dial-up Connections. 

When you make a network connection over infrared, the infrared link takes the place of a cable. You do not need to use a serial or parallel cable. 
Set up the computer for infrared communication

Add a new infrared device 

View infrared device properties 

Configure a serial port for infrared communication 
To add a new infrared device 
 1.
In Control Panel, open Add/Remove Hardware. 
 2.
On the Welcome to the Add/Remove Hardware wizard page, click Next. 
 3.
On the Choose a Hardware Task page, click Add/Troubleshoot a device, and then click Next. 

You may have to wait briefly while the wizard searches for Plug and Play hardware.
 4.
In Devices, click Add a new device, and then click Next. 
 5.
On the Find New Hardware page, click No, I want to select the hardware from a list, and then click Next. 
 6.
In Hardware types, click Infrared devices, and then click Next. 
 7.
In Manufacturers, click the manufacturer, and in Infrared Device, click the infrared device. 
 8.
If you have an installation disk for the infrared device, click Have Disk. 
 9.
Click Next, and then follow any additional instructions to install the device. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

This procedure applies only if an infrared device was not installed automatically by Windows when you turned on your computer. 
To view infrared device properties
 1.
Open Wireless Link in Control Panel. 
 2.
On the Hardware tab, click the infrared device for which you want to view properties, and then click Properties. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

To open Wireless Link in Control Panel, you must have an infrared device installed on your computer. 

If a device connected to your computer is not listed, you need to add it.

The infrared device Properties dialog box shows the device status, usage, maximum connection rate, communication port, driver files, and power management settings for an infrared device. 

The settings shown in the infrared device Properties dialog box are set automatically when you install a device, and do not normally need to be changed. However, some communication problems with infrared devices may be fixed by lowering the maximum connection rate in Maximum Connection Rate on the IrDA Settings tab. 
To configure a serial port for infrared communication 
 1.
Enter setup mode for your computer. 
 2.
Under Peripheral or serial port configuration, change the mode to IrDA or Infrared. 
Notes

The method for entering setup mode depends on your computer. For many computers, you can enter setup mode by pressing a function key indicated during startup. Some computers require that you start up by using special configuration disks. 

Your computer must support an infrared mode for a serial port. You should perform this procedure to install an IrDA transceiver provided by the computer manufacturer. 

This procedure disables the serial port and should not be performed to attach a serial IrDA transceiver to a serial port. 
Concepts
This section provides general background information about how you can use infrared technology with Windows 2000.

Infrared and Wireless Link overview 

Understanding infrared communication 

Using infrared and Wireless Link 

Resources 
Infrared and Wireless Link overview
Windows 2000 supports IrDA protocols that enable data transfer over infrared connections. This provides an infrastructure that allows other devices and programs to communicate with Windows 2000 through the IrDA interface. Windows 2000 installs with the Wireless Link program that transfers files to or from another computer running the Windows 2000 or Windows 98 operating system.
The Windows 2000 Plug and Play architecture automatically detects and installs the infrared component for computers with built-in IrDA hardware. For computers without built-in IrDA hardware, a user can attach a serial IrDA transceiver to a serial COM port and use the Add/Remove Hardware wizard to install the device in Windows 2000.
After an infrared device is installed, the Wireless Link icon appears in Control Panel. When another IrDA transceiver comes in range, the Wireless Link icon appears on the desktop and on the taskbar. You can then send a file over the infrared connection with any of the following actions:

Specify a location and one or more files using the Wireless Link dialog box. 

Use drag-and-drop operations to move files onto the Wireless Link icon on the desktop. 

Right-click any selection of files on the desktop, in Windows Explorer, or in My Computer, and then click the Send To Infrared Recipient command. 

Print to a printer configured to use an infrared port. 
In addition to sending or printing files, you can create a network connection that connects two computers using the infrared port. You can use this capability to map shared drives on a host computer and work with files and folders in Windows Explorer or My Computer. You can also use an infrared network connection to connect directly to another computer without modems, cables, or network hardware.
For additional infrared functionality, you may choose to install other software that uses the IrDA infrastructure provided in Windows 2000. To install and use other software, refer to the manufacturer's instructions.
Understanding infrared communication
This section covers:

Infrared communication 

Infrared implementation in Windows 2000 

Links between infrared devices 
Infrared communication
Infrared communication uses infrared light to transfer data. Infrared light is used almost universally by TV and VCR remote controls. In computers, infrared communication provides an alternative to cable and floppy disks. Infrared communication allows a walk-up, point-to-point, low-cost means of connecting computers with each other or with devices and appliances.
Infrared implementation in Windows 2000
Infrared data transfer is implemented in Windows 2000 according to the Infrared Data Association (IrDA) standards and protocols. These standards are designed to allow low-cost components and low power requirements, and to enable connections by simply pointing infrared devices at each other. IrDA ports are now installed in nearly all new notebook computers. IrDA transceivers can be installed in other computers or connected to the serial COM port.
The IrDA protocols specify the procedures that support link initialization, device address discovery, connection startup and data rate negotiation, information exchange, disconnection, link shutdown, and device address conflict resolution.
Infrared device support
The Windows 2000 operating system is installed with the Wireless Link file transfer program, infrared printing capability (IrLPT), and infrared image transfer capability (IrTran-P). Additionally, the IrDA Winsock API supports programs created by other software and equipment manufacturers. These manufacturers sell programs that use the Winsock API (or proprietary interfaces) to provide infrared connections to printers, modems, digital pagers, personal digital assistants, electronic cameras, organizers, cellular phones, and hand-held computers.
Infrared transmission speeds
Most laptop and notebook computers now ship with IrDA transceiver ports that provide either 115,000 bits per second (bps) or 4 Mbps transmission speeds. Windows 2000 supports both these transmission speeds.
Serial IrDA 115 Kbps support (IrDA-SIR)
The standard requires low-cost components requiring no special or proprietary hardware. The most common implementation now is called IrDA-SIR, which is a half-duplex system with a maximum data transfer speed of 115,200 bps, but easily adjusts to slower devices. IrDA-SIR provides short-range infrared asynchronous serial transmission with one start bit, eight data bits, and one stop bit. The primary benefit of this standard is that existing serial hardware can be used without additional cost. It has low error rates and provides high immunity to noise in illuminated offices or in sunlight.
Fast IrDA 4.0 Mbps transmissions (IrDA-FIR)
IrDA high-speed extension (IrDA-FIR) is also supported. IrDA-FIR provides 4 Mbps half-duplex data transmission. IrDA-FIR transceivers are now commonly installed on new laptop and other portable computers. IrDA-FIR devices can communicate with IrDA-SIR devices.
IrLPT printer support
If your computer came with an infrared device, or you install an infrared transceiver with Windows 2000, an infrared port appears as a local port in the Add Printer dialog box. When you associate a printer with this port and then print to that printer, Windows 2000 uses the IrLPT protocol to transmit data.
IrTran-P image transfer support
Windows 2000 supports the IrTran-P image exchange protocol used in digital cameras and other digital image capture devices. You can use this feature to transfer digital images from a camera or other device that supports IrTran-P to your computer via an IrDA connection. Windows 2000's IrTran-P service is a listen-only service and never initiates the IrTran-P connection. 
Links between infrared devices
Infrared data-link transmission occurs between two IrDA devices. All transmissions over the link go from the primary (commanding) device to the secondary (receiving) device. The primary role is determined dynamically when a link is established and continues until the connection is closed. Any station that is capable can assume the primary role. When two computers are in range, either one can assume the primary role, so a user can initiate a data transfer on either computer. Some devices may only be capable of assuming the secondary role.
How an infrared connection is made
A device creates a link by first either automatically detecting the other or by a user request. The commanding station sends a connection request at 9600 bps to the other device (including information such as an address, data rate, and other capabilities). The responding device assumes the secondary role and returns information that contains its address and capabilities. The primary and secondary stations then change the data rate and link parameters to the common set defined by the initial information transfer. Finally, the primary station sends data to the secondary station confirming the connection. The devices are then connected and begin data transfer under control of the primary device.
Multiple infrared connections
The Winsock API supports multiple simultaneous connections over a single IrDA link. This feature allows several different programs to use a single IrDA device simultaneously. For example, a user might put a notebook computer in range of a desktop computer to simultaneously send and receive mail, reconcile a personal information manager (PIM), and print deferred documents. Each activity can be controlled by a separate program on the laptop computer that locates and connects to its corresponding program on the desktop computer. 
Multiple infrared devices
A single IrDA device cannot link simultaneously with more than one other IrDA device. However, the Windows 2000 operating system does support multiple IrDA devices. You can install multiple IrDA devices on a computer to provide simultaneous links to multiple IrDA devices. For example, using separate infrared devices, a desktop computer can simultaneously print to an infrared port, communicate with a notebook computer, and dial a network connection.
For additional information, see Installing infrared devices.
Using infrared and Wireless Link
This section covers: 

Installing infrared devices 

Configuring infrared devices 

Using Wireless Link to transfer files 

Printing to an infrared printer 

Infrared Network and Dial-up Connections 

Transferring camera images to the computer 
Installing infrared devices
Most internal IrDA devices are installed by Windows 2000 Setup or when you start Windows after adding one of these devices. However, when you attach an serial IrDA transceiver to a serial (COM) port, you do need to install it in Windows as described here. This section also describes how to install an internal IrDA device that is not detected by Windows 2000, and how to reconfigure a serial port as an infrared port.
Installing an IrDA device connected to a serial port
If you have a desktop computer or a laptop computer without an internal IrDA device, you can connect a serial IrDA transceiver to a serial (COM) port. Attach the IrDA transceiver to the serial port, note which COM port you are using, and then follow the steps in To add a new infrared device.
Installing an undetected internal IrDA device
If you add an internal IrDA device to a computer with Windows 2000 already installed, the device is normally detected and installed the next time you start the computer. If this does not occur, you may have to install the device manually. To do this, refer to the procedure To add a new infrared device.
This procedure installs an infrared device when a separate infrared port is not supported. Some desktop computers allow you to reconfigure a serial port as an infrared port, which normally enables the computer to use Plug and Play to install the device. This is discussed next.
Reconfiguring a serial port as infrared
On some desktop computers, you can reconfigure a serial port as an infrared port. Use this to specify one of the COM ports as an infrared port. Use this procedure only for an internal IrDA device. Do not perform this procedure to connect a serial IrDA transceiver to a serial port because the procedure disables the serial port.
For instructions on how to reconfigure a serial (COM) port as an infrared port, see To configure a serial port for infrared communication. After you perform the procedure, the infrared device is normally detected by Plug and Play when you run the Add/Remove Hardware wizard or after you restart the computer. For additional details, refer to the manufacturer's documentation provided with the computer or the infrared device.
Configuring infrared devices
You can view and change the infrared device properties for an installed IrDA device in Device Manager. To view infrared device properties, use the procedure To view infrared device properties.
The General tab of the infrared device properties indicates whether the device is working properly. On the IrDA Settings tab of the properties, you can check or change the maximum connection rate and the communication port for the device.
You can also use the Wireless Link option in Control Panel to configure the file transfer, image transfer, and hardware options for the Wireless Link program installed with Windows 2000. 
Using Wireless Link to transfer files
You can use Wireless Link to send selected files or an entire folder to another computer running Windows 2000 or Windows 98.
Establishing an infrared connection
To send files, first establish an infrared link with another computer or other infrared device, as described in the procedure To establish an infrared link. When an infrared device is in range, the infrared connection status  icon appears on the taskbar and the Wireless Link  item appears on the desktop. These indicate only that an infrared device is in range. A data connection is made when Wireless Link or another program communicates over the link. While a program is connected over a link, the taskbar icon changes to the  icon. As long as an infrared transceiver is in range, you can transfer data over the link.
The IrDA Windsock API enables programs to communicate with any device that implements one of the supported protocols, described in Infrared implementation in Windows 2000. Windows 2000 supports any number of simultaneous connections over an infrared link, so more than one program can use the same link. If you use another program, refer to the documentation provided with it for procedures to transfer data.
Printing to an infrared printer
Printing to a printer connected by an infrared link is very much the same as printing to any other printer. After you establish an infrared connection between your computer and a printer, the printer is normally installed automatically by Plug and Play.
To add a new printer, follow the steps in To add a printer attached to your computer. This procedure also describes what to do if you do not use Plug and Play to install your printer, or if the infrared device is attached to a serial (COM) port.
After you add an infrared printer, the only difference between printing to it and any other printer is that you must first establish an infrared link between the computer and the printer. This is described in To print to an infrared printer.
Infrared Network and Dial-up Connections
An infrared network connection allows a direct connection to another computer without modems, cables, or network hardware. With Network and Dial-up Connections you can create a connection to another computer using an infrared port. This enables you to map shared drives on a host computer or the network and work with Windows Explorer or My Computer.
Creating network connections on both computers
To create an infrared network connection, follow the steps in To make an infrared network connection on both computers. When you create the network connections, specify the computer that has the information you want to access as the host computer, and the computer you are going to use to access the information as the guest computer.
For example, if you have a notebook computer and want to access information on a desktop computer, designate the notebook computer as the guest and the desktop computer as the host. For both computers, specify the infrared port as the device that will be used to make the connection.
Important   To use a Windows 2000 Server that belongs to or controls a domain as the host computer for the connection, you must use Routing and Remote Access to configure the server. For additional information, see Accessing a network. 
Configuring permissions on the host computer
If you are connecting two Windows 2000 computers, you will be able to access shared folders on the host. However, before you can connect, you need to make sure that the user name for the connection is given membership in a group on the host computer. For instructions on how to add users for your computer, see Users and Passwords overview. Be sure the new user has sufficient permissions to perform any expected tasks. If you are adding a user so that someone else can access your computer, you may want to put the new user in either the Guest, User, or Power Users group.
Accessing the local computer
After you have set up network connections on both the host and guest Windows 2000 computers, follow the steps in To connect with an infrared network connection. Working on the guest computer, you can then map shared drives on the host computer and use My Computer or Windows Explorer to open folders and access files.
Accessing a network
To connect the guest computer to a Windows 2000 Server that belongs to or controls a domain, the host computer must be installed with Routing and Remote Access Manager. You must configure a Remote Access Policy to grant remote access permission to the server.
To create or modify policies, use Routing and Remote Access in Administrative Tools, which you can find in Control Panel on a server. If you are on a computer running Windows 2000 Server, and want more information about Remote Access, see Overview of Windows 2000 Remote Access.
Configuring the network connection
The infrared network connection uses Point-to-Point Protocol (PPP). This is the default for Windows 2000, and normally does not require additional configuration.
Transferring camera images to the computer
The Image Transfer tab of the Wireless Link dialog box includes a check box in which you can specify whether you want to transfer images from a camera to your computer using the Wireless Link program. Clear this check box if you want to use a different program to transfer images. Windows 2000 infrared support simulates a serial port, IrCOMM, and only one image transfer program can use it at a time.
The Image Transfer tab also specifies the default location for image files received from a camera. This location is used by the Wireless Link program. Other programs may use other locations or require you to specify a location when you begin the transfer. You can also elect to have Windows 2000 Explorer automatically open to this location after images have been transferred.
The transfer is initiated by the camera rather than the computer. To transfer images, point the infrared window on your camera at the infrared transceiver on the computer. Then follow the camera manufacturer's instructions to select the picture and send it to the computer. Some cameras can transfer more than one picture at a time. The exact steps to transfer pictures depends on the make and model of the camera, and should be described in the instructions for operating the camera.
To configure Wireless Link to transfer camera images, see To change settings to transfer camera images. To transfer camera images to your computer using Wireless Link, see To transfer images from a camera to your computer.
Resources
This page lists resources for the Infrared Data Association (IrDA) implementation of infrared in Windows 2000. You can find additional information and manufacturers of infrared products by using a Web search engine to look for "IrDA" or "infrared."
Microsoft Web sites

For Microsoft product support, see the Microsoft Product Support Services Web site (http://www.microsoft.com/). 

To verify the compatibility of hardware you want to install on a Windows 2000 computer, see the Microsoft Windows Hardware Compatibility List Web site (http://www.microsoft.com/) at the Microsoft Web site. 
The Infrared Data Association (IrDA)

The Infrared Data Association (IrDA) is an international organization that sets standards for infrared data connections. The infrared support provided by Windows 2000 is designed to meet these standards. 

For further information about IrDA, see the IrDA Web site (http://www.irda.org). 
Note   Web addresses can change, so you may be unable to connect to the Web sites mentioned here. 
Telephony
The Telephony Application Programming Interface (TAPI), as implemented by Windows 2000 unifies Internet Protocol (IP) and traditional public switched telephone network (PSTN) telephony to support programs that effectively work the same way over intranets, the Internet, and traditional networks. This section provides information for configuring and managing both IP and PSTN telephony servers and clients. 

Before you begin using telephony with this computer, see Checklists. 

To find features that have been moved in Windows 2000, see New ways to do familiar tasks. 

For tips about using Telephony, see Best practices. 

For help with specific tasks, see How to. 

For general background information, see Concepts. 

For problem-solving instructions, see Troubleshooting. 
Checklists

Checklist: Installing IP telephony (H.323) 

Checklist: Installing IP multicast video conferencing 

Checklist: Setting up a telephony server 

Checklist: Setting up telephony clients 
Checklist: Installing IP Telephony (H.323)

Step
Reference

Review key concepts.
IP telephony

Confirm that TCP/IP is running on your network.
TCP/IP

Confirm that QoS is enabled on your network and that RSVP is enabled on routers in your network.
QoS Admission Control; RSVP

Confirm that you have a Windows 2000 domain with Active Directory. (This is required for Phone Dialer to automatically locate the Site Server ILS server.) If not, set up a Windows 2000 domain controller and Active Directory on your network. 
Active Directory and Site Server ILS service

Confirm that Internet Information Services (IIS Admin Service) is installed and running, and install it if it is not listed in the installed services.
To start, stop, pause, resume, or restart a service; Install IIS; Install Site Server ILS service; Publish Site Server ILS servers 

Configure IP and PSTN gateways and firewall proxies
Specify an H.323 gateway or proxy

Make voice or video IP telephony calls with Phone Dialer.
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Checklist: Installing IP multicast video conferencing

Step
Reference

Review key concepts.
IP multicast video conferencing

Confirm that TCP/IP is running on your network.
TCP/IP

Confirm that QoS is enabled on your network and that RSVP is enabled on routers in your network.
QoS Admission Control; RSVP

Confirm that your network is enabled for multicast.
Enabling IP multicast

Set up up a Windows 2000 domain controller and Active Directory on your network.
Active Directory and Site Server ILS service

Install Site Server ILS service on your network.    Confirm that Internet Information Services (IIS Admin Service) is running. Install it if it is not listed in the installed services.    Install Site Server ILS service.    Publish the Site Server ILS server in Active Directory. 
To start, stop, pause, resume, or restart a service;
Install IIS

Install Site Server ILS service

Publish Site Server ILS servers 

Configure MADCAP (formerly MDHCP) on your network for IP multicast telephony.   Install the DHCP service if it is not already installed.    For networks using domains you must authorize the DHCP service in the domain's directory service database. This prevents users from setting up unauthorized DHCP services.
This is not necessary if the server has been authorized already (for example, if it already functioning as a DHCP server).    To have the DHCP server allocate multicast addresses using the MADCAP protocol, create a new multicast scope. 
Dynamic Host Configuration Protocol (DHCP)

To authorize a DHCP server

To create a multicast scope 

Set up multimedia devices on client workstations.
Setting up workstations for IP telephony;
Configure multimedia devices;
Eliminating acoustic echo 

Set up conference rooms.
Setting up conference rooms;
Eliminating acoustic echo 

Make multicast video conference calls with Phone Dialer.
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Checklist: Setting up a telephony server

Step
Reference

Review key concepts.
General telephony concepts

For the TAPI server, set up or select a Windows 2000 server that is in the same domain as the telephony clients or that is in a domain that has a two-way trust relationship with the domain containing the telephony clients.



Install telephony hardware and software on the server.
Manufacturer's documentation

Enable the TAPI server.
Enable or disable a telephony server

Specify a login account for the telephony server. (You can create a specific account for this, such as TAPI_ADMIN.)
Change the logon account for Telephony service

Designate telephony service administrators who are not in the administrator group on the TAPI server.
Designate telephony service administrators

Assign telephony users to lines or phones.
Assign a telephony user to a line or phone
Checklist: Setting up telephony clients

Step
Reference

Review key concepts.
General telephony concepts

Confirm that Windows NT 4.0 and Windows 95 clients are running TAPI version 2.1 or later.
Resources: Service packs and updates

Install any necessary telephony hardware and software on the clients.
Manufacturer's documentation

Enable Windows 98 or Windows 95 clients.
Enable a Windows 95 or Windows 95 TAPI client

On each client, specify the TAPI servers to be used by the client.
Specify telephony servers on a client computer; Tcmsetup command reference 

Configure general dialing rules, area code rules, and calling cards as required for users.
Create a new location 

Dial and receive phone calls with Phone Dialer.
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New ways to do familiar tasks
This table lists common tasks for Telephony. The user interface for performing these tasks is different in Windows 2000 than it was in Windows NT 4.0.
If you want to
In Windows NT 4.0, use
In Windows 2000,
Create a dialing location
Telephony in Control Panel
Open Phone and Modem Options.
For more information, see To create a new location.
Configure dialing properties for a location
Telephony in Control Panel
Open Phone and Modem Options.
For more information, see To change dialing properties for a location.
Specify area code rules
Telephony in Control Panel
Open Phone and Modem Options.
For more information, see To specify area code rules.
Create a calling card
Telephony in Control Panel
Open Phone and Modem Options.
For more information, see To create a new calling card. 
Set up or disable a TAPI server
The Tcmsetup command
Open Telephony.
For more information, see To enable or disable a telephony server.
Set up or disable a TAPI client
The Tcmsetup command
The Tcmsetup command.
For more information, see To specify TAPI servers on a client computer.


Assign users to lines or phones
The Tcmapp command
Open Telephony.
For more information, see To assign a telephony user to a line or phone.


Add a TAPI service provider on a local or remote server
Telephony in Control Panel
Open Telephony.
For more information, see To add a telephony service provider on a TAPI server.
Add a TAPI service provider on a local server or client
Telephony in Control Panel
Open Phone and Modem Options.
For more information, see To add a telephony service provider.
Make voice calls
Phone Dialer in Accessories
Open Phone Dialer.
For more information, see Using phone dialer for telephony.
Make video calls or IP multicast video conference calls
Not available.
Open Phone Dialer.
For more information, see Using phone dialer for telephony.
Best practices
You should consider these factors when planning a deployment of a PBX, TAPI server, and CTI link, IP telephony (H.323), and IP multicast video conferencing:

As a rule, any computer with enough processing power to run Windows 2000 Server can act as a telephony server, linking client computers to hardware, such as a PBX. 

Other services, especially server-side telephony programs, may have different requirements.

Remember that, if the telephony server is the PBX, it may make additional processing demands.

Obtain service provider components required to communicate with a PBX from a PBX vendor or value-added reseller. 

TAPI does not supply the service provider components required to communicate with a PBX. 

Like networking software, a telephony program must be secured to protect privacy and data integrity. 

The TAPI service must run on a Windows 2000 Server domain member computer, and all users must have valid domain accounts. The domain administrator defines which users have permission to communicate with the switch, and the TAPI server administrator defines which lines those users can access.

Telephony client users must be in the same domain as the telephony server 

Make sure that telephony clients are in the same domain as a telephony server or in a domain that has a two-way trust relationship with the domain containing the server. MADCAP servers and Site Server ILS servers must also be in the same domain as their client computers.

Specify the server on a TAPI client to make lines or phones available to the client users 

TAPI is automatically installed on both Windows 2000 Server and Professional. However, a server must be specified on the TAPI client before its lines are available to the client users.

For more information, see To specify telephony servers on a client computer.

Set up a Windows 2000 domain and install Active Directory for IP telephony (H.323) and IP multicast video conferencing. 

This enables Phone Dialer to automatically locate the Site Server ILS server in your network.

For more information, see Active Directory and Site Server ILS service.

The Site Server ILS service must be installed on a server that belongs to a Windows 2000 domain. 

For more information, see Site Server ILS service and Use Site Server ILS service.

When you create a multicast scope, be certain to provide a range of addresses that is large enough for your needs. 

If a range is not large enough, the scope's pool of address will be exhausted. The time-out period must also allow addresses to be reused often enough to keep the pool of addresses from being exhausted. A setting of 30 days is normally sufficient.

For more information, see Using multicast scopes, To create a multicast scope, and Enabling IP multicast.
How to ...

Use Site Server ILS service 

Create a multicast scope 

Manage Telephony servers 

Manage TAPI providers on a server 

Manage TAPI clients and users 

Change how phone calls are dialed 
Use Site Server ILS service

Install Site Server ILS service 

Manage Site Server ILS service 

Publish Site Server ILS servers
To install Site Server ILS service
 1.
Open Add/Remove Programs in Control Panel. 
 2.
In the navigation pane, click Add/Remove Windows Components. 
 3.
In Components, click Networking Services, and then click Details. Do not select or clear the check box when you click Networking Services. 
 4.
In the subcomponents list, select the Site Server ILS Services check box, and then click OK. 
 5.
Click Next, and then follow the instructions. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

You may have to restart the computer to begin using the service. 

Site Server ILS service provides directory services on a server for IP multicast conferencing and H.323 telephony. It publishes IP multicast conferences and user IP mappings for H.323 IP telephony in a dynamic directory, and enables clients to join conferences and make IP telephone calls. 

Before you perform this procedure, the server must belong to a Windows 2000 domain, and it must be running the IIS Admin Service. To check or start IIS Admin Service, see To start, stop, pause, resume, or restart a service. If IIS Admin Service is not listed in the installed services, then see Install IIS. 

Installation of Site Server ILS service may fail if Site Server is already installed on your computer and the Site Server ILS service was already installed along with Site Server. Consult the Site Server documentation to enable the Site Server ILS service. Uninstalling Site Server may cause the Site Server ILS service to stop functioning. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To manage Site Server ILS service
 1.
Open Computer Management. 
 2.
In the console tree, click Services. Where?

Computer Management 
   System Tools 
      Services 
 3.
In the details pane, locate Site Server ILS Service. 
 4.
In the Status column, confirm that the service is started. 
 5.
Right-click the service, and then: 

To change the status of the service, click Start, Stop, Pause, Resume, or Restart. 

To change the properties, click Properties. 
Notes

To open Computer Management, click Start, point to Settings, click Control Panel, and then double-click Administrative Tools. 

In Site Server ILS Service Properties, you can start or stop the service, change the startup configuration, specify a account and password to log on to the system, specify recovery options, and specify dependencies. 
To publish Site Server ILS servers 
 1.
Open the Command Prompt window. 
 2.
Type the ilscfg command to publish, unpublish, or list Site Server ILS service servers. For details, see ilscfg. 
Notes

To open the Command Prompt window, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

You must be a member of the Domain Administrators group to publish a server. If you are an administrator working at a computer logged on in another group, see Use RunAs to start a program as an administrator. 

When you install the Site Server ILS service, Active Directory makes the location of the server available to IP Telephony users on the network. To create a private server, use the ilscfg /unpublish command. 

If attempts are made to publish several different Site Service ILS servers in the same directory, the published server is the one specified by the last attempt. 

When you unregister a server with /unpublish, you must type the server name exactly as it is listed by ilscfg /listpub. Otherwise, ilscfg will fail to unregister the server. 
To create a multicast scope
 1.
Open DHCP. 
 2.
In the console tree, right-click the applicable DHCP server where you want to create a multicast scope, point to New, and then click Multicast Scope. Where?

DHCP 
   Applicable DHCP server 
 3.
On the Welcome page of the Create Multicast Scope wizard, click Next. 
 4.
Type a name and description for the scope, and click Next. 
 5.
In Address range, type a valid IP address range for the multicast scope. 
 6.
In TTL, specify the number of days multicast scope packets should be held. 
 7.
In Scope ID, enter a unique numeric identifier for this multicast scope. 
 8.
Add any addresses or range of addresses to exclude from the distribution, and then click Next. 
 9.
Select a DHCP lease duration for the affected addresses, and then click Next. 
10.
Select the Activate check box, and then click Finish. 
11.
Repeat the procedure to create any additional scopes. 
Notes

To open DHCP, click Start, point to Programs, point to Administrative Tools, and then click DHCP. 

Valid addresses for a multicast scope are in the following ranges: 

239.255.0.0 to 239.255.255.255
239.254.0.0 to 239.254.255.255
239.253.0.0 to 239.253.255.255 

Use the ranges in the order shown here, exhausting all addresses in each one before using a subsequent range. Provide a range of addresses that is large enough for your needs, and be sure to set a time-out period that will allow addresses to be reused often enough to keep the scope's pool of addresses from being exhausted. A setting of 30 days is normally sufficient.

If you are running the MADCAP server inside a Windows 2000 domain, it may generate warning messages for granting permissions to the DHCP server. 
Manage Telephony servers

Enable or disable a telephony server 

Add a server to the Telephony snap-in 

Delete a server from the Telephony snap-in 

Designate Telephony service administrators 

Change the logon account for Telephony service 

Update information for a telephony server 
To enable or disable a telephony server
 1.
Open Telephony. 
 2.
In the console tree, the server you want to manage. Where?

Telephony 
   server 
 3.
On the Action menu, click Properties. 
 4.
On the Setup tab, select the Enable telephony server check box to enable the server or clear the check box to disable the server. 
 5.
When you enable the server, specify a logon account under Account Information. It must be a member of the Administrators group on the server, and also be in the same domain as the server or in a domain that has a two-way trust relationship with the domain containing the server. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely). 

This procedure changes whether clients can use the telephony devices on the server. Changes take effect the next time the system attempts to start the TAPI service. 

If the Enable telephony server check box is unavailable, you need to start the Telephony service first. For more information, see Start, stop, pause, or resume a service. 

To manage the Telephony service, you must be a telephony administrator on the server or logged on as an administrator of the server. 
To add a server to the Telephony snap-in 
 1.
Open Telephony. 
 2.
In the console tree, click Telephony. Where?

Telephony 
 3.
In the Action menu, click Add Computer. 
 4.
In Look in, click the domain where the server is located. 
 5.
In Name, enter the name of the TAPI server computer to manage. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

You must be logged on as an administrator of the server or of telephony on the server to manage it. Your account must also be in the same domain as the server or in a domain that has a two-way trust relationship with the domain containing the server. 

The Telephony server must be enabled on the computer you want to administer.
To delete a server from the Telephony snap-in 
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to remove. Where?

Telephony 
   server 
 3.
On the Action menu, click Delete. 
Notes
 1.
To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (For more information, see Managing servers remotely.) 
 2.
This procedure removes the server from Telephony Manager. It does not disable it or prevent it from being used by TAPI clients. 
To designate Telephony service administrators
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
On the Action menu, click Properties. 
 4.
In Telephony administrators, click Add. 
 5.
In Look in, click the domain where the user account is located. 
 6.
In Name, enter the name of the user. 
 7.
Click Add, and then click OK. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

Use this procedure to enable users who are not administrators for the server to administer the Telephony service. 

A Telephony administrator account must be in the same domain as the telephony server or that is in a domain that has a two-way trust relationship with the domain containing the server. 

If the domain is not listed in Look in, try typing the user name in Name, as follows: 

domain\username 
To change the logon account for Telephony service
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
On the Action menu, click Properties. 
 4.
Under Account Information, click Choose User. 
 5.
In Look in, click the Domain where the user is located. 
 6.
In Name, enter the name of the user. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

The logon account for the Telephony service must be in the same domain as the telephony server or in a domain that has a two-way trust relationship with the domain containing the server. 

If the user's domain is not listed in Look in, try specifying the domain by typing domain\username of the user in Name. 
To update information for a telephony server
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
In the Action menu, click Refresh. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (For more information, see Managing servers remotely.) 

This procedure updates the status of lines and phones, displays new lines and phones, and shows changes made by others administering the telephony service. 
Manage TAPI providers on a server

Add a telephony service provider on a TAPI server 

View the status of a TAPI provider's lines or phones 

Export service provider information to a text file 

Enable auto updates for TAPI devices 

Configure service providers on a telephony server 
To add a telephony service provider on a TAPI server 
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
In the Action menu, click Manage Providers. 
 4.
Under Available telephony providers, select the provider you want to add, and then click Add. 
 5.
Confirm that the driver was added to the list of providers, and then click Close. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

If you do not see the provider you want in the list, click Add to add the provider. 

After you add a service provider, Telephony Manager may not display the lines and phones supported by the service provider until after the computer is restarted. 

If the telephony driver is not listed in the Available telephony privers list, you need to install the driver files in the Systemroot\system32 folder. Usually you can use the setup program on a telephony device manufacturer's installation disk. For additional information, see the manufacturer's installation instructions. 
To view the status of a TAPI service provider's lines or phones 
 1.
Open Telephony. 
 2.
In the console tree, click the service provider you want to manage. Where?

Telephony 
   server 
      service provider 
 3.
Click View. 
 4.
Click Lines or Phones. 
Notes   To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 
To export service provider information to a text file
 1.
Open Telephony. 
 2.
In the console tree, click the service provider you want to manage. Where?

Telephony 
   server 
      service provider 
 3.
On the Action menu, click Export List. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

This exports the list of phones or lines to a text file. 
To enable auto updates for TAPI devices
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
On the Action menu, click Properties, then click the Auto Updates tab. 
 4.
Select the Enable device status auto updates check box. 
 5.
Next to Interval, type the Hours and Minutes between automatic updates. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

The action enabled by this procedure updates only the status information for lines and phones. 
To configure service providers on a telephony server
 1.
Open Telephony. 
 2.
In the console tree, click the server you want to manage. Where?

Telephony 
   server 
 3.
On the Action menu, click Manage Providers. 
 4.
Click the service provider to configure and click Configure. 
 5.
If Configure is not available, then the service provider has no configurable properties.
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start, point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

The settings you can change depend on the service provider. 

You can also configure service providers on the local computer using Phone and Modem Options in Control Panel.
Manage TAPI clients and users

Assign a telephony user to a line or phone 

Remove users from telephony lines or phones 

Specify telephony servers on a client computer 

Add a telephony service provider 

Configure a telephony service provider 

Specify an H.323 gateway or proxy 

Enable a Windows 95 or Windows 98 TAPI client 
To assign a telephony user to a line or phone 
 1.
Open Telephony. 
 2.
In the console tree, click service provider you want to manage. Where?

Telephony 
   server 
      service provider 
 3.
In the details pane, under Line Name or Phone Name, click the line or phone. 
 4.
In the Action menu, click Edit Users, then click Add. 
 5.
In Look in, click the domain containing the user. 
 6.
In the list, select the user, and then click Add. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start. point to Programs, point to Administrative Tools, and then click Telephony. (See Managing servers remotely.) 

This procedure permits TAPI client programs run by the user to use the line or phone on the server. 

A user added for a phone or line must be in the same domain as the TAPI server or in a domain that has a two-way trust relationship with the domain containing the server. 

Before a user can use the telephony line or phone, the TAPI server must be specified on the client computer. 
To remove users from telephony lines or phones 
 1.
Open Telephony. 
 2.
In the console tree, click service provider you want to manage. Where?

Telephony 
   server 
      service provider 
 3.
In the details pane, under Line Name or Phone Name click the line or phone. 
 4.
In the Action menu, click Edit Users. 
 5.
In Assigned Users, click a user, then click Remove. 
Notes

To open Telephony on Windows 2000 Server, click Start, click Run, and then type tapimgmt.msc. With Windows 2000 Administration Tools installed in Windows 2000 Professional, click Start. point to Programs, point to Administrative Tools, and then click Telephony. (For more information, see Managing servers remotely.) 

After you perform this procedure, TAPI client programs run by the user will be unable to use the line or phone on the TAPI server. 
To specify telephony servers on a client computer
 1.
Open a Command Prompt window. 
 2.
Type tcmsetup /c server1 server2 ... 
Notes

To open a Command Prompt window, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

The TAPI client is installed with the Microsoft Windows 2000 operating system, but you need to perform this procedure to specify servers for the client. The client must be in the same domain as the server or in a fully trusted domain. 

You must log on to the client as an administrator to perform this command. If you are logged on to a computer in the Users or Power Users group, you can use the runas command to run tcmsetup as an administrator, for example: 
runas /user:mydomain\myname "tcmsetup /c servername"

In the tcmsetup command line, server1 server2 ... represent names of one or more TAPI servers. The command replaces any previous list, so make sure to list every telephony server you want to make available to the client. 

You may have to restart the Telephony service for this change to take effect. 

Before client users can dial out using the phone lines on the TAPI server, the TAPI server administrator must also assign the users to the phone lines. 
To add a telephony service provider
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Advanced tab, click Add. 
 3.
In Telephony providers, click the service provider, then click Add. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

This procedure only adds providers that are already installed on your hard drive in the Systemroot\system32 folder. Use the setup or installation program provided on the manufacturer's disk to install the driver files for a new provider. 

A manufacturer's setup program normally adds the new provider to the list on the Advanced tab of Phone and Modem Options. If a provider is not listed on the Advanced tab after you run the manufacturer's setup program, use this procedure to add the provider. If it is not listed in the Add Provider dialog box, refer to the manufacturer's documentation for further instructions. 
To configure a telephony service provider
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Advanced tab under Providers, click the telephony service provider you want to configure. 
 3.
Click Configure. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

The settings you can change depend on the service provider. If Configure is unavailable, then the service provider does not have any settings that you can change. 
To specify an H.323 gateway or proxy
 1.
Open Phone and Modem Options. 
 2.
On the Advanced tab under Providers, click Microsoft H.323 TAPI Service Provider. 
 3.
Click Configure. 
 4.
Specify to use an H.323 gateway or proxy: 

To specify an H.323 gateway, select the Use H.323 gateway check box, and then type the computer name or IP address for the gateway. 

To specify an H.323 proxy, select the Use H.323 proxy, and then type the server name or IP address for the proxy. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

An H.323 gateway connects the IP network with a switched service network, such as the public switched network (PSTN). Your telephony system administrator can provide the correct name or IP address to enter here. 

A proxy server acts as a firewall or security barrier between your intranet and the Internet, keeping other people on the Internet from gaining access to confidential information on your internal network or your computer. Your telephony system administrator can provide the correct name or IP address to enter here. 
To enable a Windows 95 or Windows 98 TAPI client
 1.
On a Windows 95 or Windows 98 TAPI client computer, click Start, point to Settings, and then click Control Panel. 
 2.
Double-click Network. 
 3.
(Optional) If Client for Microsoft Networks is not in the list of installed network components, click Add, and follow the instructions to add it. 
 4.
Click File and Print Sharing, confirm that both check boxes are selected, and then click OK. 
 5.
Click the Access Control tab, click User-level access control, then click OK. 
Notes

After you complete this procedure, you need to specify a TAPI server on the client. To make the telephony resources on the server available to the client users, the server administrator needs to assign the users to telephones or lines on the server. Users must log onto a valid domain account. 

A Windows 95 TAPI client must be upgraded to TAPI 2.1 to use the PSTN services provided by a Windows 2000 TAPI server.
Change how phone calls are dialed

Create a new location 

Change dialing properties for a location 

Specify area code rules 

Specify numbers to dial an outside line 

Create a new calling card 

Modify an existing new calling card 

Use a calling card for long-distance dialing 

To specify a long distance carrier 
To create a new location 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click New. 
 3.
Click a tab to specify the General settings, Area Code Rules, or Calling Card for the location. 
Notes   To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 
To change dialing properties for a location 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 
 3.
Click a tab to make changes to the General settings, Area Code Rules, or Calling Card for the location. 
Notes   To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 
To specify area code rules 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 

To create a new location, click New.
 3.
Click the Area Code Rules tab. 
 4.
To add a new area code rule, click New. 

To edit an existing rule, click the rule and then click Edit.
 5.
In Area code, enter the area or city code. 
 6.
Choose the prefixes to which you want to apply the area code: 

To apply the rule to all prefixes in the area code, click Include all the prefixes within this area code. 

To specify prefixes, click Include only the prefixes in the list below, and then click Add. 
 7.
To dial a number before phone numbers containing these prefixes, select the Dial check box, and then type the digits to dial. 
 8.
To dial the area code before the phone number, select the Include the area code check box. 
Notes   To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon.
To specify numbers to dial an outside line 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 
 3.
To create a new location, click New.
 4.
Under Dialing rules, enter the numbers required to reach an outside line for local and long-distance calls. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

Do not use this procedure to specify the numbers required before dialing to a different city, area, or country/region, such as 1, 0, 00, or 011. The numbers specified here are to dial local or long distance calls from within a private telephone network (PBX), such as used by a company or other organization. The dialing rules for a location automatically insert the number required to call a number with a different city, area or country/region code. 
To create a new calling card 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 

To create a new location, click New.
 3.
On the Calling Card tab, click New. 
 4.
On the General tab, enter the following: 
Value
Description
Calling card name
The name you use to identify the card.
Account number
The account number provided by the calling card company for the calling card. For some calling cards this is the home or business phone number associated with the account.
Personal Identification Number (PIN)
Any personal number required to secure your account against unauthorized use. Often a four digit number, this is usually dialed after the account number when you place a call. Some calling cards do not use a PIN.
 5.
Perform the following steps on the Long Distance, International, and Local Calls tabs to specify dialing rules for each type of call. 
 6.
On each tab, type the phone number required to access the corresponding service. Include all the digits dialed after you access an outside line. 

On the Long Distance tab, Long distance calls access number is the phone number to access the calling card service for domestic long distance calls. 

On the International tab, International calls access number is the phone number to access the calling card service for international long distance calls. 

On the Local Calls tab, Local calls access number is the phone number to access the calling card service for local calls. Leave this blank to dial local numbers without using the calling card. 
 7.
Under Calling card dialing steps, click the buttons to add the steps required to complete a call. 
Click
To dial
Access number
The number to access the calling card company. This will dial the access number entered at the top of the tab.
Account Number
The account number that identifies your account, which was entered on the General tab.
PIN
Your personal identification number which was entered on the General tab, usually dialed immediately after the account number.
Wait for Prompt
Pauses dialing for a dial tone, voice message, or time interval.
Destination Number
The country/region code, area code, and phone number.
Specify Digits
Any sequence of the digits 0-9, *, and #.
 8.
To reposition any step in the order, click the step and then click Move Up or Move Down. 

To remove the step, click Delete.
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

If you add Access Number, PIN, or Account Number to the Calling card dialing steps and the corresponding field is blank, the program will prompt you to enter the missing value when you click OK or Apply. 
To modify an existing calling card 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 
 3.
On the Calling Card tab, click the card type you want to modify, and then click Edit. 
 4.
Click the General tab to change the calling card name or number, or your personal idenfication number (PIN). 
 5.
Click the Long Distance, International, or Local Calls tab to change the access number or dialing steps for the corresponding type of call. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

If you add Access Number, PIN, or Account Number to the Calling card dialing steps and the corresponding field is blank, the program will prompt you to enter the missing value when you click OK or Apply. 
To use a calling card for long-distance dialing 
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click the location to modify, and then click Edit. 

To create a new location, click New.
 3.
On the Calling Card tab, click the calling card you want to use. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

If you use more than one calling card, you can create a different location for each one. Telephony programs, such as Phone Dialer or the Send Fax wizard, normally let you change the location before dialing. 

If you dial digits to access a long distance carrier (a long distance operator), you can use a calling card to specify the dialing sequence. When you create the calling card for a long distance carrier, create a unique location to go with it. 
To specify a long distance carrier
 1.
Open Phone and Modem Options in Control Panel. 
 2.
On the Dialing Rules tab, click New. 
 3.
Type a Location Name to identify the long distance carrier, and specify the Country/Region, Area code, and any Dialing rules. 
 4.
On the Calling Card tab, click New, and type a name to identify the calling card, such as the name of the long distance carrier. 
 5.
On the Long Distance and International tabs, type the corresponding long distance operator number in the access number edit box. 
 6.
On the Long Distance and International tabs, under Calling card dialing steps, click Access Number and subsequent steps for dialing long distance and international calls. 
 7.
On the Local Calls tab, enter the steps to dial local calls. 

Leave Local calls access number blank unless an access number is required.

To dial only the local phone number, click Destination Number, and clear the Dial the area code check box.
 8.
Click OK to save the new calling card. 
 9.
Under Card Types, make sure that the new calling card is selected to be used with the location, and then click OK. 
10.
Under Locations, leave this location selected if you want this to be the default long distance carrier for telephony programs, and then click OK. 
Notes

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon. 

This procedure specifies long distance carrier numbers (also called the long distance operator) required for domestic or international long distance calling. This procedure is not normally required to use the default domestic and international long distance operators for a country/region. The country/region selection for a location normally enables programs to use the default numbers. 

The location selected on the Dialing Rules tab of Phone and Modem Options is the default location for dialing. If you create more than one location, some telephony programs (such as Phone Dialer, which is provided with Windows 2000) let you choose a different location before dialing. 
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Telephony overview
The Telephony Application Programmers Interface (TAPI) integrates telecommunications with the computer. TAPI supports both traditional (or PSTN) and IP telephony to provide voice, data, and video communication. Supported hardware includes sound and video cards, modems, ISDN lines, ATM networks, and cameras. With this, you can communicate over direct connections to local computers, phone lines, LANs, WANS, and the Internet.
In addition to making and receiving calls, programs can use TAPI to provide enhanced telephony features such as caller ID, call routing, voice mail, and video conferencing. Communication programs may identify the caller, recall and display caller information, and even prioritize or route a call, based on customer information.
With TAPI, there is a common standard so that communication programs can control telephony functions for data, fax, and voice calls.

TAPI manages all signaling between a computer and a telephone network, including basic functions such as dialing, answering, and hanging up a call. 

TAPI includes supplementary functions that are found in PBX, ISDN, and other phone systems, such as hold, transfer, conference, and call park. 

TAPI provides access to features that are specific to certain service providers, with built-in extensibility to accommodate additional telephony features and networks . 

TAPI allows users to make audio and video telephone calls over IP networks using the H.323 protocol and IP multicast video conferencing. 

TAPI includes quality of service (QoS) support to improve conference quality and network manageability. 
All of this enables TAPI to unify IP and traditional telephony and support programs that effectively work the same way over intranets and the Internet as they do over the traditional telephone network. Furthermore, the current version of TAPI provides compatibility with previous versions to support existing TAPI programs.
HyperTerminal, Phone Dialer, Network and Dial-up Connections, and Fax are communication programs that are provided with Windows 2000 which use TAPI. You can also install other Microsoft or third-party programs to provide additional telephony support. The common interface that TAPI provides enables different communication programs to work together and share communication devices.
Understanding telephony
This section covers:

General telephony concepts 

IP telephony 

IP multicast video conferencing 

TAPI, Active Directory, and Site Server ILS service 

Telephony service providers 
General telephony concepts
This section covers:

Introduction to telephony 

PSTN telephony 

PSTNs, PBXs, and computer networks 

How TAPI supports programs and hardware 
Introduction to telephony
The Telephony Application Programming Interface (TAPI) provides a uniform set of commands for any supported telephony device that is connected to your computer. 
How TAPI works
When you use a Windows program to send faxes, connect to a telephone, make a call using IP, join a conference, or perform other TAPI-supported activities, there are three layers of software that enable you to use a telephony device: an application program, TAPI, and a TAPI service provider.

An application program enables you to make phone calls, send and receive data or faxes, or join conferences. Microsoft and independent software vendors provide application programs that incorporate TAPI functionality. Examples include Phone Dialer, HyperTerminal, and Fax Service included with the Windows 2000 operating system. 

TAPI provides telephony functions for application programs, such as dialing. 

A TAPI service provider translates the commands for a telephony device or telephony protocol. TAPI service providers for modems and several telephony protocols are installed with the Windows operating system, and others are provided by independent hardware vendors. 
How TAPI works with telephony hardware
In place of proprietary solutions that are difficult and expensive to implement, TAPI provides a single set of commands allowing hardware and software to come from different sources. When a telephony application requests an action, TAPI determines which TAPI service provider supports the device, and the service provider sends the appropriate commands to the device. 
For example, the Unimodem (Universal Modem) service provider is installed with Windows. When a program wants to dial a phone number, TAPI sends the appropriate commands to the Unimodem service provider, and it sends the correct sequence of commands for dialing the number on the particular modem attached to the computer. The program does not need to know anything about the modem. 
With TAPI, Windows 2000 provides a telephony platform. Windows is the operator that interconnects computer and telephony resources to direct and manage calls. TAPI-based software can provide solutions ranging from complete small office systems or home office systems to PBX front ends integrating an Enterprise's computer and telephone networks.
How TAPI makes resources available to users
Network users make calls using lines. They may also use phones for call management and control. These are supported by the TAPI service providers. A telephony administrator makes telephony resources on a server, such as lines and phones, available to users.
Lines
In Telephony, a line is any media stream (data, voice, or video) supported by a TAPI service provider. For a modem, the line represents an actual telephone line. For other devices, it can represent another media stream, such as a gateway to the Internet. Calls are made using a line provided by a TAPI service provider. A single line can support more than one call at a time, such as with call waiting and conferencing. The TAPI service provider determines how physical devices are represented by TAPI lines. 
Phones
A phone in TAPI represents terminal equipment that is supported by a TAPI service provider. In TAPI, a "phone" closely models a physical telephone, but may not be actual hardware. It includes the concepts of a hookswitch, handset, speaker, microphone, display, lamps, and programmable buttons. As with an actual telephone on your desk, a phone may be used without actually making calls to someone else. For example, you can use a telephone handset to listen to or retrieve voice mail messages.
A phone does not have to represent actual hardware, but can be emulated in software. For instance, this type of phone might be an application that uses TAPI or a TAPI service provider. A physical phone is not required to manage a media stream and, although all TAPI service providers support lines, not all TAPI service providers support phones.
How TAPI supports telephony
Windows supports computer-telephony integration, from simple small office or home-based solutions to full-scale, enterprise-wide solutions. Low-level solutions enable an individual to use telephony, for instance, to:

Use a computer as an answering machine or voice mailbox. 

Use a computer to send and receive faxes. 

Use a microphone and speaker or a speakerphone connected to a multimedia computer as a phone system. 

Log on to a computer from a remote location. 
These solutions are typically supported by a direct connection from a desktop computer to a phone line with a modem. Enterprise-wide solutions rely on a network and enable an organization to:

Use a computer either as a multiline phone system or as a multifunction PBX controller. 

Provide a voice-mail system across your entire enterprise. 

Provide a fax system across your entire enterprise. 

Provide on-demand audio information services that allows callers to retrieve prerecorded or computer-generated text-to-speech information 

Fax information to customers on demand , based on touch-tone keys or other input. 

Implement automatic, list-based dialing for telemarketing. 

Deliver database information related to a call (such as a customer profile or account information) at the same time it is switched to a desktop. 

Create a single, easy-to-use client application to manage all communications, such as voice, pager, e-mail, and conferencing. 

Provide dial-up access to the network. 
On a Windows 2000 network, a hardware interface adapter on a server connects the LAN to a public or private telephone network. The adapter is supported by a TAPI service provider. Programs running on the server provide calling features such as conferencing, transferring, forwarding, holding, and automatic redialing. The server controls the calls going through the network and out onto the PBX.
Application programs on a client provide voice, video, fax, and data communications for the user. As illustrated here, the client applications call functions provided by the TAPI service on the client. The TAPI service on the client uses the TAPI Remote Service Provider to communicate over the network with the TAPI service providers on the server, and the actual telephony services are provided by the TAPI service providers managing telephony devices on the server.
PSTN telephony
The public switched telephone network (PSTN) is a traditional, circuit-switched network which is optimized for real-time voice communication. When you call someone, you close a switch by dialing and establish a circuit with the other party. The PSTN guarantees quality of service (QoS) by dedicating the circuit to your call until you hang up the telephone. Whether you and your party are talking or silent, you continue to use the same circuit until you hang up.
The Telephony Application Programming Interface (TAPI) enables programs to communicate easily over the traditional telephone network. TAPI provides support for the direct connection to a PSTN network, automatic phone dialing, and interfaces for conference calling, voice mail, and caller ID.
TAPI helps make Windows 2000 a powerful and flexible platform for developing and using computer-telephony integration (CTI) programs. Programs can build on TAPI's client-server support to provide a graphical interface for system administration and enhanced services, such as voice mail, call queueing, follow-me call forwarding, telephony-computer integration, and speech recognition. Besides enabling individual programs to provide telephony services, TAPI manages the telephony devices, so more than one program using a line can remain active simultaneously. One program can wait for a call while another is dialing out.
In a client-server environment, telephony can be managed like any other network service. You can specify the lines and phones available to particular users and use the Windows domain security system to control access to telephony resources. Telephony service providers and all stored parameters can be updated across a LAN, making it easy to set up, use, and manage resources without regard to physical location.
PSTNs, PBXs, and computer networks
In telephony, desktop computers interact with telephony hardware. Most PBXs implement the computer-telephony integration (CTI) link with hardware that connects the PBX to one or more computers. Communication between a PBX and computers is rarely straightforward, because many vendors implement the CTI link differently. Furthermore, there is no standard for encoding data on the CTI link. As a result, computer-based telephony programs often need to understand the switch's proprietary language, which requires a separate driver. By using TAPI, you can use one API which many programs can use to request telephony services, and supply one translator (called a TAPI service provider) for each PBX or other piece of telephony hardware. 
Windows supplies several TAPI service providers. The TAPI service provider that enables telephony client-server functionality is the Microsoft Windows Remote Service Provider. Proprietary hardware may require additional TAPI service providers, which are normally packaged with the hardware or available from the equipment manufacturer.
Microsoft Windows client-server components
TAPI includes the following components that support client-server CTI.
Server-side components
The following components are available on the TAPI server.

Telephony snap-in. Enables administrators to administer and monitor a Telephony server, lines, phones, and users. 

Telephony service provider. Translates between the generalized commands created by the TAPI service and the proprietary commands that the hardware uses. Provided by the hardware vendor. 

TAPI service. On the server side, communicates with the remote service provider running on the clients. Also communicates with TAPI programs running on the server, such as the client manager program. 
Client-side components
The following components must run on the client or appear on the client.

TAPI service. On the client side, communicates with client-side TAPI programs and acts as a link between those programs and the TAPI remote service provider. 

TAPI remote service provider. Communicates over the network with the TAPI service running on the TAPI server computer. 
Note that these components do not include client-side telephony programs. Some general purpose programs use TAPI, such as Phone Dialer. Specialized programs, such as those that manage call centers, are provided by independent software or hardware vendors.
How TAPI supports programs and hardware
The Telephony Application Programmers Interface (TAPI) supports programs that share the same communication ports and devices. Communication programs use TAPI to communicate with and control the appropriate hardware. TAPI manages the way programs and their call traffic use ports and devices. TAPI service providers provide support for particular devices or classes of devices.
TAPI service providers
TAPI service providers are dynamic link libraries (DLLs) that translate the commands for a specific computer telephony device, carrying out the low-level tasks required to communicate over telephone and IP networks.
The TAPI service providers provide a consistent set of functions, so telephony programs can provide a standard user interface and similar functionality for different hardware devices or for different network protocols and architectures.
In this way, telephony applications can provide functionality that is not dependent on particular hardware. The service provider performs the device-dependent tasks that applications need to provide telephony services. Multiple service providers can be installed as long as they access different hardware devices or network protocols.
How TAPI makes services available
TAPI arbitrates requests from different communication programs so they can run simultaneously while sharing communication ports and devices. Each service provider controls its hardware. For example, one Windows-based program can use TAPI functions to make outgoing calls while other programs are waiting for incoming calls.
Although only one program controls any single call, the devices are available to other programs, and users do not have to close other programs that share a communication port.
Supplied TAPI service providers
The following table lists telephony service that are supplied with the Windows 2000 operating system.
TAPI service providers
Used for
H.323 
IP telephony multimedia communications
Multicast Conference 
IP telephony multiparty conferencing
Unimodem 5 
Modems
NDIS Proxy 
Connection-oriented network devices using NDIS 5
TAPI Kernel-Mode
Connects network devices using NDIS 4
TAPI Remote
Client-server telephony
Additional hardware support
Other service providers can be installed along with hardware or software that is added to a computer running Windows 2000. 
Hardware manufacturers normally supply device drivers for their hardware. To provide telephony services for the hardware, the manufacturers or independent software vendors provide TAPI service providers to control the hardware. Each service provider supports at least one device specific to that category of communication, such as a fax board, an ISDN card, a telephone or a modem. Some service providers support several devices, or even an entire class of devices.
For more detailed information about how TAPI works, see Telephony resources. 
IP telephony
This section covers:

Conventional and IP telephony 

IP telephony concepts 

H.323 IP telephone calls 
Conventional and IP telephony
Traditional telephony services, which are based on the public switched telephone network (PSTN), are handled by telephones, videophones, pagers, dedicated fax machines, PBX (private branch exchange) controllers, and other hardware connected to the PSTN or a PBX. With the integration of computers and telephony, network servers can support PBX systems and personal computers can operate as phones, fax machines, and answering machines.
Internet Protocol (IP) telephony refers to the technologies that enable voice, data, and video communications over IP-based LANs, WANs, and the Internet. IP telephony uses open IETF and ITU standards to transmit multimedia over any network that uses the Internet Protocol IP. IP telephony allows seamless integration of data, audio, and visual communication.
TAPI merges traditional telephony and IP telephony in a single common interface. In Windows 2000, TAPI provides not only the traditional telephony service providers but also H.323 conferencing and IP multicast conferencing. These provide for multimedia communications over networks (such as voice, video, and data) and enable groups to communicate efficiently.
The system completely merges voice and data and can eliminate the need to operate separate voice and data networks. Depending on the protocols available, LAN-based telephony uses Voice over IP (VoIP) or asynchronous transfer mode (ATM) to deliver voice calls over the local area network. The connection to the traditional telephone system is provided by a PSTN gateway on the TAPI server.
LAN-based telephone systems are useful for both small and large organizations. The physical location of telephony devices is not important, so the LAN-based telephony system works well for a distributed environment, such as companies that have remote sites connected to their main office with a wide area network (WAN). Telephony resources at specific locations can be made available over a wide area. 
IP telephony concepts
IP telephony refers to telephone communications over TCP/IP networks. In contrast to the PSTN, which consists of analog and digital signals over a circuit-switched network, IP telephony is packet switched. All information to be transmitted over the network is separated into data packets. Each packet has a header containing its source and destination, a sequence number, a block of data content, and an error-checking code. Routers and servers direct these packets over the network until they arrive at their destination. When the packets arrive, the sequence number is used to reassemble the packets in their original order. Unlike PSTN telephony, which dedicates a circuit for a telephone call, the data packets share a circuit with other transmissions.
How IP telephony works
IP telephony blends voice, video, and data by using TCP/IP as a common transport, effectively collapsing these separate channels into one. Clients using IP telephony employ either existing multimedia hardware or a phone plugged into a PSTN adapter.
IP telephony supports voice communication, voice and video mail, and video on demand. IP telephony also enables voice and video conferencing over the Internet and existing IP-based LANs and WANs.
Benefits of IP telephony
IP telephony provides the following benefits:

IP telephony moves multimedia traffic over any network that uses IP. This offers users both flexibility in physical media (PSTN lines, xDSL, ISDN, leased lines, coaxial cable, satellite, and twisted pair) and flexibility of physical location. 

IP telephony lowers costs of existing services, such as voice and broadcast video, and broadens means of communication to include audio and video conferencing. 
TAPI support for IP telephony
Two TAPI service providers provide IP telephony support in Windows 2000: the H.323 and Multicast Conference TAPI service providers. These support the H.323 and IP multicast conferencing standards and enable different IP telephony programs to interoperate with each other. Organizations can now take full advantage of the global reach of the Internet or the immediacy of a corporate intranet for real-time communication.
Quality of service for IP telephony
Packet-switched networks such as the Internet do not dedicate a connection between parties, so they cannot guarantee quality of service (QoS) as the PSTN does. Historically, they have been used for programs, such as e-mail and file transfer, where variable QoS is acceptable.
However, QoS for IP telephony is steadily improving, even on the Internet. Unreliability on the Internet is not due to the TCP/IP protocol, but because it assembled from many networks that have no single authority for resource allocation. During high usage periods, users push additional packets onto already saturated networks.
Organizations can now design private networks to provide adequate bandwidth and redundant paths between switching points for high quality IP telephony. New software and hardware have improved QoS, and voice over IP on a WAN can be as good as standard PSTN calls, even if the network is congested. QoS Admission Control and other features of Windows 2000 enhance quality of service in Windows 2000. (See QoS Admission Control defined).
H.323 IP telephone calls
The H.323 TAPI Service Provider provides H.323 version 1.0 support for TAPI-based applications in Windows. H.323 is a comprehensive International Telecommunications Union (ITU) standard. It provides for multimedia communication over computer networks that do not provide a guaranteed quality of service, such as IP-based networks and the Internet. The H.323 standard enables any H.323-compliant terminal to operate with another.
H.323 encompasses call control, multimedia streaming, and bandwidth management for point-to-point calls and multipoint conferences over packet-switched networks. It is used for peer-to-peer, two-way delivery of audio and video phone data. It is designed to interact well with PSTN or Internet phone gateways. For conferencing, it works well for a moderate number of participants.
H.323 support defines audio and video information format and how it is packaged for transmission over the network. Standard audio and video codecs encode and decode input and output from audio and video sources to be communicated between nodes on a network.
TAPI 3.0 in Windows 2000 supports H.323 gateways and proxies. Support for H.323 Gatekeepers is not included in the current release of TAPI. To implement H.323 gateways and proxies with the H.323 TAPI Service Provider, see To specify an H.323 gateway or proxy.
IP multicast video conferencing
This section covers:

Introduction to IP multicast video conferencing 

How TAPI supports IP multicast video conferencing 

Site Server ILS service 

Security for multicast video conferencing 
Introduction to IP multicast video conferencing
The bulk of network traffic is unicast. When clients request data, the source responds by sending a separate copy to each client. When a source broadcasts data, it sends a separate copy to every address. Because a source sends multiple copies of data, the unicast model becomes unsupportable when conferences have anything more than modest numbers of participants.
In contrast, a multicasting source sends a single copy of data to a multicast address. The data is then distributed by multicast-enabled routers on the network to all the clients that request it. To signal that they want to receive a multicast, clients join the group to which the multicast is directed. As clients on a subnet join a group, the router for the group begins sending a copy to the subnet router, which routes copies of the multicast to its clients.
In a hierarchical network with many different branches, the routers on each branch are responsible for sending data down the correct branches to other routers and subnets where group members are waiting for data. When the last client on a subnet leaves a group, the router stops sending data to the subnet, therby freeing system resources.
The model includes the following features:

Global coordination is not needed to add and remove members from a conference. 

To receive data, users need only register their interest in a particular multicast IP address with a multicast-aware router. 

To reach a multicast group, a user need only send data to a single multicast IP address. 

Knowledge of other multicast group participants is not necessary. 

Routers hide implementation details from users. 
How TAPI supports IP multicast video conferencing
In Windows 2000, the DHCP service provides the Multicast Address Dynamic Client Allocation Protocol (MADCAP) support required for IP multicast video conferencing. DHCP provides unicast addresses for point to point communications between two networked computers. These addresses are unique and specific to a single network. In contrast, MADCAP provides multicast IP addresses, which are shared by many computers. These enable data to be forwarded to all members of a multicast group. The membership of a multicast group is dynamic, which means individual hosts can join or leave the group at any time.
MADCAP is part of the Windows 2000 DHCP service, which is an optional component of Windows 2000 Server. Clients that are manually configured or use DHCP to obtain a unicast IP address lease can also use MADCAP to obtain multicast IP address configuration. Although MADCAP is packaged in the DHCP service, the DHCP and MADCAP services are independent of each other. You can use a MADCAP server to provide multicast addresses and run DHCP on other servers to provide DHCP services on your network.
MADCAP is built on a client/server model, where multicast conference hosts request addresses from a MADCAP server. For example, when you create a conference with Phone Dialer, it automatically looks for a MADCAP server on the network and requests a multicast address for the conference.
After a conference is created on the network, it can be advertised by the Site Server ILS Service on a Windows 2000 server (see Site Server ILS service). This service provides a directory of conference descriptors, which includes the names and multicast IP addresses for conferences. The Multicast Conference TAPI Service Provider resolves conference names to IP multicast addresses using the conference descriptors stored on the Site Server ILS server.
For information about installing IP multicast and videoconferencing on your network, see Enabling IP multicast video conferencing. 
Site Server ILS service
The Site Server ILS service is used to publish IP multicast conferences on the network. You can also use it to publish user IP address mappings for H.323 IP telephony. Site Server ILS Service also allows you to make H.323 calls from NetMeeting to the Phone Dialer provided in the Windows accessories. To support these functions, you need to install Site Server ILS service on at least one server on your network.
The Site Server ILS service offers a standards-based dynamic directory solution to the user location problem on the Internet. Site Server ILS service can be used to create dynamic network communities, enabling users to:

Find friends who are currently logged on to an Internet service or site. 

Use real-time communication software, such as Microsoft NetMeeting, to connect to other computers for Internet telephone calls. 
Site Server ILS service runs as a service on Microsoft Internet Information Services (IIS). It handles multiple users and ILS queries simultaneously.
Security for multicast video conferencing
The TAPI 3.0 conference security system determines who can create, delete, view, and join conferences. Each published conference can be associated with a security descriptor. This specifies object access rights on a user or group basis.
By associating security descriptors with SDP conference descriptors, conference creators can specify who can enumerate and view conference announcements. User authentication is provided by the Windows 2000 security subsystem.
Encryption of media streams is not currently supported.
For more information, see Security.
TAPI, Active Directory, and Site Server ILS service
Active Directory is the extensible and scalable directory service for Windows 2000 Server, and Site Server ILS service manages conference objects.
TAPI uses Active Directory to facilitate H.323-based IP telephony calls. Users' names and their IP addresses are placed inside user objects in Active Directory, so users can specify user names in place of IP addresses when making H.323 telephone calls. TAPI provides transparent translation from user names to their computer IP addresses. In networks where Active Directory is not yet installed, the Site Server ILS service can be used for the same purpose. Site Server ILS service manages conference objects, so for your network to support multicast conferencing, Site Server ILS service must be running on a server on the network.
You can use Active Directory to publish the locations of servers running Site Server ILS service on the network. TAPI uses this information to find Site Server ILS servers and communicate with them. If Active Directory is not being used, users must manually configure their TAPI programs with the locations of the ILS servers.
See Active Directory, Site Server ILS service, and Use Site Server ILS service for additional information about installing, configuring, and using these services on your network. See H.323 IP telephone calls for more information about the H.323 protocol and the TAPI service provider that supports it.
Telephony service providers
This section covers:

NDIS Proxy TAPI Service Provider 

TAPI Kernel-Mode Service Provider 

Unimodem Service Provider 

TAPI Remote Service Provider 

H.323 TAPI Service Provider 

Multicast Conference TAPI Service Provider 
NDIS Proxy TAPI Service Provider
The Network Driver Interface Specification (NDIS) encapsulates the network driver so it is protocol-independent. Windows operating systems use NDIS drivers to support various network configurations and media, including Ethernet and token ring as well as connection-oriented networks, such as ISDN and ATM. 
The NDIS Proxy TAPI Service Provider enables TAPI to control NDIS 5 devices. Remote Access Service uses this TAPI service provider to set up network connections across NDIS WAN devices for My Network Places. This service provider is included with Windows 2000. To map addresses for the different types of calls received by the NDIS Proxy TAPI Service Provider on the local computer, see To configure a telephony service provider. To configure a service provider on a remote server, see To configure service providers on a telephony server.
TAPI Kernel-Mode Service Provider
The Network Driver Interface Specification (NDIS) encapsulates the network driver so it is protocol-independent. Windows operating systems use NDIS drivers to support a wide range of network media, including Ethernet, token ring as well as connection orientated networks, such as ISDN and ATM. 
The TAPI Kernel-Mode Service Provider enables TAPI to control NDIS version 4 devices. Network and Dial-up Connections uses this TAPI service provider to set up network connections across NDIS WAN devices for My Network Places connections (see Using My Network Places). This service provider is installed with the Windows 2000 operating system and requires no configuration.
Unimodem Service Provider
The universal modem driver (Unimodem) provides services for data, fax, and voice modems so that users and program developers will not have to learn or maintain modem AT commands to dial, answer, and configure modems. Unimodem performs these tasks by using files that specify the AT command sets and expected responses for modems. These files usually have an .inf extension.
Unimodem supports both data and voice, so a modem can be used for data and fax functions, as a speaker phone, as an answering machine, and so on.
For additional information about modems, see Phone and Modem Options.
TAPI Remote Service Provider
The TAPI Remote Service Provider enables a Windows client computer to access and control remote TAPI devices connected to a Windows server, such as telephone sets and phone lines. The remote service provider makes the client-to-server link transparent to programs. Just as a program prints the same whether a printer is local or remote, a program can use a telephony device whether it is local or remote.
The Remote Service Provider resides on the client computer, where it appears as a TAPI service provider. When a program makes a TAPI request, the Remote Service Provider interprets the request and sends it across the computer network to the TAPI service running on the server. The program then uses the TAPI service provider for the telephone device installed on the server. By using this solution, clients can share a telephony resource over the network.
The remote service provider is installed with TAPI 3.0 on the Windows 2000 and Windows 98 operating systems. Windows NT 4.0 and Windows 95 clients need to upgrade to TAPI 2.1. See Service packs and updates for additional information.
H.323 TAPI Service Provider
The H.323 TAPI service provider allows TAPI-supported programs to engage in multimedia calls with any H.323-compliant terminal on the local area network. It is also designed to work well with standard phone or Internet phone gateways. This service provider supports applications that enable computer users to interconnect and communicate with other people over IP-based networks, just as people using different makes and models of telephones can communicate over PSTN lines.
Multicast Conference TAPI Service Provider
The Multicast Conference TAPI Service Provider supports IP multicast video conferencing for TAPI clients. Using IP multicast, users participate in efficient multicasting, sending data to a single conference IP address instead of copying data to all participants in a conference. This service provider is installed with the Windows 2000 operating system. 
Using telephony
This section covers:

Dialing rules overview 

Telephony hardware requirements 

Setting up workstations for IP telephony 

Setting up conference rooms 

Enabling IP multicast 

Eliminating acoustic echo 

Using Phone Dialer for telephony 
Dialing rules overview
The Windows 2000 Telephony API (TAPI) allows you to configure dialing rules for all telephony applications. If you run a TAPI-supported program (such as Phone Dialer) before configuring dialing, the program normally prompts you for the minimum information required for dialing. To completely configure dialing rules on a computer after installing Windows 2000, use Phone and Modem Options in Control Panel, as described in this topic.
Locations
A location is the set of parameters Windows uses to analyze telephone numbers and determine the correct sequence of numbers to dial. You can create as many locations as you need for different dialing requirements. 
A location can correspond to an actual geographic location, such as an office or hotel room, where you need to include codes for dialing outside of the company or building. If your work takes you to different cities or countries, you can create a location for each area, city, or country/region code.
A location can also be created for dialing rules not necessarily associated with a geographic location. For example, you can create different dialing rules for different company accounts, calling cards, or long distance services.
Location information includes:

Name 

Country or region 

Area (or city) code 

Dialing rules 

Area code rules 

Calling card information 
Naming and using locations
Locations can be named anything that is helpful for remembering them later. The default location for dialing is the location selected in the Phone and Modem Options dialog box. Many telephony programs, such as Phone Dialer or Fax, allow you to select a different location before dialing. When a telephony program dials a long distance number, it uses the dialing information provided by the selected location to complete the connection.
The available locations are listed on the Dialing Rules tab of Phone and Modem Options in Control Panel. On this tab, you can select the default location, create a new location, or edit any existing location. To create a new location, see To create a new location. If you want to edit an existing location, see To change dialing properties for a location.
General location rules
General location rules specify the name of a location, the country or region, and the local area code. They also enable you to access outside lines from a PBX for local and long distance calls, disable call waiting (so incoming calls do not interrupt connections), and specify either tone or pulse dialing.
The default rules for dialing local, long distance, and international calls are determined by the country or region that you have selected. Dialing rules specify the long distance operator and international prefix that is dialed before domestic long distance or international phone numbers.
Area code rules
Area code rules enable you to change the dialing patterns for calls to numbers in the same country or region, as described in To specify area code rules. The default area code rule for numbers in another area code often requires the application to dial the long distance operator, the area or city code, and then the phone number. For numbers in the same area code, the application dials only the subscriber's phone number. The default rules are shown in the following table.
Format and Example
For
LongDistanceOperator (AreaOrCityCode) Prefix-SubscriberNumber
1 (425) 882-8080
Numbers in other area or city codes
Prefix-SubscriberNumber
882-8080
Numbers in the same area or city code
Digits dialed in each of these categories may be different for different countries, regions, or locations.
Use area code rules to specify any of the following exceptions to the default rules:
Format and Example
For
(AreaOrCityCode) Prefix-SubscriberNumber
(425) 882-8080
Numbers in another area or city code.
(AreaOrCityCode) Prefix - SubscriberNumber 
(425) 882-8080
Numbers in the same area or city code.
LongDistanceOperator Prefix - SubscriberNumber 
1 882-8080
Numbers in the same area or city code.
LongDistanceOperator (AreaOrCityCode) Prefix - SubscriberNumber 
1 (425) 882-8080
Numbers in the same area or city code.
LongDistanceOperator (AreaOrCityCode) Prefix - SubscriberNumber 
01 (425) 882-8080
Numbers in another city or area code, but the long distance operator is not the default for the country or region.
If you use a different long distance operator than the country/region default for all area codes, it is much easier to use a calling card for the location instead of creating an area code rule for every area or city code that you dial. For more information, see Calling cards.
Specifying more than one rule for an area code
When different prefixes in an area code are dialed differently, you can specify more than one rule for the area code. Area code rules are applied from top to bottom in the list. If two rules apply to a particular prefix in an area code, the last rule in the list determines the dialing pattern for that prefix.
When you create a new area code rule, it is added to the bottom of the list. To apply multiple rules correctly then, create area code rules in this order:
 1.
Any default rule that should apply to all unspecified prefixes. (In this case, use the Include all the prefixes within this area code option). This rule should appear at the top of the list. 
 2.
Area code rules that list specific prefixes. (Use the Include only the prefixes in the list below option). 
Most prefixes in an area code follow the default dialing patterns shown here:
Dial
For
1 (AreaOrCityCode) Prefix-SubscriberNumber
Numbers in another area or city code.
Prefix-SubscriberNumber
Numbers in the same area or city code.
When most prefixes in an area code do not follow the default dialing patterns, create one rule to specify the new default dialing pattern for the area code and create another rule to specify the few exceptions. This is easier than just creating one area code rule that lists the bulk of prefixes for an area code.
For example, suppose you dial most numbers in an area code in the following format:
(AreaOrCityCode) Prefix-SubscriberNumber 
but three prefixes are dialed in this format:
1 (AreaOrCityCode) Prefix-SubscriberNumber 
First, create an area code rule that applies to all prefixes in the area code and, in that rule under Rules, select only the Include the area code check box. This creates the default rule for the area code. It will apply to all the prefixes that are not specified by the second rule in the list.
Second, create an area code rule that lists the three prefixes that follow the second dialing pattern. In that rule under Rules, select both the Dial check box (confirm that the adjacent text box says 1) and the Include the area code check box. This creates a rule that applies only to the three prefixes and should appear second in the list.
Calling cards
A location can use a calling card to specify the sequence of numbers to be dialed for a particular calling card or long distance service. You may also choose to use a calling card to specify a different long distance operator or international operator than the default operator for a country or region.
A calling card records the calling card number and any personal identification number (PIN). It defines the access numbers and dialing steps for local, long distance, and international calls. After you create a new calling card, you can use it with any location. To create or use a calling card, see To create a new calling card or To use a calling card for long distance dialing.
If you use two or more long distance services with different access numbers, you can create a calling card for each service and a different location to use each calling card. Telephony programs, such as Phone Dialer or Fax, normally permit you to change the location before dialing a number. When you dial a number, select the location corresponding to the long distance service you want to use.
Specify a long distance carrier
The long distance carrier number, also called the long distance operator, is dialed before the area code or country/region code to dial domestic or international long distance calls. The country/region selection for a location usually enables programs to dial the correct long distance carrier numbers for domestic and international calls. If your long distance carrier is not accessed with the default numbers for the country/region selection, then see To specify a long distance carrier for dialing. 
Telephony hardware requirements
To hook up a regular (PSTN) phone line to your local computer, you must have a voice modem. To send and receive faxes in addition to making voice or data calls, you must have a fax modem.
For you to use IP telephony service providers, your computer must have a sound card. 
To support speech and hearing simultaneously, you must have a full duplex sound card.
To include video communications, you must have a video capture card.
You may need to install other hardware for special telephony applications. For example, to connect trunk lines for a personal computer–based telephony server or cables to connect to a PBX system, you may need expansion cards. For additional information about your telephony hardware requirements, consult your vendor.
See the Microsoft Windows Hardware Compatibility List on the Microsoft Web site to verify the compatibility of hardware to install in a Windows 2000 computer.
Setting up workstations for IP telephony
Each client workstation must run Windows 2000 and be equipped with a video camera, sound card, speakers and microphone (or headset).
Install Windows 2000
All the Windows 2000 components required to support TAPI Multicast conferencing on a client computer are installed by default on Windows 2000 Professional and Server.
Computer and user accounts
The client workstation should be added to a Windows 2000 domain, and a computer account should be created for it. The user should also have a user account in a Windows 2000 domain, and should log on to the system with this account.
If computer or user accounts for Windows 2000 domain are not created, users will not be able to access the Active Directory, and will have to manually add their LDAP servers to Phone Dialer or other multicast conferencing applications. The multicast conferencing capabilities are otherwise still available.
Install a full duplex audio sound card
Windows 2000 supports a wide range of audio devices. Multicast conferencing requires a sound card capable of full duplex audio functions. Such sound cards allow audio to be played back and recorded simultaneously. The manufacturer's documentation should describe the characteristics of your sound card.
Verifying full duplex audio
If you are uncertain whether your system supports full duplex audio, start Sound Recorder and record a long message (about one minute). Rewind the recording and start Sound Recorder again, so it appears in two places on the desktop. In the first instance of Sound Recorder, start playing back the recording and then use the other instance to simultaneously record another message. If you can record and play back simultaneously, then your system supports full duplex audio. For more information about using Sound Recorder, see Using Sound Recorder.
Eliminating acoustic echo
Acoustic echo is a common problem with audio conferencing systems. It originates in the local audio loop back that happens when your microphone picks up audio signal from your speaker, and sends it back to the other participant along with your own voice. Due to acoustic echo, the other participant hears an echo of his or her own voice.
In cases where very sensitive microphones are being used, speaker volume is turned up high, or microphone and speaker are placed in close proximity to each other, normal conversation may become impossible for the other participants in the conference.
Using headsets
One of the easiest ways to completely eliminate acoustic echo is to use audio headsets. These work by playing back audio at low volume in close proximity to your ears, thus eliminating any possibility of the microphone picking up the incoming audio signal.
Using echo cancelling microphones
A more expensive solution is to use special microphones with built-in echo canceling capabilities. These microphones contain digital signal processing electronics that allow them to scan the incoming audio signal and detect and cancel out acoustic echo. The main advantage is that users are able to avoid wearing a headset.
Install the video camera
Video cameras designed to connect to your computer capture and transfer video images to the computer. TAPI multicast conferencing components are able to acquire these images using WDM or Video for Windows interfaces that are built into the operating system.
Many of the older video cameras require the use of a video capture card that fits into an ISA or PCI slot inside your computer, and connects to the camera with a cable using connectors built into the back of the capture card. Windows 2000 has support for many such cameras.
The newer generation of cameras uses Universal Serial Bus (USB) interfaces to eliminate the need for a video capture card. The camera can be directly plugged into a USB port in the back of your computer without switching off or opening up the computer. Windows 2000 automatically detects these cameras using Plug and Play and installs all the device drivers necessary to make the camera work.
Ensure that Windows 2000 drivers are available for the model you choose.
Adding USB ports to your computer
Some older computer models may not contain USB ports. This is easily determined by examining the back of the computer for a rectangular female socket corresponding to the male USB connector on your camera.
Such computers can be upgraded by using PCI cards that have two to four USB ports on the back. Inexpensive cards can be ordered from online computer retail Web sites.
Setting up conference rooms
On the computer, conference rooms have similar configurations as workstations, but you must provide audio and visual coverage for a group of people.
Get a good microphone
Headsets are not practical for cancelling echos in conference rooms. Special equipment that cancels echos is required, which contains long range microphones and speakers with automatic gain control. Some of these devices can track a speaker walking around a room and automatically adjust the volume before transmitting it to other participants. Several manufacturers produce this equipment. For more information, see Eliminating acoustic echo.
Install a large screen television
Your conference rooms may already be equipped with large screen televisions or projection systems. Connect the video output from a computer to these systems to provide an image that is suitably large for viewing by groups of people.
Set up logon access
When a participant joins a multicast conference, TAPI automatically determines the name of the user and displays this to other conference participants. This works fine for client workstations, because users usually log on to Windows using their domain accounts. For a video conferencing computer in a conference room, you may want to create a user account that uses the conference room name or location. This allows participants to associate the name of the conference room with its image.
Enabling IP multicast
To enable multicast conferencing on your network, you must install the Site Server ILS service and configure a server with the MADCAP service. The steps are listed in Checklist: Installing IP multicast video conferencing.
To test the MADCAP installation, open Phone Dialer on a workstation in the network. (See Using Phone Dialer for telephony.) In Phone Dialer, create a new multicast conference. If there is a problem with the multicast scope setup on the MADCAP server, this will fail and display an error message.
For more information about MADCAP and Microsoft's implementation of multicast conferencing, see How TAPI supports IP multicast.
Checking routers on your network
Use the MCAST diagnostic tool included with the Windows 2000 Resource Kit to determine which parts of your network are enabled for transmission of IP multicast packets. MCAST can send and receive multicast packets. Use the tool in send mode to set up multicast sources at different locations on your network. Use it in receive mode to determine where multicast traffic is being received.
To run MCAST as a multicast sender, open a Command Prompt window and type the following command line:
MCAST /SEND /INTF:172.31.253.55 /GRPS:239.255.1.1 /INTVL:1000 /NUMPKTS:3600
This sends multicast packets from the IP address 172.31.253.55 to the multicast group IP address 239.255.1.1 at the rate of 1 packet every 1000 milliseconds.
To run MCAST as a multicast receiver, open a Command Prompt window and enter the following command line:
MCAST /RECV /INTF:157.55.100.98 /GRPS:239.255.1.1
This receives multicast packets on the IP address 157.55.100.98 for the multicast group address 239.255.1.1. Received packets are displayed in the command prompt window.
Windows 2000 also provides two multicasting utilities for troubleshooting and diagnostics:

MRINFO displays the configuration of a multicast router. 

ROUTEMON diplays multicast group tables and troubleshooting information for interfaces. 
These utilties and MTRACE command support are described in Using the IP multicasting utilities. For more information about the Windows 2000 Resource Kit, see Windows 2000 Resource Kit.
Configuring routers on your network
If there is a router on your network and you want to enable multicast conferencing across the router, you may have to configure your router to handle multicast packets. This can involve several steps:
 1.
Enable multicast for the network (globally). 
 2.
Determine the interfaces on which to use multicast, and enable multicast on those interfaces. 
 3.
Enable multicast routing protocols on specific devices. For example: 

PIM Sparse mode for links that have limited bandwidth. 

PIM Dense mode for links that have broad bandwidth. 

DVMRP 
 4.
Create access lists specifying the range of multicast group addresses allowed to cross the router. 
 5.
Associate access lists with specific interfaces on different routers. 
For configuring the Windows 2000 routing services, see Routing. To configure a particular router, refer to the documentation provided by the manufacturer.
Eliminating acoustic echo
Acoustic echo is a common problem with audio conferencing systems. It originates in the local audio loopback that occurs when your microphone picks up audio signals from your the speaker, and sends it back to the other participant along with your voice. The other participant than hears this acoustic echo of his own voice as he speaks. For example:
 1.
Alice and Bob are participating in a call or conference. 
 2.
Alice speaks into her microphone. 
 3.
Bob hears Alice's voice played by his speaker. 
 4.
Bob's microphone also picks up and transmits Alice's voice. 
 5.
Alice can now hear an echo of her own voice, with a slight delay due to the round-trip transmission time. 
Acoustic echo can be caused or exacerbated when very sensitive microphones are used, speaker volume is turned up very high, or the microphone and speaker are very close to one another. Besides being annoying, this can prevent normal conversation among participants in a conference.
Eliminate echo with audio headsets
One of the easiest ways to completely eliminate acoustic echo is to use audio headsets. These play audio at low volume very close to a conference participant's ears. This prevents the microphone from picking up the audio signal.
Many different audio headsets are available to use with personal computers. These have connectors designed to fit into the audio jacks on sound cards. Some of them have built-in microphones that enhance audio quality by staying a constant distance from a person's mouth, even while one moves or changes position.
Eliminate echo with echo-canceling microphones
A more expensive solution is provided by special microphones with echo canceling features. These microphones contain digital signal processing electronics that scan the incoming audio signal and detect and cancel acoustic echo. Echo canceling microphones allow users to avoid wearing headsets. These provide the only reasonable solution for a several people in one room who are party to a conference call.
Using Phone Dialer for telephony
Phone Dialer is a TAPI-based program that is installed with the Windows 2000 operating system. You can use this program for dialing over a modem that is connected to directly to the computer, IP phone calls over the computer network, PSTN phone calls using an H.323 gateway to a PBX, IP phone calls between networks or over the Internet using an H.323 proxy, and IP multicast video conferencing.
Depending on which types of telephony you are going to support on your network, users need a telephone connected to their computer or the PBX, a modem, a network account, a telephone switch connected to your local area network, or an Internet address.
Locating the Site Server ILS server for IP multicast video conferencing
To support creating and joining conferences, Phone Dialer needs the location of the Site Server ILS server on your network. If all the following conditions are met, Phone Dialer will locate the server automatically:

The computer running Phone Dialer is a member of a Windows 2000 domain. 

The user is logged on with a Window 2000 domain account. 

The Site Server ILS server is published in Active Directory. 
If these conditions are not met, you must must specify the location of a Site Server ILS server by creating a new Internet Directory.
In Phone Dialer, three types of directories are supported:

Internet Directories, which represent Site Server ILS servers that contain objects representing people and conferences. 

My Network Directory, which represents the Active Directory and contains objects representing people. It starts out empty, so a user can select the people shown here by adding them to this directory. 

Speed Dial, which represents IP addresses or phone numbers that are called frequently. `
Conferences are always created and published on a Site Server ILS server that appears as an Internet directory. Normally, Phone Dialer locates the Site Server ILS server automatically by using Active Directory. If the conditions listed above are not met, then My Network in the Internet Directories indicates that that it is not available.
To specify the location of the Site Server ILS server manually, right-click the Internet Directories node, and then click Add Directory. In Directory name, type the computer name or IP address of the Site Server ILS server on the network.
Resources
This section contains references to additional information related to Windows 2000 telephony.
Service packs and updates
TAPI 2.1 supports PSTN client-server telephony shipped with Windows 2000. TAPI 3.0 supports both PSTN telephony and media stream IP telephony and is compatible with products supported by previous versions of TAPI. For developers, TAPI 3.0 provides both command and COM interfaces.
The following table shows the version of TAPI shipped with each Windows operating system. (Recent releases, service packs, or updates may not appear on this table.)
Windows release
TAPI version
Windows 95
TAPI 2.0
Windows NT 4.0
TAPI 2.0
Windows NT 4.0 Service Pack 4
TAPI 2.1
Windows 98
TAPI 2.1
Windows 2000
TAPI 3.0
Current updates and service packs for different versions of Windows can be found at the Microsoft Windows page of the Microsoft Web site (http://www.microsoft.com/). 
Other related Microsoft Web sites
To verify hardware compatibility with Windows 2000, see the Microsoft Windows Hardware Compatibility List on the Microsoft Web site (http://www.microsoft.com/). 
For additional help, see Support Online from Microsoft Product Support Services on the Microsoft Web site (http://www.microsoft.com/) 
Troubleshooting
This section provides information about troubleshooting Windows 2000 Telephony. 

Troubleshooting IP telephony 

Troubleshooting PSTN telephony 
Troubleshooting IP telephony
What problem are you having?
There are no people or conferences under My Network in Phone Dialer.
Cause: The Site Server ILS server is currently not published in Active Directory.
Solution: Use the ilscfg command to publish the Site Server ILS server for your network. If necessary, install Site Server ILS service on a server in your network.
See also: To publish Site Server ILS servers; ilscfg; To install Site Server ILS service.
The Site Server ILS server is published correctly, but clients are unable connect to conferences.
Cause: The server and clients are not in the same domain.
Solution: Check that the Site Server ILS server is set up and accessible on the network. Test the connection with the ping command.
See also: Test TCP/IP connections by using the ping and net view commands.
An application fails to get a multicast address from the MADCAP server.
Cause: Server is unreachable from the client or it is not set up correctly.
Solution: The MADCAP server and client must both be in the same domain. The MADCAP server must be configured correctly.
See also: Using Multicast Scopes; Enabling IP multicast video conferencing; Checklist: Installing IP multicast video conferencing; To create a multicast scope.
You cannot create conferences, even though the Site Server ILS server is configured correctly and running on the network.
Cause: The client computer is not in the same domain as the Site Server ILS server.
Solution: The Site Server ILS server and its clients must be in the same Windows 2000 domain.
Application programs, such as Phone Dialer, warn that they are using a local random address allocation when users create conferences.
Cause: All addresses have been allocated for the scopes assigned for MADCAP.
Solution: Expand the size of the MADCAP scope.
See also: Using Multicast Scopes; Enabling IP multicast video conferencing; Checklist: Installing IP multicast video conferencing; To create a multicast scope.
A client cannot see all participants in a multicast conference.
Cause: Routers or Remote Access servers may not be configured correctly for multicast telephony.
Solution: Check that multicast is enabled in both directions on Routing and Remote Access servers.
See also: Understanding multicasting; Configure IP multicast support; Using the IP multicasting utilities.
Audio or video does not function correctly in a call or conference.
Cause: Either the audio and video are working incorrectly, or the system is using an older audio or video driver that is incompatible with Windows 2000. Test audio and video on your computer by doing the following:

Use Sound Recorder to check your microphone and speakers. 

Use a video capture application to check the video camera and its settings, such as Vidcap32, found in the Software Development Kit. You may also use NetMeeting to verify that video is working. 
Solution: Check at the audio or video equipment manufacturer's Web site for the latest Windows 2000–compatible drivers.
See also: Using Sound Recorder; Multimedia and Games Troubleshooter; To diagnose device problems.
There are audio or video device errors during calls or conferences.
Cause: The audio or video device is being used by another application, or the sound card does not support full-duplex functionality.
Solution: If closing another application that is using an audio or video device does not resolve the problem, then check that the sound card and driver support full-duplex functionality:

Start Sound Recorder, and record a long message (about one minute). Rewind the recording, and start Sound Recorder again, so that it appears in two places on the desktop. In the first instance of Sound Recorder, start playing back the recording you made, and then use the other instance to simultaneously record another message. If you can record and play back simultaneously, then your system supports full-duplex audio. 
See also: Using Sound Recorder; Multimedia and Games Troubleshooter; To diagnose device problems.
Quality of audio and video is inferior.
Cause: QoS is not enabled on network.
Solution: Enable QoS Admission Control on routers.
See also: QoS Administration Control Service.
Troubleshooting PSTN telephony
What problem are you having?
One or more client computers cannot see the telephony server. 
Cause: The server cannot be reached on the network because it is not set up correctly.
Solution: Ensure the following: 

The client computers can successfully log into a domain. 

The client computers can successfully see the server with the ping command. 

That the Telephony Server has been configured correctly. 
See also: Checklist: Installing a domain controller; Diagnose connections; Troubleshooting unicast IP; Manage telephony servers 
Client computers cannot see lines on the telephony server.
Cause: The telephony server has not been set up correctly or users have not been authorized to access lines on the server. 
Solution: When a TAPI-based program accesses lines on the telephony server, the user who is running the program process is first authenticated. For the user to see the lines, they must have been assigned to the user. Ensure that the server has been set up correctly and that the user is assigned lines on the server. 
See also: Manage telephony servers; Assign a telephony user to a line or phone. 
A client user cannot see lines or phones on the telephony server even though the server is set up correctly and the lines or phones have been assigned to the user.
Cause: The client computer has not been enabled to use the telephony server. 
Solution: Use tcmsetup on the client computer to specify the telephony server. 
See also: Specify TAPI servers on a TAPI client; tcmsetup 
A program fails to start after a user cancelled out of the telephony location information dialog box.
Cause: The program requires TAPI to translate addresses, but address translation requires current telephony location information, which has not been specified. 
Solution: When the location information dialog box is displayed, the user should enter the country/region, local area code, external line access settings, and select tone or pulse dialing. The user can instead create a location for telephony. 
See also: Dialing rules overview; Create a new location 
A client user cannot see a new line on the telephony server, even though the server administrator has assigned the user to the line.
Cause: When you assign a currently running client user to a line on the telephony server, the new settings will not be available until the user restarts the telephony service on the client computer. 
Solution: Stop all client TAPI applications on the client so that the telephony service will shut down. When the client applications restart, they will be able to see the newly allocated lines. If you cannot get TAPI to shut down, restart the client computer. 
See also: Manage TAPI clients and users; To start, stop, pause, or resume a service 
A telephony program dials a long distance number incorrectly.
Cause: The program is not sending the correct number to TAPI. 
Solution: Check that the number is entered correctly. If the long distance dialing rules for the country/region code are not being implemented, try entering the phone number in canonical address format:
+Country/RegionCode (AreaCode) SubscriberNumber 
This is a universal address format for telephone numbers, and it is recognized by TAPI. The format distinguishes the country/region code, area code, and number so TAPI will dial according to the dialing rules for the country or region. 
See also: Canonical address format for phone numbers 
Connection Manager Administration Kit
Microsoft Connection Manager is a versatile client dialer and connection software that you can customize by using the Connection Manager Administration Kit (CMAK). This kit includes the CMAK wizard and this Connection Manager Administration Kit Guide. 

Before installing the Connection Manager Administration Kit, see Before you start: Understanding Connection Manager and the Administration Kit. 

To understand your customization options and how to select the options most appropriate to your needs and those of your users, see Phase one: Planning, which includes a planning worksheet to simplify design and implementation of your plan. 

For information on how to design and develop custom graphics, text, programs, and other elements to support your needs, see Phase two: Developing custom elements. 

For information on how to create your service profiles using the CMAK wizard and advanced customization techniques, see Phase three: Running the CMAK wizard and creating a service profile. 

For information on delivery options and methods, see Phase four: Preparing for integration, delivery, and installation. 

For information on testing, see Phase five: Testing your deliverables. 

For problem-solving instructions and other support information, see Phase six: Supporting your customers. 
Welcome
Use this Connection Manager Administration Kit Guide to plan and develop the Connection Manager custom elements that you want in your client dialer. Then, simply run the Connection Manager Administration Kit (CMAK) wizard, answering the questions and providing the information about your custom elements. The CMAK wizard then builds a service profile, which is a set of files which you distribute to your users so that they can easily install and run your custom version of Connection Manager.
Audience
The Connection Manager Administration Kit Guide is designed for the network administrators, information officers, and other team members responsible for the design, development, testing, distribution, and support of connection software for the customers who connect to your Internet or network service.
About this document
The Connection Manager Administration Kit (CMAK) wizard provides defaults that support quick and easy creation of a basic Connection Manager service profile. If you want to use all of the defaults and do not want to take advantage of the many customizable elements, you probably do not need this guide.
However, if you want a custom dialer that promotes your brand and supports more advanced functions, such as automatic phone book updates and customized connect actions, you need this guide to help you effectively plan and implement your custom elements. To facilitate customization, a planning worksheet is included to help you document your customization requirements and track the design and development efforts needed to implement your requirements.
Notes

The information in this guide is based on the assumption that you have already installed the CMAK software. For more information on evaluating and installing Connection Manager, refer to the documentation that you used to install the software or see the Microsoft Web site (http://www.microsoft.com/). 

You can display this guide directly from the CMAK wizard by clicking Help. When you click Help in a dialog box, the Help topic associated with that specific dialog box appears. 
Before you start: Understanding Connection Manager and the Administration Kit
Connection Manager provides a graphical user interface so your customers can connect to your service using connection features that you define. The Connection Manager Administration Kit (CMAK) wizard simplifies the customization process by providing a graphical interface that you use to specify custom elements for your service. It then builds your customized installation package for you. This section of the CMAK Guide covers the information you need to know before starting the customization process:

Connection Manager components and system requirements 

Connection Manager features 

Connection Manager user interface 

The Connection Manager Administration Kit and the customization process 

Connection Point Services 

Internet Explorer Administration Kit 
Connection Manager components and system requirements
This section covers the Connection Manager components and the system requirements for installing these components.
Connection Manager components
To install and use Connection Manager, your customers must have the following components: 

At least one service profile (the set of customized files needed to install and use Connection Manager to connect to your service), which you build using the CMAK wizard. 

Microsoft Connection Manager version 1.2 (which you can include with the service profile that you provide to your customers). 
System requirements for Connection Manager
Connection Manager requires at least 1 megabyte (MB) of free disk space and one of the following: 

Windows 98 

Windows 95 

Windows NT Workstation 4.0 or later. It is recommended that the latest Windows NT service pack be installed. Windows NT Service Pack 3 (or later) provides support for multiple modems or dial-up scripting. Windows NT Service Pack 4 provides additional support for virtual private network (VPN) connections. Users can obtain the current Network and Dial-Up Connections software by downloading it as a Microsoft Windows update from the Microsoft Support Online Web site (http://support.microsoft.com/support/downloads/default.asp). 
Note   Disk-space requirements for each system vary, based on the elements included in the service profile. For information on determining the size of the complete deliverable, see Planning for effective implementation.
For dial-up connections, Connection Manager also requires a 9600 baud or faster modem. Connection Manager can automatically configure the modem. If you include Connection Manager 1.2 in the service profile, the user's modem is configured as needed to support Connection Manager.
Connection Manager requires Transmission Control Protocol/Internet Protocol (TCP/IP) (for peer connections in a network), Telephone Application Programming Interface (TAPI) (for dialing support), and Point-to-Point Tunneling Protocol (PPTP) (to establish a VPN connection), but when Connection Manager installs, it automatically installs the appropriate level of software on computers with operating systems that do not have the appropriate level. The exception is on Windows NT 4.0, where the user must manually set up PPTP (in remote access). For information that you can provide to your users on how to set up PPTP on Windows NT 4.0, see Providing user documentation.
Connection Manager requires Network and Dial-Up Connections to connect to a remote computer or network. Users need to ensure that they have the latest version. If your service profile supports VPN connections, any users who are running Windows 95 on their computers must have the latest Network and Dial-Up Connections software installed on their computers to establish a VPN connection. For more information on this requirement, see Implementing VPN support. For information that you can provide to your users to update their Network and Dial-Up Connections software, see Providing user documentation.
Note   You can find information about Connection Manager hardware and software requirements, including configuration requirements, in the Readme.txt file. If you specify in the CMAK wizard that Connection Manager 1.2 software is to be included in your service profile, the Readme.txt file is automatically included in the service profile. For information on how to edit this file to meet the needs of your users, see Providing user documentation.
Connection Manager features
Connection Manager 1.2 provides support for local and remote connections to your service using a network of access points, such as those available worldwide through Internet service providers (ISPs). If your service requires secure connections over the Internet, you can use Connection Manager to establish virtual private network (VPN) connections to your service. Following are some of the features supported by Connection Manager 1.2.
General connection support
Connection Manager 1.2 supports a variety of features that both simplify and enhance implementation of connection support for you and your users, most of which can be incorporated using the Connection Manager Administration Kit (CMAK) wizard: 
Feature
Support
Branding
You can customize the graphics, icons, messages, Help, and phone book support in Connection Manager to provide an identity and support that are unique to your service or corporation. You can include custom logos, customer support, and phone book information to identify and represent your company.
Connect actions and auto-applications
You can incorporate custom functionality, including your own programs to enhance the connection experience for your users. These programs can be automatically run at various points during the connection process, such as when users log on or disconnect. Starting with this version, Connection Manager also supports pre-connect and pre-tunnel actions. And you can set up auto-applications to automatically disconnect after the program ends. 
Multiple instances of Connection Manager 1.2
You can provide service profiles that your users can run simultaneously with other Connection Manager service profiles. For example, your customers can run an Internet solution at the same time they run a corporate VPN tunnel.
Multiple user support for each service profile
You can provide support for users who share computers. User profiles allow two or more people to use the same computer and the same service profile. Credentials are maintained, based on the logon ID of the user, so users do not have to re-enter them for each connection.
Simplified distribution
Using the CMAK wizard to automatically build your service profile (the customized software required for your users to run Connection Manager), you create a self-installing executable file that can be distributed on compact disc or downloaded by your users.
Custom phone books
You can specify the phone books to be provided to your users. You can download your phone book to users and provide automatic phone book updates when your users log on. And to simplify maintenance, you can combine existing phone books by merging existing service profiles.
VPN connection support
In addition to the support for basic dial-up connections, you can also use the CMAK wizard to incorporate support for VPN connections using tunneling protocol to tunnel through a public network (such as when dialing into an ISP to access a corporate server). Connection Manager can create a VPN connection through a pre-existing dial-up session, local area network (LAN), or digital subscriber line (DSL). 
Feature
Support
Direct connections
If you specify support for VPN, you can provide support for direct connections (sometimes referred to as always on or persistent connections). Support for direct connections includes support for cable, asymmetric digital subscriber lines (ADSLs), and other types of direct connections.
Protocols
You can specify whether or not to support VPN, which enables your users to connect to your service using Point-to-Point Tunneling Protocol (PPTP) or, if running Windows 2000, Layer Two Tunneling Protocol (L2TP) with IPsec encryption as the tunneling protocol. These protocols enable improved security for direct and dial-up connections.
Connection Manager user interface
The Connection Manager user interface consists of a logon dialog box and a set of property dialog boxes with which users can customize their connection settings. What users see depends largely on how you customize your service profile.
Logon dialog box
The logon dialog box is often the only Connection Manager screen your users see when they access your service. In this dialog box, users specify their credentials (such as user name and user password) so they can connect to your network servers. You can customize the service name, the graphic, support information, and many other elements of this dialog box.
Properties dialog box
The ServiceProfileServiceName Properties dialog box appears when a user clicks Properties in the logon dialog box.
Note   The title bar of this dialog box contains the service name of the service profile in front of the word Properties, but it is referred to as simply the Properties dialog box throughout this documentation. 
Properties, General tab
On the General tab, users can specify the way their system connects to an Internet service provider to access your service: 

If the service profile that you provide supports virtual private network (VPN) connections, users can choose to use a direct connection that has already been established through the Internet or use a dial-up connection, and they can specify phone numbers and other information needed to establish the dial-up connection. 

If the service profile that you provide does not support VPN connections, users do not see the direct connections option, but they are still able to specify phone numbers and other information for their dial-up connections. 
Using this tab, users specify the following information for dial-up connections:

The phone number to be dialed to establish a connection. Users can type a number or click the Phone Book button to select a phone number. 

When users click the Phone Book button, they can select a Point of Presence (POP) from the list in the Phone Book dialog box. Only those access numbers that are supported by the selected service type, country (or region), and state (or province) appear in the list.

Additional numbers appear in the More access numbers box only if you configure the phone book to support this second set of numbers (such as the phone numbers you specify as surcharge numbers when you use Connection Point Services to create your phone book). If the phone book has not been set up with additional access numbers for the selected geographic location, the box will be empty. If you specify in the CMAK wizard that custom text is to be displayed next to the More access numbers box, the text appears only when numbers are available for the selected geographic location.

Dialing rules for the dialing location. If users click Dialing Rules on the General tab, they can specify information about the location from which they are currently dialing, such as calling card numbers and codes for accessing outside and long-distance lines, or information about other locations for future use. 

The type of device to be used to connect to your service. Only installed and available device types appear in the Connect using list. 
Properties, Internet Logon tab
On the Internet Logon tab, the user types a user name and password to connect to the Internet for a VPN connection. This tab appears only if, in the CMAK wizard, you: 

Specify support for VPN connections, and 

Do not select the Use the same user name and password for a VPN connection as for a dial-up connection check box. 
Properties, Options tab
On the Options tab, users can change the connection defaults for establishing and keeping active connections. Users can change both the number of redial attempts that occur and the amount of idle time that elapses before Connection Manager ends the connection.
Additional screens
Depending on how you customize the service profile, other screens appear during the connection process. For example, you can specify whether a license agreement appears when users install Connection Manager. You can also incorporate Help screens and other messages into the service profile.
The Connection Manager Administration Kit and the customization process
Connection Manager is brandable, which means that you can customize the installation package that you deliver to your customers so that Connection Manager reflects the identity of your organization. You determine which functions and features you want to include, and how Connection Manager will appear to your customers. You do this by using the Connection Manager Administration Kit (CMAK) wizard to build custom service profiles.
A service profile consists of all of the files needed by Connection Manager to run the installation file and then enable users to establish connections with your service. You can maximize or minimize the identification of your service or organization, depending on what you decide to include in a service profile. For example, you can include custom corporate logos or other graphics, custom icons, and your own online Help. You can also add auto-applications, specify actions to run before, during, and after a connection, and customize other features available in Connection Manager 1.2.
To customize the features and support provided in Connection Manager for your service, you can customize your service profile in two ways: 

Run the CMAK wizard (required to build a service profile).

You can use the CMAK wizard to customize most features of Connection Manager at the same time that you build a service profile. For example, you can use the wizard to specify the name and graphics that your users see when running Connection Manager, whether virtual private network (VPN) connections to your service are available to your users, and whether your custom connect actions should run when a connection is established. How much you customize depends on your needs and those of your users. When you finish running the wizard, it automatically builds your customized service profile for you. 

Use advanced customization techniques (optional).

In some instances, there may be features or functions that you want to customize that are not available through the wizard. After you run the CMAK wizard to build your service profile, you can use advanced customization techniques to manually customize more features. For example, you can specify support for password encryption for authentication, disable the Save password feature, and customize other elements that cannot be customized by the CMAK wizard. 
Each service profile that you create includes the ready-to-use custom features that you specify in a complete, self-installing package so users can seamlessly connect to your service.
Although using the CMAK wizard to build your custom service profiles is simple, creating the custom elements requires careful planning and development. This guide covers the six phases of planning, development, and implementation: 
Phase
Tasks
Persons responsible
1
Decide and document which features to customize for Connection Manager. The information you need to complete these tasks is covered in Phase one: Planning, which provides a planning worksheet that helps you determine and document your customization plan.
Network administrator or technical lead
2
Design and develop a phone book and any other custom elements you want, such as graphics, text, and related programs, as needed. The information you need to complete these tasks is covered in Phase two: Developing custom elements.
Technical support team
3
Use the CMAK wizard to build each custom service profile, and then use advanced customization techniques, as appropriate, to complete the customization of each, as covered in Phase three: Running the CMAK wizard and creating a service profile.
Technical lead or other member of technical support team
4
Verify distribution readiness, including addressing any integration requirements, as covered in Phase four: Preparing for integration, delivery, and installation.
Technical lead or other member of technical support team
5
Test your Connection Manager deliverables, including all custom elements, on all target platforms and operating systems, using the process and criteria covered in Phase five: Testing your deliverables.
Testers or other members of technical support team
6
Provide effective troubleshooting and other support to your customers. Phase six: Supporting your customers.
Customer support team
Connection Point Services
Microsoft Connection Point Services (CPS) enables you to automatically distribute and update custom phone books. These phone books contain one or more Point of Presence (POP) entries, with each POP supplying a telephone number that provides dial-up access to an Internet access point. The phone books give users complete POP information, so when they travel they can connect to different Internet access points rather than being restricted to a single POP.
Without the ability to update phone books (a task CPS handles automatically), users would have to contact technical support to be informed of changes in POP information and to reconfigure their client dialer software.
Connection Point Services has two components: 

Phone Book Administrator, a tool used to create and maintain the phone book database and to publish new phone book information to the Phone Book Service. 

Phone Book Service, a Microsoft Internet Information Services (IIS) extension that runs on Windows NT Server 4.0 or later (with IIS). Phone Book Service automatically checks subscribers' or corporate employees' current phone books and, if necessary, downloads a phone book update. 
Connection Point Services 1.2 is available as a component of Windows 2000 Server.
For information on setting up a phone book, see Providing phone book support. For more information on Connection Point Services, see additional Connection Point Services documentation.
Internet Explorer Administration Kit
Connection Manager is designed to be customized and distributed as a self-contained installation package. However, if you are using the Internet Explorer Administration Kit 5 (IEAK 5) to distribute Internet Explorer 5 installation package, you can simplify installation for your customers by including your Connection Manager service profile in the Internet Explorer 5 installation package. Using this integrated installation package, your users can install in a single procedure, and they can use the same user name, password, and access numbers for both.
You use IEAK 5 to handle most of the customization and integration of Connection Manager and Internet Explorer 5. For more information on the impact of this integration, see Planning for effective implementation. For more information on setting up Connection Manager and Internet Explorer 5 to work together, see Integrating Connection Manager with an Internet Explorer installation package.
Phase one: planning
The information in this section supports the planning that you need to do before you run the CMAK wizard to create the customized service profiles that you need: 

Deciding what to customize. This section provides an overview of the Connection Manager features and functions that can be customized and included in your service profile. 

Planning for effective implementation. This information covers the factors that you should consider before starting the planning for an individual service profile, so you will understand how your decisions will impact the service-profile deliverables. It includes information on the impacts of integrating your service profile with another installation package or otherwise tailoring your delivery and installation methods. 

Planning worksheet for Connection Manager 1.2. This worksheet covers the detailed planning needed to create an individual service profile and the customized elements that you want to incorporate into your profile. It provides a good method of documenting all of your customization decisions. When you complete the worksheet and the relevant design and development efforts referenced in the worksheet, you have all of the information and custom elements you need to build your custom profile. 
Deciding what to customize
You use the CMAK wizard to do most of the customization for a service profile. Before running the CMAK wizard, you need to decide what to customize and then provide the information and files needed to run the wizard and implement your decisions.
Although you can run the wizard and build your service profile without providing any custom information except for the name of your service and a file-naming convention to be used for your service-profile files, you can customize many other things to meet the needs of your service. For example, you can: 

Merge previously created service profiles into the one you are building, in order to incorporate phone books and other features from those service profiles. 

Provide a customer-support phone number or other customer-support information in the Connection Manager logon dialog box. 

Provide a realm name (prefix or suffix) that is appended to the user name (to specify network routing and authentication information needed by your Internet service provider, without requiring your users to understand and incorporate the information themselves). 

Specify Network and Dial-Up Connections entries to be associated with phone numbers in the phone book you provide to your users. 

Support virtual private network (VPN) connections over the Internet. 

Incorporate connect actions that run at specific points during the connection process. 

Incorporate your own graphics in place of the default graphics provided in Connection Manager logon and phone book dialog boxes. 

Provide a phone book and phone-book update capabilities to your users. 

Incorporate your own custom icons in place of the default Connection Manager icons. 

Customize the shortcut menu associated with the status-area icon when your users are connected. 

Customize the default Help file provided with Connection Manager. 

Include Connection Manager 1.2 software in your service profile. 

Incorporate an end-user license agreement (EULA) in your service profile that users must accept in order to install your service profile. 

Include additional support files in your service profile, such as user documentation files and custom programs and files needed to support connect actions that you have defined. 
You should consider each of these decisions for each service profile you create. Depending on the target audience and other factors, your decisions will vary for each service profile. Before you implement your decisions, you should also consider the effects of your implementation and any potential integration issues. For information on planning for integration, distribution, installation, and other implementation considerations see Planning for effective implementation. This section provides the information needed to support effective and efficient planning and development efforts. You can use the Planning worksheet for Connection Manager 1.2 to record and track your customization plans and development efforts.
Planning for effective implementation
When you make decisions about customization, you should be aware of how your decisions affect Connection Manager implementation methods. When developing plans for a service profile, consider implementation impacts on: 

The number of service profiles to be developed. 

The distribution methods to be used. 

Streamlining installation with additional components. 

Integrating your Connection Manager Service Profile with an Internet Explorer installation package. 

The size of the service profile. 

Phone book support to be implemented. 

Maintenance and update requirements for the service profile, including all files included in the profile. 
The following sections discuss how customizing your service profile can affect how it is implemented. For additional information on setting up multiple profiles and how each service profile is set up and maintained, see Setting up your service profiles.
How many service profiles do you need?
You can create additional service profiles to support specialized needs of specific groups or personnel. For example, if you support multiple geographic locations, you might want to create separate profiles for the specific locations, incorporating a unique local phone book in each. Or, you might want to create separate profiles for each operating system supported by your service.
If a user installs more than one service profile, each profile is installed in a separate folder. All profiles share the same copy of Connection Manager 1.2 software.
To provide support for another national language, you must run the CMAK wizard a computer with an operating systems that has been localized for the appropriate national language.
What distribution methods are appropriate?
You can distribute your service profile by compact disc or downloadable file (over a private network or the Internet). You should consider the size of your customized profile, including all files that you add to it, when you determine which distribution method to use. Remember that download time can significantly affect users, especially those running modems at relatively slow speeds.
If you are using the Internet Explorer Administration Kit 5 (IEAK 5) to distribute Internet Explorer 5 to your users, you can simplify installation for them by including a Connection Manager profile in an Internet Explorer installation package. Using this integrated installation package, your users can install and use Internet Explorer and Connection Manager in one procedure, using the same user name, password, and access numbers selected in the signup process. Files included in the Internet Explorer installation package should not be duplicated in the Connection Manager profile.
What is the size of your service profile?
It is important that the size of your service profile be compatible with your distribution method. Consider the features you want and how you plan to distribute the profile: by compact disc or download.
For example, if you distribute by download, consider how the download time affects users. In some cases you might decide to use or offer users an alternate distribution method. The CMAK wizard does not support profiles that span multiple disks and does not prompt you if the profile does not fit on one disk.
A service profile that includes Connection Manager uses about 800 kilobytes (KB) of disk space. A profile without Connection Manager can use as little about 200 KB. The total size of your service profile depends on your customization options, such as the method you use to provide phone books, whether you include connect actions or other optional programs, and which graphics you incorporate.
Note   If disk space allows, include Connection Manager in the service profile to ensure that your users always have the latest version. 
How can you streamline installation for your users?
You can simplify installation and updates for your users by incorporating into the profile programs and files that can be automatically installed and configured as part of the Connection Manager installation package. However, you should tailor these features to the individual needs of specific user groups to control the size of the service profile that you distribute and to promote the effective use of your service. For example, if you support a corporate account with marketing and accounting departments, you might provide separate profiles for each department, so that you could provide the marketing department with a phone book covering the entire sales area and provide the accounting department with a phone book containing only the numbers of the local access points.
How can you integrate your service profile with an Internet Explorer installation package?
Some of your planning decisions will depend on whether you are integrating Connection Manager and your custom service profile with an Internet Explorer installation package or other implementation package. You should determine your delivery method before creating a service profile, to determine any impacts of integration.
For example, if you decide to integrate your Connection Manager service profile with an installation package created with the Internet Explorer Administration Kit (IEAK), you might want to coordinate the graphics included in your profile with those you include in the installation package.
Also, if you decide to deliver your Connection Manager service profile with an Internet Explorer installation package, you can create both using the IEAK 5 wizard because the Connection Manager Administration Kit wizard is called directly from the IEAK 5 wizard.
After building your service profile, check the information in Phase four: preparing for integration, delivery, and installation to determine additional customization that may be needed to integrate your service profile with other packages.
What phone book support is required?
You can provide a single phone number for user connection, or you can provide additional support for roaming access by providing a phone book of access numbers. Using Connection Point Services, you can provide phone book support with automatic updates, but you need to create the initial phone books and decide how the phone book support is to be implemented before running the CMAK wizard. For more information, see Connection Point Services. 
What is required to maintain and use existing service profiles?
You can incorporate many types of files in a service profile. You can edit or merge other profiles, include program files to support connect actions and auto-applications, provide user documentation, and incorporate many other types of files to make Connection Manager appropriate for your users.
In order to maintain these service profiles so that you always use the appropriate version of an incorporated file, you should understand how the CMAK wizard incorporates and uses such files. For information about how files and folders for your profile are set up, see Setting up your service profiles.
When you edit a service profile that contains a merged service profile, the CMAK wizard attempts to use the latest version of the merged profile. If the CMAK wizard cannot find the merged profile in the appropriate \Program Files\CMAK\Profiles\ServiceProfileFileName folder, it defaults to the current version of the merged profile that was originally stored with the profile being edited.
Plan your profiles, especially those with incorporated files, so that the information and elements are easily maintained and updated as needed.
Planning worksheet for Connection Manager 1.2
When you run the CMAK wizard, it asks you to make numerous choices and to provide specific information about your situation. The planning worksheet included in this topic helps you organize that information before running the wizard so you do not have to interrupt the wizard or rerun it. Filling out the worksheet is also an easy way to create a record of your customization process. This worksheet covers both the information needed to run the wizard and information for advanced customization. You should complete a worksheet for each service profile you need. If there are custom options that you want to standardize for all of your service profiles, you might want to edit the defaults in the template files before creating your service profiles. The template files are used by the CMAK wizard to build all service profiles. For more information on the template files, see Advanced customization: editing service-profile files.
To complete this worksheet, read each item and decide whether you want to apply it to the customized Connection Manager service profile that you are creating. For each item you want to include, select the check box in the first column (Needed). Then fill in the information for that item as needed. For items you do not want to include, leave the check box and other entries blank.
Some check boxes are already selected. These items are required for all service profiles. Fill in any information needed for these items.
You can fill out the worksheet after printing it.
Update the worksheet as you complete the various development efforts for customized elements, using it as a checklist to ensure completion of all required information.
For each checked feature, select the check box in the second column (Ready) only after all implementation requirements for the feature are completed, including the requirements covered in Phase two: Developing custom elements.
Part 1: Information needed to run the CMAK wizard
Needed
Ready
Implementation information 
(Required)

Service-profile source. 
Click one:
 Create a new service profile.
 Edit an existing service profile. Name of existing service profile: 
(Required)

Service name. Use up to approximately 40 characters, including spaces. Do not use any of the following: * \ / : ? " < > | [ ] Service name: 
(Required)

File name for service-profile files. Use up to 8 alphanumeric characters, but do not use any of the following: ! , ; <space> * = \ / : ? ' " < > | . % + [ ] $ # File name: 


Other service profiles to be merged into this one. Existing service profile: Existing service profile: Existing service profile: Existing service profile: If you are attaching additional sheets specifying more existing service profiles to be merged, select this check box 


Support information. Use up to approximately 50 characters. For example, Call 1-800-xxx-xxxx for customer service. Text of support information: 
(Required)

Realm name. If you specify a realm name (prefix or suffix) to be automatically appended to the user name at logon, include separator characters such as @ or / in the realm name. Click one: Do not add a realm name. Automatically add a realm name. Click one and specify the complete realm name:    Prefix:        (such as Awesome/)    Suffix:        (such as @Awesome)


Network and Dial-Up Connections entries. Make sure that you specify the Network and Dial-Up Connections entry exactly as it is specified in the phone book. (Or, to specify a default entry, specify the service name for your service profile as a phone-book Network and Dial-Up Connections entry.) Specify the name (required to provide Network and Dial-Up Connections support):Phone-book Network and Dial-Up Connections entry: Click one: Allow the server to assign addresses. Use specific addresses for Network and Dial-Up Connections. Specify all that apply:Primary DNS:    .     .     .     Secondary DNS:     .    .    .    Primary WINS:     .     .     .     Secondary WINS:     .    .    .    Specify the script name, if appropriate:Network and Dial-Up Connections script file: .scpIf you are attaching additional sheets that specify more entries, select this check box. 


VPN support. Select all check boxes that apply: Use VPN connections for this service profile. Use VPN connections for merged service profiles.Specify the address (required to provide VPN support):Server address: Click one: Allow the server to assign an address. Use these specific addresses for VPN connections. Specify all that apply:Primary DNS:    .     .     .     Secondary DNS:     .    .    .    Primary WINS:     .     .     .     Secondary WINS:     .    .    .    Check, if appropriate: Use the same user name and password for a VPN connection as for a dial-up connection. 


Connect actions. Programs that run at specific points during the connection process. Select all check boxes that apply: pre-connect, pre-tunnel, post-connect, and disconnect actions. Then fill in the information for each type of action you select. Pre-connect actions that run before the user connects. Specify the information for each pre-connect action:Description of first pre-connect action: Program to run: Parameters: Run this pre-connect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers:Include the file or program in this service profile.1.   Description of second pre-connect action: Program to run: Parameters: Run this pre-connect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.2.    Description of second pre-connect action: Program to run: Parameters: Run this pre-connect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.3.   If you are attaching additional sheets that specify more pre-connect actions to be added to, edited for, or deleted from this service profile, select this check box.    Pre-tunnel actions that run before a VPN connection is established. Specify the information for each pre-tunnel action:1.   Description of first pre-tunnel action: Program to run: Parameters: Run this pre-tunnel action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.2.   Description of second pre-tunnel action: Program to run: Parameters: Run this pre-tunnel action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.3.   If you are attaching additional sheets that specify more pre-tunnel actions to be added to, edited for, or deleted from this service profile, select this check box.  Post-connect actions that run after the user connects. Select one or both of the standard connect actions, and then specify information for each custom connect action. Automatically download phone book updates. (If you specify this option, you must complete the update information covered later in this worksheet.) Use existing subscriber logon information (for Membership Authentication Services of the Microsoft Commercial Internet System).1.   Description of first post-connect action: Program to run: Parameters: Run this post-connect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.2.   Description of second post-connect action: Program to run: Parameters: Run this post-connect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers:Include the file or program in this service profile.3.   If you are attaching additional sheets that specify more post-connect actions to be added to, edited for, or deleted from this service profile, select this check box. Disconnect actions that run after the user disconnects.Specify information for each disconnect action.1.   Description of first disconnect action: Program to run: Parameters: Run this disconnect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.2.   Description of second disconnect action: Program to run: Parameters: Run this disconnect action during this type of VPN connection. If you specified on this worksheet that this service profile is to support VPN connections, select one: Dial-up connection only Direct connection only Both dial-up and direct connectionsSelect only if the program or file is not available on your users' computers: Include the file or program in this service profile.3.   If you are attaching additional sheets that specify more disconnect actions to be added to, edited for, or deleted from this service profile, select this check box.   


Auto-applications. Remember that Connection Manager monitors all auto-applications and starts the disconnect sequence when the last open auto-application closes. Provide information for each auto-application. 1.   Program name for first auto-application to run: Parameters: Select only if the program or file is not available on your users' computers: Include the file or program in this service profile.2.   Program name for second auto-application to run: Parameters: Select only if the program or file is not available on your users' computers: Include the file or program in this service profile.3.   If you are attaching additional sheets that specify more auto-applications to be added to, edited for, or deleted from this service profile, select this check box.
(Required)

Graphic for logon dialog box. Click one:  Use the default logon bitmap provided with Connection Manager. Use a custom bitmap file:      .bmp
(Required)

Graphic for PhoneBook dialog box. Click one:  Use default phone book bitmap file provided with Connection Manager. Use custom bitmap file:      .bmp


Phone book file to include in this service profile. Remember that this .pbk file must have a corresponding .pbr region file. This name cannot be longer than 8 characters and cannot contain a file extension, spaces, or any of the following characters: ! , ; * = \ / : ? ' " < > Phone book file name:      .pbk 


The text for the "More access numbers" message to appear in the phone book. Maximum is approximately 100 characters. Message: 


Phone book file name for downloading and updates. (Required if you selected Automatically download phone book updates under Post-Connect Actions on this worksheet and did not specify a phone book under Phone book file to include in this service profile.) Phone book name:      .pbk


Connection Point Services server URL for downloads and updates. Connection Point Services server URL for downloads and updates. Required if you selected Automatically download phone book updates on this worksheet. http://           /pbserver/pbserver/.dll
(Required)

Icons. Specify only 16-color icon (.ico) files. Click one:  Use the three default icon files provided with Connection Manager. Use the custom icon file(s) specified:Large program-icon file name:      .icoSmall title-bar-icon file name:      .icoSmall status-area-icon file name:      .icoIf a box is left blank in the CMAK wizard, the default icon is used for that specific icon. 


Custom status-area-icon menu. Specify all information that is appropriate for each command: First command to be added to the shortcut menu: Program to run: Parameters: Select only if the program or file is not available on your users' computers: Include the file or program in this service profile.Second command to be added to the shortcut menu: Program to run: Parameters: Third command to be added to the shortcut menu Program to run: Parameters: Select only if the program or file is not available on your users' computers: Include the file or program in this service profile.If you are attaching additional sheets that specify more commands to be added to, edited for, or deleted from the shortcut menu, select this check box. 
(Required)

Windows Help. Specify whether to use the default Help file or your own custom Help file.  Use the default Help file (Cmmgr32.hlp) provided with Connection Manager. Use this compiled Help file:     .hlp (Not Cmmgr32.hlp)


Microsoft Connection Manager 1.2. Select the check box (on the far left) if you want to include the software and the Connection Manager Readme.txt file with the service profile.


License agreement. Displayed when a user first installs your service profile. License agreement file:     .txt


Additional files. List all other files on the following line and on additional sheets, as needed. Include user documentation, support files for connect actions, and any files you want to incorporate that you have not already specified on this worksheet. Be sure to provide complete file names, including file extensions. Names of other files to be included: If you are attaching additional sheets that specify more files to be included, select this check box. 


User-support documentation. Any files needed to support installation and use of Connection Manager and of your service profile. These files supplement the Help file specified in the CMAK wizard. Any additional documentation you want to provide to your users to support installation and use of Connection Manager and of your service profile should be specified in the CMAK wizard as "Additional Files," and should be listed under that section of this worksheet. Do not include Help or readme files incorporated as a result of other selections that you have made on this worksheet. Instructions for developing documentation: If you are attaching additional sheets that specify instructions for providing user documentation, select this check box. 
This completes all information needed to run the CMAK wizard.
Continue with Part 2 to customize elements that cannot be specified using the CMAK wizard.
Part 2 (Optional): Information for advanced customization: editing service-profile files 
Needed
Ready
Implementation information


Template .inf file. Edit this file to customize the entries specified each time you run the CMAK wizard. Template file name:     .inf   Section of template .inf file:      Entry to be changed:      Parameters for entry:    Section of template .inf file:      Entry to be changed:      Parameters for entry: If you are attaching additional sheets that specify more template .inf entries to be edited, select this check box. 


The .inf file for the service profile. After you edit this file, you must run the CMAK wizard again to incorporate the changes that you have made to the entries in this file. Service-profile file name:      .inf   Section of service-profile .inf file:      Entry to be changed:      Parameters for entry:    Section of service-profile .inf file:      Entry to be changed:      Parameters for entry: If you are attaching additional sheets that specify more template .inf entries to be edited, select this check box. 


Template .cms file. Edit this file to customize the entries specified each time you run the CMAK wizard. Service-profile file name:      .cms   Section of service-profile .cms file:      Entry to be changed:      Parameters for entry:    Section of template .cms file:      Entry to be changed:      Parameters for entry: If you are attaching additional sheets that specify more template .cms entries to be edited, select this check box. 


The .cms file for the service profile. After you edit this file, you must run the CMAK wizard again to incorporate the changes that you have made to the entries in this file. Service-profile file name:      .cms   Section of service-profile .cms file:      Entry to be changed:      Parameters for entry:    Section of service-profile .cms file:      Entry to be changed:      Parameters for entry: If you are attaching additional sheets that specify more service-profile .cms entries to be edited, select this check box. 
Part 3: Information required to prepare for integration, delivery, and installation
Needed
Ready
Implementation information


Internet Explorer integration. If you are incorporating the Connection Manager service profile with an installation package created with the Internet Explorer Administration Kit (IEAK), ensure that the Internet Explorer installation package is set up to support integration of Connection Manager. Instructions: If you are attaching additional sheets that specify instructions for using command-line parameters, select this check box. 


Command-line parameters Instructions: If you are attaching additional sheets that specify instructions for using command-line parameters, select this check box. 


Code signing Instructions: If you are attaching additional sheets that specify instructions for code signing, select this check box. 
Phase two: developing custom elements
Depending on what you customize, you might need additional resources to prepare your elements. For example, if you want to include a phone book in your service profile, you must get copies of the phone book and region files. Or, if you want to include custom icons and bitmaps, you might need additional programs or graphics specialists to prepare them.
This section provides guidelines for the technical team members who are responsible for creating the graphics, information, programs, and other special elements to customize Connection Manager for your needs: 

Setting up your service profiles 

Specifying service and file names 

Merging phone books and other features from existing service profiles 

Providing support information in the logon dialog box 

Providing a realm name 

Incorporating custom Network and Dial-Up Connections entries 

Implementing VPN support 

Incorporating connect actions 

Incorporating auto-applications 

Incorporating custom graphics 

Providing phone book support 

Incorporating custom icons 

Customizing the status-area-icon menu 

Providing custom Windows Help 

Adding Connection Manager 1.2 to the service profile 

Incorporating a license agreement 

Including additional files 

Providing user documentation 

Advanced customization: Editing service-profile files 
These guidelines can be reproduced and distributed to the individuals responsible for doing the design and development work. 
Custom elements must be complete before you run the CMAK wizard. You can use the Planning worksheet for Connection Manager 1.2 to record and track development plans and implementation efforts. 
Setting up your service profiles
Each time you run the Connection Manager Administration Kit (CMAK) wizard, you create a service profile. You can create as many profiles as needed to support each specific target audience. After creating an initial profile, you can use the CMAK wizard to edit it. You can save the edited profile under the same name to overwrite the existing profile, or you can specify a different service name and file name to save it to as separate profile (preserving the existing profile as it was before you started the edit).
Notes

To create a service profile for another national language, use the version of the operating system and the CMAK wizard that are appropriate for the language. 

When you edit a service profile created using a previous version of Connection Manager, the CMAK wizard automatically upgrades the profiles to Connection Manager 1.2. Any changes you have made manually to the .inf file (using advanced customization techniques) will not be retained in the upgraded file. However, the CMAK wizard creates a backup of the old .inf file before creating the updated file. 

If you change the file name, be sure to change the service name also. If a user installs two service profiles with the same service name but different file names, the service profiles do not work correctly. 
Each service profile should be specific to a target audience. For example, you might set up separate profiles if: 

You want to make each service profiles specific to a single operating system. 

You specify phone books to support each of your distinct geographic areas or corporate organizations. 

Different users require different connection methods (dial-up versus direct). 

You need to support virtual private network (VPN) connections only for specific users. 

The individual corporations or groups you support each want to use their own logos or other proprietary symbols or text. 

The help desk or other support is not the same for everyone and you want to provide specific information to each user group. 

You want to establish different administrative authorities for the groups you support. 
Note   To simplify administration of multiple service profiles, you can merge existing profiles into a parent service profile. See Merging phone books and other features from existing service profiles. 
You must run the CMAK wizard again for each service profile you want to create, including each service name or file name you want to present to your users. For more information on service and file names, see Specifying service and file names.
It is easier to create additional service profiles if you edit an existing profile and then change the service name and file name.
When you create a service profile, the CMAK wizard copies all files that are incorporated in the profile into a \Program Files\CMAK\Profiles\ServiceProfileFileName folder. When you edit existing profiles, the CMAK wizard always pulls the incorporated files from the ...ServiceProfileFileName folder. To make changes to the incorporated files, edit the incorporated file in the ...ServiceProfileFileName folder and then run the CMAK wizard again to update the service profile. Or, if you edit the file that is not in the ...ServiceProfileFileName folder, start the CMAK wizard, add the updated file (by browsing to find it), and then finish running the wizard.
Note   Connection Manager supports user installation of multiple service profiles, running multiple instances of Connection Manager, and multiple user profiles for each service profile. If a user installs more than one service profile, each is installed in a separate folder. You can provide as many profiles to your users as necessary to support your service, but each must have a different service name and file name.
Specifying service and file names
You must specify a service name and a file name in the CMAK wizard to identify your service profile.
Service name
The service name identifies your service to the users. Connection Manager can display only the 31 to 45 characters (depending on the characters and capitalization used). This name appears at several points when the user runs your service: 

In the title bar text for the logon dialog box for your service. 

In dialog boxes that appear during installation of Connection Manager and the service profile. 

As the desktop icon name for your service. 

On the program button on the taskbar that appears when the program is running. 

In the ToolTip that appears when the mouse points to the status-area icon, which is located at the far right of the task bar. 

Within the service-profile files, for entries such as the default Network and Dial-Up Connections entry. 

In the Network Connections dialog box, as the name of the remote access connection. 
This name is often a company or other business name. For example, the fictitious company Awesome Computers, which is used in this guideline for many of our examples, might specify "Awesome Computers" as the service name. Or, if Awesome Computers wanted to set up separate service profiles for each department, the service name for one of them might be "Awesome Computers - Marketing."
File name
The file name is the name given to the files created by the CMAK wizard when building the service profile. The file name can be up to 8 alphanumeric characters, with the following limitations:

Do not use any of the following: 
! , ; <space> * = / \ : ? ' " < >

Do not use extended character sets in a file name. A file name created with extended character sets (such as those containing ü, é, and other extended characters) might not be properly installed. 
Notes

Make sure that the service and file names are different from all other service and file names that you provide to your customers. If two service profiles on the same computer have the same service or file name, the associated connection icons do not work correctly. 

When editing an existing profile, if you do not want to write over the existing service profile, you must change the file name.
The file name is used for the following files created by the CMAK wizard, including: 

The folder containing the files needed to install Connection Manager and the service profile, located at \Program Files\CMAK\Profiles\ServiceProfileFileName. 

The self-extracting executable (.exe) file. 

The .cms file, which contains the configuration data for Connection Manager features, such as the names of the phone book and connection methods. 

The .cmp file, which stores user-specified information, such as the name of the .cms file to be used. 

The .inf file, which is used for the setup and installation of Connection Manager on the user's computer. 

The .sed file, which specifies the contents of the .cab file and how to compress the files when the service profile is built. 
The file name for the service profile is also used for the folder created on the user's computer when the .exe file is run.
For more information on what files are created by the CMAK wizard, see Using the CMAK wizard to build a service profile.
Merging phone books and other features from existing service profiles
If you have information in existing service profiles that you need in the service profile you are building, you can use the CMAK wizard to merge much of the information from existing profiles into the profile you are building. A profile that contains information from other service profiles is called the referencing profile. A service profile that has its information merged into another service profile is called a merged profile.
Why merge service profiles?
Merging service profiles is especially useful for incorporating information from multiple phone books, including service types, Point of Presence (POP) names, and access numbers, and to consolidate different Internet access points that are covered by more than one of your phone books. By merging existing service profiles into the service profile you are building, you can make several dissimilar networks appear to be a single, cohesive service.
For example, you can merge service profiles from different geographical locations to create a worldwide profile. Or you can create profiles that have specific administration requirements and network configurations, including authentication and TCP/IP characteristics and, after they are created, you can merge them together within a referencing service profile. Merging service profiles is especially useful where multiple entities, whether corporations or Internet service providers (ISPs), share in providing a service. The following examples show how you can use merged service profiles to simplify network access through diverse access points: 

Example 1: Creating a service profile to support access to the Internet from remote service areas. If a local ISP contracts with a roaming consortium to provide dial-up services outside the ISP's primary service area, the local ISP could create a referencing service profile containing the local ISP's network information and merging the service profiles of the other members of the roaming consortium. Each merged service profile could contain the individual phone-book and network attributes, including a unique realm name, of an individual ISP. Merging all of the merged service profiles would support the need for users of the local ISP service to roam outside of the ISP's primary service area by enabling them to connect through the cooperating ISPs. All ISPs can maintain their own service profiles, simply redistributing profiles to other members of the consortium whenever they are updated. The consortium itself might also create a referencing service profile aggregating the services of all member ISPs. 

Example 2: Implementing a corporate virtual private network (VPN). Corporations using VPN connections to for a session by establishing a tunnel through the Internet to the corporation often use ISP-provided dial-up access to support corporate access from remote locations. By merging service profiles, the corporation could combine its own phone book of internal dial-up numbers with those of remote ISPs contracted to provide access points for the remote corporate users, enabling VPN connections to be established even for dial-up connections through the public network access point of the ISP. The corporation and each ISP could maintain its own service profiles, but the corporation could merge all of the ISP service profiles into the corporate profile. The distribution of the referencing service profile by the corporation to all corporate users would support access from multiple locations. This access would appear to users as if it were made using the corporation's own access points. 
What information is merged
The following table shows which features of a merged service profile are merged into the referencing service profile and how the CMAK wizard incorporates the merged information. Only the items from the merged service profile that are listed in the Merged features column are recognized and used by the referencing service profile. 
Merged features
Implementation notes
File name
Files contained in the merged service profiles retain the names used by the merged service profiles.
Merged profiles
You can merge only one level of service profiles. For example, if you merge service profile A, which contains merged profiles B and C, these second-level merged profiles (B and C) are ignored.
Realm name
If a realm name is specified in the referencing service profile, it will be used in all instances, and all realm names specified in the merged service profiles are ignored. If no realm name is specified in the referencing service profile, the realm names specified in the merged service profiles are used for connections that are made using entries from the merged service profiles.
Network and Dial-up Connections entries
The script specified for each Network and Dial-up Connections entry must have a unique name than all other scripts contained in the referencing service profile and any merged profiles.
Phone books
If the same service types exist in more than one profile, the information is merged. If duplicate states (or provinces), or POPs exist among referencing and merged service profiles, Connection Manager removes the duplicates when it runs the referencing service profile. Connection Manager treats two phone book entries as duplicates if they display the same information in the user interface (except that Connection Manager is not case sensitive). If two phone book entries appear as duplicates but have separate Network and Dial-up Connections entries in the POP, Connection Manager still removes one of the phone book entries.
Download phone book
Each time the user establishes a connection, Connection Manager automatically checks for the phone books with each server that is running the Phone Book service. The Phone Book service checks the phone book version and, if necessary, downloads phone book updates to the user. Phone books specified in the referencing and merged phone books are downloaded, as appropriate to the respective service profiles.
URL for downloads
The URLs specified in the referencing and merged service profiles are used for downloads to phone books for the respective service profiles.
The referencing service profile does not merge information related to the following features of the merged profile. To affect these features, you must specify them in the referencing service profile:

Service name 

Support information specified for the logon dialog box 

VPN support 

Note   To support VPN connections for merged service profiles, in the CMAK wizard VPN Support dialog box, under Use a VPN connection for, select the Merged service profiles check box.

Connect actions 

Auto-applications 

Custom graphics for the logon dialog box and Phone Book dialog box 

Message to display next to the More access numbers box when alternate access numbers are available for the selected geographic location. 

Custom icons 

Customization options for the status-area-icon menu 

Custom Help files 

Option to include Connection Manager 1.2 software in the service profile 

License agreement 

Additional files 
Where the files are located
When you create a service profile, the CMAK wizard copies all files referenced in the service profile, including the merged service-profile files, into the \Program Files\CMAK\Profiles\ServiceProfileFileName folder for that service profile.
When you use the CMAK wizard to merge features, the resulting service profile includes references to the existing (merged) service profiles. For example, for phone books in merged service profiles, the resulting service profile installs multiple files in the folder specified for the profile rather than combining the phone books into a single file. However, when users select a POP involving phone books merged from two other service profiles, the users see the information from all the phone books as a single phone book.
When you edit a service profile that contains a merged service profile, the CMAK wizard attempts to use the latest version of the merged service profile. If the CMAK wizard cannot find the merged service profile in the \Program Files\CMAK\Profiles\MergedServiceProfileFileName folder (for the referencing service profile), it uses the current version of the merged service profile that was originally stored with the service profile being edited.
Special considerations for building merged profiles
When building merged service profiles: 

If you merge a Connection Manager 1.0 into a Connection Manager 1.2 service profile, the CMAK wizard automatically updates the merged information to Connection Manager 1.2. Any changes you have made manually to the .inf file (using advanced customization techniques) will not be retained in the upgraded file. However, the CMAK wizard creates a backup of the old .inf file before creating the updated file. 

You should provide separate service profiles for each network that has unique characteristics or requirements. 

You must ensure that all scripts specified for Network and Dial-up Connections entries in the merged service profile are available when you build the referencing service profile. 
Providing support information in the logon dialog box
Using the CMAK wizard, you can specify a line of information to be displayed in the logon dialog box, directly above Connection status. This line of text can be a maximum of approximately 50 characters and usually gives users a number to call for support (for example, "Call 1-800-xxx-xxxx for customer service."). No default text exists for this option. If you do not specify a line of text, this area of the logon dialog box will be left blank.
It is a good idea to repeat this contact information in your readme files or other installation information in case a user is unable to display the logon dialog box.
If the contact information is dependent on the location from which the user is dialing, you may want to customize Help to list all customer support numbers (to support remote users roaming outside of their home service area). In the line of text in the logon dialog box, you can then include a reference to Help. (For example, "For customer support phone numbers, click Help.") If you do this, add a link to the initial Help screen that jumps to the topic ID containing your support numbers.) For more information on customizing Help, see Providing custom Windows Help.
Providing a realm name
Realm names are used for network routing and authentication. They provide the identification necessary to forward authentication requests to the server that holds the user's credentials.
Using the CMAK wizard, you can specify a realm user-name prefix (such as Awesome/) or suffix (such as @Awesome) to be added to the user name that a user enters when connecting to your service. The realm name includes any separator characters, such as @ or /. If you specify the realm, users do not have to provide it themselves because Connection Manager automatically places the realm name before or after the user's name so that the user does not have to understand network routing in order to log on.
If your service uses multiple networks or ISPs for access, you need to provide different realm information for each. In this case, create service profiles for each of the networks and then merge them together in a referencing profile.
Notes

If the referencing profile contains realm information, it will take precedence over the information in the merged profiles. 

For more information on merging profiles to incorporate multiple realms, see Merging phone books and other features from existing service profiles. 
Microsoft Internet Authentication Service (IAS) supports the use of realm names for remote authentication. You can use the realm name as authentication routing information for remote roaming users (users who travel and connect through different Internet access points). When the user connects through a network access server (NAS), the NAS sends the realm name, the user name, and the user password to the authentication server. For more information on IAS, see Internet Authentication Services.
Incorporating custom Network and Dial-up Connections entries
Network and Dial-up Connections entries are specified in the Phone Book Administrator of Connection Point Services to provide a method to customize how specific Points of Presence (POPs) are accessed. You use the CMAK wizard to specify the custom properties for the Network and Dial-up Connections entries.
Customizing the way in which specific Network and Dial-up Connections entries are handled can provide more effective handling of unique network authentication or routing requirements for POPs in your phone book. For each Network and Dial-up Connections entry, you can specify the DNS or Windows Internet Name Service (WINS) addresses to be used for POPs associated with that entry and, if desired, a script to be associated with it.
Before you run the CMAK wizard, you must decide which Network and Dial-up Connections entries you want to customize, and the options to use for each. Use the planning worksheet to document your requirements.
For each Network and Dial-up Connections entry, specify:

The name of the Network and Dial-up Connections entry. 

Important   This entry must exactly match the phone-book Network and Dial-up Connections entry in the phone book or, if you want to set up a default for your service profile, the name must be specified as your ServiceProfileServiceName (conforming to the file naming rules for a service profile).

For example, for Awesome Computers (the service name of our fictitious company):

To set up custom properties for a specific Network and Dial-up Connections entry, you could specify Awesome Dun as the Phone-book Network and Dial-up Connections entry in the CMAK wizard. In this case, all POPs that have Awesome Dun specified as the phone-book Network and Dial-up Connections entry would use the Network and Dial-up Connections addresses and/or scripts specified in the CMAK wizard for the Awesome Dun entry. 

To set up default properties for all other POPs in the phone book of the Awesome Computers service profile (any without a specific Network and Dial-up Connections entry), you could specify Awesome1 as the Phone-book Network and Dial-up Connections entry. In this case, all phone book entries without explicit Network and Dial-up Connections entries would use the Network and Dial-up Connections addresses and scripts specified in the CMAK wizard for this default entry. 

Whether to let the server assign the addresses or to use specific DNS and/or WINS addresses. If you want to assign specific addresses to the Network and Dial-up Connections entry, you can specify both primary and secondary DNS and WINS IP addresses. 

If your service requires it, a Network and Dial-up Connections script (.scp) file to be associated with this entry. 
To set up custom Network and Dial-up Connections

Add phone-book Network and Dial-up Connections entries to the appropriate POPs: 
 1.
Start Phone Book Administrator and click the phone book you want. 
 2.
Add or edit a POP to include the phone-book Network and Dial-up Connections entry on the Settings tab. 

For more information, see the Connection Point Services documentation.

Using the CMAK wizard, build a service profile and set up Network and Dial-up Connections: 
 1.
In the Network and Dial-up Connections Entries dialog box, click Add. 
 2.
In Phone book Network and Dial-up Connections entry, type the same phone-book Network and Dial-up Connections entry as the one you entered in the phone-book file. If you want to assign specific DNS or WINS addresses or specify Network and Dial-up Connections scripts for the entry, specify the appropriate information. 

Note   Remember, the phone-book Network and Dial-up Connections entry that you set up in your service profile must either exactly match the specific entries you set up in the phone book or, if defining the default, it must be the service name. 

For additional customization options for Network and Dial-up Connections entries, see Advanced customization: Editing service-profile files. 
In the example that follows, the POP uses the phone-book Network and Dial-up Connections entry: Awesome Dun.
Using phone-book Network and Dial-up Connections entries
Connection Manager reads the Network and Dial-up Connections entry associated with the phone number and uses the custom Network and Dial-up Connections properties (such as a DNS server and script) that you specified in the CMAK wizard for that entry to establish a connection.
If Connection Manager does not detect a specific Network and Dial-up Connections entry for the phone number in the service profile, it then tries to find the default Network and Dial-up Connections entry (the Network and Dial-up Connections entry named ServiceProfileFileName).
Implementing VPN support
Virtual private network (VPN) connections provide remote access to private networks over the Internet (or other network). A VPN connection is established using a tunneling protocol to establish a tunnel through the Internet to the private network to provide a more secure connection than available through a standard connection. To establish a VPN connection, users can connect directly to the private network through the tunnel by either dialing into a local Internet service provider (ISP) or by using a pre-existing connection (direct connection). 
This means that remote users can connect using worldwide Internet access points to access firewall-protected servers as easily as local users. For corporations, it means that employees have remote access over the Internet to their corporate private networks, usually through a local phone number.
You can use the CMAK wizard to set up VPN connections, including: 

Adding VPN support to the service profile. 

Using VPN connections for merged service profiles. 
Using the CMAK wizard, you can set up support for VPN connections using Point-to-Point Tunneling Protocol (PPTP). To use these VPN connections, you must have a server on the private network configured to support PPTP.
PPTP supports VPN connections to VPN-supported private TCP/IP-based intranets and local area networks (LANs).
Important

On Windows 2000, Connection Manager also supports the use of Layer Two Tunneling Protocol (L2TP). If you want to use L2TP as the tunneling protocol (instead of PPTP, which is the default protocol), you must use advanced customization techniques to change the VpnStrategy entry in the .cms file. The server must be set up to support the same protocol as that specified in the Connection Manager service profile. 

Although PPTP and L2TP support multiple network protocols in addition to TCP/IP, a VPN connection requires the computer on which Connection Manager is to run to be configured to use the same network protocols that the private network uses at the end-point server. For example, if the private network uses the IPX protocol, then the computer on which users connect to your service must already be configured to use IPX. 

VPN connections on computers running Windows 98 or Windows 95 require that users have the latest Network and Dial-up Connections software installed on their computers. Users can obtain the current Network and Dial-up Connections software by downloading it as a Microsoft Windows update from the Microsoft Support Online Web site (http://support.microsoft.com/support/downloads/default.asp). You should document this requirement for your users. For more information on verifying and installing Network and Dial-up Connections software, see Providing user documentation. 
Note   You can create a service profile with which users can establish direct VPN connections using a tunnel over pre-existing connections.
Setting up the profile to support VPN connections adds an Internet Logon tab to the Properties dialog box. On this tab, users type the user name and password for the Internet service provider. In the logon dialog box, users type a private network user name, password, and logon domain. 
To implement VPN connections in your service profiles, you must specify the address of the server to be used and how to handle authentication. Before running the CMAK wizard: 

You must have the required server address, specified either as a DNS name or as a TCP/IP address for the end-point server. 

If you do not want to let the server assign addresses, you can specify the DNS or Windows Internet Name Service (WINS) addresses to be used: 

A primary and secondary DNS IP address for the end-point server 

A primary and secondary WINS IP address for name-resolution on the network of the end-point server 

You must specify whether users enter the same user name and password for both logging on to the Internet using a dial-up connection and logging on to the private network server using a VPN connection. If you specify that the same credentials are to be used for both, the Internet logon tab does not appear and the user only has to enter credentials once to connect. 
For more information on direct connections, see Advanced customization: editing service-profile files. 
Incorporating connect actions
You can enhance the user's connection experience by providing additional programs that start seamlessly during the connection to your service. You can use the CMAK wizard to include connect actions in your service profiles to automatically start programs when users connect to your service. These connect actions can use programs that are already installed on your users' computers, or you can include the programs with your service profile.
What connect actions are supported and when do they run?
Using the CMAK wizard, you can specify connect actions to run at four points during the connection process. You can run:

Pre-connect actions 

Pre-tunnel actions (for VPN connections only) 

Post-connect actions 

Disconnect actions 
Note   Additional connect actions (pre-dial, on-cancel, and on-error) are available using advanced customization techniques, but cannot be specified using the CMAK wizard.
Pre-connect actions
As soon as users click Connect, Connection Manager runs the pre-connect actions you have specified in your service profile. These are run before Connection Manager establishes a connection to your service.
You cannot set up a pre-connect action that requires an interaction with your service. If interaction is required for part of the action, split the action into a pre-connect action and either a pre-tunnel or post-connect action, depending on the interaction requirements. 
For example, recording information to a local log at the start of the logon process can be a pre-connect action, but if you want the log to post to your service, you might set up a separate posting program to be run as a post-connect, or disconnect action.
Pre-tunnel actions (for VPN connections only)
Connection Manager runs pre-tunnel actions after establishing a connection with the Internet server, but before establishing a tunnel to the virtual private network (VPN) server. This connect action is available only if you set up VPN in your service profile, and it will run only when users are using the VPN connection option.
For virtual connections, set up all connect actions that require interaction with the Internet server as pre-tunnel actions, because Connection Manager has limited access to the Internet server after a tunnel is established.
For example, this might be a program to verify user credentials for accessing a corporate server behind a firewall, check for phone-book updates, or it could be other programs that require communication with Internet servers that might not be accessible after a tunnel is established.
For direct connections, Connection Manager runs both pre-connect and pre-tunnel action before connecting. 
Post-connect actions
Connection Manager runs post-connect actions after establishing a connection or, if using a VPN connection, after establishing the tunnel. 
In the CMAK wizard Connect Actions dialog box, in addition to the custom post-connect actions that you specify, you can specify that Connection Manager run the following standard post-connect actions, which runs regardless of the connection type: 

Automatically download phone-book updates. If you set up the service profile to support this option, Connection Manager sends a phone book request (query variables) to the server running Phone Book Service. The server compares the client phone-book version with the most recent files available at the server and then downloads any available phone-book updates. The next time the user starts Connection Manager, the updated access numbers are available. You must provide the name of the phone book and the name of the phone book service URL in order to set up this connect action. For more information on phone book updates, see Connection Point Services. 
Note   If you have Connection Manager 1.0 service profiles that include connect actions, you should know that post-connect actions in Connection Manager 1.2 are the same as connect actions in Connection Manager 1.0. In fact, in the Connection Manager 1.2, post-connect actions are specified in the [Connect Actions] section of the .cms file, as there is no section with the title of [Post-Connect actions]. This terminology has been maintained to support migration from the previous version. 
Disconnect actions
Connection Manager runs disconnect actions immediately before disconnecting from your service. You can use a disconnect action for routine administration. For example, you might set up a connect action to collect status information from your service, such as total minutes online (if this information is tracked by your service). This information can then be displayed for the user. 
What types of programs can be used as connect actions?
A connect action can be:

A dynamic-link library (DLL). Only DLLs run synchronously, meaning that Connection Manager starts the action and then waits for the function to return before continuing. The first argument, specified as the Parameters in the Add/Edit Connect Actions dialog box of the CMAK wizard, is the function name within the DLL to call. The syntax for each of these connect actions is: 
HRESULT WINAPI function
     [IN] HWND hWndParent
     [IN] HINSTANCE hinstDll
     [IN] LPCSTR pszCommandLine
     [IN] DWORD dwReserved

Supported DLL parameters are: 
Parameter
Result
hWndParent
Handle to the Connection Manager logon dialog box or NULL; used as the parent window for any user interface displayed by the connect action.
hinstDll
Handle to the instance of this DLL.
pszCommandLine
String pointer to the command-line arguments.
dwReserved
Reserved for future use.

DLLs often have a comment (entered in the description field of the CMAK wizard) that appears while it is being run. This comment has the form Running Connect Action Description. The Connection Manager window is frozen and does not accept input while this action runs.

The connect action requires a return value. If the return value is less than 0, the DLL call failed (SUCCEEDED macro returns False). In the case of a failure, an error message (including the return value) is displayed in the form "Connect Action Description failed return value." If a pre-connect, pre-tunnel, or post-connect action fails, the connection attempt is ended.

The DLL is unloaded after the function call.

Note   For .dll files that require extended times for the program to run, you should implement WM_PAINT in the .dll to ensure that graphics are not disrupted by user actions. 

An executable file such as a .bat, .exe, or .cmd file. This type of connect action is run asynchronously, which means that Connection Manager starts the executable, including any command-line parameters, and continues without waiting for the process to exit. No comment appears in the Connection Manager status pane for one of these programs while it is being run. 

A shell-executable file, such as a .txt or .doc file. These actions run asynchronously. These files need an appropriate program with which to open the file. 
Note   To cause the connection to end after specified programs have ended, set these programs up as auto-applications, not as connect actions. For example, if you want to automatically run an e-mail program, and then automatically end the connection when the user quits the e-mail program, you must set up e-mail as an auto-application, not as a connect action. 
How to specify a connect action
In the CMAK wizard, select which of the four types of connect actions you want to include in your service profile. For each selected type of connect action, you must specify all connect actions of that type to be run during the connection process. In the respective Pre-Connect Actions, Pre-Tunnel Actions, Post-Connect Actions, and Disconnect Actions dialog boxes, specify which connect actions you want to run. You must provide the appropriate information for each connect action; it should be entered using the CMAK wizard in the Add/Edit Connect Actions dialog box:

Description: Specify a short description of the program to run. If you do not specify a description, the CMAK wizard uses the program name (specified in the Program to run) as the description. 

Program to run: Specify the name of the program or file, including the file extension (such as .dll, .exe, .bat, or .cmd). 

Parameters: Specify any command-line parameters that you want to run with the program. The following special command-line parameter macros are supported: 
Macro
Replaced with
%ServiceName%
The service name that you specify.
%UserPrefix%
The user-name prefix that you specify for the realm name.
%UserSuffix%
The user-name suffix that you specify for the realm name.
%UserName%
The user name, without any specified realm user-name prefix or suffix.
%Profile%
The location and file name of the active connection profile (.cmp) file.
%DialRasPhoneBook%
The dial-up remote access phone-book name that you specify.
%TunnelRasPhoneBook%
The VPN remote access phone-book name that you specify.
%DialRasEntry%
The Network and Dial-Up Connections service name or remote access entry name for the dial-up connection.
%TunnelRasEntry%
The Network and Dial-Up Connections service name or remote access entry name for the tunnel connection.
%AutoRedial%
A boolean flag that is 1 if this dial attempt is an automatic redial,or 0 if not an automatic redial.
%PopName%
The description for the phone number in the CM phone book.
%ErrorCode%
The WIN32 error code for error connect actions.

When parameters are specified, CM reads the parameter string and passes it to the pszCommandLine parameter of the .dll or sends it as part of the command line to an executable (available through the windows API GetCommandLine). 

If the connect action is a DLL, then the first token of the parameter string is the function entry point to call. This token is removed from the parameters before the string is passed to the DLL (so the pszCommandLine string doesn't start with the .dll name as the first parameter). When creating the DLL, ensure that the exported name of the DLL matches the name specified as the first parameter, as name mangling can result in different names. (For example, in C++, name mangling can cause the exported name to be different than the actual function name.) 

If you use the macros shown in the previous table, Connection Manager replaces them with the actual run-time information for the parameter. For instance, if you wanted a connect action to collect information about which users are using which POPs, you might create a .dll (or other executable) for this purpose, and Connection Manager could pass it information such as user name (using the %UserName% macro), realm information (using the %Prefix% or %Suffix% macro), and POP name (using the %PopName% macro). To do this, in Parameters type the following:
LogUserAndPopToServer %UserPrefix% %UserName% %UserSuffix% %PopName% http://logserver.awesome.com %AutoRedial% 
Depending on the user connection method, the information passed to the DLL might be: 
NULL JoeUser @awesome.com "Seattle 28,800" http://logserver.awesome.com

Connection Manager cannot denote a null pointer in a string, so it passes the string NULL (which it passes for all undefined parameters). The number variables has to be parsed from the string. If using an executable other than a DLL, the function name (in the above example, LogUserAndPopToServer) is not required. 

Include this program in this service profile: Specify whether to include the program in the service profile or require users to provide it. If the program you want to run is not part of a standard Windows operating system or is not otherwise available to your users, you can include the program in your service profile. The connect-action program is installed in the service-profile folder. 

Run this program for: For service profiles that specify VPN support, specify which types of connections each connect action supports: 

Dial-up connection only 

Direct connection only 

Both dial-up and direct connections (default) 
Specify only programs that are complete program files. You can include one program file per connect action. If any nonexecutable files are required to support a connect action, you should include them as additional files, not as connect actions. These additional files should be files that are installed with the service profile but do not have to be run. For more information on how to include these support files in the service profile, see Including additional files.
Note   Connect actions are run in the order shown in the CMAK wizard.
Incorporating auto-applications
Connection Manager runs auto-applications after establishing a connection and, for a VPN connection, after establishing the tunnel. Each auto-application that you specify in the CMAK wizard runs every time the user connects to your service, whether the connection is a dial-up connection or a direct connection.
Auto-applications are similar to post-connect actions, except that: 

All auto-applications are run asynchronously. A dynamic-link library (DLL) runs synchronously, so it cannot be run as an auto-application. 

Connection Manager automatically monitors the status of all auto-applications and starts the disconnect sequence when the last open auto-application closes. 
Note   When the last open auto-application closes, Connection Manager provides a prompt to allow the user to override the disconnect sequence. The user can click Stay Online to prevent disconnection, click Disconnect Now to disconnect immediately, or do nothing to let the connection close automatically after 30 seconds have elapsed. 
For more information on post-connect actions and other connect actions, see Incorporating connect actions.
As with post-connect actions, you must provide the appropriate information for each auto-application specified in the service profile, including the program to run, whether to include the program in the service profile, and any command-line parameters that you want to run with the program. Unlike post-connect actions, you do not specify a descriptive name for an auto-application.
The same special command-line parameter macros supported for connect actions are supported for auto-applications: 
Macro
Replaced with
%ServiceName%
The service name that you specify.
%UserPrefix%
The realm user-name prefix that you specify.
%UserSuffix%
The realm user-name suffix that you specify.
%UserName%
The user name, without any specified realm user-name prefix or suffix.
%Profile%
The location and file name of the active connection profile (.cmp) file.
%DialRasPhoneBook%
The dial-up remote access phone-book name that you specify.
%TunnelRasPhoneBook%
The VPN remote access phone-book name that you specify.
%DialRasEntry%
The Network and Dial-Up Connections service name or remote access entry name for the dial-up connection.
%TunnelRasEntry%
The Network and Dial-Up Connections service name or remote access entry name for the tunnel connection.
%AutoRedial%
A boolean flag that is 1 if this dial attempt is an automatic redial,or 0 if not an automatic redial.
%PopName%
The description for the phone number in the CM phone book.
%ErrorCode%
The WIN32 error code for error connect actions.
For more information on how these macros are used, see Incorporating connect actions.
Important   Specify only programs that are complete program files. You can include one program file for each auto-application. If you specify an auto-application that requires other files or is a self-extracting executable (.exe) file, these files may cause the program or connection to be interrupted. If any nonexecutable files are required to support an auto-application, you should specify them as additional files in the CMAK wizard. These additional files should be files that are installed with the service profile but do not have to be run. For more information on how to include these support files in the service profile, see Including additional files. 
You can specify standard and custom programs as auto-applications. For example, you might want to include a commercially-available e-mail program, a proprietary stock-ticker program, and an internal accounting program. Using the CMAK wizard can specify all three programs. You can also select whether the program for each auto-application is to be included in your service profile. 
Notes

If the program is one that users already have installed on their computers, do not include it in the service profile. Doing so will increase the size of your service profile and may cause problems on the users' computers. 

If you want to run Internet Explorer as an auto-application, you should not specify Internet Explorer 4.01 as an auto-application, as it remains running even after users have closed the browser. 
Incorporating custom graphics
You must specify in the CMAK wizard whether to use the Connection Manager default bitmaps or your own graphics. You can customize the user interface to include your company logo or another image that identifies your organization. You can replace the graphics in both the logon dialog box and the Phone Book dialog box. The replacement graphic must be a bitmap (.bmp) file.
Logon graphic
You can create a custom bitmap or use an existing bitmap to replace the default Connection Manager logon bitmap that appears at the top of the logon dialog box. The default bitmap is 330-by-141 pixels.
Phone book graphic
You can customize the bitmap in the Phone Book dialog box that users see when they select a phone number for dial-up connections. This bitmap appears on the left side of the Phone Book dialog box. The default bitmap is 114-by-304 pixels.
Creating bitmaps
You should consider the following when creating bitmaps for either of the two replaceable graphics:

Each bitmap looks best if it has the same proportions as the default bitmap. 

Connection Manager automatically scales each bitmap to appear at the appropriate size, but the image may be distorted if the proportions are not correct.

Connection Manager uses the same set of bitmaps, regardless of the display mode. 

You should use the Microsoft Internet Explorer 256-color (halftone) palette when creating bitmaps. 
Be sure to test each bitmap on all target operating systems and platforms.
You can also customize the three icons your users see. For more information, see Incorporating custom icons.
Providing phone book support
Connection Point Services provides support for creating, maintaining, and updating phone books. You can also create your own phone book (without Connection Point Services), but the complexity of the format and requirements makes this difficult if you have more than a single Point of Presence (POP).
Specifying how the phone book is to be provided
Using the CMAK wizard, you can either: 

Include a phone book in your service profile, without support for automatic upgrades. To do this, in the CMAK wizard: 
 1.
In the Post-Connect Actions dialog box, make sure that the Automatically download phone-book updates is not selected. 
 2.
In the Phone Book dialog box, browse to the phone-book (.pbk) file that you want to include in your service profile. Make sure that you have a region file with the same name located in the same folder as the .pbk file. For example, if your phone book file name is AwesomeE.pbk, the region file should be AwesomeE.pbr.

Include a phone book in your service profile, with support for automatic upgrades. To do this, in the CMAK wizard: 
 1.
In the Post-Connect Actions dialog box, select Automatically download phone-book updates. 
 2.
In the Phone Book dialog box, browse to the phone-book (.pbk) file that you want to include in your service profile. Make sure that you have a region file with the same name located in the same folder as the .pbk file. For example, if your phone-book file name is AwesomeE.pbk, the region file should be AwesomeE.pbr. 
 3.
In the Phone Book Updates dialog box, type the URL for the Connection Point Services server from which upgrades are to be downloaded. 

Do not include a phone book in your service profile, but download the phone book (and upgrades) to your users later. To do this, in the CMAK wizard: 
 1.
In the Post-Connect Actions dialog box, select Automatically download phone-book updates. 
 2.
In the Phone Book dialog box, leave the Phone-book file box blank. 
 3.
In the Phone-Book Updates dialog box, type the name of the phone-book (.pbk) file to be downloaded (but do not include the file extension) and the URL for the Connection Point Services server from which it (and the upgrades) can be downloaded. 

If you use this method of providing the phone book, you will also be able to automatically download updates to your users, using the same phone-book name and URL. 
The phone book name that you provide must match the name of the phone book file created with Connection Point Services. This file name consists of a maximum of 8 alpha-numeric characters and cannot include spaces or a file extension. If you specify support for automatic updates, each time the user connects to your service, the Phone Book Service automatically downloads any updates to the phone book.
In the example that follows, the service profile is set up to download the phone book named AwesomeE. The phone book name must match the phone book file name that appears in Phone Book Administrator.
Using more access numbers
Using Phone Book Administrator in Connection Point Services, you can set up phone books to list certain POPs under Access numbers and other POPs under More access numbers. If you want to separate phone numbers into two sets, you must configure the phone book for this purpose before you use it in a service profile. You can separate the numbers in different ways, such as by separating standard access numbers from 800 and 888 numbers or by separating no-surcharge access numbers from access numbers that incur a surcharge when a user uses one of them to connect. For more information, see the Connection Point Services Administration Guide. 
If your phone book specifies a second set of access numbers, those numbers appear in the More access numbers box in the Phone Book dialog box.
To customize information about these numbers: 

Provide a line of text to appear in the dialog box, next to the More access numbers box. This line of text should be no more than about 100 characters. (The maximum size varies based on line breaks and other formatting considerations.) This line of text appears only when alternate access numbers are available for the selected geographic area. 

Edit the definition Help for the list of alternate phone numbers. The default Help states that the user can be charged extra for using alternate phone numbers. If this is not true for your alternate phone numbers, edit these Help topics in the Cmtrb32.rtf file: IDH_PHONEBOOK_ACCESSNUMS and IDH_PHONEBOOK_MORE. For more information on customizing Help, see Providing custom Windows Help. 
Advanced customization for the phone book
Through advanced customization, you can also: 

Control which service types (such as modem or ISDN) appear in the Phone Book dialog box. 

Change the message displayed during phone book updates (such as "Downloading new Awesome Computers backup company phone book."). 

Control the delay before downloading phone book updates. 
For more information on advanced customization, see Advanced customization: editing service-profile files.
Creating a single-POP phone book
You can include a default phone book that contains a single phone number. This is useful if you want your customers to access your service through one POP. When you want to create a phone book for multiple POPs, you should use Connection Point Services.
To create a single-pop phone book, you must create both a phone-book (.pbk) file and an region (.pbr) file. In the CMAK wizard, you specify only the name of the .pbk file, but the wizard requires that a .pbr file with the same name be located in the same folder as the .pbk file. 
Creating a .pbr file for a single-POP phone book
The region file you create for your single-POP phone book must be in plain-text (.txt) and must have two lines: 

The first line contains a number specifying how many states and/or provinces (geographical areas) are in the region file. 

The second line contains the name of the state or province (or other geographical area). Do not use commas or semi-colons in this line. The file name (excluding the file extension) cannot exceed eight characters. 
For example, if the POP were located in Washington, the contents of the single-pop .pbr file would be: 
1
Washington
To create a .pbr file for a single-POP phone book
 1.
Start a text editor such as Notepad. 
 2.
Type a 1 as the StateOrProvinceID and press Enter. 
 3.
Type the name of the state or province and press Enter. 
 4.
Save the file in plain-text (text-only) format, naming it in the following format: 

PBname.pbr
Creating a .pbk file for a single-POP phone book
The file you create for your single-POP phone book:

Must be located in the same folder as the .pbr file. The file name (excluding the file extension) cannot exceed eight characters and cannot contain spaces. 

Must be in plain-text (.txt), comma-delimited format, and must include fields in the following sequence and without any spaces (if necessary, please scroll this page to read all 11 fields): 

Index,TAPICountryOrRegionID,StateOrProvinceID,POPName,AreaCode,PhoneNumber,MinBaud,MaxBaud,Reserved,ServiceType,DUNEntry

For example, a single-POP phone book for our fictitious company, Awesome Computers, might have the following specification:
1,44,1,AwesomeE - Basecamp,999,555-1234,9600,56000,0,0,Awesome Dun
Notes

The TAPI codes are updated as needed. The TAPI codes available to a user depends on the operating system they are running and which service updates have been installed. Ensure that the TAPI code you provide is correct for the level of operating system that your users are running. 

For more information about what to specify for each field, see additional Connection Point Services documentation. 
Incorporating custom icons
You use the CMAK wizard to specify the three icons your users see. 

The large program icon is used as the desktop icon. It also appears in the ALT+TAB switch window and in several other pop-up dialog boxes. This icon is 32  32 pixels. 

The small title-bar icon appears at the left edge of the title bar in the logon dialog box, in various pop-up dialog boxes and, when the program is running, on its program button on the taskbar. This icon is 16  16 pixels. 

After a connection is established, the small status-area icon appears in the status area at the far right of the taskbar. This icon is 16  16 pixels. 
Connection Manager contains default images for these three icons. If you prefer to use your own icons in place of the default icons, you can use an icon-editing program to create them. All of these must be 16-color icons. Consider creating icons that are similar to one another to unify the appearance of the service profile. To ensure that your icons appear correctly, create icons that match the size and overall shape of the default icons.
If you create a single icon that you want to be used in place of all three default icons, the icon is scaled to fit the assigned area when it is displayed, but the image might be dithered or distorted. To specify a single custom icon to be used for all service-profile icons, you must specify the name of the custom .ico file in all three boxes in the CMAK wizard Icons dialog box. If a box is left blank, the appropriate default is used.
Note   You can also customize the menu that appears when a user right-clicks the status-area icon. For more information on customizing this shortcut menu, see Customizing the status-area-icon menu. 
Customizing the status-area-icon menu
The status-area icon appears in the status area of the taskbar when the user is connected to your service. The status-area-icon menu appears when a user right-clicks this status-area icon. This menu provides users with a shortcut to specific programs. Running Windows 2000, the default commands appearing on the menu are Status, Disconnect, and Open Network Connections. You use the CMAK wizard to customize the shortcut menu by specifying which, if any, additional commands appear on the menu.
For each command that you want to add to the menu (other than the default commands), in the Status-Area-Icon Menu dialog box, click Add and then specify: 

The name of the command as you want it to appear on the shortcut menu. If you do not specify a name for the command, the menu displays the file name and extension of the program to be run. 

The file name (including the extension) of the program that runs when the user selects the associated command from the menu. 

Any command-line parameters that you want to run with the program. 

Whether to include the program file in the service profile. If the program is not part of the standard operating systems of the target platforms or is otherwise not available on your users' computers, you can include it in the service profile. At installation, the service profile copies the program to the \Cm\ServiceProfileFileName folder. 
You can add keyboard access to a shortcut menu command by designating one of the letters in the command name as the access key. To specify an access key, type & immediately before the letter you want to use. For example, to add "Notepad" as a command name with the letter N specified as the access key, type &Notepad. When the user opens the shortcut menu, the access-key letter (N, in this example) is underlined in the command name (Notepad). The user would press N to carry out the Notepad command.
If you want to include the ampersand (&) character in the command name, type &&. For example, to use the command name Update & Refresh, type Update && Refresh. One ampersand appears in the shortcut menu, not as an access key. (Update & Refresh).
Notes

You can control whether a status-area icon appears in the status area of the taskbar by editing the NoTrayIcon entry in the [Connection Manager] section of the .cms file. 

The default commands are not shown in the CMAK wizard in Shortcut menu commands or included in the service-profile files. They are part of the Connection Manager software and cannot be deleted. 

Only .exe files and other shell executables (such as URLs and other files with registered extensions) are supported as menu commands. DLLs are not supported. 
For more information on using advanced customization techniques to edit this entry of the .cms file, see Advanced customization: editing service-profile files.
Providing custom Windows Help
Using the CMAK wizard, you can customize the Connection Manager Help, which consists of definition Help and troubleshooting Help: 

Definition Help provides a brief description of each interface item. This type of Help topic appears in a small pop-up window. Users display topics by right-clicking an interface item and then clicking What's This? in the pop-up menu that appears. In all dialog boxes except the logon dialog box, users can also display definition Help by clicking the question-mark icon in the title bar and then clicking an interface item. 

Troubleshooting Help provides a structured approach to diagnosing and resolving many common connection problems. Users start the Troubleshooting Help for Connection Manager by clicking Help in the logon dialog box. The question-and-answer format guides users through the process of determining the most likely causes of the problem. The troubleshooter then provides possible solutions, based on the user's feedback. Users display the troubleshooting Help by clicking the Help button in any dialog box. 
Both the definition and troubleshooting Help files are compiled into a single .hlp file. This compiled file is incorporated into the service profile for distribution to users. The default Help is Cmmgr32.hlp. If you do not want to use the default Help, you can use the CMAK wizard to specify custom Help to replace the default in your service profile.
Note   The only Help information that you cannot customize is the definition Help for the Dialing Properties dialog box, which users see when they click the Dialing Rules button on the General tab of the Properties dialog box. This dialog box, along with its associated Help, is a component of the Telephone Application Programming Interface (TAPI) and, although it is incorporated as a part of Connection Manager, it cannot be modified. 
How to customize the default Help files
If you want to include custom Windows Help, you must prepare your files before you run the CMAK wizard. Your CMAK folder contains all the source files for the default Help. To create custom Help, you need only to copy the default Help source files, including the project [.hpj] file, rename them, and edit the renamed files. Putting them in a separate folder helps prevent the original files from being accidentally altered. Following is information for creating custom Help, including a description of all of the source files and the tools required to modify these source files. (A basic understanding of Windows Help systems and user-education concepts is assumed.)
Notes

Be careful when modifying the Help files. Troubleshooting any changes you make to these files may be difficult. Avoid changing Windows Help file footnotes. Do not change any of the topic IDs (the number sign [#] footnotes). 

When specifying your custom Help file in the CMAK wizard, browse to it. If you type the name, no validation is done on the file name (including the file extension). 

Be sure to test the Help files on all target platforms before delivering your service profile to your users. Test Help by starting Connection Manager and using both the definition Help and troubleshooting Help. Testing Help by opening the .hlp file outside of Connection Manager does not allow verification of functionality. 
Source files
The following files are included with the Connection Manager Administration Kit. By copying and editing these source files, compiling your customized project (.hpj) file, and then specifying the name of your compiled custom Help file in the CMAK wizard, you can provide custom Help to your users.

Cmmgr32.hlp (the default compiled Help file) is installed on your hard disk in the I\system32 or %systemroot%\system folder (depending on which operating system you are running). 

The following online Help components are installed on your hard disk in the \Program Files\CMAK\Support\CMHelp\ folder. 

Cmmgr32.hpj (the Help project file) 

Cmctx32.rtf (the text document source for definition Help) 

Cmtrb32.rtf (the text document source for troubleshooting Help) 

Cmmgr32.h (the header file containing definition Help IDs) 
Note   Graphics (such as bullets) and the template file (What7.dot) are not included, so you should create these files as appropriate to the look you want to provide in your Help. 
You must have all of these files if you want to customize and rebuild the online Help system. Suggestions for customizing entries in each file are discussed later in this section.
Important   To customize the Help files for a service profile, copy the default Help files (except for the cmmgr32.hlp file), rename them, and then edit only the renamed files. Do not edit the original default files. When you rename the files, be sure to update the names referenced in the .hpj file, including the name of the .hlp file. If you customize Help but do not rename the .hlp file, the CMAK wizard could accidentally incorporate both the default and custom files when building the service profile. 
Note   In addition to Help files, you can provide custom readme and procedural documentation to your users. For more information on the additional documentation that you can customize for your users, see Providing user documentation. 
Required tools
To customize Help files, you need both of the following:

A word-processing program, such as Microsoft Word, that reads and writes .rtf files. 

A 32-bit Help compiler, such as Help Workshop version 4.01, which is available as part of the Microsoft Windows 95 Help Authoring Kit, published by Microsoft Press. 
Note   You can obtain the Help compiler (Hcw.exe) and associated files by downloading both the Microsoft Platform SDK build environment and the additional SDK components (tools) from the Microsoft SDKs on the Microsoft Developer Network (MSDN) (http://msdn.microsoft.com/developer/default.htm) Web site. However, only limited documentation on how to create and edit Help is available in the SDK, do it is recommended that you obtain the Microsoft Windows 95 Help Authoring Kit (ISBN 1-55615-892-0), which contains the Help tools and information you need to customize Help files. 
What should be customized?
The most commonly customized Help information is that contained in the .rtf files, including the text for both definition and troubleshooting Help. 
Customization suggestions for definition Help
The text for definition Help is in the Cmctx32.rtf file. In the following list of customization suggestions, each topic is referred to by its topic ID (the # footnote).
Help topic ID
Customization information
IDH_LOGON_SVCMSG
You can use this topic to provide definition Help for the support text in the logon dialog box. This topic is available to your users only if you specify support information when you run the CMAK wizard. The default text for this message is "No Help topic is associated with this item." You can modify this text to provide assistance for the support information specified for your users. For example, if you provide a phone number for customer support in the logon dialog box, you might want to provide a description of your customer support service in this topic.
IDH_PHONEBOOK_SERVICETYP
In the Phone Book dialog box, this topic provides Help for the Service Type list. You can customize this topic to reflect the service types that you support and provide a brief description of each.
IDH_PHONEBOOK_ACCESSNUMS and IDH_PHONEBOOK_MORE
In the Phone Book dialog box, these topics provide Help for the Access Numbers and More Access Numbers lists. You can edit the text to change it or add information about the available numbers, such as which numbers incur user fees and which do not. The default text specifies that additional charges are incurred for using these numbers.
IDH_PHONEBOOK_SVCMSG
In the Phone Book dialog box, this topic provides Help for the phone book customer service message area (next to the More access numbers box). This message appears only if alternate access numbers are available for the selected geographic area. You can use this topic to provide additional customer service information about the numbers that you make available in the More access numbers box.
Throughout the Cmctx32.rtf file, you might want to convert the term "your service" to the name of your service. For example, IDH_LOGON_NAME contains: "The name you use to log on to your service." Changing "your service" to "Awesome Computers" (the name of the fictitious company used in this guide) would change this information to: "The name you use to log on to Awesome Computers."
Customization suggestions for troubleshooting Help
Text for troubleshooting Help is in the Cmtrb32.rtf file. The following list of customization suggestions includes reference topics by title and by topic ID (the # footnote).
Troubleshooter topic ID
Customization information
ICM_TRB (Logon troubleshooter)
This topic is the starting point for users to identify possible problems. If you have specific problems that you want to address, you can add your own paths to the troubleshooter, starting at this point or any other point. You can add topics to cover as many situations as you want.
ICM_TRB_CUSTSUP_NUMS (Contact customer support)
This topic provides users with customer support information. Add your specific customer support phone numbers, hours of operation, and any other useful information. Users display this topic from other topics that recommend contacting customer support.
ICM_TRB_GIVEUP and ICM_TRB_GIVEUP_PHONE (Next steps)
One of these two topics appears at the end of all troubleshooting paths. You can provide additional instructions for users who try all troubleshooting possibilities and still are not able to connect to your service.
As with the definition Help, you might want to change the term "your service" to the name of your service, wherever it appears in this file.
Customizing and compiling the project file
If you customize the .rtf files, you must customize the project (.hpj) file (using Help Workshop 4.01 or another appropriate Help editor) to include the names of these custom .rtf files. You can also change other project information in the .hpj file. For example, if you do not want to use "Troubleshooting Help for Connection Manager" in the title bar of the Help screens, you can change the title in the .hpj file by changing "TITLE" under [Options] and "proc4" under [Windows].
After you have finished editing the .hpj and .rtf files, you must compile the .hpj file to create the .hlp file. When you run the CMAK wizard to create your service profile, specify the name of your custom .hlp file in the wizard.
Note   The .h (mapping) file contains the topic IDs for the definition Help. Editing this file may prevent Connection Manager from displaying the appropriate definition Help. 
Adding Connection Manager 1.2 to the service profile
Users must install Connection Manager 1.2 to run a Connection Manager 1.2. service profile. If your users do not already have it installed, you should include the software in your service profile. In the CMAK wizard, you can specify that this software be included in the service profile being built, so the software is installed when the user installs the service profile.
If you include Connection Manager 1.2 in the service profile and a user already has a previous version of Connection Manager installed, the software is automatically upgraded at installation. Connection Manager cannot be installed if the current or a newer version is already installed on the user's computer. For example, Connection Manager 1.2 is a component of the Windows 2000 operating system, so it does not get installed on computers running Windows 2000. However, the service profile installs, even if the Connection Manager software included in the profile does not install.
Notes

If you specify that this software be included, the associated Readme.txt file is also included. If you wish to customize this file, you should do it before building your service profile. For more information on how to customize this file, see Providing user documentation. 

Be sure to include the size of the Connection Manager software when calculating the size of your installation package. For more information on the size of the Connection Manager software, see Planning for effective implementation. 
Incorporating a license agreement
Using the CMAK wizard, you can include your own license agreement with your service profile. This license agreement appears when the user clicks OK to begin the initial installation of your service profile. If the user accepts the license agreement, installation continues. If not, installation is cancelled.
Use a text-editor program such as Notepad to create your license agreement as a text (.txt) file. To avoid formatting problems, do not use hard returns (forced line breaks) at the end of lines. Line-wrapping for the license agreement is done automatically when the service profile is built.
Including additional files
Using the CMAK wizard, you can include additional files with your service profile to help your users implement your service. All files that are needed for your service that are not specified elsewhere in the CMAK wizard should be specified in the Additional Files dialog box. This section contains information on files that you might want to include as Additional Files.
Connect action and auto-application files
If you create a connect action, you include the program for the connect action by specifying it in the Add/Edit Connect Actions dialog box. However, you can specify only one program there for each connect action. You must specify any other files required to implement the connect action as Additional Files. The same is true for auto-applications. For more information on the files that should be included with connect actions and auto-applications, see Incorporating connect actions and Incorporating auto-applications.
User documentation files
If you create user documentation for your service, you can include this information in your service profile by specifying the user documentation files as Additional Files.
Note   If you specify in the CMAK wizard that the Connection Manager 1.2 software is to be included with your service profile, Connection Manager automatically incorporates the Readme.txt file in the service profile. If you are not including the Connection Manager 1.2 software with your profile, but you do want to provide a readme file, you should incorporate it as an additional file. For more information on providing user documentation, including readme information, see Providing user documentation.
Other files
If, after running the CMAK wizard, you do any advanced customization by editing any of the service-profile files, you may need to include additional files to support some of your advanced customization. You specify any files needed to implement advanced customization as Additional Files. For more information on this type of advanced customization, see Advanced customization: editing service-profile files.
Providing user documentation
In addition to providing Windows Help with your documentation, you can incorporate other types of user documentation in your service profile. Connection Manager provides a default readme that you can customize. You can also develop and incorporate your own user documentation. Start by reviewing the information provided: 

Readme file, containing system requirements and known issues. 

Sample procedures, included later in this topic: 

"Setting up Connection Manager," including instructions for installing Point-to-Point Tunneling Protocol (PPTP) on Windows NT 4.0 

"Establishing a connection" 

"Removing Connection Manager" 
To reduce your customer-support effort, make sure your setup and usage instructions clearly and completely guide users through both the setup of Connection Manager and connection to your service.
To include user documentation in your service profile, you can specify the files as additional files (in the Additional Files dialog box of the CMAK wizard). For more information, see Including additional files.
Note   Information included as additional documentation is not available to users until after the installation of your service profile. You may want to include some of the information (such as installation procedures) in a separate readme file to accompany your service profile, in a form that can be accessed by users before installation. 
Readme files
A default readme file (Readme.txt) is included with the Connection Manager Administration Kit and is installed in the \Program Files\CMAK\Support folder. This file is automatically incorporated into every service profile created with the CMAK wizard that includes the Connection Manager 1.2 software in the service profile. You can customize the information in this file as appropriate for your service. Do not change the name of the file, but do make a backup copy before you edit it.
Notes

The Readme.txt file is included in a service profile ONLY if the Connection Manager 1.2 software is included in the profile. If you want to provide a readme file and do not want to include the Connection Manager 1.2 software in the profile, create a separate readme file (with a different name from the default readme file) and include it in the service profile as an additional file. 

As with other incorporated files, the Readme.txt file is copied into the service-profile folder for the service profile. To make changes to the file, edit it in the \program files\CMAK\support folder. 
User procedures
You should provide user documentation to help your users install, run, and remove (if necessary) Connection Manager. You can customize the following procedures and put them in a readme file or other user documentation.
Throughout these user procedures, you should substitute the name of your service profile for each occurrence of ServiceProfileFileName, regardless of the context in which it is used. (The name you substitute should not be in italics.)
The following procedures contain glossary entries and links to Web site. Depending on how the format and support files you provide with your documentation, these may not work as implemented here. Change these as appropriate for your deliverables.
When you run the CMAK wizard to build the service profile, specify the file names of all user documentation that you want incorporated in the service profile (to be available after the service profile is installed) as additional files.
Setting up Connection Manager
Instruct your users to perform the following procedure for setting up Connection Manager.
To set up Connection Manager
 1.
Use the appropriate method to find the ServiceProfileFileName file: 

If you received the the program for your service on a floppy disk or compact disc: 
 1.
Insert it in the appropriate drive. 
 2.
Use Windows Explorer to find the file. 

If you downloaded Connection Manager from the Internet or a private network, browse to your download folder. 
 2.
Double-click ServiceProfileFileName.exe. 
 3.
After installation has finished, double-click the icon on your desktop to start the service. If prompted to install additional components, click OK. 
Note   If the user specifies at installation that Connection Manager is to be available for "all users," the profile is installed per user, not per computer. As a result, the profile does not follow the user to another computer when the user roams. 
Verifying and installing the latest Network and Dial-Up Connections software for Windows 95
If your service profile supports virtual private network (VPN) connections, your users who are running Windows 95 on their computers must have the latest version of Network and Dial-Up Connections installed on their computers. Provide the following instructions to your VPN users to ensure installation of the the correct level:
To verify and install Network and Dial-Up Connections software for Windows 95

If you are running Windows 95 on your computer, you must obtain and install the current Network and Dial-Up Connections software by downloading it as a Microsoft Windows update from the Microsoft Support Online Web site. (http://support.microsoft.com/support/downloads/default.asp)
Installing PPTP on Windows NT 4.0
Users must manually install PPTP on computers running Windows NT 4.0. Provide the following instructions for users who need to install PPTP.
To install PPTP on a computer running Windows NT 4.0 
 1.
Make sure your Windows NT 4.0 distribution disks are available during installation to provide access to system files. It is recommended that the latest Windows NT service pack be installed. Windows NT Service Pack 3 (or later) provides support for multiple modems or dial-up scripting. Windows NT Service Pack 4 provides additional support for virtual private network (VPN) connections. Users can obtain the current Network and Dial-Up Connections software by downloading it as a Microsoft Windows update from the Microsoft Support Online Web site (http://support.microsoft.com/support/downloads/default.asp). 
 2.
Click Start, point to Settings, click Control Panel, and then double-click Network. 
 3.
On the Protocols tab, click Add. 
 4.
In Network Protocol, click Point To Point Tunneling Protocol, and click OK. 

If Setup needs to copy files, click Continue when prompted.
 5.
When prompted, click OK to set the number of virtual private networks to one (1). 
 6.
In the Remote Access Setup dialog box, click Add, click VPN1 – RASPPTM, and then click OK. 
 7.
Click Configure, and make sure the Dial out only check box is selected. 
 8.
In the Remote Access Setup dialog box, click Network, make sure TCP/IP is selected, and then click Continue. 

You can now close the Network utility and restart your computer, and then reinstall Service Pack 3 (or later) for Windows NT 4.
Establishing a connection
Have users follow these steps to connect to your service:
To establish a connection
 1.
On the desktop, double-click the ServiceProfileFileName icon. 
 2.
Type your user name and password. 

If you are using a VPN connection to connect to a private network, you might be prompted for a second user name and password. If so, type the user name and password that you use for the Internet service provider (ISP).
 3.
If you are using Connection Manager to connect for the first time, click Properties, click Phone Book, and then select a phone number from the list of access numbers. (Or you can type the phone number that you want to use to access the service.) 
 4.
Click OK twice. 
 5.
Click Connect to establish a connection. 

When you connect, the service might update your phone book if new or changed phone book information is available.
Notes

You can also start Connection Manager using the program icon in the Network Connections folder. 

Connection Manager supports user installation of multiple service profiles, running multiple instances of Connection Manager, and multiple user profiles for each service profile. If a user installs more than one service profile, each is installed in a separate folder. You can provide as many profiles to your users as necessary to support your service, but each must have a different service name and file name. 

For help with establishing a connection or with troubleshooting, use Help: 

For troubleshooting Help, click Help in the Connection Manager logon dialog box. 

For more information about an item in the dialog boxes, click the question mark [?] button in the title bar, and then click the item. 

Or right-click the item, and then click What's This?.
Removing your service
Have users follow these steps if they want to remove your service. 
Note   This procedure removes only the service profile. The Connection Manager software remains on the user's computer, as users may require it for other profiles on the computer. 
To remove your service
 1.
Right-click the desktop icon for your service. 
 2.
Click Delete. 
 3.
When prompted to continue with the deletion, click OK.
Note   Removing the the software for your service does not remove the Connection Manager software required to run your service. You must remove the Connection Manager software separately.
Advanced customization: editing service-profile files
The CMAK wizard supports most of the customization features that administrators need to build a custom Connection Manager service profile. However, you can customize additional features by editing the service-profile files and changing the manner in which Connection Manager implements certain functions.
You can edit service-profile files to customize functions and features that are not controlled through the CMAK wizard. To do this advanced customization, you can edit two sets of service-profile files: 

The template files that are used by the CMAK wizard to build all service profiles 

The files that are built when you run the CMAK wizard to create a specific service profile 
Service-profile files consist of the following file types: 

Service provider (.cms) files. The .cms files specify the configuration of the phone book and most of the other functions of your service profiles. Most advanced customization for a service profile is done by editing the .cms file for that service profile. 

Connection profile (.cmp) files. The .cmp files contain information specified by the user. Do not edit the .cmp files. Users can overwrite any changes you make. 

Information (.inf) files. The .inf files specify the installation information for your service profiles. Although you can edit some setup and uninstall information in an .inf file, you must be extremely cautious to avoid installation problems. 

Connection profile (.sed) files. The .sed files contain the instructions for building a self-extracting executable (.exe) file for your service profiles. You should never edit any .sed file. 
Important   Be careful when you modify these files. Troubleshooting the changes made to these files is difficult. Never modify the original file, and always make backup copies. A basic understanding of system-configuration files is assumed. 
Editing service-profile Files
You can edit either template files or specific service-profile files, or both, depending on whether you want to apply your customization options globally to all service profiles or to only a specific service profile.
Template files
When you install CMAK, the following template files are installed in the \Program Files\CMAK\Support folder: 

Template.cms 

Template.cmp 

Template.inf 

Template.sed 
These files contain the default settings that the CMAK wizard uses to build the service profiles. If you want to incorporate custom functions in all service profiles that you build, edit the template files before building the service profiles. 
Generally, you should edit only the .cms template file.
Note   Changes made to the template files apply only to subsequent new service profiles built using the CMAK wizard. 
Built files
When you use the CMAK wizard to build a service profile, the wizard creates a self-extracting executable (.exe) file and several other files containing the settings that you specify. The service-profile files are saved in the \Program Files\CMAK\Profiles\ServiceProfileFileName folder. All service-profile files have the name ServiceProfileFileName, which you specify in the CMAK wizard. In addition to the .exe file, the wizard creates the following files for each service profile: 

ServiceProfileFileName.cms 

ServiceProfileFileName.cmp 

ServiceProfileFileName.inf 

ServiceProfileFileName.sed 
For all files except the .cmp files, the built files take precedence over the template files. After editing a service-profile file, you must run the CMAK wizard again to rebuild the service profile with your customized settings.
Formats and conventions
Connection Manager creates service (.cms) files, which use the same format as Windows .ini files and information (.inf) files. In these files: 

Each file is divided into sections, with specific entries assigned to the sections. A section heading is enclosed within brackets ([ ]). For example, [Strings] is a section containing text strings for messages. The entries for a section are not enclosed within brackets. 

All values specified for a numeric entry must be an integer. Any noninteger value is truncated to an integer or ignored as invalid data. For example, 1.1 is truncated to 1 or ignored. 

The order in which sections appear is not important; a particular section can be placed anywhere in the file. 

Comments in the file begin with a semicolon (;). 
For more information on these formats and conventions, see the Microsoft Platform Software Development Kit (SDK). 
Customizing functions
Customize the entries only in the .cms and .inf files, and only as specified in this section. 
Information (.inf) file entries
By editing an .inf file, you can specify commands that run when the user sets up or uninstalls your service profile. For example, you can specify commands that run: 

Setup programs that integrate any custom software that you include. 

Programs that automatically display a readme file. 

Configuration utilities or cleanup programs. 
To add custom setup and uninstall commands to your service profile, you must first create the service profile by running the CMAK wizard and incorporating any files needed to run your custom commands by specifying each of them as an additional file. After you have built the service profile, specify the custom commands in the appropriate sections of the .inf file. 
The .inf file contains four sections that you can edit to incorporate setup and uninstall commands to be run at specific points in the process. Use file names of eight characters or less. Do not use spaces in the file names.
This .inf file section
Contains commands that run
RunPreSetupCommands
Before Setup begins
RunPostSetupCommands
After Setup finishes installing the service profile
RunPreUnInstCommands
Before the uninstall program begins
RunPostUnInstCommands
After the uninstall program runs
Each command should include the name of the program to be run and any command-line parameters. Each command specified in the .inf file is run only once during an installation or uninstallation process. 
Important

Incorrectly specified entries can cause significant installation problems. Do not edit any of the entries in the .inf file except those previously specified. Thoroughly test all service profiles containing custom .inf entries for version, file, or other conflicts. Be sure that the file location is specified correctly. 

If you edit Connection Manager 1.0 service profiles in Connection Manager Administration Kit 1.2, the profile is upgraded to Connection Manager 1.2 and the new .inf file replaces the previous .inf file. After the upgrade, you must add your custom entries to the new .inf file if you want to continue using your custom setup and uninstall commands in the service profiles that you build. 
Service Provider (.cms) File Entries
Editing a .cms file can change the implementation of many of the Connection Manager functions. For example, you can: 

Edit the RedialDelay entry, which controls the delay between redials. 

Edit the PasswordHandling entry, which specifies case sensitivity. 

Edit the HideRememberPassword entry, which controls whether the Save password check box appears. 

Edit the HideDialAutomatically entry, which controls whether the Connect automatically check box appears. 

Edit the ResetPassword entry, which controls whether a New button appears in the Connection Manager logon dialog box. 

Edit the HideDomain entry, which controls whether the Logon domain field appears. 

Edit settings in the [Server&EntryName] and [TCP/IP&EntryName] sections, which enables you to specify additional settings that control the way in which Network and Dial-Up Connections entries are handled in Connection Manager. Many of these settings are controlled through the CMAK wizard; however, some must be edited in the .cms file, such as the IP_Header_Compress setting. 

Create a TCP/IP&TunnelDUN section, which specifies the VPN Network and Dial-Up Connections entry settings that are implemented for all VPN connections. 
Notes

In the following table, entries controlled by the CMAK wizard are flagged in the Set in column as CMAK. Although these flags appear in the .cms file, do not edit them there, because the CMAK wizard may overwrite entries in the .cms file. Use the CMAK wizard to update these entries. 

If an entry is valid in both .cms and .cmp files, edit only the .cms entry. 

Make sure that locations are specified either as the full path or in reference to the location of the .cmp file. 
The following table shows the valid entries for each section of the .cms and .cmp files, the function and use of each entry, and where each entry can be set (in the CMAK wizard, the .cms file, or the .cmp file).
[Section] or entry
Specifies
Set in
        [Connection Manager]
Miscellaneous service-profile settings.
.cms
.cmp


Dialup
Whether dial-up connections are supported. 0 = No.
1 (default) = Yes.
.cms
Direct
Whether direct connections are supported. 0 = No.
1 (default) = Yes.This entry is valid only for virtual private network (VPN) service profiles.
.cms
ConnectionType
The connection method to be used. 0 (default) = Connect by using a dial-up connection.
1 = Connect by using a direct connection (for example, a LAN).This entry is valid only if both the Dialup entry and the Direct entry are set to 1. The user can change this option in the Properties dialog box, on the General tab. The setting in the .cmp file represents the current state.
.cms
.cmp
CMSFile
Name of the service-profile file: (\Path\ServiceProfileFileName.cms), as entered in on the Service and File Names dialog box in File name. Do not use any of the following in this name: ! , ; <space> * = \ / : ? ' " < > | . % + [ ] $ #. Do not alter this entry in the .cms file. If a different name is required, use the CMAK wizard to edit the existing profile and specify new names for both the Service name and the File name, and then finish running the wizard.
CMAK
ServiceName
The key identifier for the profile. Text appearing in the Connection Manager logon dialog box as the service name and as the name of the connection. Maximum = approximately 35 characters. Do not use any of the following in this name: * \ / : ? " < > | [ ]If the Connection Manager service profile is to be included in a Microsoft Internet Explorer installation package created with the IEAK, this name must be the same as the name specified in the [Entry] section of the Internet Explorer .ins file.
CMAK
ServiceMessage
Connection Manager logon dialog box service message, usually a customer-support number for the service. Maximum = Approximately 50 characters.
CMAK
UserName
User name typed by the user and used to authenticate the user.
.cmp
InternetUserName
User name for VPN connections, typed by the user.
.cmp
UseSameUserName
Whether to use a separate user name and password when connecting to the Internet service provider (for a VPN connection). 0 (default) = Use the separate user name and password as specified by the user in the Properties dialog box, on the Internet Logon tab.
1 = Use the same user name and password when connecting to the Internet service provider as is specified in the Connection Manager logon dialog box for logging on to the private service.
CMAK
UserNamePrefix
Prefix appended to the user name. Enables access to a service requiring a realm name as a user-name prefix.
CMAK
UserNameSuffix
Suffix appended to the user name. Enables access to a service requiring a realm name as a suffix.
CMAK
MaxUserName
Maximum length of the user name that can be typed by the user. Default = 256 bytes.
.cms
UserNameOptional
Whether the user must type a user name in the Connection Manager logon dialog box. 0 (default) = User name required.
1 = User name not required.
.cms
HideUserName
Whether the User name box appears in the Connection Manager logon dialog box when using dial-up connections. 0 (default) = Display the box.
1 = Do not display the box.If the field is hidden, the data is considered optional.
.cms
HideInternetUsername
Whether the Username box appears in the Properties dialog box, Internet Logon tab. 0 (default) = Display the box.
1 = Do not display the box.If the field is hidden, the data is considered optional. If HideInternetPassword and HideInternetUsername are both 1, the tab is not displayed.
.cms
Password
password typed by the user.
.cmp
InternetPassword
Password for VPN connections, typed by the user.
.cmp
PasswordHandling
Method of handling the password during the logon process. 0 (default) = Normal (case sensitive).
1 = Lowercase password.
2 = Uppercase password.
.cms
MaxPassword
Maximum length of the password that can be typed by the user. Default = 256 bytes.
.cms
PasswordOptional
Whether the user must specify a password in the Connection Manager logon dialog box. 0 (default) = Password required.
1 = Password not required.
.cms
RememberPassword
Whether the user selected the Save password check box in the Connection Manager logon dialog box. 0 (default) = User did not select the check box.
1 = User selected the check box.
.cmp
RememberInternetPassword
Whether the user selected the Save password check box on the Internet Logon dialog box. 0 (default) = User did not select the check box.
1 = User selected the check box.
.cmp
ResetPassword
Whether the New button appears in the Connection Manager logon dialog box to enable a user to reset the password. You can use this button to set up a custom password option. Type the location (including name) of the executable program you use to support this process. You must provide an executable program for this option and include it as an additional file when you run the CMAK wizard.
.cms
HidePassword
Whether the Password box appears in the Connection Manager logon dialog box when using dial-up connections. 0 (default) = Display the box.
1 = Do not display the box.If the field is hidden, the data is considered optional.
.cms
HideInternetPassword
Whether the Password box appears in the Properties dialog box, on the Internet Logon tab. 0 (default) = Display the box.
1 = Do not display the box.If the field is hidden, the data is considered optional. If HideInternetPassword and HideInternetUsername are both 1, the tab is not displayed.
.cms
HideRememberPassword
Whether to display the Save password check box in the Connection Manager logon dialog box and on the Internet Logon tab. Service profiles built to support VPN connections contain this additional tab. 0 (default) = Display the check box.
1 = Do not display the check box.If HideRememberPassword is set to 1, it overrides the HideDialAutomatically setting, even if HideDialAutomatically is not set to 1.
.cms
Domain
Logon domain name typed by the user.
.cmp
MaxDomain
Maximum length of the domain name that can be typed by the user. Default = 15 characters.
.cms
HideDomain
Whether the Logon domain box appears in the Connection Manager logon dialog box when using dial-up connections. 0 = Display the box.
1 = Do not display the box.The default is 1 if the profile supports VPN connections; otherwise, the default is 0. If the field is hidden, the data is considered optional.
.cms
DialAutomatically
Whether the user selected the Connect automatically check box in the Connection Manager logon dialog box. 0 (default) = User did not select the check box.
1 = User selected the check box.
.cmp
HideDialAutomatically
Whether the Connect automatically check box appears in the Connection Manager logon dialog box. 0 (default) = Display the check box.
1 = Do not display the check box.
.cms
Phone0
Primary phone number typed or selected by the user.
.cmp
Phone1
Backup phone number, entered by the user.
.cmp
PhoneCanonical0
The canonical format of the primary phone number last selected from the phone book or typed in using the canonical format.
.cmp
PhoneCanonical1
The canonical format of the backup number last selected from the phone book or typed in using the canonical format.
.cmp
PhoneCountry0
Telephone Application Programming Interface (TAPI) country/region code for the primary phone number.
.cmp
PhoneCountry1
Telephone Application Programming Interface (TAPI) country/region code for the backup phone number.
.cmp
UseDialingRules0
How dialing rules are applied to the primary phone number. 0 = Use the form of the number exactly as it appears in the phone book or as it is typed.
1 = Apply dialing rules to the number when displaying and dialing. The value in the .cmp file, if there is one, takes precedence over the value in the .cms file. If no values are specified in either the .cmp file or the .cms file, the value is set to 1.
.cms
.cmp
UseDialingRules1
How dialing rules are applied to the backup number. 0 = Use the form of the number exactly as it appears in the phone book or as it is typed.
1 = Apply dialing rules to the number when displaying and dialing. The value in the .cmp file, if there is one, takes precedence over the value in the .cms file. If no values are specified in either the .cmp file or the .cms file, the value is set to 1.
.cms
.cmp
PhoneSource0
Service profile for the primary phone number.
.cmp
PhoneSource1
Service profile for the backup phone number.
.cmp
Description0
Description of the primary phone number. Appears in the Phone Book dialog box as a Point of Presence (POP) name.
.cmp
Description1
Description of the backup phone number. Appears in the Phone Book dialog box as a POP name.
.cmp
DUN0
Network and Dial-Up Connections entries used for the primary phone number.
.cmp
DUN1
Network and Dial-Up Connections entries used for the backup phone number.
.cmp
Modem0
Name of the modem device to use for the primary phone number.
.cmp
Modem1
Name of the modem device to use for the backup phone number.
.cmp
ServiceType0
Service type that the user most recently selected from the phone book for the primary phone number.
.cmp
ServiceType1
Service type that the user most recently selected from the phone book for the backup phone number.
.cmp
Region0
State or province that the user most recently selected from the phone book for the primary phone number.
.cmp
Region1
State or province that the user most recently selected from the phone book for the backup phone number.
.cmp
Version
Version of the phone book. If you use Connection Point Services (CPS) to provide phone books, the CPS phone book server will use this entry to determine how to handle phone book. The CPS phone book server downloads a delta file to the client, unless the client is more than five versions out of date. If the version is more than five versions out of date, PBS downloads the complete phone book. 
.cms
Network and Dial-Up Connections
Default Network and Dial-Up Connections entry used when Network and Dial-Up Connections in the phone book is blank. Default = ServiceProfileServiceName.
.cms
DynamicPhoneNumber
Whether Connection Manager must re-read the phone number before dialing. 0 (default) = Do not force re-read.
1 = Force re-read.
.cms
RedialCount
Number of redials to attempt. Default = 3.
.cms
.cmp
RedialDelay
Delay (in seconds) between dials. The delay is the elapsed time between the point of failure of the first call and the dialing of the first digit of the next phone number. Default = 5 seconds.
.cms
IdleTimeout
Time (in minutes) that the connection must be idle before disconnecting. Default = 10 minutes.
If set to 0, no time-out occurs.
.cms
.cmp
IdleThreshold
Maximum bytes per minute that can be received if an idle state is to be detected for the connection. Default = 0.This entry is for Windows 95 and Windows 98 operating systems.
.cms
NoPromptReconnect
Whether the user is prompted for reconnection when the connection is inadvertently dropped. 0 (default) = Prompt the user.
1 = Do not prompt the user.
.cms
Icon
Location of the icon (.ico) file for the large program icon. Default = the standard Connection Manager program icon.
CMAK
SmallIcon
Location of the icon (.ico) file for the small title-bar icon. Default = the standard Connection Manager title-bar icon.
CMAK
TrayIcon
Name of the icon (.ico) file for the status-area icon. Default = the Connection Manager status-area icon.
CMAK
HideTrayIcon
Whether to display the status-area icon in the Windows taskbar. 0 (default) = Display the icon.
1 = Do not display the icon.If you choose not to display a status-area icon, edit the Help file to remove references to it.
.cms
Logo
Location of the .bmp file displayed in the Connection Manager logon dialog box. Default = the standard Connection Manager logon bitmap.
CMAK
PBLogo
Location of the .bmp file for the Phone Book dialog box. Default = the standard Phone Book bitmap.
CMAK
PBMessage
Text in the Phone Book dialog box next to More access numbers when the phone book is displayed and alternate access numbers are available for the selected geographic region. Maximum = Approximately 100 characters
CMAK
PBUpdateMessage
Text that appears in the dialog box during a phone book update. Default = "Downloading new phone book.".
.cms
DownloadDelay
Time (in seconds) to delay before downloading phone book updates. The delay time starts when the connection is first established. Default = 15 seconds.This entry is valid only when, in the CMAK wizard, in the Setup Post-Connect Actions dialog box, Automatically download phone book updates is selected.
.cms
HideDelay
Time (in seconds) to delay before displaying the Phone Book Updates dialog box (with progress indicators and message). Default = Do not display the dialog box.
.cms
HelpFile
Location (including name) of the custom Help file. Default Help file = the standard service-profile Help file.
CMAK
Tunnel
Whether VPN connections are enabled for the referencing service profile. 0 (default) = Not enabled.
1 = Enabled.
CMAK
TunnelDUN
Network and Dial-Up Connections entries used for VPN connections. Default = ServiceProfileServiceName tunnel.
.cms
TunnelAddress
IP address or domain name for the VPN server.
CMAK
TunnelReferences
Whether VPN connections are enabled for phone numbers taken from merged profile phone book. 0 (default) = Do not use a VPN connection when using any of these phone numbers.
1 = Use a VPN connection when using a phone number from a referenced profile.
CMAK
AnimatedLogo
Whether an animation is used instead of a static bitmap in the Connection Manager logon dialog box. 0 (default) = Do not use animated graphic.
1 = Use animated graphic.The [Animated Logo] section specifies the location of the animation (.spl or .swf) file. This function is provided for compatibility with Connection Manager 1.0, which supports Macromedia Flash animation files. 
.cms
CheckOSComponents
Whether Connection Manager checks the operating system components. 0 (default) = Check the operating system components only when an error occurs.
1 = Always check the operating system components on startup.
.cms
DoNotCheckBindings
Whether to include the TCP/IP bindings when checking operating system components. 0 (default) = Include the TCP/IP bindings in the TCP/IP check and bind all that are not bound.
1 = Do not include the TCP/IP bindings when checking operating system components.This entry applies only to Windows 95 and Windows 98.TCP/IP shims are protected from checking only if this option is set to 1 in all installed service profiles. This option does not prevent bindings from being checked by other service profiles or programs.
.cms
IsdnDialMode
Whether Connection Manager bonds two channels on the same ISDN device. 0 (default) = Do not bond (use single channel only).
1 = Always bond the two channels (connect both channels automatically).This entry is valid only for Windows 2000.
.cms
[Profile Format]
Service-profile version.
.cms
.cmp
Version
Format version of the profile or service file.
.cms
.cmp
[ISP]
Service types (such as modem or ISDN that you want to list in the Phone Book dialog box, and how you want phone numbers to appear for each service type. The Mask and Match lines control where a phone number is listed in the Phone Book dialog box. You can specify whether the number is listed under Access numbers or under More access numbers. Each Mask and Match line has a corresponding service option in Phone Book Administrator.
.cms
PBFile
Location of the phone book (.pbk) file used by the service profile.
CMAK
RegionFile
Location of the region (.pbr) file used by the service profile.
CMAK
PBURL
Uniform Resource Locator (URL) for the phone book update.
CMAK
Mask&FilterName
Mask value for FilterName.
.cms
Match&FilterName
Match value for FilterName.
.cms
FilterA&ServiceProfile
List of filter names to be applied to the access numbers phone-book settings field; for example: FilterA& = NosurchargeSignonThe selected phone numbers are listed in the Connection Manager Phone Book dialog box, in Access numbers.Default = NosurchargeSignon.
.cms
FilterB&ServiceProfile
List of filter names to be applied to the referenced phone-book options field; for example: FilterB& = SurchargeSignonThe selected phone numbers are listed in the Connection Manager Phone Book dialog box, in More access numbers.Default = SurchargeSignon.
.cms
References
Service profiles merged through the CMAK wizard. Profile names are separated by commas, tabs, or spaces. Each name is used as a reference to that profile.
CMAK
CMSFile&MergedProfile
Location of the merged service file (.cms file). The format is CMSFile&MergedProfile=Location, where MergedProfile is the name of the merged service profile and Location is the location of the .cms file for the merged service profile; for example: CMSFile&Awesome1 = Awesome1\AwesomeE.cms
CMAK
FilterA&MergedProfile
List of filter names to be applied to the referenced phone book options field. The format is FilterA&Reference = FilterName, where MergedProfile is the name of the merged service profile, as specified in the CMSFileMergedProfile entry, and FilterName is the name of the filter to be applied; for example: FilterA&AwesomeE = NoSurchargeSignonThe selected phone numbers are merged into the list in the Connection Manager Phone Book dialog box, in Access numbers.
CMAK
FilterB&MergedProfile
List of filter names to be applied to the referenced phone book options field. The format is FilterB&MergedProfile = FilterName, where MergedProfile is the name of the merged service profile, as specified in the CMSFileReference entry, and FilterName is the name of the filter to be applied; for example: FilterB&AwesomeE = SurchargeSignonThe selected phone numbers are merged into the list in the Connection Manager Phone Book dialog box, in More access numbers.
CMAK
[Service Types]
Items that are listed in the Phone Book dialog box, under Service type.
.cms
ServiceType
A service type as a filter name to be applied to the referenced phone book options field. The format of the entry is ServiceType=FilterName, where ServiceType is the name as it appears in the Phone Book dialog box, in the Service type list, and FilterName is the name of the filter to be associated with the entry; for example: ISDN Multicast = MulticastISDNIt is recommended that a service type name include no more than 25 characters. If you need to add a service type, copy and edit an existing line in the [Service Types] section.
.cms
[Pre-Connect Actions]
Optional pre-connect actions to run before a connection is established. The following environment variables are set in Connection Manager and can be implemented in connect actions as command-line options: Profile, UserName, UserPrefix, UserSuffix, ServiceName, DialRasPhoneBook, TunnelRasPhoneBook, AutoRedial, PopName, ErrorCode, DialRasEntry, and TunnelRasEntry. Other settings can be accessed programmatically through remote access Application Program Interfaces (APIs), which are documented in the Microsoft Platform Software Development Kit (SDK).
CMAK
#
A single pre-connect action. The format of the entry is # = Program, where # is a number from 0 to x, and Program is the complete name of the program (including the .exe or .dll file and associated parameters). Programs start in sequence: 0 first, 1 next, and so on.
CMAK
#&Flags
Whether a pre-connect action runs when a specific type of connection is established. The format of the entry is #&Flags = x, where # is the number of a defined pre-connect action and x is a value indicating how dial-up and direct connections for that pre-connect action are handled:    If x = 0 (default), both dial-up and direct connections include this pre-connect action. (The default entry does not appear in the .cms file.)    If x = 1, only direct connections include this pre-connect action.    If x = 2 , only dial-up connections include this pre-connect action. 
CMAK
#&Description
A short description of a pre-connect action. The format of the entry is #&Description = text, where # is the number of a defined pre-connect action and text is the descriptive information for that pre-connect action. This option can provide useful information when a synchronous connect action does not run properly. Default = program name specified using # = Program for the pre-connect action.
CMAK
[Pre-Tunnel Actions]
Optional pre-tunnel actions to run after a connection is established but before a VPN connection is established. Pre-tunnel actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries).
CMAK
[Connect Actions]
Optional post-connect actions to run after a connection is established and, if using a VPN connection, after the tunnel is established. Post-connect actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries).
CMAK
[Disconnect Actions]
Optional disconnect actions to run immediately before disconnecting. Disconnect actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries).
CMAK
[Pre-Dial Actions]
Optional pre-dial actions to run immediately before dialing. Pre-dial actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries), but they cannot be set in the CMAK wizard. To create an pre-dial connect action, open the .cms file, copy any pre-connect, pre-tunnel, or connect action that you have created using the CMAK wizard, paste it under the [Pre-Dial Actions], and then edit the information as appropriate.
.cms
[On-Cancel Actions]
Optional on-cancel actions to run when the user cancels a session after the connection attempt has been started (any time that the user clicks Connect). On-cancel actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries), but they cannot be set in the CMAK wizard. To create an on-cancel connect action, open the .cms file, copy any pre-connect, pre-tunnel, or connect action that you have created using the CMAK wizard, paste it under the [On-Cancel Actions], and then edit the information as appropriate.
.cms
[On-Error Actions]
Optional on-error actions to run when an error occurs. On-error actions use the same format as other connect actions (as shown in the [Pre-Connect Actions] section, the #, #&option, and #&Description entries), but they cannot be set in the CMAK wizard. To create an on-error connect action, open the .cms file, copy any pre-connect, pre-tunnel, or connect action that you have created using the CMAK wizard, paste it under the [On-Error Actions], and then edit the information as appropriate.
.cms
[Auto-Applications]
Optional auto-applications to run during a connection. Auto-applications are similar to connect actions, but they cause the disconnect sequence to start as soon as the last open auto-application finishes. (Auto-applications use the same format as shown in the [Pre-Connect Actions] section, the # entry). Unlike connect actions, auto-applications do not use the #&option or #&Description entries and DLLs are not supported.
CMAK
[Menu Options]
Shortcut menu that appears when a user right-clicks the status-area icon for your service.
CMAK
MenuItemName
Command to be run from the shortcut menu. Shortcut menu commands use the format MenuItemName = Program, where MenuItemName is the descriptive name that appears on the shortcut menu and Program is the name of the executable file (.exe or other shell executable), including any parameters required for the program. For example, if you wanted to add Notepad to the menu with the command name "Editor," the [Menu Options] line is Editor = Notepad.exe. Default commands = Status and Connect.These programs are available in a shortcut menu that appears when a user right-clicks the status-area icon. Applications are listed in the menu in sequence: 0 first, 1 next, and so on.
CMAK
[Animated Logo]
Animation for the Connection Manager logon dialog box. The [Animated Logo] section specifies the location of the animation (.spl or .swf) file. This function is provided for compatibility with Connection Manager 1.0, which supports Macromedia Flash animation files.AnimatedLogo in the [Connection Manager] section determines whether an animation is used.
.cms
Movie
Location of the optional animation file displayed in place of the static bitmap in the logon dialog box. Settings in the [Animated Actions] section control how the optional animation plays based on the connection state.
.cms
Parameter
Other animation parameters passed from software used to create the animation, such as Quality = 3.
.cms
[Animated Actions]
When to play segments of the animation.
.cms
Initial
Starting frame number; plays when Connection Manager starts.
.cms
Dialing0
Starting frame number; plays while the primary phone number is dialed.
.cms
Pausing
Starting frame number; plays during pauses between dials.
.cms
Dialing1
Starting frame number; plays while the backup phone number is dialed.
.cms
Authenticating
Starting frame number; plays during user authentication.
.cms
Tunneling
Starting frame number; plays while establishing a VPN connection.
.cms
Connected
Starting frame number; plays when a connection is established.
.cms
Error
Starting frame number; plays at any connection error.
.cms
[Server&TunnelDUN]
Network and Dial-Up Connections configuration to be used for all VPN connections. In this section title, TunnelDUN is the name of the Network and Dial-Up Connections entry name specified in the TunnelDUN entry specified in the [Connection Manager] section. For example, [Server&Awesome1 Tunnel]. This section uses the same format as the [Server&EntryName] section, including all entries valid under that section.
CMAK
[Server&EntryName]
Network and Dial-Up Connections configuration, where EntryName is the name of the Network and Dial-Up Connections entry; for example, [Server&Awesome1].
.cms
NetworkLogon
Whether to log on to the network. 0 (default) = Do not log on.
1 = Log on.
.cms
SW_Compress
Whether to negotiate PPP software compression of data. 0 = Do not negotiate.
1 (default) = Negotiate.
.cms
Disable_LCP
Whether to enable Link Control Protocol (LCP) extensions. 0 = Enable.
1 (default) = Disable.
.cms
PW_Encrypt
Whether to encrypt password when authenticating. 0 (default) = Do not encrypt.
1 = Encrypt. 
.cms
Negotiate_TCP/IP
Whether to negotiate TCP/IP. 0 = Do not negotiate.
1 = Negotiate. Always set to 1.
.cms
Negotiate_IPX
Whether to negotiate IPX protocol. 0 = Do not negotiate.
1 (default) = Negotiate.
.cms
Negotiate_NetBEUI
Whether to negotiate NetBIOS extended user interface (NetBEUI) protocol. 0 (default) = Do not negotiate.
1 = Negotiate
.cms
Require_PAP
Whether Password Authentication Protocol (PAP) is allowed. 0 (default) = Not allowed.
1 = Allowed.Valid only for Windows 2000 (and later).
.cms
Require_SPAP
Whether SPAP is allowed. 0 (default) = Not allowed.
1 = AllowedValid only for Windows 2000 (and later).
.cms
Require_EAP
Whether Extensible Authentication Protocol (EAP) is allowed. 0 (default) = Not allowed.
1 = allowed.
Valid only for Windows 2000 (and later).
.cms
Require_CHAP
Whether Challenge Handshake Authentication Protocol(CHAP) is allowed. 0 (default) = Not allowed.
1 = Allowed.Valid only for Windows 2000 (and later).
.cms
Require_MSCHAP
Whether MSCHAP is allowed. 0 (default) = Not allowed.
1 = Allowed.Valid only for Windows 2000 (and later).
.cms
Require_MSCHAP2
Whether MSCHAP2 is allowed. 0 (default) = Not allowed.
1 = Allowed.Valid only for Windows 2000 (and later).
.cms
Require_W95MSCHAP
Whether W95MSCHAP is allowed. 0 (default) = Not allowed.
1 = Allowed.Valid only for Windows 2000 (and later).
.cms
Custom_Security
Which security configuration is to be used. 0 (default) = Use standard configuration.
1 = Use custom configuration. If you want to implement this feature, after creating it, you can separate POPs that use this feature from other POPs by using the More Access Numbers feature.Valid only for Windows 2000 (and later).
.cms
EncryptionType
Which encryption level is to be used. 0 (default for dial-up) = None.
1 (default for other than dial-up) = Require.
2 = Require maximum. 
3 = Optional.Valid only for Windows 2000 (and later).
.cms
CustomAuthKey
The ID of the Extensible Authentication Protocol (EAP) to be used with this connection. The format is CustAuthKey=ID, where ID is the Internet Assigned Numbers Authority (IANA) ID for the EAP. If no ID is specified, no attempt will be made to read the CustomAuthData value. Valid only for Windows 2000 (and later) and only when Custom_Security =1.Valid only for Windows 2000 (and later).
.cms
CustomAuthData#
The configuration data for the EAP. The format is CustomAuthData#=EAPConfigurationData, where # is the number of the specific line of data; for example: CustomAuthData0=1AFGKLMOFGH23KEach line can contain a maximum of 128 characters. If the ID has more than 128 characters, it must be specified as multiple lines, incrementing the # for each line of data. For example:CustomAutData0=First128Characters
CustomAuthData1=Next128Characters
CustomAuthData2=FinalCharactersValid only for Windows 2000 (and later) and only when Custom_Security =1.Valid only for Windows 2000 (and later).
.cms
[TCP/IP&TunnelDUN]
Network and Dial-Up Connections configuration to be used for all VPN connections. In this section title, TunnelDUN is the name of the Network and Dial-Up Connections entry name specified in the TunnelDUN entry specified in the [Connection Manager] section. For example, [TCP/IP&Awesome1 Tunnel]. This section uses the same format as the [TCP/IP&EntryName] section, including all entries valid under that section. This section is created by the CMAK wizard, but the entries can be edited in the .cms file
CMAK
.cms
[TCP/IP&EntryName]
Network and Dial-Up Connections configuration, where EntryName is the name of the Network and Dial-Up Connections entry name; for example: [TCP/IP&Awesome1]
CMAK
.cms
Specify_IP_Address
Whether to specify a static IP address. 0 (default) = Do not specify.
1 = Specify.
CMAK
IP_Address
Static IP addresses.
CMAK
Specify_Server_Address
Whether to specify static DNS or Windows Internet Name Service (WINS) addresses. 0 (default) = Do not specify.
1 = Specify.
CMAK
DNS_Address
DNS address.
CMAK
DNS_Alt_Address
Alternate DNS address.
CMAK
WINS_Address
WINS address.
CMAK
WINS_Alt_Address
Alternate WINS address.
CMAK
IP_Header_Compress
Whether to enable IP header compression. 0 = Not enabled.
1 (default) = Enable.
.cms
Gateway_On_Remote
Whether to use the default gateway on the remote private network. 0 = Do not use.
1 (default) = Use.
.cms
[Networking&TunnelDUN]
The single Network and Dial-Up Connections configuration to be used for all VPN connections. In this section title, TunnelDUN is the name of the Network and Dial-Up Connections entry name specified in the TunnelDUN entry specified in the [Connection Manager] section. For example, [Networking&Awesome1 Tunnel]. 
CMAK
VpnStrategy
Which tunneling protocol to use when establishing a VPN connection. 0 (default) = Automatically select the primary protocol.
1 = Use Point-to-Point Tunneling Protocol (PPTP) only.
2 = Try PPTP first.
3 = Use L2TP only.
4 = Try L2TP first.Note   PPTP is currently the primary protocol. Valid only for Windows 2000 (and later).
.cms
[Scripting&EntryName] Section
Location (path and file name) of the script (.scp) file for the Network and Dial-Up Connections entry, where EntryName is the name of the Network and Dial-Up Connections entry name; for example: [Scripting&Awesome1]).
CMAK
Name
Location (including file name) of the script (.scp) file for the Network and Dial-Up Connections entry.
CMAK
Phase three: running the CMAK wizard and creating a service profile
Using the Connection Manager Administration Kit wizard, you can quickly and easily build the required service profiles to configure Connection Manager.
All custom elements must be ready before you run the CMAK wizard to build a service profile. Get organized before you start the wizard, and ensure that you have everything you need, including: 

Copies of all planning worksheet pages for each service profile to be built. 

All external files required to implement the custom elements. These files should be specified on the planning worksheet. 
This guide covers information that you need to know to run the CMAK wizard and create a service profile:

Preparing to run the CMAK wizard 

Using the CMAK wizard to build a service profile 

Finishing customization after running the CMAK wizard 
Preparing to run the CMAK wizard
You run the CMAK wizard to create a service profile. As you step through the wizard, you are prompted to select customizable options and type the location of customized elements that you have prepared. Before you can run the wizard, you must set it up on your computer and ensure that all custom elements are available.
Setting up the CMAK wizard
No set up of the CMAK wizard is required once it is installed but, before running the CMAK wizard, make sure that you have read the information in the readme file (CMAKRead.htm) to ensure that you understand any restrictions on how to use the CMAK wizard to set up your service profile.
Editing the templates
Before you use the CMAK wizard to build a service profile, locate the advanced customization information for the worksheet provided by the network administrator or other technical lead. Advanced customization of the templates must be done before you run the wizard. For more information on editing the template files, see Advanced customization: editing service-profile files. 
Setting up a folder for custom elements
All custom elements prepared by you and other members of your team must be accessible as you run the CMAK wizard. Create a folder in which to place all custom files to be incorporated into the service profile. Using a single location for custom elements makes it easier to build profiles when you run the CMAK wizard. You might want to set up a folder at a network location so your team can share a common location to save and access files as they develop the custom elements. Before running the wizard, check the planning worksheet created for the service profile against the contents of the custom folder to ensure that all files are available.
Creating multiple customized versions
To build multiple service profiles, you should have a separate worksheet for each profile to be built. To simplify building a service profile similar to one you already have, you can duplicate the existing service profile and edit it as appropriate.
To build a new service profile from an existing profile
 1.
In the Service Profile Source dialog box, specify the option to Edit this existing service profile, and then select the appropriate existing profile from the drop-down list. 
 2.
In the Service and File Names dialog box, specify a new service name and file name for the new profile. 
 3.
Proceed through the wizard, changing any specific options as appropriate, to build the new service profile. 
Important   The existing service profile is not affected, as long as you specify a different service name and file name for the service profile you are building. If you do not specify a new file name, the CMAK wizard will prompt you that you want to overwrite the existing service profile. If you specify a new file name but do not specify a new service name, users who have the existing service profile installed and then install the new service profile will experience problems in connecting using the service profile. 
Updating and editing existing service profiles
When you create a service profile, the CMAK wizard copies all incorporated files into the CMAK folder for that service profile (...CMAK\Profiles\ServiceProfileFileName). When you edit an existing profile, the wizard always pulls the incorporated files from the CMAK folder. To make changes to the incorporated files, you can either edit the incorporated file in the CMAK folder and then run the wizard again to update the service profile, or you can start the wizard, delete the referenced files, add the updated file by browsing to it, and then finish running the wizard.
Notes

When you edit an existing service profile created with a previous version of the Connection Manager Administration Kit, the CMAK wizard automatically updates the profile. Any changes you have made manually to the .inf file (using advanced customization techniques) will not be retained in the upgraded file. However, the CMAK wizard creates a backup of the old .inf file before creating the updated file. 

When you use the CMAK wizard to edit a service profile that contains a merged service profile, the wizard attempts to use the latest version of the merged service profile. If the CMAK wizard cannot find the merged service profile in the \Program Files\CMAK\Profiles\ServiceProfileFileName folder, it defaults to the current version of the merged service profile, originally stored with the service profile that you are editing. 
Using the CMAK wizard to build a service profile
You create a service profile in three overall steps: 
 1.
Start the CMAK wizard. 
 2.
Run the CMAK wizard and enter all the necessary information. 
 3.
Let the CMAK wizard build your customized service profile. 
Starting the CMAK wizard
Do not start the CMAK wizard until you have collected all the information you need and have prepared all the custom bitmaps, Help files, and other items, as described in earlier sections.
To start the CMAK wizard

Click Start, point to Programs, point to Administrative Tools, and then click Connection Manager Administration Kit. 
Running the CMAK wizard
Other sections in this documentation provide details on how to build a service profile, describing them in the order in which dialog boxes appear when you run the CMAK wizard. The sequence of items shown in the planning worksheet is identical to the sequence in which the items appear in the CMAK wizard. Based on the options you select in the wizard, some dialog boxes may be skipped; these should correspond to nonselected items on the worksheet.
When specifying the file location of any custom element (such as the phone book, bitmaps, icons, and so on), type the complete path or browse to find the appropriate file.
After you enter information and select options on each screen, click Next to advance to the next screen. If you want to change information that you entered in previous dialog boxes, you can click Back as many times as necessary to find the settings you want to change. Make your changes, and then click Next to continue moving forward through the CMAK wizard.
If at any time you want more information about the information to be included in a particular CMAK wizard dialog box, click Help in the dialog box to open the Connection Manager Administration Kit Guide to a page containing Help specific to the content of that dialog box.
Finishing the CMAK wizard and building a service profile
When you finish entering information and are ready for the CMAK wizard to create a service profile, click Finish. After the CMAK wizard builds the service profile, a dialog box appears, indicating the folder and file name that were used to save the service profile.
Note   After you finish, you can continue with the advanced customization, including editing the .cms files and other service-profile files. For more information, see Advanced customization: editing service-profile files. Be sure to rerun the CMAK wizard after completing advanced customization. 
Finishing customization after running the CMAK wizard
After you use the CMAK wizard to build a service profile, locate the advanced customization information for the planning worksheet provided by the network administrator or other technical lead. If the worksheet indicates that changes are required in the .cms or other files for the service profiles (not the template files), you must edit the appropriate files to make these changes after running the wizard.
Note   The changes made to the .cms file for a service profile are specific to that service profile. To make a change that you want applied to all future service profiles, edit the template file. For more information on editing template files, see Preparing to run the CMAK wizard. 
To edit a .cms file for the service profile 
 1.
Locate the ServiceProfileFileName.cms file in the \Program Files\CMAK\Profiles\ServiceProfileFileName folder and make backup copies of the file. 
 2.
Use a text editor such as Notepad to edit the file, changing the entries only as specified on the worksheet. Be sure to save your changes before you close the file. 
 3.
Restart the CMAK wizard, and then click Next to proceed to the Service Profile Source screen. 
 4.
In Select a profile, select Edit this existing service profile and then select the name of the service profile being edited. 
 5.
Proceed through all other screens without making any changes, and then click Finish to rebuild your service profile. During the rebuilding process, the advanced customization that you did in the .cms file is applied to the service profile. 
To edit other files for the service profile
Most advanced customization is done in the .cms file, but you can also edit the .inf and .sed files. Such changes are not recommended.
Important   If you do edit the .inf file, be extremely cautious. 
If the worksheet for the service profile specifies it, edit these other files using the same procedures as specified above for the .cms files. These files are located in the same folder as the .cms file. To save time, edit all required files before rerunning the CMAK wizard to incorporate the changes.
Phase four: preparing for integration, delivery, and installation
Connection Manager and your service profile can be delivered and installed on its own or integrated with an Internet Explorer installation package that is created with the IEAK wizard. How you package and deliver your customized version will affect the way it is provided to your users. This section covers those options and considerations:

Integrating Connection Manager with an Internet Explorer installation package 

Using command-line parameters 

Signing your code 
Integrating Connection Manager with an Internet Explorer installation package
If you include the Connection Manager service profile in an Internet Explorer installation package created using the Internet Explorer Administration Kit (IEAK), you can simplify installation for your users by providing a single installation package that installs both. Using this package, users can install in a single procedure.
To provide this integrated support, you must set up an integrated delivery when you create the installation package, and then you must synchronize the service profile and the Internet Explorer .ins file. You must also customize the individual user information that is provided to users when they first connect to your online sign-up server.
Creating the integrated installation package
The IEAK provides support for incorporating a Connection Manager service profile in the Internet Explorer installation package created with the Internet Explorer Customization wizard. It is recommended that you create the Connection Manager service profile and test it before starting the Internet Explorer customization wizard. The following procedure shows the recommended process:
To integrate the Connection Manager service profile into the Internet Explorer installation package
 1.
Create and test your Connection Manager service profile, as covered in this CMAK Guide. 
 2.
Run the Microsoft Internet Explorer Customization wizard and create an installation package. 
 3.
In the Feature Selection dialog box (in the Stage 1 – Gathering Information section of the wizard), select the Connection Manager check box. 
 4.
In the Connection Manager Customization dialog box (in the Stage 3 – Customizing Setup section), click Use custom profile and browse to the location of your service profile in the Path of custom profile box and select it, and then click Next. 

Note   The Internet Explorer Customization wizard supports creation of the Connection Manager service profile by using the Start CMAK button in the Connection Manager Customization dialog box, but it is recommended that you create the service profile before starting the wizard.
 5.
Continue through the Internet Explorer Customization wizard to complete creation of the Internet Explorer installation package (containing the Connection Manager service profile). 
Customizing the Internet Explorer .ins file to support integration of Connection Manager
The Internet Explorer .ins file is either shipped with the installation package or, more often, dynamically created by the online sign-up server. In the latter case, the Internet service provider (ISP) should change the online sign-up server code to create .ins files with these new settings, using the following procedure.
To customize the Internet Explorer .ins file to support integration of Connection Manager
 1.
In the [Entry] section of the Internet Explorer .ins file, verify that the service name is identical to the service name specified in the [Connection Manager] section of the Connection Manager .cms file. 
 2.
In the [Custom Dialer] section of the .ins file, type the following two items, which set up Connection Manager as the default dialer for Internet Explorer: 

Auto_Dial_DLL=cmdial32.dll

Auto_Dial_Function=_InetDialHandler@16
 3.
In the [Custom] section of the .ins file, type: 

Run=icwconn2.exe

Keep_Connection=yes

to merge the .ins file with the entries in the Connection Manager .cms file.
 4.
In the [ClientSetup] section of the .ins file, type the following two items, customizing the first to reflect the role of Connection Manager in your service: 

Done_Message=End of Signup Message

Explore_Command=End of Signup URL/Window
Note   The two messages listed in Step 4 are invoked as a result of running Icwconn2.exe. If you do not specify both, your users will receive error messages. 
For more information on editing the .cms file for Connection Manager, see Advanced customization: editing service-profile files. For more information on editing the .ins file for Internet Explorer, see the Internet Explorer Administration Kit.
Using command-line parameters
You can use your own installation package to install Connection Manager. Using a /q:a command-line parameter suppresses the prompt which asks the user whether they want to install the profile. The verification message that the installation has succeeded will still be displayed.
Note   If you use the Internet Explorer Administration Kit (IEAK) to integrate a Connection Manager service profile with an Internet Explorer installation package, the Internet Explorer Customization wizard incorporates the command-line parameters needed to integrate the two installation programs. 
Using command-line parameters, you can integrate Connection Manager in an installation package and deliver it to users in a variety of ways. For example, you might want to:

Distribute and install the Connection Manager service profile over a corporate network using Microsoft Systems Management Server (SMS) to automatically handle the process without user intervention. 

Integrate the Connection Manager service profile with another product's installation package and install them both in a single process. 

Post the Connection Manager service profile to a Web site to enable users to access and install the service profile in a standard way (specifying certain installation options for the user). 
These distribution and installation options can be set up programmatically after you have used the CMAK wizard to build your service profile. The Connection Manager installer, Cmstp.exe, supports command-line parameters that can be used to do the following:

Install a service profile. 

Remove a service profile. 

Remove the Connection Manager software. 
The command-line format for Cmstp.exe is as follows:
ServiceProfileFileName.exe /q:a /c:"cmstp.exe ServiceProfileFileName.inf Parameters"
where:

ServiceProfileFileName is the name of the service profile you build with the CMAK wizard. 

The optional parameter, /q:a, suppresses the prompt that asks users whether they want to install the profile. 

The command, /c:cmstp.exe, tells the extraction program to override the installation defaults. 

ServiceProfileFileName.inf is the full path to the file. 

Parameters are the command-line parameters supported by the Cmstp.exe installer. 

The following parameters are supported for installation: 

/ni - Do not create a desktop icon (valid only on Windows 95, Windows 98, and Windows NT 4.0). The desktop icon is the only method provided by Connection Manager to enable users to delete a profile. If you use this command-line parameter, you must provide your users with a different way to delete the service profile, such as using an Add/Remove Programs script or program. See the /u parameter for information about how to programmatically delete a service profile. 

/ns - Do not create a desktop shortcut to the connection in the Network and Dial-up Connections folder (valid only on Windows 2000). Unless the silent install switch is also specified, this only overrides the default user preference, so the user still see the check box in the user interface. The first time a user installs a profile, the default is not to have a desktop icon. The user's preference is stored in the registry and is used for each subsequent installation. 

/nf - Do not install the support files. CMAK automatically incorporates the required support files (.dll files) in each service profile if the service profile contains the Connection Manager software. If you distribute a Connection Manager service profile separately from the Internet Explorer installation package, you can use this option to prevent the support files from being installed. Use this option only if you are sure that your users already have the required support files on their computers (that is, if they already have Windows 98 or Internet Explorer 3.02 or later, or equivalent, installed on their computers). 

/s - Install silently. This option allows automatic installation of the service profile without requiring user action to complete the installation. 

/I - A combination of the /nf and /s parameters, used by the IEAK to install a Connection Manager profile as part of an Internet Explorer installation package. 

/su - Install for a single user (valid only on Windows 2000). This option allows automatic selection of the single-user installation option. If this option is used, the user does not have the option to install the software for use by all users. 

The parameters supported for uninstalling are as follows: 

/x - Uninstall Connection Manager. When this parameter is specified, no other parameters can be specified. 

/u - Uninstall the service profile. The only other parameter that can be used with this parameter is the /s parameter, which allows the service profile to be automatically uninstalled without requiring user action. When specifying both the /u and /s parameters, the format is: 

ServiceProfileFileName.exe /q:a /c:"cmstp.exe ServiceProfileFileName.inf /u /s"

Remember that the Service Profile File Name is the full path to the file.
Note   To display Help for the command-line installation parameters, type cmstp.exe /? 
If you do not specify parameters for the Cmstp.exe file, the following defaults are used 

On computers running Windows 95, Windows 98, and Windows NT 4.0, any support files included in the profile are automatically installed with the profile, and a desktop icon is created. The profile starts upon installation. 

On computers running Windows 2000 as an Administrator, the software is installed for use by all users, no support files or Connection Manager software included in the profile will be automatically installed with the profile. 

On computers running Windows 2000 not as an Administrator, the installation is not silent, the software is installed for use by a single user, no support files or Connection Manager software included in the profile will be automatically installed with the profile. 
Signing your code
After you have completed all customization, it is recommended that you sign your code before distributing it. Signing your code with a digital signature assures your users that the programs are from a known source and have not been altered.
You should digitally sign your customized service profile and any custom programs to ensure that users do not receive warnings when they install Connection Manager. Users may be prevented from installing ActiveX controls and Java packages that are not signed.
Further information on code signing can be found in the Internet Explorer Administration Kit (IEAK). If you include a Connection Manager service profile in an Internet Explorer installation package created using Internet Explorer Connection wizard in the IEAK and you specify the digital signature option in the wizard, the digital signature support provided for the installation package will include the Connection Manager service profile.
For information on code signing, go to the Microsoft Developer Network (MSDN) Web site (http://msdn.microsoft.com/developer/default.htm), click Search on the MSDN screen, and type digital signature or code signing as search words for a Boolean search on the entire Microsoft site. 
Phase five: testing your deliverables
Before you distribute the service profile that you created with the CMAK wizard, you must test it. This section describes how to install and test service profiles. It also describes things you should consider if you want to provide users with your own installation program to install service profiles.
This section covers a test process, including the criteria to use when testing your deliverables. 
Test process
Test your service profiles to ensure that all planned functionality is implemented and working as planned. The completed planning worksheet can be used as a checklist to verify the features and functions that should be available in the service profile.
Install and use each of your service profiles on each target operating system. If you distribute the service profile on disk and by e-mail, test each method. If you are providing multiple language versions, test each one on the operating system with the appropriate national language.
Note   If you have users with previous versions of your service profile, test Connection Manager on computers on which your previous service profiles are installed, as well as on computers that have not had previous versions installed. 
Following are basic testing steps:
To test your service profile
For each service profile and scenario, use Connection Manager to do all of the following: 
 1.
Install the service profile, as described in the readme and other documentation that you provide to the user. 
 2.
Provide the required user data (user name, user password, and so on) needed to connect. 
 3.
Select a Point of Presence (POP) from the phone book and establish a connection. 
 4.
View network resources while connected to your service (check Network and Dial-Up Connections connection while viewing URL). 
 5.
Disconnect from your service. 
 6.
Uninstall the service profile. 
Test criteria
As you install and use Connection Manager, ensure that each service profile has the appearance, features, functionality, and usability that you want: 

Do the screens contain the appropriate titles, text, and graphics, and does each screen appear completely and correctly? 

Are all of the required programs included in the service profile? If not, are all required programs available on all target operating systems? 

Do all menu items for the status-area icon function appropriately? 

Do you have appropriate Help topics, including troubleshooting Help, for all functions and features? Do these Help files match the service profile? If you customized any Help topics, do they appear as expected? 

Is everything formatted and spelled correctly, including the license agreement, the screen text, the text in the Connection Manager dialog box, and other user information? 

Is all the information needed to install and use Connection Manager and the service profile available when and where it is needed? 

If you provided custom Network and Dial-Up Connections entries (especially scripts), do they work as intended? 

If you support such connections, can you establish both direct and VPN connections? 

If you included any pre-connect, pre-tunnel, post-connect, pre-dial, on-error, on-cancel, or disconnect actions or auto-applications, do they work as expected? 

If you edited your .cms and other service-profile files, do your custom entries perform as expected? 

If you use code signing, does it display the authentication notice as expected? 

Can you connect using POPs in the phone book for each of the service types you support? 

If you use a firewall, are the firewall proxy settings correct? 

Do the components of Connection Point Services provide the required functionality, as described in the Connection Point Services documentation? 
Phase six: supporting your customers
Effective customer support depends on your ability to resolve customer questions and problems quickly and effectively. This section contains information intended to help you and your users address the more common situations: 

Verifying customization 

Troubleshooting process 
Verifying customization
There are several instances in which customization requirements are very stringent. This section repeats the information that is most commonly overlooked.
Verify that the service name and file name are valid
If you are updating an existing service profile, the service and file names should be identical to the previous ones. If you are creating a new profile (from scratch or by editing an existing service profile and renaming it), make sure that the service name and file name are not identical to any other service profiles that you provide to your customers. If you do not specify a file name that is different from the one users already have installed on their computers, the original service profile will be overwritten. If you specify a new file name but do not specify a new service name, users who have the existing service profile installed and then install the new service profile with the different service name will experience problems in connecting. The problems can include not being able to connect using either or both service profiles.
If you need to make changes to an existing profile, use the CMAK wizard to edit the profile instead of creating a new file with the same name.
Verify that the realm provides correct routing and authentication
If you use the Microsoft Membership System component of Microsoft Commercial Internet System (MCIS), be aware that it does not accept all characters in key system parameters (including realm), but that it does require a separator for the realm. If you want to set up Connection Manager connect actions to include these services, see the Membership System documentation to verify which characters you can use. Remember, when connecting to Membership System, the trailing character is stripped for prefix realms and the leading character is stripped for suffix realms. Verify that the ISP that is handling the routing has set up the routing information correctly.
Verify that the Network and Dial-Up Connections entry is correct in CMAK and the phone book
The phone book Network and Dial-Up Connections entry that you set up in the phone book must exactly match the entry you set up in your service profile. Use a text editor such as Notepad to open the Phone Book Administrator file and verify that all Network and Dial-Up Connections entries (at the end of each line) match the entries you set up in the CMAK wizard.
Verify that all required protocols are specified correctly
Verify that the required network protocols, including TCP/IP, IPX, and NetBEUI (as appropriate), are specified in the [Server&EntryName] section of the .cms file for the specified Network and Dial-Up Connections entry. 
Verify that proxy settings are set as required to support successful connection to your service
If your service requires special proxy settings, verify that any required connect actions have been designed and implemented to adjust the settings on the user's computer as required. 
Verify that resident programs on users' computers can be opened
If your connect actions or other custom settings depend on the program being available on your users' computers (that is, you are not providing it in your service profile), verify that the program is in the default path and available to Connection Manager. Not all programs that appear on the Start menu are necessarily set up to use the default path. Connection Manager may not be able to find the installed program if it is not in the default path.
Verify that your service-profile updates are complete
When you edit a service profile created using a previous version of Connection Manager, the CMAK wizard automatically upgrades the profiles to Connection Manager 1.2. Any changes you have made manually to the .inf file (using advanced customization techniques) will not be retained in the upgraded file. However, the CMAK wizard creates a backup copy of the old .inf file before creating the updated file.
Verify that your time-outs are not preventing access to your domain
For VPN connections, users sometimes get a message that the domain controller couldn't be found, even though the routing information is correct. In this case, setting the LanaTimeout entry in the .cms file may correct the problem. This increases the time (in seconds) to wait before attempting to connect to a VPN server. Increase this value if the connection consistently fails to find a domain controller.
Troubleshooting process
The first level of troubleshooting is provided in the Help files that are included with your service profile. This troubleshooting Help information makes it possible for many problems to be resolved directly for the user. Each problem that cannot be resolved leads to a Help topic that instructs the user to call customer support. This Help topic should have been customized with a phone number for your customer support group.
To resolve problems most effectively:
 1.
Make sure that all system requirements were met. 
 2.
Make sure that the right access numbers are being used and that they are being entered appropriately. (Verify that the users understand that dialing properties are applied only to numbers selected from a phone book. If a number is typed or edited by the user, the user must then type all dialing information, including information such as long-distance and external access numbers.) 
 3.
Make sure that users know how to access the Connection Manager troubleshooter Help, and verify the path that they have taken through the troubleshooter Help. 
 4.
Check the appropriate readme file (including CMAKRead.htm) to determine if the problem is a known issue. 
 5.
Look for common mistakes. Make sure that: 

The modem is on. 

Any calling card number on the Dialing Properties page does not exceed 36 characters. This often causes a General Protection Fault error. (To display the Dialing Properties page, in the Properties dialog box, on the General tab, click Dialing Rules.) 

The appropriate version of Connection Manager is installed. 

The latest version of Network and Dial-Up Connections is installed. 

The latest service pack is installed. 

The proxy settings are correct. 

All required network protocols, including TCP/IP, IPX, and NetBEUI (as appropriate), are installed and configured correctly on the user's computer. (If the user can get to the network, but can't reach any services, a protocol on the user's computer may be corrupted.) 

If your service profile supports VPN connections, Point-to-Point Tunneling Protocol (PPTP) is installed and configured correctly and completely. (This is usually a problem only on Windows NT 4.0, where Connection Manager does not automatically install PPTP.) 

The required Network and Dial-Up Connections entry is available on the user's computer. 

If a user has installed remote access, did the user reinstall any service pack previously installed on their system (required after installing remote access). 
 6.
Users have received all workarounds and solutions, as appropriate. For information on remote access or Network and Dial-Up Connections problems, search the Knowledge Base articles on the Microsoft Developer Network (MSDN) Web site (http://msdn.microsoft.com/developer/default.htm). 
The Windows 2000 Resource Kits and the Internet Explorer 5 Resource Kit, published by Microsoft Press, including the CDs that accompanies them, contains useful information and tools to assist with troubleshooting. For more information, see Windows 2000 Resource Kits.
Connection Point Services
Connection Point Services (CPS) works in conjunction with Microsoft Connection Manager to automate the process of updating your users' computers with new Points of Presence (POP). CPS consists of Phone Book Service (a utility for distributing your phone books) and Phone Book Administrator (a tool to create and maintain your phone book files). For complete information about Connection Manager, see Connection Manager Administration Kit.

Before installing,configuring, or administering CPS, see Checklists. 

For helpful tips, see Best practices. 

For help with specific tasks, see How to. 

For general information, see Concepts. 

For problem-solving strategies and error messages, see Troubleshooting. 
Checklists

Checklist: Installing Connection Point Services 

Checklist: Configuring Connection Point Services 

Checklist: Administering phone books with Phone Book Administrator 

Checklist: Administering phone books by command line
Checklist: Installing Connection Point Services
While installing Windows 2000 you may have chosen to add Connection Manager Components, which includes Connection Point Services (CPS). If you did not install CPS at that time, you can install it now.

Step
Reference

Connection Point Services (CPS): what it is, and how it works
Understanding Connection Point Services

Important information to prepare you for installing CPS
Install Connection Point Services 

Install CPS 
Install and Configure Connection Point Services
Checklist: Configuring Connection Point Services
When you configure Connection Point Services (CPS), you provide security by setting permissions for directory access.

Step
Reference

Connection Point Services (CPS): what it is and how it works
Understanding Connection Point Services

Set up an administrative account on your Phone Book Service (PBS) host. 
Manage User Accounts

Active Directory 

Restrict FTP service to specific users (optional, but recommended) 
Set up FTP accounts for known users 

Set up administrative permission for the PBS folder. (Windows NTFS file system only.)
Set administrative permission for the Phone Book Service folder (NTFS only)

Set Write permissions for FTP.
Set the Write permission for the FTP virtual directory
Checklist: Administering phone books with Phone Book Administrator
Connection Point Services (CPS) provides two ways to administer phone books: by using the Phone Book Administrator (PBA) interface and by using the command line. This checklist can help guide you through administration with Phone Book Administrator. However, Microsoft recommends creating and publishing your first phone book by using the PBA interface, even if you plan to use the command line for your usual publishing procedures.

Step
Reference

Connection Point Services (CPS): what it is and how it works
Understanding Connection Point Services

Create a phone book
Add and configure a new phone book

Add, edit, delete, or import regions
Add, edit, or delete a region

Import a region list

Add POPs to your phone book
Add or edit a POP

Publish the phone book
Publish a phone book
Checklist: Administering phone books by command line
Connection Point Services (CPS) provides two ways to administer phone books: by using the Phone Book Administrator (PBA) interface and by using the command line. This checklist can help guide you through administration by command line. However, Microsoft recommends creating and publishing your first phone book by using the PBA interface, even if you plan to use the command line for your usual publishing procedures.

Step
Reference

Connection Point Services (CPS): what it is and how it works
Understanding Connection Point Services

Create a phone book and then set or edit the phone book options. 
Create and manage phone books by command line

Import a region file 
Add, edit, or delete regions by command line

Import an existing region list by command line

Import a POP file
Add, edit, or delete POPs by command line

Import an existing POP list by command line

Publish the phone book 
Publish a phone book by command line
Best practices
The following list provides recommended practices for configuring and administering Connection Point Services.

Specify POP settings (sometimes called service types) so users can search for the POPs that suit their needs and filter out the ones they do not want. For more information, see Make the most of POP settings. 

Set up account permissions before attempting to publish phone books to Phone Book Service (PBS). For more information, see Set permissions early. 

Secure the Phone Book Administrator (PBA) and PBS folders to avoid synchronization problems and to prevent unauthorized personnel from posting to the host server. For more information, see Safeguard your files. 

Back up phone book databases and other important files to preserve POP and region information. For more information, see Back up your data. 
Make the most of POP settings
POP settings (sometimes called service types) provide you with the ability to specify the way users are presented with POP choices. For example, you can set some POPs to appear only when a user is searching for modems, and some POPs to require surcharges. Users can then use the differences between POP connections to search for the POPs that suit their needs and filter out the ones they do not want. The more you can differentiate between POPs, the less a user will need to search. 
The following table shows available POP settings and what they do. The first column lists options for each POP setting, with default options in bold type. You can set these options when you add or edit POPs, whether you are using the Phone Book Administrator (PBA) graphical interface or command-line interface.
POP setting
Action determined for the POP
Sign on
Users can connect to the POP to sign on to your service.
Sign up
Users can connect to the POP to sign up for your service.
Modem
Users can connect to the POP by modem.
ISDN
Users can connect to the POP using an ISDN connection device.
Custom 1
The POP is assigned a custom service setting. You can specify custom service settings in the Connection Manager service profile.
Multicast
The POP supports IP multicast protocols.
Surcharge
The access number for the POP appears in the More access numbers box in the Connection Manager Phone Book dialog box. You can charge your users an additional fee when they use this POP. 
Custom 2
The POP is assigned a custom service setting. You can specify custom service settings in the Connection Manager service profile.
Set permissions early
Before you can publish phone books to Phone Book Service (PBS), you must set up account permissions. To do this, you should first have a Windows 2000 network security account, and the NTFS file system should be running on the server host.
Failure to set permissions is likely to prevent you from posting phone books to the server.

Setting up an administrative account on your PBS host. You must have an administrative account on the server to which you will post. For more information, see the following topics: 

Manage User Accounts 

Active Directory

Setting up FTP accounts for known users on your PBS host. (optional but recommended). Although restricting FTP service to specific users other than "anonymous" is not required, this type of permission enhances security by ensuring that the person posting to the server has an account on it with special permissions. For more information, see Set up FTP accounts for known users. 

Setting up administrative permission for the PBS folder. (optional but recommended) (Windows NTFS file system only). Connection Manager Components Setup configures the PBS folder to allow full access for all users. For added security, you should limit access to the PBS folder to administrative users. For more information, see Set administrative permission for the Phone Book Service folder (NTFS only). 

Setting the Write permission for the FTP virtual directory. Before you can post, you must set this permission on the FTP virtual root. For enhanced security, set this permission only when you are about to post to the server, and then clear it immediately after posting. For more information, see Set the Write permission for the FTP virtual directory. 
Safeguard your files
To avoid phone book synchronization problems and to prevent unauthorized personnel from changing files and posting to the host server, you should secure the PBA and Phone Book Service (PBS) folders. 
Avoid synchronization and version problems during remote administration.
For each phone book server, you must have only one PBA folder, which must reside on your primary PBA computer. However, one administration tool can post multiple phone books, each to a different server.
You can administer phone books from the primary PBA computer or from a remote computer. A remote computer could be a portable computer or other computer that you plan to use when you cannot administer from your primary PBA computer. For example, you might be traveling and need to administer from a laptop computer, or you may want to administer from one of several workstations located in your office. You can install PBA on any remote computer, but after installing PBA you must delete the PBA folder from the remote computer to avoid synchronization and version problems.
Deleting only the PBA folder prevents an accidental start of PBA from the remote computer, but it leaves the necessary system files intact.
For more information on administering from a remote computer, see Administer from a remote computer or Administer from a remote computer by command line.
Limit access to the PBS and PBA directories
Connection Manager Components Setup configures the PBS folder to allow full access for all users. For added security, you should limit access to the PBS folder to administrative users.
If you want only certain people to post phone books to the server, make sure that the primary PBA computer is secure by protecting the PBA folder.
For more information on securing your PBS and PBA directories, see Set permissions.
Important   If your primary PBA computer is used by several people, users who do not have access to the PBA folder still have a link to Phone Book Administrator on the Start menu. If these users click that link, a message box gives them a choice between deleting the link, fixing it, or canceling out of the message box. They must click Cancel. Do not allow them to delete or fix it. Deleting this link could delete it for everyone. 
Back up your data
The process of backing up and restoring data can vary greatly, depending on your network configuration. Backing up and restoring is critical to preserving POP and region information. Backing up the database and .cab files on the server is not as critical as backing up the phone book databases and other important files located on the primary computer where Phone Book Administrator (PBA ) resides. Be sure to back up the following three important data files:

PBServer.mdb 

phone_book.mdb 

PBAdmin.ini 
How to...

Install and configure Connection Point Services 

Monitor the activity of Connection Point Services 

Administer phone books with Phone Book Administrator 

Administer phone books by command line 

Remove Connection Point Services 
Install and configure Connection Point Services

Install Phone Book Service on a server 

Install Phone Book Administrator 

Test for production readiness 

Set permissions 
To install Phone Book Service on a server
 1.
Open the Windows Components wizard. 
 2.
In Components, click Management and Monitoring Tools (but do not select or clear the check box), and then click Details. 
 3.
In Subcomponents of Management and Monitoring Tools, select the Connection Manager Components check box. 
 4.
Click OK, and then click Next. 
Notes

To open the Windows Components wizard, click Start, point to Settings, click Control Panel, double-click Add/Remove Programs, and then click Add/Remove Windows Components. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 

If you are installing Windows 2000 for the first time, skip step 1 of the installation procedure. 

FTP service must reside on your server. If you do not want FTP to run while PBA is in use, stop the service through the Internet Service Manager and then enable it when you are ready to post your phone book. Do not uninstall FTP, because doing so will automatically uninstall CPS. 
To install Phone Book Administrator
 1.
Insert your Windows 2000 CD. 
 2.
Click Browse This CD. 
 3.
Browse to VALUEADD\MSFT\MGMT, and then double-click the PBA folder. 
 4.
Double-click PBAInst.exe. 
To test for production readiness
 1.
Create a test phone book, add one or more POPs, and then publish the phone book. 
 2.
On the Phone Book Service (PBS) host, browse to C:\Program Files\Phone Book Service\Data and verify the presence of a new database folder named for the phone book and containing a .cab file. 
 3.
Using the Connection Manager Administration Kit, create a service profile that is set to download this phone book from the correct PBS host. Do not include the phone book files when you create this profile. 
 4.
Install the new service profile on your test client computer. 
 5.
Edit the Connection Manager service file to prevent automatic deletion of the 00000000.tmp file: 
 1.
Using Notepad on the test client computer, open the .cms file. 
 2.
Edit the key 0=cmdl32.exe %profile% located in the [Connect Actions] section by typing /no_delete. After editing, the section should appear as follows:

[Connect Actions]
0=cmdl32.exe %profile% /no_delete 
 3.
Save the edited .cms file, and use the profile to connect Connection Manager to Connection Point Services. 
 4.
Once a connection is established and information is downloaded, disconnect from the server.
 5.
Using Notepad on the client computer, open the 00000000.tmp file and verify that PBS is working properly.

The 00000000.tmp file should contain control characters and file names such as [phone_book].pbk. If PBS is not working properly, the file will contain an error. 
 6.
Open Connection Manager and verify the phone book. 
Notes

Do not open your .tmp file before disconnecting from the server. Doing so could prevent a proper phone book update. 

You can simulate a client request by typing the following in the browser Address box on the test client computer and then pressing ENTER: 

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=[phone_book_name]

For example, if the phone book name is Awesome, you would type:

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=Awesome

If your .tmp file does not contain a phone book, the following list might help you identify areas for further investigation. 

An empty .tmp file indicates that the phone book request did not generate a response from the PBS host. 

An error number of 5xx typically indicates that PBS is not installed or is not running. 

An error number of 4xx typically indicates that you requested a phone book that did not exist in the PBS database. 

An error number of 205 indicates that the client phone book version number is high enough that you do not need a phone book update. 
Set permissions

Set administrative permission for the Phone Book Service folder (NTFS only) 

Set up FTP accounts for known users 

Secure your Phone Book Administrator folder (NTFS only) 

Set the Write permission for the FTP virtual directory 
To set administrative permission for the Phone Book Service folder (NTFS only)
 1.
Open Windows Explorer. 
 2.
Double-click the Program Files folder, right-click the Phone Book Service folder, and then click Properties. 
 3.
At the bottom of the Security tab, clear the Allow inheritable permissions from parent to propagate to this object check box. 
 4.
Click Remove. 
 5.
Click Add, click the account group to which you are granting posting privileges, click Add, and then click OK.
 6.
In the Permissions list, select the appropriate check boxes.
 7.
Click OK for Windows 2000 to register the changes. 
Notes

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You must have an administrative account on the server you are posting to. 

Before anyone attempts to post to the server, verify that you have set the Write permission for the FTP virtual directory. 
To set up FTP accounts for known users
 1.
Click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager. 
 2.
In the console tree, double-click the server name, and then click Default FTP Site. 
 3.
On the Action menu, click Properties. 
 4.
On the Security Accounts tab, clear the Allow Anonymous Connections check box. 

A warning appears indicating that unencrypted passwords can be transmitted over the network.
 5.
Click Yes, and then click Add. 
 6.
In Name, click one or more user names, and then click Add. 
 7.
When you finish adding users, click OK. 
To secure your Phone Book Administrator folder (NTFS only)
 1.
Open Windows Explorer. 
 2.
Double-click the Program Files folder, right-click the PBA folder, and then click Properties. 
 3.
On the Security tab, clear the Allow inheritable permissions from parent to propagate to this object check box. 
 4.
Click Remove. 
 5.
Click Add, click the account group to which you are granting posting privileges, click Add, and then click OK.
 6.
In the Permission list, select the appropriate check boxes, and then click OK for Windows 2000 to register the changes. 
Important   If your primary PBA computer is used by several people, users who do not have access to the PBA folder still have a link to Phone Book Administrator on the Start menu. If these users click that link, a message box gives them a choice between deleting the link, fixing it, or canceling out of the message box. They must click Cancel. Do not allow them to delete or fix it. Deleting this link could delete it for everyone. 
Notes

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

Before anyone attempts to post to the server, verify that you have set the Write permission for the FTP virtual directory.

You must have an administrative account on the server you are posting to. 
To set the Write permission for the FTP virtual directory
 1.
Click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager. 
 2.
In the console tree, double-click the server name. 
 3.
Double-click Default FTP Site, and then click PBSData. 
 4.
On the Action menu, click Properties. 
 5.
On the Virtual Directory tab, select the Write check box, and then click OK for Windows 2000 to register the changes. 
Note   For enhanced security, set the Write permission only when you are about to post to the server, and then clear it immediately after posting. 
Monitor the activity of Connection Point Services

Monitor the activity of Phone Book Service 

Monitor phone book activity 
To monitor the activity of Phone Book Service
 1.
Open Performance. 
 2.
In the console tree, click System Monitor. 
 3.
In the details pane, right-click the empty graph, and then click Add Counters. 
 4.
Click Select counters from computer and enter a computer name. 
 5.
In Performance object, click PBServer Monitor. 
 6.
Do one of the following: 

To select all counters, click All counters, and then click Add. 

To select specific counters, click Select counters from list, click the counter you want to use, and then click Add. 

Repeat this step for each counter you want to add.
 7.
Click Close. 
Note

To open Performance, click Start, point to Programs, point to Administrative Tools, and then click Performance 

PBServer Monitor counters are not available unless PBS has been started. PBS starts automatically when a client computer requests a phone book. To simulate a client request, type: 

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=[phone_book_name]

in the Address box of your browser, and then press ENTER. For example, if the phone book name is Awesome, you would type: 

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=Awesome
Monitor phone book activity

View phone book files 

View the history of a phone book 
To view phone book files
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
On the Tools menu, click View Phone Book Files. 
 4.
In File, click the phone book you want to view. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

A phone book file contains a list of all of the available (in-service) POPs that will be downloaded to your users when you publish the phone book. If you have previously published the phone book, this list also contains new updates for POPs that you've previously published. POP fields appear in the same order as you would create them in the command-line interface. 

You might want to look at your phone book files to see what they look like: 

After you create new POPs. 

After you click Create to make the update (.cab) files, but before you post. 
To view the history of a phone book
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
On the File menu, click View Log File. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

The log file shows the date and time you created or changed the POP or region, and the action you took. 
Administer phone books with Phone Book Administrator

Administer from a remote computer 

Create and manage phone books 

Create and manage regions 

Create and manage POPs 
To administer from a remote computer
 1.
Install Phone Book Administrator (PBA) on your remote computer. 
 2.
Delete only the PBA folder from the remote computer where you just installed PBA. 
 3.
Establish a network connection with your primary PBA computer. 
 4.
Establish a network connection with your primary Phone Book Service (PBS) computer. 
 5.
On your remote computer, map a network drive to the PBA directory on your primary PBA computer. 
 6.
Start PBA from your primary PBA computer. 
 7.
Administer CPS as if you were at your primary PBA computer. 
Notes

A remote computer could be a portable computer or other computer that you plan to use when you cannot administer from your primary PBA computer. For example, you might be traveling and unable to administer from the primary PBA computer in your office. 

Deleting the PBA folder from the remote computer prevents an accidental start of PBA from the remote computer (which can result in data files being out of sync), but it leaves the necessary system files intact. 

For each server, you must have only one PBA folder (the one on your primary PBA computer). However, one administration tool can post multiple phone books, each to a different server. 
Create and manage phone books

Add and configure a new phone book 

Edit phone book options 

Copy a phone book 

Delete a phone book 

Print a phone book 

Publish a phone book 
To add and configure a new phone book
 1.
Open Phone Book Administrator. 
 2.
On the File menu, click New Phone Book. 
 3.
In New phone book name, type the phone book name, and then click OK. 

A phone book name must contain no more than eight characters, cannot consist of all digits, and must not contain a space or any of the following symbols: ! , ; * = / \ : ? ' " < > | . & % {} []

If you created a customized Connection Manager, the name must match the one you typed in the Set Up the Phone Book screen in the Connection Manager Administration Kit wizard.
 4.
In Phone books, click the new phone book. 
 5.
On the Tools menu, click Options. 
 6.
In the Options dialog box, type the server address, user name, and password. 

Do not use spaces in these entries.
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

You can change options for this phone book at any time by repeating steps 6 and 7. 

When you publish the phone book, the user name and password will be used to send it through FTP to the server address given. 
To edit phone book options
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book name. 
 3.
On the Tools menu, click Options. 
 4.
In the Options dialog box, edit the information as necessary. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
To copy a phone book
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book to be copied. 
 3.
On the File menu, click Copy Phone Book. 
 4.
In New phone book name, type a new name for the copy. 

A phone book name must contain no more than eight characters, cannot consist of all digits, and must not contain a space or any of the following symbols: ! , ; * = / \ : ? ' " < > | . & % {} []

If you created a customized Connection Manager, the name must match the one you typed in the Set Up the Phone Book screen in the Connection Manager Administration Kit wizard.
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

You can change options for this phone book at any time by clicking the phone book in Phone books and then, on the Tools menu, clicking Options. 

All phone book data in the original phone book file is maintained in the copy except for the version number. The default release directory is changed to the new name and the version number is reset to 1. 
To delete a phone book
 1.
Open Phone Book Administrator. 
 2.
In the Phone books list, click the phone book to be deleted. 
 3.
On the File menu, click Delete Phone Book. 

A dialog box appears asking whether you want to delete the phone book.
 4.
Click Yes. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

Deleting a phone book removes the indexed references. However, released .cab files remain on the Phone Book Administrator (PBA) and Phone Book Service (PBS) file systems. If you want to remove the .cab files, you must do it manually. 
To print a phone book
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book that you want to print. 
 3.
In Filter by, click a filter name. 

If you want to print all of the POPs in the phone book, click All POPs, and then go on to step 5.
 4.
In Containing, type the attribute, such as a numerical area code, that must be shared by all POPs on the list you want to print. 
 5.
Click Apply. 
 6.
On the File menu, click Print POP List. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
To publish a phone book
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
If you have not yet specified a server address for this phone book, on the Tools menu, click Options, and then type a server address, user name, and password for your Phone Book Service (PBS) host. 
 4.
On the Tools menu, click Publish Phone Book. 
 5.
In Release directory, browse to the directory in which you want to keep your files. 
 6.
Click Create, and then click Post. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

Before attempting to post, make sure that you have set the Write permission for the FTP virtual directory. If the Write permission is not set, the phone book will not post. 

If you specify a release directory on a remote computer, you may have to reset the directory every time you publish a phone book. 

Every time you propagate a phone book by posting, it increments the version number of the phone book. If you post to multiple servers, the version numbers will be inaccurate. To propagate a phone book to multiple servers, you can use the replication capability of Windows 2000. 
Create and manage regions

Import a region list 

Add, edit, or delete a region 
To import a region list
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
On the Tools menu, click Regions Editor. 
 4.
In the Regions Editor dialog box, click Import. 
 5.
Browse to the region file, and then click Open. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

Duplicate regions will be ignored. 

The Regions Editor is not case-sensitive. 

The Regions Editor does not accept more than 30 characters for a region name. 

A region name must not contain a double quotation mark (") or a comma (,). 

To import correctly into Phone Book Administrator (PBA), a region file must be in .pbr format. A number on the first line corresponds with the number of regions the file contains. For example: 

3
Alaska
Arizona
California
To add, edit, or delete a region
 1.
Open Phone Book Administrator. 
 2.
On the Tools menu, click Regions Editor. 
 3.
In the Regions Editor dialog box, do one of the following, and then click OK: 

To add a region, click Add, and then type a region name of no more than 30 characters. 

A region name must not contain a double quotation mark (") or a comma (,).

To edit a region, click the region, click Edit, and then type the change. 

To delete a region, click the region, and then click Delete. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
Create and manage POPs

Add or edit a POP 

Delete a POP 

Assign a region to a POP 

Find POPs 

Print a POP list 
To add or edit a POP
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
Do one of the following: 

To add a POP, on the Edit menu, click Add POP. 

To edit a POP: 
 1.
Click a POP entry in the POP Name list. 
 2.
On the Edit menu, click Edit POP.
 4.
On the Access Information tab, enter or edit the information. 

For countries without area codes, type a space in Area code. 

In Service status includes the POP in future updates of the phone book file, and Not In Service status excludes them. 
 5.
On the Settings tab, do the following (optional): 

In POP settings, select the options that apply to this POP. 
Select
If
Sign on
Subscribers must sign on each time they dial in.
Sign up
The POP allows people to sign up with your service.
Surcharge
You can charge subscribers a surcharge for this POP.
Modem
Subscribers can dial in using a modem.
ISDN
Subscribers can dial in using an ISDN line.
Multicast
The POP supports IP multicast.
Custom 1 and Custom 2
Your service has assigned a value to these service settings in the Connection Manager file.

In Dial-Up Networking entry, type a name that matches the name in the Dial-Up Networking Entries screen in the Connection Manager Administration Kit wizard. 

In Analog speed, enter the minimum and maximum rate supported. 
 6.
On the Comments tab, type any comments (for administrative reference only). 
 7.
Click Save. 
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

When you set the surcharge flag, Connection Manager treats the POP as an alternate access number.

Sign up is not a default option in Connection Manager. You need to specify it, just as you do in Custom 1 and Custom 2. 

Do not clear the Sign on check box. This option must remain selected so that Connection Manager can display the access number. 
To delete a POP
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click the phone book. 
 3.
In the POP Name list, click a POP. 
 4.
On the Edit menu, click Delete POP. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
o assign a region to a POP
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click a phone book. 

If you have not already added the region that you want to assign to this POP, add it to the phone book now.
 1.
On the Tools menu, click Regions Editor. 
 2.
In the Regions Editor dialog box, click Add, and then type a region name of not more than 30 characters. 

A region name must not contain a double quotation mark (") or a comma (,).
 3.
In the POP Name list, click a POP. 
 4.
On the Edit menu, click Edit POP. 
 5.
In Region, click a region, and then click OK. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
To find POPs
 1.
Open Phone Book Administrator. 
 2.
In Phone books, click a phone book. 
 3.
To find POPs by access number, area code, country/dependency, name, region, or status, click an option in Filter by. 
 4.
In Containing, type a whole or partial word or number. 
 5.
Click Apply. 

POPs that match your filter criteria appear in the list of POPs.
Notes

To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 

You can sort your POP list by POP name, area code, access number, country/dependency, region, or status by clicking column titles. 

To turn filtering off and find all POPs in the phone book, in Filter by, click All POPs, and then click Apply. 
To print a POP list
 1.
Open Phone Book Administrator. 
 2.
In Phone Books, click the phone book whose POP list you want to print. 
 3.
In Filter by, click a filter name. 

If you want to print all of the POPs in the phone book, click All POPs, and then go on to step 6.
 4.
In Containing, type the attribute, such as a numerical area code, that must be shared by all POPs on the list you want to print. 
 5.
Click Apply. 
 6.
On the File menu, click Print POP List. 
Note   To open Phone Book Administrator, click Start, point to Programs, point to Administrative Tools, and then click Phone Book Administrator. 
Administer phone books by command line

Administer from a remote computer by command line 

Create and manage Phone books by command line 

Create and manage regions by command line 

Create and manage POPs by command line 
To administer from a remote computer by command line
 1.
Install Phone Book Administrator (PBA) on your remote computer. 
 2.
Delete only the PBA directory from the remote computer where you just installed PBA. 
 3.
Establish a network connection with your primary PBA computer. 
 4.
Establish a network connection with your primary Phone Book Service (PBS) computer. 
 5.
On your remote computer, map a network drive to the PBA directory on your primary PBA computer. 
 6.
Change your working directory to this new one. 
 7.
Administer CPS as if you were at your primary PBA computer. 
Notes

A remote computer could be a portable or other computer that you plan to use when you cannot administer from your primary PBA computer. For example, you might be traveling and be unable to administer from the PBA computer in your office. 

Deleting the PBA directory prevents an accidental start of PBA from the remote computer, but it leaves the necessary system files intact. 

For each server, you must have only one administration tool (the one on your primary PBA computer). However, one administration tool can post to multiple servers. 
Create and manage phone books by command line

Add a new phone book by command line 

Set or edit phone book options by command line 

Publish a phone book by command line 
To add a new phone book by command line
 1.
Open Command prompt. 
 2.
At the command prompt, type the following: 

cd \Program Files\PBA
 3.
At the command prompt, type the following, using the appropriate file name for the new phone book: 

Pbadmin.exe /N [phone_book_name] 

A phone book name must contain no more than eight characters, cannot consist of all digits, and must not contain a space or any of the following symbols: ! , ; * = / \ : ? ' " < > | . & % {} []

For example, if you want to create a phone book with the name of Northwest, you type:

Pbadmin.exe /N Northwest

Command-line switches are case-sensitive.
 4.
Press ENTER to add your new phone book to the database. 
Notes

To open Command prompt, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

If you created a customized Connection Manager, the name must match the one you typed in the Set Up the Phone Book screen in the Connection Manager Administration Kit wizard. 

The following list describes command-line switches: 

/I [phone_book_name]
The import switch and the name of the phone book into which you are importing data. (The phone book name must match one listed in the administration tool Phone book window.) 

/P [phone_book_file_path]\[phone_book_file_name]
The phone-book-file switch and the path and file name of the phone-book file from which you are importing data. 

/R [region_file_path]\[region_file_name]
The region-file switch and the path and file name of the region file from which you are importing data. 

/N [phone_book_name]
The phone-book name switch and the name of the phone book you are creating. 

/O [phone_book_name] [server_name] [user_name] [password]
The options switch and the phone book, user name, and password used for posting updates through FTP to the server. 

/B [phone_book_name]
The post switch and the name of the phone book you are posting. 

/?
The switch that displays this list of command-line switches. 
To set or edit phone book options by command line
 1.
Click Start, point to Programs, point to Accessories, and then click Command Prompt. 
 2.
At the command prompt, type the following: 

cd \Program Files\PBA
 3.
At the command prompt, type the following, using the appropriate phone book file name, and then a server name, user name, and password to set or edit those options for the phone book: 

Pbadmin.exe /O [phone_book_name] [server_name] [user_name] [password] 

For example, if you want to set options for a phone book with the name of Northwest, using a server name of Rainier, a user name of jbrown, and a password of Tr6f23nN, you type:

Pbadmin.exe /O Northwest Rainier jbrown Tr6f23nN

Command-line switches are case-sensitive.
 4.
Press ENTER. 
Note   The following list describes command-line switches: 

/I [phone_book_name]
The import switch and the name of the phone book into which you are importing data. (The phone book name must match one listed in the administration tool Phone book window.) 

/P [phone_book_file_path]\[phone_book_file_name]
The phone-book-file switch and the path and file name of the phone-book file from which you are importing data. 

/R [region_file_path]\[region_file_name]
The region-file switch and the path and file name of the region file from which you are importing data. 

/N [phone_book_name]
The phone-book name switch and the name of the phone book you are creating. 

/O [phone_book_name] [server_name] [user_name] [password]
The options switch and the phone book, user name, and password used for posting updates through FTP to the server. 

/B [phone_book_name]
The post switch and the name of the phone book you are posting. 

/?
The switch that displays this list of command-line switches. 
To publish a phone book by command line
 1.
Open Command prompt. 
 2.
At the command prompt, type the following: 

cd \Program Files\PBA
 3.
At the command prompt, type the following, using the appropriate file name: 

Pbadmin.exe /B [phone_book_name] 

Command-line switches are case-sensitive.
 4.
Press ENTER. 
Notes

To open Command prompt, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

Before you post, make sure that: 

The host server is running. 

You are connected to the network. 

You have FTP, File, and Write permissions to post to the host server. 

You have set the host server name, user name, and password in the PBA graphical interface. 
Create and manage regions by command line

Add, edit, or delete regions by command line 

Import a region list by command line 
To add, edit, or delete regions by command line
 1.
Do one of the following: 

If no region input file exists, create one by using a plain-text editor such as Notepad. 

Export data from your existing database into a plain-text input file. Make sure that the data is formatted according to the steps in this procedure. 

Open the existing, plain-text input file.
 2.
Do one of the following: 

To add a region, on a new line, type the following: 
 1.
A unique ID number for the region you are adding. 
 2.
A comma delimiter followed by a space. 
 3.
A new region name of no more than 30 characters and with no double quotation marks (") or commas (,). 

For example, with an ID number of 13 and a region name of Alaska, you type:

13, Alaska

To edit a region, on a new line, type the following: 
 1.
The ID number of the region. 
 2.
A comma delimiter followed by a space. 
 3.
A new region name of no more than 30 characters and with no double quotation marks (") or commas (,). 

For example, for an ID number of 12, and a new name of California, you type:

12, California

To delete a region, on a new line, type the following: 
 1.
The ID number of the record to be deleted, followed by a comma. 
 2.
Leave the name field blank. 

For example, if the ID number of the field were 12, you type:

12,
 3.
Press ENTER. 
 4.
Repeat steps 2 and 3 for each region you want to add, edit, or delete, and then save the file with a .txt extension. 
 5.
Import the region file. 
Notes

Do not leave blank lines in the file. 

POPs and regions must be in separate files. 

A region record consists of two fields: an ID number (integer) and a region name, delimited by a comma. The ID number must be unique. When it matches the ID number of an existing region, it overwrites that region.

Phone book files saved in formats other than plain text (for example, Microsoft Word, WordPad, or Rich-Text Format) do not work properly. 

Before you can import phone book or region files into a particular phone book, the phone book name must be registered in the Phone Book Administrator (PBA) phone books list. If the phone book name does not appear in that list, you must use PBA to create the phone book. 

Command-line region files do not match the region-file format imported or generated by the PBA user interface. 
To import a region list by command line
 1.
Open Command prompt. 
 2.
At the command prompt, type the following: 

cd \Program Files\PBA
 3.
At the command prompt, type the following, using the appropriate paths and file names: 

Pbadmin.exe /I [phone_book_name] /R [region_file_path]\[region_file_name] 

Command-line switches are case-sensitive.
 4.
Press ENTER. 
Notes

To open Command prompt, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

The following list describes command-line switches: 

/I [phone_book_name]
The import switch and the name of the phone book into which you are importing data. (The phone book name must match one listed in the administration tool Phone book window.) 

/P [phone_book_file_path]\[phone_book_file_name]
The phone-book-file switch and the path and file name of the phone-book file from which you are importing data. 

/R [region_file_path]\[region_file_name]
The region-file switch and the path and file name of the region file from which you are importing data. 

/N [phone_book_name]
The phone-book name switch and the name of the phone book you are creating. 

/O [phone_book_name] [server_name] [user_name] [password]
The options switch and the phone book, user name, and password used for posting updates through FTP to the server. 

/B [phone_book_name]
The post switch and the name of the phone book you are posting. 

/?
The switch that displays this list of command-line switches. 

Before you can import phone book or region files into a particular phone book, the phone book name must be registered in the Phone Book Administrator (PBA) phone books list. If the phone book name does not appear in that list, you must use PBA to create the phone book. 

Phone book files saved in formats other than plain text (for example, Microsoft Word, WordPad, or Rich-Text Format) do not work properly. 

Command-line region files do not match the region-file format imported or generated by the PBA user interface. 

POPs and regions must be in separate files. 

If you have not yet posted your phone book, you can import up to 32,000 POPs. If, however, you have already posted, the limit is 6,000 POPs (combined adds, edits, and deletes) for each subsequent post. 

If you are importing POP files and region files by using separate commands, and if your POPs require region information, import your region file first. 

Phone Book Administrator should not be open while you are importing files. 
Create and manage POPs by command line

Add, edit, or delete POPs by command line 

Import an existing POP list by command line 
To add, edit, or delete POPs by command line
 1.
Do one of the following: 

If no POP input file exists, create one by using a plain-text editor such as Notepad. 

Export data from your existing database into a plain-text input file. Make sure that the data is formatted according to the steps in this procedure. 

Open the existing, plain-text input file. 
 2.
Do one of the following. 

To add or edit a POP: On a new line and using the following syntax for each POP you want to add or edit, type the data for each field in the order given. Follow each data item except the last with a comma and a space. These items are described in the following table.

[POP index], [Country/dependency ID], [Region ID], [POP name], [Area code], [Access number], [Minimum baud], [Maximum baud], [Reserved flag], [Service flag], [Dial-Up Networking entry]

For example: 
1, 1, 0, Redmond, 425, 555-1234, 9600, 56000, 0, 120, ISP 
Field
Description
Data type
Characters allowed
Limit
POP index
Numerical POP identifier
Integer
All numbers
32,000 rows
Country/dependency ID
TAPI code
Integer
All numbers
No limit
Region ID
Numerical region identifier
Integer
All numbers (A zero (0) identifies all regions)
No limit
POP name
Name given to the POP (maximum of 30 characters)
Text
All except comma (,) and double quotation mark (")
30 characters
Area code
Area code for the access number
Text
All numbers, hyphen (-), space ( ) 
10 characters
Access number
Phone number that subscribers can dial to reach your service
Text
All numbers , number sign (#), asterisk (*), hyphen (-), space ( )
35 characters
Minimum baud
Minimum baud rate of the POP
Integer
Typical modem speeds
No limit
Maximum baud
Maximum baud rate of the POP
Integer
Typical modem speeds
No limit
Reserved flag
Unassigned flag that must always be set to zero (0)
Integer
Zero (0)
No limit
Service flag
Decimal value representing a combination of POP settings 
Integer
 
No limit
Dial-Up Networking entry
Name of the Dial-Up Networking entry used in the Connection Manager profile (.cms file)
Text
All except comma (,) and double quotation mark (")
50 characters

To delete a POP: 

On a new line, first type the index number of the POP you want to delete. 

In each of the next nine fields, type a zero, followed by a comma. 

Leave the 11th field blank.

In the following example, the POP index number is 12:
12,0,0,0,0,0,0,0,0,0,
 3.
Press ENTER. 
 4.
Repeat steps 2 and 3 for each POP you want to add, edit, or delete, and then save the file with a .txt extension. 
 5.
Import the file. 
Notes

POPs and regions must be in separate files. 

The ID number must be unique. If it matches the ID number of an existing POP, it overwrites that POP. 

Phone book files saved in formats other than plain text (for example, Microsoft Word, WordPad, or Rich-Text Format) do not work properly. 

Before you can import phone book files into a particular phone book, the phone book name must be registered in the Phone books list in Phone Book Administrator (PBA). If the phone book name does not appear in that list, you must create the phone book. 

If you are importing POP files and region files by using separate commands, and if your POPs require region information, import your region file first. 
To import an existing POP list by command line
 1.
Open Command prompt. 
 2.
At the command prompt, type the following: 

cd \Program Files\PBA
 3.
At the command prompt, type the following, using the appropriate paths and file names: 

Pbadmin.exe /I [phone_book_name] /P [POP_file_path]\[POP_file_name] 

Command-line switches are case-sensitive.
 4.
Press ENTER. 
Notes

To open Command prompt, click Start, point to Programs, point to Accessories, and then click Command Prompt. 

The following list describes command-line switches: 

/I [phone_book_name]
The import switch and the name of the phone book into which you are importing data. (The phone book name must match one listed in the administration tool Phone book window.) 

/P [phone_book_file_path]\[phone_book_file_name]
The phone-book-file switch and the path and file name of the phone-book file from which you are importing data. 

/R [region_file_path]\[region_file_name]
The region-file switch and the path and file name of the region file from which you are importing data. 

/N [phone_book_name]
The phone-book name switch and the name of the phone book you are creating. 

/O [phone_book_name] [server_name] [user_name] [password]
The options switch and the phone book, user name, and password used for posting updates through FTP to the server. 

/B [phone_book_name]
The post switch and the name of the phone book you are posting. 

/?
The switch that displays this list of command-line switches. 

Before you can import phone book or region files into a particular phone book, the phone book name must be registered in the Phone Book Administrator (PBA) phone books list. If the phone book name does not appear in that list, you must use PBA to create the phone book. 

Phone book files saved in formats other than plain text (for example, Microsoft Word, WordPad, or Rich-Text Format) do not work properly. 

Command-line region files do not match the region-file format imported or generated by the PBA user interface. 

POPs and regions must be in separate files. 

If you have already posted, your import file must contain no more than 6,000 POPs (combined adds, edits, and deletes) for each subsequent post. 

If you are importing POP files and region files by using separate commands, and if your POPs require region information, import your region file first. 

Phone Book Administrator should not be open while you are importing files. 
Remove Connection Point Services

Change directory access (NTFS partitions only) 

Remove Phone Book Service from a server 

Remove Phone Book Administrator 

Delete phone book data 
To change directory access (NTFS partitions only)
 1.
Open Windows Explorer. 
 2.
Do one of the following: 

If you are changing access for Phone Book Service, browse to the Program Files folder, right-click the Phone Book Service folder, and then click Properties. 

If you are changing access for Phone Book Administrator, browse to the Program Files folder, right-click the PBA folder, and then click Properties. 
 3.
On the Security tab, in Name, click the account group to which you belong. 
 4.
In Permissions, select the Full Control check box under Allow, and then click OK for Windows 2000 to register the changes. 
Note   To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 
To remove Phone Book Service from a server
 1.
Open the Windows Components wizard. 
 2.
In Components, click Management and Monitoring Tools (but do not select or clear its check box), and then click Details. 
 3.
In Subcomponents of Management and Monitoring Tools, clear the Connection Manager Components check box. 
 4.
Click OK, and then click Next. 
Important   If you remove Connection Point Services from your server, Connection Manager Administration Kit is also removed. 
Notes

To open the Windows Components wizard, click Start, point to Settings, click Control Panel, double-click Add/Remove Programs, and click Add/Remove Windows Components. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 

When you remove Phone Book Service (PBS), not all data files are removed. You must delete those files manually. 

Before deleting data, you may first need to change Windows security settings in order to obtain access. 
To remove Phone Book Administrator
 1.
Open Add/Remove Programs. 
 2.
Select Phone Book Administrator. 
 3.
Click Change/Remove. 
Notes

When you remove Phone Book Administrator (PBA), not all data files are removed. These include phone book databases and .pbk, .pbr, and .cab files. You must delete those files manually. 

Before deleting data, you may first need to change Windows security settings in order to obtain access. 
Note   To open Add/Remove Programs, click Start, point to Settings, click Control Panel, and then double-click Add/Remove Programs. 
To delete phone book data
 1.
Open Windows Explorer. 
 2.
Double-click the Program Files folder, and then do one of the following: 

If you are deleting Phone Book Service data, delete the Phone Book Service folder. 

If you are deleting Phone Book Administrator data, delete the PBA folder. 
Note   To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 
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Understanding Connection Point Services

Connection Point Services overview 

Major components and their roles 

How the components work together 

Example system configurations 
Connection Point Services overview
Connection Point Services (CPS) is a Windows 2000 component that provides Internet service providers (ISPs) and corporations with the ability to automatically update phone book files residing on the client computers of employees or Internet users. These phone book files work with Microsoft Connection Manager (CM), configurable connection software that also resides on client computers. For complete information about Connection Manager, see the Connection Manager Administration Kit documentation.
As a CPS administrator, you can:

Make it easy for your new users to get online by providing updated access numbers. 

Create and manage phone book databases containing customized information about local access numbers that provide connectivity to points of presence (POPs) in a wide area network. 

Automatically download new access numbers to your users when POPs change. 

Host multiple phone books on a single server. 
CPS consists of two major components, Phone Book Administrator (PBA) and Phone Book Service (PBS). For more information about PBA and PBS, see Major components and their roles. 
PBS must run on your server, but administrators often use PBA on workstations. PBS is available as a Windows Component in Windows 2000 Server, and PBA is available from the Valueadd directory on your Windows 2000 Server CD.
Major components and their roles
Connection Point Services (CPS) consists of two major components: Phone Book Service (PBS) and Phone Book Administrator (PBA).
Phone Book Service
Phone Book Service (PBS) is an Internet Information Services (IIS) extension. When users query your phone book server, PBS automatically compares their phone book versions with the most recent files in your database and then downloads the appropriate updates to the Connection Manager profiles residing on their computers. 
To run PBS, your server must be using IIS version 5.0 running both File Transfer Protocol (FTP) and the World Wide Web (WWW) services. The FTP service accepts updated phone book information posted from Phone Book Administrator (PBA), and the WWW service handles Connection Manager queries.
Phone Book Administrator (PBA)
PBA enables you to do the following: 

Create and edit multiple phone books. Each phone book is a collection of POPs, each one represented by a local access number for a specific region within a country or dependency. 

Choose service types (connection settings, such as ISDN access or multicast connection) for each POP. Service types, also called POP settings, help users to easily find POPs that suit their needs. 

Add and delete new regions and POPs. 

Associate POPs with network configurations defined in Connection Manager. 

Publish new phone book information to PBS. 

Using the command-line interface, import phone book information from other applications for distribution to end users. 

Export phone book and region information from your current database into text files for use in other applications. 
Before publishing, or posting, to the server, PBA uses a utility to compress the phone book files, increasing the speed at which you can download the new information to your users.
Microsoft Connection Manager
Connection Manager is not an actual component of CPS; it is a companion software package that you must have in order to use CPS.
Microsoft Connection Manager is a client dialer and connection software tool that you can customize by using the Connection Manager Administration Kit (CMAK), which is a wizard that you run to build a customized service profile (a set of files that you distribute to your users so they can easily install and run your custom version of Connection Manager). Connection Manager supports a variety of features:

Branding: You can customize the graphics, icons, logon messages, and Help. 

Connect actions: You can customize functionality, including your own programs to enhance the connection experience for your users. 

Simplified distribution: You can create a self-installing executable file that can be distributed on compact disc or downloaded by your users. 

Custom phone books: Using the CMAK wizard, you can specify the phone books to be provided to your users. You can then download your phone book to users and provide automatic phone book updates when your users log on. And to simplify maintenance, you can combine existing phone books by merging existing service profiles. 
Notes

PBA and PBS need a TCP/IP connection in order to post phone book information through FTP. 

FTP service must reside on your server. If you do not want FTP to run while PBA is not in use, stop the service through the Internet Services Manager and then enable it when you are ready to post. Do not uninstall FTP, because doing so will automatically uninstall CPS. 

You can use the current version of PBS with earlier versions of PBA. 
How the components work together
When you provide Phone Book Administrator (PBA) with new phone book information, PBA updates the Connection Point Services (CPS) database and posts the updates to the Phone Book Service (PBS).
The next time a user connects to your service, the client copy of Connection Manager queries PBS for updated phone book information. PBS compares the phone book name and version sent from Connection Manager with the updated CPS database and then downloads any new phone book information to the client computer.
PBS relies on WWW service, provided through Internet Information Services (IIS), to receive phone book queries from Connection Manager and download the appropriate updates. PBA relies on FTP service to post the CPS database files to PBS.
PBA and PBS need a TCP/IP connection in order to post phone book information through FTP.
The following diagram and accompanying table illustrate the publishing process. 
Step 1: Establish database
Step 2: Post to server
Step 3: Update client computer
You can use PBA to create new phone book files. Or, if you already have a database in another application, you can import that data file using the PBA command-line interface.
Imported files or data you entered using PBA are stored in the phone book database. When you publish phone books, PBA publishes changes to PBS through FTP.
Using Connection Manager, clients query the phone book server. If the versions of their phone books are outdated, PBS automatically sends the appropriate update.
Notes

You can use the current version of PBS with earlier versions of PBA. 

FTP service must reside on your server. If you do not want FTP to run while PBA is not in use, stop the service through the Internet Services Manager and then enable it when you are ready to post. Do not uninstall FTP, because doing so will automatically uninstall CPS. 
Example system configurations
Connection Point Services (CPS) lends itself to various configurations, according to your needs. A few examples follow.
Dedicated single server
Example uses: 

Testing 

Small company 

Small Internet service provider
You can maintain both Phone Book Service (PBS ) and Phone Book Administrator (PBA) on a single computer running Windows 2000 Server. 
Even though PBA posts to the same server on which it resides, you must use the same procedures for setting permissions and posting phone books as you would with any other configuration.
Dedicated dual servers
Example uses: 

Medium to large corporations 

When ownership and responsibilities for phone book administration and server maintenance are split between groups. 
In the dedicated dual server configuration, PBS and PBA are installed on separate computers. The following illustration shows this configuration.
Remote workstation with dedicated dual servers
Example use: When the server is installed in a place that is not physically accessible to the administrator, you can use this dual-mode system.
You can configure PBA to run on a primary (dedicated) computer and on a remote workstation at the same time.
The following illustration shows this configuration.
All data files reside on the primary computer, never on the workstation. The remote workstation accesses the data files on the primary computer. In the configuration shown later in this topic, PBS runs on a separate host. 
Multiple servers with firewall
Example uses: 

Highly secured environment 

Very large Internet service providers 

Phone book replication among multiple Internet service providers
You can install PBA on a primary computer and on multiple remote workstations. PBS is installed on a staging server and on multiple host servers residing in a less secure environment outside a firewall. The following illustration shows this configuration.
The remote workstations access phone book data from the primary PBA computer. Phone book updates are posted to the staging server. Using a content replication method, phone book updates are then copied from the staging server through the firewall to the host servers.
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Determine how many servers you need
Every time a user logs on, the Connection Point server is "hit" with an HTTP query, initiating the phone-book update process. Along with hardware throughput and update (.cab) file size, the number of hits and the processor speed are important factors in determining how many servers you may need.
The following table details how many hits the listed processors are capable of handling on a dedicated server with 128 megabytes (MB) of RAM.
Processor 
Hits/sec 
Hits/hour 
Hits/day 
Pentium II 350 MHz 
70
250,000
6,000,000
Pentium II 300 MHz
60
215,000
5,160,000
Pentium II 233 MHz 
50
180,000
4,320,000
To get an accurate data pool to determine if an additional server is needed, take an average of the number of logons your network receives during peak hours for a week.
Note   The maximum number of hits per second depends on the size of the update (.cab) file. Larger update files can slow performance by as much as 25 percent. The numbers in the table assume small update files of about 5 kilobytes (KB).
Install Connection Point Services
Before you install Connection Point Services (CPS), you must prepare for the installation:

Determine and verify the computer names and IP addresses of all the computers on which you will be installing CPS. You might want to have a dedicated server so phone book requests do not interfere with the response time of your other services. 

Ensure that the host server is using Internet Information Services (IIS) to run FTP and Web services. This is necessary for Phone Book Service (PBS) to receive posts from Phone Book Administrator (PBA) and to download updated files to client computers. 

If you have multiple servers running PBS, consider how you want to replicate data. You can use PBA to post to only one server. You will need to replicate the phone book data to the other servers. 

Document all of your processes, as well as the choices and tradeoffs that you made. This information will be valuable for troubleshooting your system and for future reference. 
For information on CPS installation and configuration, see Install and configure Connection Point Services.
After installing Connection Point Services, you must set directory access permissions and test your installation.
To test the installation, create a test phone book and post it to the server. However, to fully test server functionality, you must connect to the server with Connection Manager, using a service profile built by the Connection Manager Administration Kit wizard.
FTP service already resides on your server. If you do not want FTP to run while PBA is not in use, stop the service through the Internet Services Manager and then enable it when you are ready to post. 
Important

Do not uninstall FTP, because doing so will automatically uninstall PBS. 

If you uninstall PBS, Connection Manager Administration Kit will automatically be uninstalled. 
Administer phone books
Connection Point Services (CPS) provides two ways to administer phone books: by using the Phone Book Administrator (PBA) interface and by using the command line. However, Microsoft recommends creating and publishing your first phone book by using the PBA interface, even if you plan to use the command line for your usual publishing procedures.
Phone books
Establishing a new phone book is as easy as giving it a name and configuring it with a server name, user name, and password. Because Connection Manager (CM) must be configured to query the Phone Book Service database for phone books, the phone book names you choose must match the ones in the service profile created by the Connection Manager Administration Kit (CMAK) wizard. If your Connection Manager profile will use multiple phone books, name them intuitively, according to their use.
For a comprehensive understanding of how CPS works with Connection Manager, run the CMAK wizard and explore CM concepts.
Make sure that you plan a method for maintaining phone books. Ask yourself: 

Who will be entering data? 

If you will be using the command line for administration, who will create and maintain data files? Will you be exporting data from an existing database or typing new files by hand? 

Do you want to use the same phone book for all locales, or should you translate and maintain multiple language versions: one for each country or dependency? 
After you create a phone book, you must create regions and add POPs, which you can update as often as necessary.
For information on how to create a phone book, see Add and configure a new phone book or Add a new phone book by command line.
Regions
To reduce the number of POPs that Connection Manager displays at any one time, you may want to designate areas within a country or dependency as regions. Such a filtered list makes the task of choosing the closest POP easier for your users.
For information on how to add regions, see Add, edit, or delete a region or Add, edit, or delete regions by command line.
Points of Presence (POPs)
The primary purpose of adding and editing POPs is to make updated access information available to your users.
POP information specifies how Connection Manager establishes a connection and how access numbers are displayed to users. For example, when you select the Surcharge POP setting, Connection Manager displays the POP in the More access numbers box instead of the Access numbers box. This feature can be used to differentiate automatically between remote-access numbers for corporate private networks and secure connections.
In preparing to create a POP, ask yourself the following questions: 

In what country or dependency does the POP exist? The list of countries provided by CPS associates the Telephony Applications Program Interface (TAPI) country/dependency code with the POP. 

Does your POP belong to a region? 

What name will you give the POP? 

What is the area code for the access number? 

What is the access number? 

What POP settings will you need? For information about POP settings, see Service types (POP settings) 

What special Dial-Up Networking settings will you need? Connection Manager and CPS must use the same Dial-Up Networking entry name. 

What is the minimum baud for the POP? 

What is the maximum baud for the POP? 

What is the POP status: In Service or Not In Service? (When you publish to Phone Book Server, only in-service POPs are used to create or update the phone book files). 
For information on how to create POPs, see Add or edit a POP or Add, edit, or delete POPs by command line. 
Publishing
Before attempting to publish a phone book, make sure that you have set the Write permission for the FTP virtual directory on the computer running Phone Book Service. If the Write permission is not set, the phone book will not post.
You can publish multiple phone books to a server. However, every time you publish a phone book, CPS increments the version number of the phone book. If you publish the same phone book to multiple servers, the version numbers will be inaccurate. To publish a phone book to multiple servers, you can use file replication.
For information on how to publish a phone book, see Publish a phone book or Publish a phone book by command line.
Use your existing database with Phone Book Administrator
If you already maintain your phone book data in other databases, you can import both entire files and incremental updates to your phone books by using the command line interface to Phone Book Administrator (PBA). 
You can write a query that exports the changes from your database into two text files; one for regions and one for POPs. Once you have these files, you can use the command-line interface to import changes.
You should keep a record in your database of the last time that you created import files for PBA. You can use this time stamp to create just the change (delta) files to be imported into PBA.
For information on creating new POP and region files, and exporting data, see Add, edit, or delete POPs by command line and Add, edit, or delete regions by command line.
Notes

POPs and regions must be in separate files. 

Command-line region files do not match the region-file format imported or generated by the PBA user interface. 

You might want to create and publish your first phone book with the user interface to ensure that all authentication and configuration issues are worked out. 

If you have not yet posted your phone book, you can import up to 32,000 POPs. If, however, you have already posted, the limit is 6,000 POPs (combined adds, edits, and deletes) for each subsequent post. 
Example implementations

ISP model 

Corporation model 
ISP model
The following hypothetical situation illustrates how Connection Point Services (CPS) can support an expanding Internet service provider (ISP).
Awesome Computers, an ISP, is growing rapidly and must accommodate increasing numbers of subscribers. Many of the subscribers access Awesome Computers locally, but the ISP also has corporate customers whose employees want increased access capabilities while traveling. At the same time, Awesome Computers wants to replace its expensive, 800-number access charges with a remote-access solution that costs less.
To accommodate its growing business needs, the company plans to expand its existing remote access infrastructure and also offer a "Business Class" set of higher-quality Points of Presence (POPs) for demanding corporate customers. Awesome Computers joins an alliance of ISPs in order to provide coverage outside its service area.
Because many of the new subscribers are inexperienced computer users, Awesome Computers realizes that increasing the number of regional access numbers and providing remote POPs will generate a higher volume of calls to technical support. Faced with an immediate need to automate the process of updating subscribers with access numbers, the company decides to use CPS.
Awesome Computers installed Phone Book Service (PBS) and Phone Book Administrator (PBA) on a server running Windows 2000. Personnel authorized by Awesome Computers use the administration tool to create a phone book that contains all of the trunk-line and connect information that the ISP offers for Internet access. When access numbers change, the personnel can quickly make the changes and publish them. 
Publishing creates the updated phone book files and copies them to PBS. Awesome Computers keeps all the phone books for each corporate customer on the server running PBS. In addition, Awesome Computers has chosen to deploy a number of Connection Point servers within the infrastructure, thereby ensuring accessibility for users who connect to the Internet from various geographical regions. 
With the file replication capability of Windows 2000, the phone book can easily be automatically distributed from a master Connection Point server to a number of slave Connection Point servers.
Awesome Computers uses the Microsoft Connection Manager Administration Kit wizard to create a customized Connection Manager profile that includes the company logo and tailored online Help. Awesome Computers then packages the profile and Connection Manager for distribution on compact disc or the World Wide Web.
After Connection Manager and the service profile have been installed on individual computers, CPS automatically downloads the most current list of local access phone numbers every time the subscriber connects to Awesome Computers. 
Corporation model
The following hypothetical situation illustrates how Connection Point Services (CPS) can help a corporation offer a cost-effective means of telecommuting.
Five Lakes Publishing is a multinational company that spends a significant amount of money on maintaining toll-free numbers and long-distance dial-up fees so its employees can telecommute. The toll-free numbers are used by home-office employees who live outside the calling area and by employees on business trips. Home-office employees living inside the calling area use a local access number.
The company administrators decide to use CPS. They realize that by merging access numbers in their existing phone book with the access numbers of a large ISP they can save money on long distance charges while maintaining a high level of security.
Employees making phone calls from within the calling area of Five Lakes Publishing connect to the company remote-access server. Employees residing or traveling outside the calling area of the corporation are able to call local ISP phone numbers, thereby connecting to the ISP remote-access server and avoiding long distance charges previously incurred by the maintenance of the toll-free numbers. 
Five Lakes Publishing uses Microsoft Connection Manager to automatically differentiate between its local access numbers and the Points of Presence (POPs) provided by the ISP outside the local calling area. As a result, the difference between local access to the corporate private network and the extended remote access over the Internet using a secure connection is transparent to their employees. Connection Manager connects to the corporate private network when an employee uses a local access number and establishes a secure connection to the corporate private network when an employee uses an ISP phone number.
Five Lakes Publishing and the ISP each maintain Phone Book Service (PBS) servers for their respective phone books. Each PBS server automatically downloads the most current list of local access phone numbers every time the employee connects to Five Lakes Publishing. 
Monitor activity

Phone Book Service activity 

Phone book history 
Phone Book Service activity
Counters in System Monitor produce statistical information on the processor, memory, cache, network, and other object types.
The following table lists PBS System Monitor counters. (Delta files contain only the current, incremental phone book updates, not the entire phone book file.)
Name
Description
Delta Upgrade Hits
The total number of delta phone book files (incremental phone book changes only) that have been successfully downloaded.
Delta Upgrade Hits/Sec
The number of delta phone book files that are successfully downloaded per second.
Error Hits
The total number of requests that could not be satisfied by PBS.
Error Hits/Sec
The number of requests per second that could not be satisfied by PBS.
Full Upgrade Hits
The total number of full phone book files that have been successfully downloaded.
Full Upgrade Hits/Sec
The number of full phone book files that are successfully downloaded per second.
No Upgrade Hits
The total number of requests for phone book files that did not require an update to the phone book file on the client computer.
No Upgrade Hits/Sec
The number of requests for phone book files per second that do not require an update to the phone book file on the client computer.
Total Hits
The total number of requests for phone book files.
Total Hits/Sec
The number of requests per second for phone book files.
Notes

For information on how to monitor phone book activity, see Monitor the activity of Phone Book Service 

PBServer Monitor counters are not available unless PBS has been started. PBS starts automatically when a client computer requests a phone book. To simulate a client request, you can type 

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=[phone_book_name]

in the Address box of your browser, and then press ENTER. For example, if the phone book name is Awesome, you would type 

http://localhost/pbserver/pbserver.dll?osarch=0&ostype=0&osver=1&cmver=1&lcid=1033&pbver=0&pb=Awesome
Phone book history
Phone Book Administrator (PBA) maintains a log for each phone book that records its activity, including creating, deleting, or editing a POP, as well as posting the phone book to the server. If you move a phone book log file off the system or change its name, PBA creates a new file the next time activity occurs for that phone book.
Because these log files can become large enough over time to take up valuable hard disk space and to inhibit searching for useful information, you should save and archive them periodically.
For information on monitoring phone book history, see View the history of a phone book.
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Important phone book files
Connection Point Services (CPS) needs services, software, and data files to update the database, post the database and data files to the server, query the server database, and download the appropriate file to Connection Manager.
Phone Book Administrator (PBA) creates the database and files for the server and then transfers the data using the File Transfer Protocol (FTP). Phone Book Service (PBS) compares phone book versions based on the query variables sent by Connection Manager and responds with the appropriate compressed phone book (.cab) file. 
Phone book data elements are described in the following table.
Element
Description
Cabinet (.cab) files
Compressed data files that contain phone book information for Connection Manager. There are two types of .cab files, Full.cab and Delta.cab files. 
Phone book (.pbk) files
Text files that contain lists of POP information. Phone book files are compressed before they are transferred to the server.
Region (.pbr) file
Text file that helps categorize POPs. A POP can reference one of many geographical regions listed in the Region file.
Version (.ver) file
Text file that keeps track of the latest phone-book release. 
PBServer.mdb
A database that contains updated query tables for your phone books. PBA transfers the database to the server as Newpb.mdb every time a phone book is published.
Phone_book.mdb
A database that contains POP information.
Example region files containing U.S. states
The format you use for the list of U.S. states depends on whether you are using Phone Book Administrator or the command line. You will need to use .pbr format (the first list) for Phone Book Administrator. If you are importing by command line, use the second list.
The following list shows the names of all fifty U.S. states, plus the District of Columbia, in .pbr format:
51
Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
District of Columbia
Florida
Georgia
Hawaii
Idaho
Illinois
Indiana
Iowa
Kansas
Kentucky
Louisiana
Maine
Maryland
Massachusetts
Michigan
Minnesota
Mississippi
Missouri
Montana
Nebraska
Nevada
New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Texas
Utah
Vermont
Virginia
Washington
West Virginia
Wisconsin
Wyoming
The following list shows the names of all fifty U.S. states, plus the District of Columbia, in command-line format.
1,Alabama
2,Alaska
3,Arizona
4,Arkansas
5,California
6,Colorado
7,Connecticut
8,Delaware
9,District of Columbia
10,Florida
11,Georgia
12,Hawaii
13,Idaho
14,Illinois
15,Indiana
16,Iowa
17,Kansas
18,Kentucky
19,Louisiana
20,Maine
21,Maryland
22,Massachusetts
23,Michigan
24,Minnesota
25,Mississippi
26,Missouri
27,Montana
28,Nebraska
29,Nevada
30,New Hampshire
31,New Jersey
32,New Mexico
33,New York
34,North Carolina
35,North Dakota
36,Ohio
37,Oklahoma
38,Oregon
39,Pennsylvania
40,Rhode Island
41,South Carolina
42,South Dakota
43,Tennessee
44,Texas
45,Utah
46,Vermont
47,Virginia
48,Washington
49,West Virginia
50,Wisconsin
51,Wyoming
Service types (POP settings)
Connection Point Services (CPS) uses a combination of eight service types (sometimes called POP settings) to determine how a connection is established.
Service types enable your users to filter for POPs specific to their needs. 
Each service type has two possible options with values of 0 (zero) or 1 (one), and you convert these eight values into a decimal number to use in the Service Flag field of the POP file you plan to import. 
If one of the flags for a POP is not set in the Service Types section of the .cms file in the Connection Manager profile, then even if you set the flag for this POP in Phone Book Administrator (PBA), a user may not be able to filter for the POP in Access numbers in the Connection Manager interface. For example, service types Custom 1 and Custom 2 are advanced and require manual editing of the Connection Manager service profile.
For each service type, the bitflag table (later in this topic) contains four fields. The first field is the bit number representing each option of any given service type. The second field contains integers representing the availability of each of the service type options. The third and fourth fields contain text that describes the service type option.
Options shown in bold are the default values for POPs in Connection Manager.
Immediately after the following table is an example of its use.
Bitflag table for service types 
Bit number
Option values
Option descriptions


0
0
1
Sign on
Not Sign on
Users can connect to the POP to sign on to your service. If you set this option to 1, you must also set the same option to 1 in Connection Manager.
1
0
1
Not Sign up
Sign up
Users can connect to the POP to sign up for your service. If you set this option to 1, you must also set the same option to 1 in Connection Manager.
2
0
1
Modem
Not Modem
Users can connect to the POP by modem.
3
0
1
ISDN
Not ISDN
Users can connect to the POP using an ISDN connection device.
4
0
1
Not Custom 1
Custom 1
The POP is assigned a custom service setting. You can specify custom service settings in the Connection Manager service profile.
5
0
1
Multicast
Not Multicast
The POP supports IP multicast protocols.
6
0
1
Not Surcharge
Surcharge
The access number for the POP appears in the More access numbers box in the Connection Manager Phone Book dialog box. You can charge your users an additional fee when they use this POP. 
7
0
1
Not Custom 2
Custom 2
The POP is assigned a custom service setting. You can specify custom service settings in the Connection Manager service profile.
To determine the correct decimal value to use for the Service Flag field in your command-line import file, create an eight-bit binary number where each bit has the value given in the table. Then, convert this binary number into a decimal number.
Example
The following list begins with the service type with the least mathematical significance. If you created a POP with these service types, the binary value would be 01111000, which converts to 120 in decimal notation:
Sign on (0)
Not Sign up (0)
Modem (0)
Not ISDN (1)
Custom 1 (1)
Not Multicast (1)
Surcharge (1)
Not Custom 2 (0) 
A POP using this decimal number (shown in red) as its service flag might look like this:
1, 1, 0, Redmond, 425, 555-1234, 9600, 56000, 0, 120, ISP
Example phone book history
The example later in this topic shows the POP activity of one phone book. Each change is on a new line that begins with a date, and fields are separated by commas. Each line shows the following: 

Date and time of the change 

Action taken (for example, POP Add or POP Edit) 

Key field (POP name) 

Eleven fields representing the POP data: 

POP index 

Country/dependency 

Region identifier 

POP name 

Area code 

Access number 

Minimum baud rate 

Maximum baud rate 

Reserved flag 

Service flag 

Dial-up Networking entry 

POP status (in or out of service) 

Date of change (repeated) 

Two reserved fields 
The following example shows phone book history as it appears in the phone-book history text file. Note that the five field names in the first line of the text file (Date, Action, and so on) do not list every data field.
Date, Action, Key Field, Record ( ; delimited )
1/27/99 3:40:35 PM, POP Add, Albany, 3;1;0;Albany;912;430-7172;0;56000;0;48;ISP;1;1/27/99;;0
1/27/99 3:40:38 PM, POP Edit, Albuquerque, 5;1;0;Albuquerque;505;764-2300;0;56000;0;48;;1;1/27/99;;0
1/27/99 10:07:18 AM, POP Delete, Podunk, 305;1;0;Podunk;1;1;0;0;0;48;;1;1/27/99;;0
The following table supplies field names and their corresponding POP data for all of the fields in the first line of the example.
Name of field
Data
Date/time
1/27/99 3:40:35 PM
Action
POP Add
Key field
Albany
POP index
3
Country/dependency
1
Region ID
0
POP name
Albany
Area code
912
Access number
430-7172
Minimum baud rate
0
Maximum baud rate
56000
Reserved flag
0
Service flag
48
Dial-Up Networking entry
ISP
POP status
1
Date of change
1/27/99
Reserved


Reserved
0
Note   Phone book history files can also contain information on region and publishing activities. 
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Phone Book Service error messages
The following table describes Phone Book Service (PBS) events and the actions you can take to correct errors. When an error has occurred, a message is posted to your Application Log. To display the Application Log in Event Viewer, click Start, point to Programs, point to Administrative Tools, click Event Viewer, and then click Application Log.
MessageID
Type
Message
Action to perform
30000
Error
Unable to initialize the ODBC data source
Click Start, point to Programs, point to Administrative Tools, click Data Sources (ODBC) and make sure that the Microsoft Access data source is set up properly. 
30001
Error
Internal ODBC error
Click Start, point to Programs, point to Administrative Tools, click Data Sources (ODBC) and make sure that the Microsoft Access data source is set up properly. 
30002
Error
Unable to get query parameters
No action is required. If the problem persists, restart IIS Admin Service.
30003
Error
Error in sending HTML header
Make sure that IIS is running properly. If the problem persists, restart IIS Admin Service.
30004
Error
Error in sending HTML content
Make sure that IIS is running properly. If the problem persists, restart IIS Admin Service.
30005
Error
Cannot open file
Make sure the file exists and the file permissions are set properly.
30006
Information
New Phone Book detected!
No action is required.
30007
Error
Cannot disconnect!
Phone Book Service is unable to disconnect from the Microsoft Access ODBC data source. In Control Panel, double-click ODBC Data Sources and make sure that the Microsoft Access data source is set up properly. 
30008
Error
Cannot free resources
In Control Panel, double-click ODBC Data Sources and make sure that the Microsoft Access data source is set up properly.
30010
Error
Internal Error
Free up the memory currently in use by closing any nonessential applications. You might also want to increase the physical or virtual memory of your system. Also, make sure that IIS is running properly.
30011
Information
ODBC Connection Established!
No action is required.
30012
Error
Cannot read registry key for ODBC.INI
The Phone Book Service registry is corrupted. Reinstall Phone Book Service.
30015
Error
Failure when waiting for child thread to terminate
Restart IIS Admin Service.
30016
Error
Failed to create a handle for monitored directory
Make sure the directory exists and file permissions are set correctly.
30017
Error
Cannot determine file system changes
Restart the computer.
30018
Error
Unable to convert changed filename
Restart the computer.
30019
Error
Unable to initialize the ODBC data source: failed to allocate environment handle
Free up the memory currently in use by closing any nonessential applications. You might also want to increase the physical or virtual memory of your system.
30020
Error
Unable to initialize the ODBC data source: failed to allocate connection handle.
Free up the memory currently in use by closing any nonessential applications. You might also want to increase the physical or virtual memory of your system.
30021
Error
Unable to connect to data source
Click Start, point to Programs, point to Administrative Tools, click Data Sources (ODBC) and make sure that the Microsoft Access data source is set up properly.
30022
Error
Cannot get creation timestamp
Make sure that Newpb.mdb and Pbserver.mdb exist in the PBS Data database directory.
30023
Error
Cannot update phone book file
Make sure that the phone book is not write-protected.
Phone Book Administrator command-line error messages
The following table describes Phone Book Administrator error messages that you may encounter while importing files by command line, and the actions you can take to correct errors. After you correct the problem, remember to re-import your files.
Message
Action to perform
Error during file creation
Make sure that you have set the appropriate file permissions for the PBA and release directories. See Secure your Phone Book Administrator folder.
Invalid path for input file.
Make sure you have typed the full path. 
Problem while reading import file
Make sure the file is in plain-text format.
Phone book passed as a command-line parameter does not exist 
Make sure you have typed the correct phone book name as it appears in the Phone Book Administrator interface.
Error during command line processing
See Import.log in the application directory for details.
Wrong number of fields
Make sure that all of your POPs have 11 fields and all regions have two fields.
Length of input field exceeds allowed value 
Edit the input field. For field restrictions, see Add, edit, or delete POPs by command line.
Numeric input field contains nonnumeric characters 
Replace with numeric characters
Incomplete configuration data for publishing
Set the options for this phone book. See Set or edit phone book options by command line.
Duplicate region name found 
Delete duplicate region name from the input file.
Region specified for phone book import does not exist 
Add or import the missing region. See Add, edit, or delete regions by command line or Import a region list by command line
Country or dependency specified for phone book import does not exist 
Specify the correct TAPI code for country or dependency as defined in the phone book. You can find the default list in the Country.txt file.
Total length of the Area code and Access Number fields exceeds allowed value 
Edit area code and access number to contain a total of no more than 36 characters
Wrong or missing command line option
At the prompt, type Pbadmin/? for a list of valid command-line parameters. 
Common problems and their solutions
What problem are you having?
I need more help using Phone Book Administrator.
Solution: In the Phone Book Administrator dialog box, open the Help menu, click What's This?, and then click the component you do not understand. A message will be displayed with information about the component. In other dialog boxes, click ? and then click the component you do not understand.
I am unable to post to Phone Book Service.
Possible solutions: 
Make sure that:

The server is turned on. 

You are connected to the network. 

FTP is turned on. Even though FTP is installed, it may not be running. 

Write permission is turned on for the FTP virtual directory. 

The host name, user name, and password are typed correctly in the Options dialog box. 

The user name and password have privileges on the host server. 

You have write privileges to the hard drive on the host server. These include FTP service, share, and file permissions (NTFS only). 

You have connectivity to the PBS host. Try PING and TRACERT to verify that the TCP/IP connection is correctly configured. 

The proxy settings in Internet Explorer are set correctly. The proxy might have changed, or someone might have reset it. 

Firewall issues are not interfering. 

FTP is not set to Allow only anonymous connections. 
See also: Set permissions early; Set the Write permission for the FTP virtual directory; Set up FTP accounts for known users 
I am unable to import a phone book or region by command line.
Possible solutions:
Make sure that:

You have the appropriate permissions to alter the phone book database. 

You typed the full path to the phone book or region file. 

Your file is in plain-text format. 

You typed the correct phone book name as it appears in the Phone Book Administrator interface. 

All of the POPs have 11 fields. All regions have two fields. 

You did not exceed the limit for any of the input fields. 

None of the numeric input fields contain nonnumeric characters. 

The country or dependency that you specified does exist in the phone book. 

You used the correct import command. At the prompt, type Pbadmin/? for a list of valid command-line parameters. 

You used the correct import format for your region file. Command-line region files do not match the region-file format imported or generated by the Phone Book Administrator user interface. 

You did not try to import more than 6,000 POPs. If you have not yet posted your phone book, you can import up to 32,000 POPs. If, however, you have already posted, the limit is 6,000 POPs (combined adds, edits, and deletes) for each subsequent post. 
See also: Set permissions early; Use your existing database with Phone Book Administrator; Import a region list by command line; Phone Book Administrator command-line error messages 
No POPs appear in Connection Manager.
Possible solutions: 
Make sure that: 

The profile in Connection Manager is set up correctly. 

No files are missing. If they are, use your backup copies to restore them. 

The name of the phone book in Phone Book Administrator matches the name in Connection Manager. 

All of the POPs have 11 fields. All regions have two fields. 

You did not exceed the limit for any of the input fields. (For a table that describes limits, see Add, edit, or delete a POP by command line .) 

None of the numeric input fields contain nonnumeric characters. 

You specified a country (or dependency) for the phone book? 
See also: Back up your data; Use your existing database with Phone Book Administrator
When a client computer sent a query to Phone Book Service, the phone book did not download.
Possible solutions: 
Make sure that: 

The server is turned on. 

The client computer is connected to the network. 

The name of the phone book in Phone Book Administrator (PBA) matches the name in Connection Manager. 

The user gave the phone book enough time to download. 

WWW is currently running on the server. Even though WWW is installed, it may not be running. 

The proxy settings in the client computer are set correctly. 

The current network configuration still passes your previous tests for production readiness. 

The security attribute is set properly on the phone book update files. It should not be set to Read Only. 

Firewall issues are not interfering. 

You have looked at the Application Log in Event Viewer on the PBS host server for error messages. If the phone book file is missing, you will see error 30005: "Cannot open file." For any one of several reasons, the phone book may be missing from the host server: 

The phone book might have been deleted. 

A profile might have been configured to ask for a phone book, but the administrator might not have posted that phone book to the server. 

The phone book might have been posted to a staging server but not replicated to the production environment. Try editing a POP in the phone book and then posting the file again. (You can edit the POP to repeat the existing data.) When you edit a POP, PBA changes the version number of the phone book. PBA does not post to the host server unless the phone book version number changes. 
Note   Application Log contains recent information, warnings, and errors. To display the Application Log in Event Viewer, click Start, point to Programs, point to Administrative Tools, click Event Viewer, and then click Application Log. 
See also: Set permissions early; Phone Book Service error messages; Test for production readiness 
In Phone Book Administrator, I specified a country/dependency for a POP, but the country/dependency does not appear in Connection Manager.
Cause: This problem occurs only in a minority of cases where either the country/dependency name or the TAPI code has changed recently. (For example, Zaire recently changed its name to Democratic Republic of the Congo.) 
Solution: Edit the Country/Dependency list in Phone Book Administrator (PBA).
 1.
Open Phone Book Administrator and assign a temporary country/dependency to each POP you want to change. 
 2.
Open the corresponding Phone Book database with Microsoft Access 95 or a later version. 
 3.
Open the Datasheet view of the Country/Dependency table. Find the country/dependency you want to edit, and then change the values of one or both of the related data fields: 

CountryNumber, a unique integer value corresponding to the TAPI code 

CountryName, a 60-character text field containing the country/dependency name 
 4.
Close the Datasheet view of the Country/Dependency table, and then close the phone book database window. 
 5.
In Phone Book Administrator, assign the correct country/dependency to each POP you edited in step 1. 
Important   Because recent versions of Windows may have different sets of country/dependency codes than older versions, changing the codes in PBA may solve this issue for one operating system but could cause incompatibilities in another. Microsoft suggests always using the most recent service packs on client machines. 
Notes

The phone book database, an .mdb file stored in the PBA folder, has the same phone book name as the one displayed in Phone Book Administrator. 

Users will receive the updated country/dependency information with the next phone book update. 

If the version of TAPI on client computers does not reflect the new country/dependency codes, users will not be presented with related POPs in Connection Manager. 
Phone Book Administrator will not display foreign characters.
Cause: Phone Book Administrator does not support Unicode.
Solution: Set both User Locale and System Locale to the foreign language:
 1.
Open Control Panel, and then double-click Regional Options. 
 2.
In Your locale (location), select the language you want displayed. 
 3.
Click Set default. 
 4.
In Select the appropriate locale, select the language you want displayed. 

This may cause your system to restart.
