Security
This topic discusses Windows 2000 security: how you can ensure that data access, storage, and exchange complies with your security needs.

Before proceeding, see Checklists. 

For information on new ways to do familiar security tasks, see New ways to do familiar tasks. 

For recommendation on how to implement system security, see Best practices. 

For help with specific tasks, see How to .... 

For general background information, see Concepts. 

For troubleshooting information, see Troubleshooting. 
Checklists
To get help on specific security administration tasks, see the following: 

Checklist: Defining a security template for Group Policy 

Checklist: Defining a security template for a local computer 

Checklist: Analyzing security 

Checklist: Configuring system security 

Checklist: Deploying certification authorities and PKI for an intranet 

Checklist: Deploying certification authorities and PKI for the Internet 

Checklist: Creating a certification hierarchy with an offline root certification authority 

Checklist: Deploying smart cards for logging on to Windows 

Common tasks for managing security 
Checklist: Defining a security template for a Group Policy object

Step
Reference

Start the Security Templates snap-in
Start Security Templates

Define a security template which meets the context of the Group Policy object to which it will be applied.
Define a security template

Import the security template to Group Policy. 
Import a security template to Group Policy
Checklist: Defining a security template for a local computer

Step
Reference

Start the Security Templates snap-in
Start Security Templates

Define a security template which meets the context of the local computer to which the template will be applied.
Define a security template

Apply the security template to the local computer policy.
Apply a security template to a local computer
Checklist: Analyzing security

Step
Reference

Start the Security Configuration and Analysis snap-in.
Start Security Configuration and Analysis

Specify a working security database for analysis.
Set a working security database

Import one or more security templates you want to use as the comparator (base configuration or composite template) for analysis.
Import a security template

Perform a security analysis.
Analyze system security

Review analysis results.
Review security analysis results

Resolve discrepancies if necessary.
Resolving security discrepancies
Checklist: Configuring system security

Step
Reference

Start the Security Configuration and Analysis snap-in.
Start Security Configuration and Analysis

Specify a working security database for analysis.
Set a working security database

Import one or more security templates into the database that contain the security values you want to apply to the system.
Import a security template

Configure the system.
Configure system security
Checklist: Deploying certification authorities and PKI for an intranet
This checklist is focused on the configuration and setup of enterprise certification authorities (CAs) which are useful for public key infrastructure (PKI) architectures where Active Directory is present.
Please refer to Checklist: Deploying certification authorities and PKI for the Internet for information about configuring stand-alone CAs.
If you are going to have an offline root certification authority in your certification hierarchy, see Checklist: Creating a certification hierarchy with an offline root certification authority

Step
Reference

Review Concepts



Review public key infrastructure concepts
Public key infrastructure 

Review certificates concepts
Certificates concepts 

Review concepts about certification authorities
Certificate Services concepts 

Review concepts about using public key policy in Group Policy
Public key policy concepts 

Set up certification authorities



Plan a certification hierarchy
Certification authority hierarchies 

Set up a Windows 2000 server for each certification authority
Set up for Windows 2000 Server 

Ensure that Active Directory and DNS are installed on your network
Active Directory overview 

Plan the renewal strategy you are going to use for the root certification authority
Renewing certification authorities 

Install a root certification authority
Install an enterprise root certification authority 

(Optional) Enable Netscape-compatible revocation checking URL extensions to be written in every certificate issued.



Install subordinate certification authorities (as required by your planned certification hierarchy)
Install an enterprise subordinate certification authority 

For each domain



Set security permissions and delegate control of certificate templates
Set security permissions and delegate control of certificate templates 

Set security permissions and delegate control of certification authorities
Set security permissions and delegate control of a certification authority 

For each certification authority



Specify which certificate types to issue
Establish the certificate types that an enterprise certification authority can issue 

Schedule the publication of the certificate revocation list
Schedule the publication of the certificate revocation list 

(Optional) Enable Netscape-compatible revocation checking URL extensions to be written in every certificate issued.
Refer to Revoking certificates and publishing CRLs

Confirm that the certification authority will properly authenticate certificate requesters from the CA Web pages
Set security for access to certification authority Web pages 

Set up applications and services to use public key infrastructure



Set up smart cards for Windows 2000 logon
Checklist: Deploying smart cards for logging on to Windows 

Set up a web server to use certificates for secure access
Certificates and Internet Information Services (http://localhost/iishelp/iis/htm/core/iicerts.htm) (You need to have IIS installed to use this shortcut.)

Set up Internet Protocol security (IPSec)
Internet Protocol security (IPSec) 

Set up Encrypting File System EFS Recovery agents
Encrypting File System and data recovery 

Set up a Microsoft Exchange server to use certificates for secure e-mail
Refer to Microsoft Exchange documentation

Manage certificate issuance for computers



(Optional) Establish certificate autoenrollment for machines
Create an automatic certificate request for computers in a Group Policy object 

Ongoing administrative tasks



Revoke certificates
Revoke an issued certificate 

Back up each certification authority
Backing up and restoring a certification authority 

Renew each certification authority
Renewing certification authorities 
Checklist: Deploying certification authorities and PKI for the Internet
This checklist is focused on the configuration and setup of stand-alone certification authorities (CAs) which are useful for public key infrastructure (PKI) architectures where Active Directory is not used, such as the Internet.
For deploying certification authorities that use Active Directory, please refer to Checklist: Deploying certification authorities and PKI for an intranet.
If you are going to have an offline root certification authority in your certification hierarchy, see Checklist: Creating a Certification Hierarchy with an Offline Root Certification Authority.

Step
Reference

Review Concepts



Review public key infrastructure concepts
Public key infrastructure 

Review certificates concepts
Certificates concepts

Review concepts about certification authorities
Concepts 

Set up certification authorities



Plan a certification hierarchy
Certification authority hierarchies 

Set up a Windows 2000 Server for each certification authority
Set up for Windows 2000 Server 

Plan the renewal strategy you are going to use for the root certification authority
Renewing certification authorities 

Install a root certification authority
Install a stand-alone root certification authority 

(Optional) Enable Netscape-compatible revocation checking URL extensions to be written in every certificate issued.



Install subordinate certification authorities (as required by your planned certification hierarchy)
Install a stand-alone subordinate certification authority 

Install Web enrollment services on non-certification authority servers, as required. (Used to submit certificate requests via servers that are not certification authorities.)
Set up certification authority Web enrollment support 

For each certification authority



Specify whether to make each incoming certificate request pending (the recommended default for most cases) or automatically approved
Set the default action upon receipt of a certificate request 

Schedule the publication of the certificate revocation list
Schedule the publication of the certificate revocation list 

(Optional) Enable Netscape-compatible compatible checking URL extensions to be written in every certificate issued.
Refer to Revoking certificates and publishing CRLs

Set up applications and services to use public key infrastructure



Set up a Web server to use certificates for secure access
Certificates and Internet Information Services (http://localhost/iishelp/iis/htm/core/iicerts.htm) (You need to have IIS installed to use this shortcut.)

Set up Internet Protocol security (IPSec)
Internet Protocol security (IPSec) 

Set up a Microsoft Exchange server to use certificates for secure e-mail
Refer to Microsoft Exchange documentation

Ongoing administrative tasks



Review pending certificate requests
Review pending certificate requests 

Revoke certificates
Revoke an issued certificate 

Back up each certification authority
Backing up and restoring a certification authority 

Renew each certification authority
Renewing certification authorities 
Checklist: Creating a certification hierarchy with an offline root certification authority
This checklist is provided for the cases where the root certification authority (CA) is not connected to your organization's network. You might choose to have an isolated, offline root CA for security reasons in order to protect it from possible attacks by hackers or malicious individuals via the network.
A major issue with an offline root certification authority is providing certificate verifiers with online certificate revocation checking. This checklist assists public key infrastructure (PKI) administrators with setting up functional certificate revocation checking for certificates issued by an offline root CA.
See Checklist: Deploying certification authorities and PKI for an intranet for further information about configuring enterprise CAs.
See Checklist: Deploying certification authorities and PKI for the Internet for further information about configuring stand-alone CAs.

Step
Reference

Review Concepts



Review public key infrastructure concepts.
Public key infrastructure 

Review certificates concepts.
Certificates concepts 

Review concepts about certification authorities.
Certificate Services concepts 

Set up the offline root certification authority



Plan the certification hierarchy.
Certification authority hierarchies 

Set up a Windows 2000 server that you will use for the root certification authority. The server needs to have Internet Information Services (IIS) installed as part of setup. The server needs to be a member server in an Active Directory domain.
Set up for Windows 2000 Server 

Plan the renewal strategy you are going to use for the root certification authority
Renewing certification authorities 

Log on to the network as a domain administrator and install the root certification authority on the server that will be offline (disconnected from the network). You need to install the root CA while the server is attached to the network so that it can update Active Directory and its root certificate will automatically be trusted by any computer or user in the domain.
Install a stand-alone root certification authority 

On the new root CA, change the URL location of the certificate revocation list (CRL) distribution point to a location of your choice that is accessible to all users in you organization's network. It is possible to enter multiple URLs. It is necessary to do this because the offline root CA's default CRL Distribution Points (CDPs) are not accessible to users on the network and, if they are left unchanged, certificate revocation checking will fail.
Specify CRL distribution points in issued certificates 

Schedule the publication of the certificate revocation list.
Schedule the publication of the certificate revocation list 

For each subordinate certification authority



Set up a Windows 2000 server for each subordinate certification authority
Set up for Windows 2000 Server 

Install subordinate certification authorities, as required by your planned certification hierarchy. These can be stand-alone certification authorities or, if you are using Active Directory, enterprise certification authorities. During setup for each subordinate CA, choose to save the CA certificate request to a file, which will be a PKCS #10 request.
Install a stand-alone subordinate certification authority; Install an enterprise subordinate certification authority 

Copy the CA certificate request file from the subordinate certification authority to some portable storage media. Take the CA certificate request to the root certification authority.



Using the root certification authority's Web pages, submit the PKCS #10 request from the file to get the CA certificate for the subordinate certification authority.
Request a certificate using a PKCS #10 file

On the root certification authority, accept the pending certificate request and issue the CA certificate using the Certification Authority snap-in.
Review pending certificate requests 

Using the root certification authority's Web pages, check on on the pending certificate request which you just approved. Download the new certificate and, if provided, the certification path to files on the portable storage media you are using.
Check on a pending certificate request 

Take the portable storage media back to the subordinate certification authority. In Windows Explorer, locate the certificate and certification path files you just copied, right-click on each file and choose to Install Certificate. Have the Certificate Import wizard automatically place the certificates in stores based on the type of certificate.
Import a certificate 

Before issuing any certificates from the subordinate certification authorities and, afterwards, every time a new CRL is published by the offline root CA



On the root certification authority, publish a certificate revocation list. (Do this only if it has not already been published using its CRL publishing schedule).
Manually publish the certificate revocation list

In Windows Explorer on the root CA, locate the certificate revocation list you just published. The CRL's default location is:\Systemroot\system32\CertEnroll\CAname.crlRight-click on the CRL file and send it to a drive that has portable storage media.


 
Copy the certificate revocation list file to every URL location that you specified as a CRL distribution point in the root CA's Policy settings. Your systems can now do certificate revocation checking on certificates issued by the offline root CA.


Checklist: Deploying smart cards for logging on to Windows

Step
Reference

Review concepts about smart cards
Smart Card Concepts 

Setup certification authorities and certification hierarchy



If you have not already done so, follow the checklist for deploying certification authorities and public key infrastructure (PKI) on an intranet
Checklist: Deploying certification authorities and PKI for an intranet 

For each domain



Set the security permissions and delegate control of the Smart Card User, Smart Card Logon and Enrollment Agent certificate templates.
Set security permissions and delegate control of certificate templates 

For each certification authority issuing smart card certificates



Set up the certification authority to issue smart card certificates
Prepare a certification authority to issue smart card certificates 

If you did not do so in the previous step, set up a certification authority to issue Enrollment Agent certificates
Establish the certificate types an Enterprise certification authority can issue 

Set up a smart card enrollment station



Install a smart card reader
Install a smart card reader on a computer 

Get an Enrollment Agent certificate for the person(s) who will be setting up smart cards for users
Prepare a smart card certificate enrollment station 

For each smart card user



Set up smart cards
Set up a smart card for user logon 

Install a smart card reader on the smart card user's computer
Install a smart card reader on a computer 

Review smart card log on
Log on to a computer with a smart card 
Common tasks for managing security
The following are common tasks that you do when managing security for a Windows 2000 environment: 

Task
Reference

For multi-domain environments, manage trust relationships between domains.
Trust

Delegate administration of domain resources, including Active Directory objects and shares.
Active Directory objects

Manage default groups and create new groups.
Groups

Customize security policies, such as user account policies, user rights policies, and audit policies.
Security Templates overview

Set up public key infrastructure.
Public Key Infrastructure
New Ways to Do Familiar Tasks
This table lists common tasks for managing domain security. For most tasks, the user interface is different in Windows 2000 than in Windows NT 4.0. 
If you want to
In Windows NT 4.0 use
In Windows 2000 use
Edit user rights for domain groups and users that apply to domain controllers
User Manager for Domains
Active Directory Users and Computers. For more information, see To define a security template.
Edit account policies for users in a domain
User Manager for Domains
Active Directory Users and Computers. For more information, see To define a security template.
Edit audit policies for groups and users that apply to domain controllers or specific computers
User Manager for Domains
Active Directory Users and Computers. For more information, see To establish an audit policy.
Establish domain trust relationships
User Manager for Domains
Active Directory Domains and Trusts. For more information, see To create an explicit domain trust.
Promote member server to a domain controller
Not available. 
Active Directory Installation wizard
Assign permissions to files, folders, and registry keys
Appropriate object manager and Properties page
Appropriate object manager and Properties page. For more information, see Control access to objects.
Audit security events
User Manager for Domains
Appropriate object manager and Properties page. For more information, see To set, view, change, or remove auditing for a file or folder.
View security log
Event Viewer
Event Viewer. For more information, see To view the security log.
Create users and groups
User Manager for Domains
Active Directory Users and Computers. For more information, see To add a user account and To add a group.
Manage a Windows NT 4.0 domain
User Manager for Domains
User Manager for Domains on Windows 2000
Best Practices
For product support recommendations and tips on managing security, see the following: 

Best practices for access control 

Best practices for auditing 

Best practices for Certificate Services 

Best practices for Encrypting File System 

Best practices for security configuration and analysis 

Best practices for managing security templates 
Best practices for access control
Distributed security greatly simplifies the work of assigning rights and permissions across a container tree--hierarchy of containers, groups, users, computers, and other resource objects. To take best advantage of this, apply the following general principles:

Assign user rights on a group basis. 

Rely on inheritance from group assignments. Because it is inefficient to maintain user accounts directly, assigning rights on a user basis should be the exception. 

Assign rights as high in the container tree as possible. By doing this, you gain the greatest breadth of effect with the least effort. The rights you establish should be adequate for the majority of the security principals. 

Apply inheritance to propagate rights through the container tree. Just as applying access control from a higher level of the tree provides breadth of scope, inheritance provides the depth. You can quickly and effectively apply access control settings to all children of a parent object. 

Delegate the administration of containers to the administrators that manage the computers where those containers reside. By delegating authority to administer the rights for a container, you can decentralize administrative operations and issues. This reduces the cost of ownership by distributing administration closer to its point of service.

When you deploy Windows 2000 in your organization, you must address the default level of security you should use. The main issue is the installed base of applications you need to support on workstations.

Windows 2000 defines three levels of security for clean-installed systems – Users, Power Users, and Administrators. By default, all end-users are members of the Users group, which is fine if you are only going to run certified Windows 2000 applications. However, if you need to support applications that have not been certified for Windows 2000, then you must do one of the following:

Make all of your end users Power Users rather than Users. 

Modify the default security settings to increase the privileges granted to Users. 

Either of these steps can be implemented as part of an overall security policy or can be applied to individual computers as part of the setup process. A security template is provided with Windows 2000 Server that "opens up" the proper security levels for Users. The template is systemroot\security\templates\compatws.inf

There are additional issues with computers that have been upgraded to Windows 2000 Server from Windows NT:
 1.
Security is not modified during the upgrade, so applications not certified for WIndows 2000 should continue to run without modification after the upgrade. 
 2.
If you want the upgraded computer to use the new Windows 2000 security defaults, the Windows 2000 default security settings are supplied in systemroot\security\templates\basicwk.inf. 
Best practices for auditing
To minimize the risk of security threats, there are a number of auditing steps you can take. The following table lists various events that you should audit, as well as the specific security threat that the audit event monitors. 
Audit Event
Potential Threat
Failure audit for logon/logoff
Random password hack
Success audit for logon/logoff
Stolen password break-in
Success audit for user rights, user and group management, security change policies, restart, shutdown, and system events
Misuse of privileges
Success and failure audit for file-access and object-access events. File Manager success and failure audit of Read/Write access by suspect users or groups for the sensitive files.
Improper access to sensitive files
Success and failure audit for file-access printers and object-access events. Print Manager success and failure audit of print access by suspect users or groups for the printers.
Improper access to printers
Success and failure write access auditing for program files (.EXE and .DLL extensions). Success and failure auditing for process tracking. Run suspect programs; examine security log for unexpected attempts to modify program files or create unexpected processes. Run only when actively monitoring the system log.
Virus outbreak
Best practices

Plan your public key infrastructure (PKI) before deploying certification authorities (CAs). 

See Certificate Services Concepts and the resources listed in Resources: Public Key Infrastructure for information that will assist you with planning a PKI. 

The root certification authority (CA) should be offline and its signing key should be secured by hardware and kept in a vault to minimize potential for key compromise.

For more information, see Checklist: Creating a certification hierarchy with an offline root certification authority

If you are going to use a custom policy module for a Windows 2000 certification authority, you should install Certificate Services using stand-alone policy and then replace stand-alone policy with your custom policy. Replacing enterprise policy on a CA with a custom policy is not supported and will have unpredictable results 

Only change security permissions for the certification authority (CA) using the Certification Authority snap-in. Setting permissions using other mechanisms (such as the Active Directory Sites and Services snap-in) may create problems when for users attempting to access and request certificates from the certification authority.

For more information, see Set security permissions and delegate control of a certification authority

Organizations should not issue certificates to users or computers directly from the root certification authority (CA) but rather should deploy at least a three-level CA hierarchy compromised of Root-Intermediate-Issuer CAs to provide flexibility and insulate the root certification authority from attempts to compromise its private key by malicious individuals. 

For more information, see

Certification authority hierarchies 

Establishing a certification hierarchy 

Backing up the certification authority (CA) database, the CA certificate and the CA keys is essential to protect against the loss of critical data. The CA should be backed up on a regular basis (daily, weekly, monthly) based on the number of certificates issued over the same interval. The more certificates issued, the more frequently you should back up the CA. 

For more information, see Backing up and restoring a certification authority

You should review the concepts of security permissions and access control in Windows, since enterprise certification authorities issue certificates based on the security permissions of the certificate requester. 

For general information about access control and security permissions in Windows 2000, see Access Control. For the procedure to set access control on a CA, see Set security permissions and delegate control of a certification authority. For the procedure to set enterprise-wide access control on certificate templates, see Set security permissions and delegate control of certificate templates.
Best practices
Users working with encrypted files and folders should keep the following information and recommendations in mind.
Important EFS Information
The following information is important for users when encrypting or decrypting files.

Only files and folders on NTFS volumes can be encrypted. 

Only the user who encrypted the file can open it. 

Users cannot share encrypted files. 

Encrypted files can become decrypted if the user copies or moves the file to a FAT volume. 

Users must use copying and pasting to retain encryption when moving files into an encrypted folder. If using a drag-and-drop operation to move the files, files are not automatically encrypted in the new folder. 

System files and compressed files cannot be encrypted. 

Encrypting a folder or file does not protect against deletion. Anyone with delete permission can delete encrypted folders or files. 

Temporary files, which are created by some programs when documents are edited, are also encrypted as long as all the files are on an NTFS volume and in an encrypted folder. 

Users can encrypt or decrypt files and folders located on a remote computer that has been enabled for remote encryption. 

Data that is transferred over the network is not encrypted during the transfer. Other protocols, such as SSL/PCT or IPSec must be used to encrypt data over the wire. 

A recovery policy is automatically implemented when users encrypt a file or folder for the first time. This ensures that users who lose their file encryption certificates and associated private keys are able to use a recovery agent to decrypt their files. 
Important   When attempting to use EFS on any Windows NT partition, Windows 2000 performs a checkdisk operation, which upgrades the partition to Windows 2000 format. 
EFS Recommendations
The following practices are recommended for users when encrypting or decrypting files. 

Users should encrypt the My Documents folder if this is where they save most of their documents. This ensures that their personal documents are encrypted by default. 

Users should encrypt their Temp folder, so that any temporary files created by programs are automatically encrypted. 

Users should encrypt folders instead of individual files so that, if a program creates temporary files during editing, these will be encrypted as well. 

The designated recovery agent should export the data recovery certificate, secure it in a safe place, and delete the data recovery certificate from the system hard disk. In this way, the only person who can recover data for the system is the person who has physical access to the data recovery certificate. 
When data recovery must be done, the recovery agent can obtain the data recovery certificate from the safe storage location and import the certificate back into the system. With the data recovery certificate on the system, the recovery agent can perform the recovery of the data from the user's encrypted file. After completing the data recovery task, the recovery agent should again delete the data recovery certificate from the system. (You need not re-export the certificate; you can import the certificate over and over again.) 
Best practices
This section is specifically for Security Configuration and Analysis, and how it relates to security templates. For general security issues, see Best Practices for Security.

If frequent analysis of a large number of computers is required, as in a domain-based infrastructure, the Secedit.exe command line tool may be used as a method of batch analysis. However, analysis results still must be viewed with Security Configuration and Analysis. For more information, see Automating security configuration tasks. 

It is useful to create personal databases into which you can import templates for analysis. You can repeat the import process and load multiple templates that will be merged into one composite template. It may be useful to save the composite template for future analysis or configuration of other systems. The export feature provides the ability to save that stored configuration as a new template. 

You should use Configure System Now only to modify security areas not affected by Group Policy settings, such as security on local files and folders, registry keys and system services. Otherwise, when the Group Policy settings are applied, it will take precedence over local settings. In general, do not use Configure System Now when you are analyzing security for domain-based clients, since you will have to go to each client individually. In this case, you should return to the Security Templates snap-in, modify the template, and reapply it to the appropriate Group Policy object. 

To avoid continued flagging of settings that you have investigated and determined to be reasonable, you should modify the base template in your working database. The changes are made to a copy of the template. 
Best practices
This section relates specifically to Security Templates. For general security issues, see Best Practices for Security.

Account policies should not be configured for organizational units that do not contain any computers, since organizational units that contain only users will always receive account policy from the domain. 

When setting account policies in Active Directory, keep in mind that Windows 2000 only allows one domain account policy: the account policy applied at the root domain of a domain tree. For more information, see Account policies. 

When upgrading Windows 2000 Professional on computers that are members of a Windows 2000 domain, the account and password policies will take precedence over the local policy on any domain controllers, servers, and workstations in the domain. This is different from upgrade behavior in previous versions of Windows. 

Predefined security templates should not be applied to production systems without testing to ensure that the right level of application functionality is maintained for your network and system architecture. 

Event Log size and log wrapping should be defined to match the business and security requirements you determined when designing your enterprise security plan. Consider implementing these Event Log settings at the site, domain, or organizational unit level, to take advantage of Group Policy settings. 

If you choose to set system service startup to automatic, perform adequate testing to verify that the services can start without user intervention. 

Track the system services used on a computer. For performance optimization, set unnecessary or unused services to start only by manual intervention. 

When security settings are imported to a Group Policy object in Active Directory, they will affect the local security settings of any computer accounts to which that Group Policy object is applied. In either case, your user account rights may no longer apply if there is a local policy settings that overrides those privileges. 

Groups and users not specified in Restricted Groups are removed from the group specified. In addition, the reverse membership configuration option ensures that each restricted group is a member of only those groups specified. For these reasons, using Restricted Groups for security should be limited to primarily configuring membership of local groups on workstation or member servers. 

Importing a security template to a Group Policy object ensures that any accounts to which the Group Policy object is applied, will automatically receive the template's security settings when the Group Policy settings are refreshed. For domain controllers running Windows NT 4.0, you will have to configure the Primary Domain Controller policies to enable this replication. 
How to ...

Log on to a domain controller as a non-administrative user 

Use the Run as command to start a program as an administrator 

Authenticate with smart cards 

Control access to objects 

Audit events 

Manage on-disk data encryption 

Manage Certificates 

Manage Certificate Services 

Manage Security Templates 

Utilizing Security Configuration and Analysis 

Automating security configuration tasks 
To log on to a domain controller as a non-administrative user
 1.
Open Active Directory Users and Computers. 
 2.
In the console tree, click User Rights. Where?

L Group Policy
   L Windows Settings
      L Security Settings
         L Local Policies
            L User Rights
 3.
Specify the user name. 
Notes

To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 

Before you can change the policy for user rights, the Group Policy snap-in and must be installed on your computer. 
Use Run as to start a program as an administrator
 1.
In Windows Explorer, click the program, Microsoft Management Console (MMC) tool, or Control Panel item you want to open. 
 2.
Press SHIFT and right-click the program, and then click Run as. 
 3.
Click Run the program as the following user. 
 4.
Type the user name, password, and domain of the administrator account you want to use. 
Notes

If you want to use the Administrator account on your computer, in Domain type the name of the computer. If you want to run as a domain administrator, in Domain type the name of the domain. 

In User name, Password, and Domain, you can type up to 256 characters in each field. 

Run as allows you to run programs (*.exe), saved MMC consoles (*.msc), shortcuts to programs and saved MMC consoles, and Control Panel items. You can run them as an administrator while you are logged on to your computer as a member of another group, such as the Users or Power Users group. 

You can set a property on shortcuts to programs and MMC consoles so that you will always be prompted for alternate credentials when you use the shortcut. To set the property, right-click the shortcut, click Properties, and then click Run as different user. 

Run as can be used to start any program, MMC console, or Control Panel item as long as the following requirements are met: 

You provide the appropriate user account and password information. 

The user account has the ability to log on to the computer. 

The program, MMC console, or Control Panel item is available on the system and to the user account. 

Run as is usually used to run programs as an administrator, although it is not limited to administrator accounts. Any user with multiple accounts can use Run as to run a program, MMC console, or Control Panel item with alternate credentials. 

If you try to start a program, MMC console, or Control Panel item from a network location using Run as, it might fail because the credentials used to connect to the network share are different from the credentials used to start the program. The credentials used to run the program may not be able to gain access to the same network share. 

Some items, such as Windows Explorer, the Printers folder, and desktop items, are launched indirectly by Windows 2000. These items cannot be started with Run as. 

If Run as fails, the RunAs service may not be running.

You can also use the run as command from the Run line or a command prompt.

Run as and the RunAs service accept only password authentication. If policies require smart card logon for special accounts or for all users, then Run as will not work. 
Authenticate with smart cards

Install a smart card reader on a computer 

Log on to a computer with a smart card 

Administer smart cards 
To install a smart card reader on a computer
 1.
Shut down and turn off the computer. 
 2.
Depending on the type of reader you have purchased, attach your reader to an available serial port or insert the PC card reader into an available PCMCIA Type II slot. 
 3.
Restart your computer and log on as an administrator. 
 4.
Do one of the following: 

The installation of the driver will take place without any prompting by the user if the device driver software for the smart card reader is available in the driver.cab file (installed on the hard drive as part of the Windows 2000 installation). This may take a few minutes. 

You can confirm that installation has successfully taken place by the appearance of the Unplug or Eject Hardware icon in the toolbar (if it was not previously present) and by the appearance of the just-installed reader in the list of hardware devices in the Unplug or Eject Hardware dialog box.

If the device driver software for the smart card reader is not available in the driver.cab file, the Add/Remove Hardware wizard will start. Follow the directions for installing the device driver software. 
Important   Smart card readers generally come with setup instructions from the manufacturer. If your reader comes with instructions, you should use those. If not, then use these general procedures. 
Notes

If the smart card reader is not installed automatically or the Add/Remove Hardware wizard does not start automatically, then your smart card reader may not be Plug and Play–compliant. You should contact the smart card reader manufacturer for the device driver and the instructions on how to install and configure the device. 

When using the the Add/Remove Hardware wizard to install a smart card reader, you may need the media (such as CD or floppy disk) from the smart card reader manufacturer that contains the device driver. Alternatively, your administrator may provide you a network share from which to obtain the driver. 
To log on to a computer with a smart card
 1.
At the Windows logon screen, insert your smart card in the smart card reader. 
 2.
Type the personal identification number (PIN) for the smart card when prompted by your computer. 
Notes

If the PIN you enter is recognized as legitimate, this logs you on to the computer and to the Windows domain, based on the permissions assigned to your user account by the domain administrator. 

If you enter the incorrect PIN for a smart card several times in a row, you will be unable to log on to the computer using that smart card. The number of allowable invalid log on attempts before lock out occurs varies according to the smart card manufacturer. Contact your administrator for a replacement. 
Administer smart cards
Administrators can use the following procedures to deploy smart cards for logging on to Windows, securing e-mail, and other public key cryptography functions. 

Prepare a certification authority to issue smart card certificates 

Prepare a smart card certificate enrollment station 

Set up a smart card for user logon 
See also Checklist: Deploying smart cards for logging on to Windows.
To prepare a certification authority to issue smart card certificates
 1.
Confirm that the proper security permissions are set on the Smart Card Logon, Smart Card User, and Enrollment Agent certificate templates.
 2.
Log on with administrator rights to the certification authority (CA) you will be using to issue smart card certificates. 
 3.
Open Certification Authority. 
 4.
If you want to issue certificates that are only for Windows logon via smart cards: 
 1.
In the console tree, click Policy Settings. Where?

L Certification Authority (computer)
   L CA name
      L Policy Settings
 2.
On the Action menu, point to New, and then click Certificate to Issue. 
 3.
Click the Smart Card Logon certificate template, and then click OK. 
 5.
If you want to issue certificates that can be used for secure e-mail as well as Windows logon via smart cards: 
 1.
In the console tree, click Policy Settings. Where?

L Certification Authority (computer)
   L CA name
      L Policy Settings 
 2.
On the Action menu, point to New, and then click Certificate to Issue. 
 3.
Click the Smart Card User certificate template, and then click OK. 
 6.
(See Notes before doing this step) In the console tree, click Policy Settings. Where?

L Certification Authority (computer)
   L CA name
      L Policy Settings 
 7.
On the Action menu, point to New, and then click Certificate to Issue. 
 8.
Click the Enrollment Agent certificate template, and then click OK. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority 

The security permission setting of a certificate template indicates who is allowed to request a certificate of that type. 

The Enrollment Agent certificate does not have to be issued from the same CA that will issue certificates for smart cards (as illustrated in this procedure). The issuing CA for the Enrollment Agent certificate just needs to be a trusted enterprise CA in the domain. In that case, you need to make sure that there is an enterprise CA in your domain capable of issuing Enrollment Agent certificates by following steps 1, 2 and 5-7 on that CA. 

This procedure only applies to enterprise CAs. 
To prepare a smart card certificate enrollment station
 1.
On the computer that you will use to set up smart cards, install a smart card reader, following the manufacturer's instructions. 
 2.
Log on as the user or administrator who will be installing certificates on smart cards. 
 3.
Click Start, click Run and type mmc. 
 4.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 5.
In Snap-in, double-click Certificates. If you are logged on as a user, the Certificates snap-in automatically loads. 

If you are logged on as an Administrator, click My user account, and then click Finish. 
 6.
Click Close. 
 7.
Double-click Certificates - Current User. 
 8.
In the console tree, click Personal. Where?

L Certificates - Current User
   L Personal 
 9.
On the Action menu, point to All Tasks, and then click Request New Certificate. 
10.
In the Certificate Request wizard, select the Enrollment Agent certificate template. You'll also be asked to provide a friendly name and a description for the certificate. 
11.
When prompted by the Certificate Request wizard, click Install Certificate. You now have the certificate necessary for requesting smart card certificates on behalf of users. 
Notes

Before requesting smart card logon certificates for users, a smart card administrator must have an Enrollment Agent certificate available to generate smart card certificate requests on the behalf of others. That is the purpose of this procedure. 

To do this procedure, you must have security permissions to access the Enrollment Agent certificate template. 

The Enrollment Agent certificate can be installed on a smart card if that is desired. In that case, you would need to use the smart card manufacturer's CSP when requesting the certificate. (Click the Advanced Options button in the Certificate Request wizard to select a smart card CSP for the Enrollment Agent certificate.) 

These tasks can be performed on any Windows 2000 computer (Professional or Server) that you want to use as a smart card certificate enrollment station. 
To set up a smart card for user logon
 1.
Log on as an enrollment agent for the domain where the user's account is located. 
 2.
Open Internet Explorer. 
 3.
From Internet Explorer, in Address, type the address of the certification authority (CA) that issues smart card logon certificates, and then press ENTER. 
 4.
Click Request a certificate, and then click Next. Click Advanced request, and then click Next. 
 5.
Click Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station, and then click Next. If you are prompted to accept the smart card signing certificate, click Yes. 
 6.
On the Smart Card Enrollment Station Web page, in Certificate Template, do one of the following: 

Click Smart card Logon if you want to use the smart card for logging on to Windows only. 

Click Smart card User if you want to use the smart card for secure e-mail as well as logging on to Windows. 
 7.
In Certification Authority, click the name of the CA you want to issue the smart card certificate. 
 8.
In Cryptographic Service Provider, select the cryptographic service provider (CSP) of the smart card's manufacturer. 
 9.
In Administrator Signing Certificate, click the Enrollment Agent certificate that will sign the enrollment request. 
10.
In Enter User Name, click the appropriate user account, and then click Submit Certificate Request. 
11.
When prompted by the system, insert the smart card into the smart card reader on your computer, click OK, and then, when prompted by the system, enter the personal identification number (PIN) for the smart card. 
12.
(Optional) If the smart card you are setting up has a previously installed certificate on it, a message appears, asking whether you want to replace the existing credentials on the card. Click Yes. 
13.
After the certificate is installed on the smart card, the CA Web page will give you the option of viewing the certificate you just installed or beginning a new smart card certificate request. 
Notes

For step 1, anyone in the domain who has an Enrollment Agent certificate and has security permissions to issue smart card certificates is considered an "enrollment agent". 

The address of the certification server is the name of the server followed by "/Certsrv". For example, in order to connect to the CA on a server named SmartcardCA, you would connect to: 

http://SmartcardCA/Certsrv 

Be sure to use the name of the server that the CA is installed on, not the CA name itself. In many cases, these names will be different.

If you have no certification authority available, see Prepare a certification authority to issue smart card certificates. 

If you have no Enrollment Agent certificate available, see Prepare a smart card certificate enrollment station. 
Control Access to Objects

Set, view, change, or remove file or folder permissions 

Set, view, change, or remove permissions for a shared folder or drive 

Take ownership of a file or folder 

Delegate control to a child domain or organizational unit 
To set, view, change, or remove file and folder permissions
 1.
Open Windows Explorer, and then locate the file or folder for which you want to set permissions. 
 2.
Right-click the file or folder, click Properties, and then click the Security tab. 
 3.
Do one of the following: 

To set up permissions for a new group or user, click Add. Type the name of the group or user you want to set permissions for using the format domainname\name, and then click OK to close the dialog box. 

To change or remove permissions from an existing group or user, click the name of the group or user. 
 4.
In Permissions, click Allow or Deny for each permission you want to allow or deny, if necessary. Or, to remove the group or user from the permissions list, click Remove. 
Notes

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can set file and folder permissions only on drives formatted to use NTFS. 

To change permissions, you must be the owner or have been granted permission to do so by the owner. 

Groups or users granted Full Control for a folder can delete files and subfolders within that folder regardless of the permissions protecting the files and subfolders. 

If the check boxes under Permissions are shaded, or if the Remove button is unavailable, then the file or folder has inherited permissions from the parent folder.
To set, view, or remove permissions for a shared folder or drive
 1.
Open Windows Explorer, and then locate the shared folder or drive on which you want to set permissions. 
 2.
Right-click the shared folder or drive, and then click Sharing. 
 3.
On the Sharing tab, click Permissions. 
 4.
To set shared folder permissions, click Add. Type the name of the group or user you want to set permissions for, and then click OK to close the dialog box. 

To remove permissions, select the group or user in Name, and then click Remove.
 5.
In Permissions, click Allow or Deny for each permission, if necessary. 
Notes

To share folders and drives, you must be logged on as a member of the Administrators, Server Operators, Power Users, or Users group. 

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

Shared folder permissions apply to all files and subfolders in the shared folder and are effective only when the folders or files are reached over a network. Shared folder permissions do not protect folders or files when opened locally. To protect files and folders on your local computer, use NTFS permissions, which operate in addition to shared folder permissions. 

You can set shared folder permissions whether the folder is on a drive formatted to use the NTFS, FAT, or FAT32 file system. 

Permissions on root directories (for example, C$) cannot be changed. 

You can use the Shared Folders snap-in to create and manage shared folders, view a list of all users who are connected to the shared folder over a network and disconnect one or all of them, and view a list of files opened by remote users and close one or all open files. You can also change permissions for shared folders on remote computers. 
To take ownership of a file or folder
 1.
Open Windows Explorer, and then locate the file or folder you want to take ownership of. 
 2.
Right-click the file or folder, click Properties, and then click the Security tab. 
 3.
Click Advanced, and then click the Owner tab. 
 4.
Click the new owner, and then click OK. 
Notes

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can change the owner of all subcontainers and objects within the tree by selecting the Replace owner on subcontainers and objects check box. 

You can transfer ownership two ways: 

The current owner can grant the Take ownership permission to others, allowing those users to take ownership at any time. 

An administrator can take ownership of any file on the computer. However, the administrator cannot transfer ownership to others. This restriction keeps the administrator accountable. 
To delegate control to a child domain or organizational unit 
 1.
Open Active Directory Users and Computers. 
 2.
In the console tree, expand the domain object to display the child domains or organizational units. 
 3.
Right-click the child domain or organizational unit to which you want to delegate administration, then click Delegate Control. 
 4.
Complete the instructions in the Delegation of Control wizard. 
Note   To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 
Audit Events

Establish an auditing policy 

Set, view, change, or remove auditing for a file or folder 

View the security log 
To establish an audit policy
 1.
Open Computer Management. 
 2.
In the console tree, click Audit Policy. Where?

L System Tools
   L Group Policy
      L Computer Configuration
         L Windows Settings
            L Security Settings
               L Local Policies
                  L Audit Policy 
 3.
In the details pane, select those categories of events that you would like to audit. 
Note   To open Computer Management, click Start, point to Settings, and then click Control Panel. Double-click Administrative Tools, and then double-click Computer Management.
To set, view, change, or remove auditing for a file or folder
 1.
Open Windows Explorer, and then locate the file or folder you want to audit. 
 2.
Right-click the file or folder, click Properties, and then click the Security tab. 
 3.
Click Advanced, and then click the Auditing tab. 
 4.
Do one of the following: 

To set up auditing for a new group or user, click Add. In Name, type the name of the user you want, and then click OK to automatically open the Auditing Entry dialog box. 

To view or change auditing for an existing group or user, click the name, and then click View/Edit. 

To remove auditing for an existing group or user, click the name, and then click Remove. Skip steps 5, 6, and 7. 
 5.
If necessary, in the Auditing Entry dialog box, select where you want auditing to take place in the Apply onto list. The Apply onto list is available only for folders. 
 6.
Under Access, click Successful, Failed, or both for each access you want to audit. 
 7.
If you want to prevent files and subfolders within the tree from inheriting these audit entries, select the Apply these auditing entries... check box. 
Important   Before Windows 2000 will audit access to files and folders, you must use the Group Policy snap-in to enable the Audit Object Access setting in the Audit Policy. If you do not, you receive an error message when you set up auditing for files and folders, and no files or folders will be audited. Once auditing is enabled in Group Policy, view the security log in Event Viewer to review successful or failed attempts to access the audited files and folders.
Notes

To audit files and folders, you must be logged on as a member of the Administrators group or have been granted the Manage auditing and security log right in Group Policy. 

To open Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can set file and folder auditing only on drives formatted to use NTFS. 

If the check boxes under Access are shaded in the Auditing Entry dialog box, or if the Remove button is unavailable in the Access Control Settings dialog box, then auditing has been inherited from the parent folder.

Because the security log is limited in size, you should select the files and folders to be audited carefully. You should also consider the amount of disk space you are willing to devote to the security log. The maximum size is defined in Event Viewer. 
To view the security log
 1.
Open Computer Management. 
 2.
In the console tree, click Event Viewer. Where?

L System Tools
   L Group Policy
      L Computer Configuration
         L Event Viewer 
 3.
Double-click Security Log. 
 4.
In the details pane, examine the list of audit events. 
Note   To open Computer Management, click Start, point to Settings, and then click Control Panel. Double-click Administrative Tools, and then double-click Computer Management.
Manage on-disk data encryption

Designate a remote server for file encryption 

Encrypt or decrypt files 

Copy, move, or rename files or folders 

Recover files or folders 
To designate a remote server for file encryption
 1.
Open Active Directory Users and Computers. 
 2.
Locate the remote server name. 
 3.
Right-click on the remote server name, then click Properties. 
 4.
Select the Trusted for Delegation check box. 
Note   To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 
Encrypt or Decrypt Files

Encrypt a file or folder 

Decrypt a file or folder 

Encrypt a file or folder on a remote computer 
To encrypt a file or folder
 1.
In Windows Explorer, right-click the file or folder that you want to encrypt, and then click Properties. 
 2.
On the General tab, click Advanced. 
 3.
Select the Encrypt contents to secure data check box. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can only encrypt files and folders on NTFS file system volumes. 

Compressed files or folders cannot be encrypted. If the Compress contents to save disk space check box is selected, clear the check box, and then select Encrypt contents to secure data. 

System files cannot be encrypted. 

When you encrypt on a remote computer, verify that the folder or file is encrypted by returning to the folder or file properties, clicking Advanced, and checking that the Encrypt contents to secure data check box is selected. 

When you encrypt a folder, you are asked if you want all files and subfolders within the folder to be encrypted as well. If you choose to do so, all files and subfolders currently in the folder are encrypted, as well as any files and subfolders that are added to the folder in the future. If you choose to encrypt the folder only, all files and subfolders currently in the folder are not encrypted. However, any files and subfolders that are added to the folder in the future are encrypted when they are added. 

When you encrypt a single file, you are asked if you want to encrypt the folder that contains it as well. If you choose to do so, all files and subfolders that are added to the folder in the future will be encrypted when they are added. 

Programs that create temporary work files can compromise file encryption security. If you are working with such programs, encrypt at the folder level rather than encrypting individual files. 
To decrypt a file or folder
 1.
In Windows Explorer, right-click the encrypted file or folder, and then click Properties. 
 2.
On the General tab, click Advanced. 
 3.
Clear the Encrypt contents to secure data check box. 
Note

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You do not have to decrypt a file to open the file and edit it. Decrypt a file when you want to share it with others. 

When you decrypt a folder, you are asked if you want all files and subfolders within the folder to be decrypted as well. If you choose to decrypt the folder only, the encrypted files and folders within the decrypted folder remain encrypted. However, new files and folder that you create within the decrypted folder will not be automatically encrypted. 
To encrypt a file or folder on a remote computer
 1.
To connect to the remote computer where you want to encrypt the file or folder, in Windows Explorer, on the Tools menu, click Map Network Drive, and then follow the instructions in the Map Network Drive dialog box. 
 2.
Right-click the file or folder that you want to encrypt, and then click Properties. 
 3.
On the General tab, click Advanced. 
 4.
Select the Encrypt contents to secure data check box. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can only encrypt files and folders on NTFS file system volumes. Encrypted files are not accessible from Macintosh clients. 

Compressed files or folders cannot be encrypted. If the Compress contents to save disk space check box is selected, clear the check box, and then select Encrypt contents to secure data. 

Remote encryption may not work on all computers. To verify that the folder or file is encrypted, return to the Properties dialog box for the folder or file, click Advanced, and ensure that the Encrypt contents to secure data check box is selected. 

In a domain environment, remote encryption is not enabled by default. To enable encryption for a specific computer, your domain administrator can make that computer trusted for delegation. For more information, consult your domain administrator. 

When you encrypt a folder, you are asked if you want all files and subfolders within the folder to be encrypted as well. If you choose to do so, all future files and subfolders that are added to the folder are automatically encrypted. 

Programs that create temporary work files can compromise file encryption security. When working with such programs, encrypt at the folder level rather than encrypting individual files. 
Copy, move, or rename encrypted files or folders

Copy an encrypted file or folder 

Move an encrypted file or folder 

Move or restore encrypted files or folder to a different computer 

Change the name of an encrypted file or folder 
To copy an encrypted file or folder
 1.
In Windows Explorer, click the encrypted file or folder that you want to copy. 
 2.
On the Edit menu, click Copy. 
 3.
Open the folder or disk where you want to store the copy. 
 4.
On the Edit menu, click Paste. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

An encrypted file or folder is decrypted if you copy it to a volume that is not an NTFS file system volume. 

When you copy encrypted files and folders to different computers, you must be sure your encryption certificate and private key are available on those computers as well. Otherwise, you will not be able to open or decrypt the files or folders that you copy. 
To move an encrypted file or folder
 1.
In Windows Explorer, click the encrypted file or folder that you want to move. 
 2.
On the Edit menu, click Cut. 
 3.
Open the folder where you want to move the file or folder. 
 4.
On the Edit menu, click Paste. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

An encrypted file or folder is decrypted if you move it to a volume that is not an NTFS file system volume. 

When you move encrypted files and folders to different computers, you must be sure your encryption certificate and private key are available on those computers as well. Otherwise, you will not be able to open or decrypt the files or folders that you move. 
Moving or restoring encrypted files or folders to a different computer
Use Backup in Windows 2000 or any backup program designed for Windows 2000 to move or restore encrypted files or folders to a different computer from the one on which you encrypted the files or folders.
If you have access to the second computer through a roaming user profile, you do not need to export and import your file encryption certificate and private key because these are available on any computer that you log on to.
If you do not have access to the second computer through a roaming user profile, you can use the first computer to export your encryption certificate and private key in a .pfx file format to a floppy disk. To do this, use the Export command from Certificates in Microsoft Management Console (MMC). Then, on the second computer (where you are restoring the encrypted file or folder), use the Import command from Certificates in MMC to import the .pfx file from the floppy disk into the Personal store.
Notes

When you move or restore encrypted files and folders to different computers, your file encryption certificate and private key must be available on those computers as well. Otherwise, you will not be able to access those files or folders. 

If you first back up encrypted files and folders using Backup or another backup program designed for Windows 2000, you can then copy or move those encrypted files and folders to a volume that is not an NTFS file system volume. The backup version of the encrypted file or folder retains its encryption. You can then copy the backup version to backup tapes or to other file systems such as FAT, or you can send it as an e-mail attachment. Restore the backup version to an NTFS volume to preserve the encryption. 

If you encrypted files and folders on a computer using 128-bit encryption, be sure to restore the files and folders to a computer that is also using 128-bit encryption; otherwise, you will not be able to access your encrypted files. Files and folders encrypted on systems with 128-bit encryption are not accessible if they are restored to a system that is running standard (56-bit) encryption. 

Certificates are identified by their description in the Intended Purposes column in Certificates in MMC. 
To change the name of an encrypted file or folder
 1.
In Windows Explorer, click the encrypted file or folder you want to rename. 

You do not need to open the file or folder.
 2.
On the File menu, click Rename. 
 3.
Type the new name, and then press ENTER. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

A file name can contain up to 215 characters, including spaces. It cannot contain the following characters: \ / : * ? " < > | 

To rename a file or folder using the shortcut menu, right-click the file or folder, and then click Rename. 
Recover files or folders

Recover an encrypted file or folder if you are a designated recover agent 

Recover an encrypted file or folder when your file encryption certificate is not available 

Back up default recovery keys to a floppy disk 

Add a recovery agent for a domain 

Change the recovery policy for a domain 
To recover an encrypted file or folder if you are a designated recovery agent
 1.
Use Backup or another backup tool to restore a user's backup version of the encrypted file or folder to the computer where your file recovery certificate is located. 
 2.
In Windows Explorer, right-click the file or folder. 
 3.
Click Properties. 
 4.
On the General tab, click Advanced. 
 5.
Clear the Encrypt contents to secure data check box. 
 6.
Make a backup version of the decrypted file or folder and return the backup version to the user. 
Notes

To start Windows Explorer, click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

You can return the backup version of the decrypted file or folder to the user as an e-mail attachment, on a floppy disk, or on a network share. 

If you are the recovery agent, you should use the Export command from Certificates in Microsoft Management Console (MMC) to export the file recovery certificate and private key to a floppy disk. Keep the floppy disk in a secure location. Then, if the file recovery certificate or private key on your computer is ever damaged or deleted, you can use the Import command from Certificates in MMC to replace the damaged or deleted certificate and private key with the ones you have backed up on the floppy disk. 
To recover an encrypted file or folder when your file encryption certificate is not available
 1.
If you have lost your file encryption certificate you cannot access your encrypted files. However, your recovery agent can decrypt the files. Use Backup in Windows 2000 or any backup program designed for Windows 2000 to make a backup version of the encrypted files or folder. Backup programs designed for Windows 2000 retain the encryption of the backed-up files. 
 2.
Send the backup version of the encrypted file or folder as an e-mail attachment to a recovery agent. The recovery agent has a special certificate for decrypting the file or folder for you. The recovery agent will back up the decrypted file or folder and then return the backup version to you. 
Notes

If you first back up encrypted files and folders using Backup or any other backup tool, you can then copy or move the backed-up version of the files and folders to a volume that is not an NTFS file system volume. The backup version of the encrypted file or folder retains its encryption as long as it is in backed-up form. You can copy the backup version to tapes or to other file systems such as FAT, or you can send it as an e-mail attachment. When you want to access your encrypted files again, restore the backup version to an NTFS volume to preserve the encryption. 

You can recover an encrypted file or folder yourself if you have kept a backup copy of your file encryption certificate and private key in a .pfx file format on a floppy disk. Use the Import command from Certificates in Microsoft Management Console (MMC) to import the .pfx file from the floppy disk into the Personal store. 

The administrator of the local computer is the default recovery agent unless you are in a domain environment. In a domain environment, the domain administrator is the default recovery agent. 
To back up default recovery keys to a floppy disk
 1.
Click Start, click Run, type mmc /a, and then click OK. 
 2.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 3.
Under Snap-in, click Certificates, and then click Add. 
 4.
Click My user account, and then click Finish. 
 5.
Click Close, and then click OK. 
 6.
Double-click Certificates - User (Administrator), double-click Personal, and then double-click Certificates. 
 7.
Click the certificate that displays the words File Recovery in the Intended Purposes column. 
 8.
Right-click the certificate, point to All Tasks, and then click Export. 
 9.
Follow the instructions in the Certificate Manager Export wizard to export the certificate and associated private key to a .pfx file format. When the wizard asks for a file name, you can click the Browse button to point to a location on a floppy disk where you want to save the file. Be sure to store the floppy disk in a secure location. 
Notes

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

In a home environment, the local administrator is the default recovery agent. 

Before making any changes to the default recovery policy, be sure to secure the default recovery keys. 

The default recovery keys in a domain are stored on the first domain controller for the domain. The domain administrator is the default recovery agent. 
To add a recovery agent for a domain
 1.
Open Active Directory Users and Computers. 
 2.
Right-click the domain whose recovery policy you wish to change and click Properties. 
 3.
Click the recovery policy you wish to change and click Edit. 
 4.
In the console tree, click Encrypted Data Recovery Agents. Where?

L Computer Configuration
   L Windows Settings
      L Public Key Policies
         L Encrypted Data Recovery Agents 
 5.
Right-click in the details pane, click Add, and follow the instructions that are given. 
Notes

You must be logged on as an administrator to add a recovery agent. 

To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 

Adding a recovery agent from a file identifies the user as USER_UNKNOWN. 

Before you can add or create a recovery agent, the Group Policy snap-in and its Public Key Policies extension must be installed on your computer.
To change the recovery policy for a domain
 1.
Open Active Directory Users and Computers. 
 2.
Right-click the domain whose recovery policy you wish to change and click Properties. 
 3.
Click the recovery policy you wish to change and click Edit. 
 4.
In the console tree, click Encrypted Data Recovery Agents. Where?

L Computer Configuration
   L Windows Settings
      L Public Key Policies
         L Encrypted Data Recovery Agents 
 5.
Right-click in the details pane and click the appropriate action you wish to take. 
Notes

You must be logged on as an administrator to change the recovery policy. 

To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. You can right-click Encrypted Data Recovery Agents to see the changes you can make. 

The computer issues a default self-signed certificate that designates the local administrator as the default recovery agent. If you delete this certificate without another policy in place, the computer has an empty recovery policy. An empty recovery policy means that no one is a recovery agent. This turns Encrypted File System (EFS) off, so users cannot encrypt files on computers. 

Before changing the recovery policy in any way, you should first secure the recovery keys. 

In a domain, a default recovery policy is implemented for the domain when the first domain controller is set up. The domain administrator is issued the self-signed certificate, which designates the domain administrator as the recovery agent. To change the default recovery policy for a domain, log on to the first domain controller as an administrator. 
Manage Certificates

Add the Certificates Snap-in to the MMC Console 

Set display options in of the Certificates snap-in 

Request Certificates 

Manage an individual certificate 

Import and export certificates 

Use Certificate Services Web pages 
Add the Certificates snap-in to the MMC console

Manage certificates for your user account 

Manage certificates for a computer 

Manage certificates for a service 
To manage certificates for your user account
 1.
Click Start, click Run, type mmc, and then click OK. 
 2.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 3.
Under Snap-in, double-click Certificates, and then: 

If you are logged on as an administrator, click My user account, and then click Finish. 

If you are logged on as a user, Certificates automatically loads. 
 4.
Click Close. 

Certificates – Current User appears on the list of selected snap-ins for the new console.
 5.
If you have no more snap-ins to add to the console, click OK. 
 6.
To save this console, on the Console menu, click Save. 
Notes

To switch between managing certificates for your user account, a computer, or a service, you must have separate instances of Certificates added into the console. 

For additional help with creating and using MMC consoles, on the Help menu, click Help Topics. 
To manage certificates for a computer
 1.
Log on to the system as an administrator. 
 2.
Click Start, click Run, type mmc, and then click OK. 
 3.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 4.
Under Snap-in, double-click Certificates, click Computer account, and then click Next. 
 5.
Do one of the following: 

To manage certificates for the local computer, click Local computer, and then click Finish. 

To manage certificates for a remote computer, click Another computer and type the name of the computer, or click Browse to select the computer name, and then click Finish. 
 6.
Click Close. 

Certificates Computer Name appears on the list of selected snap-ins for the new console.
 7.
If you have no more snap-ins to add to the console, click OK. 
 8.
To save this console, on the Console menu, click Save. 
Notes

To manage certificates for another computer, you can either create another instance of Certificates in the console, or right-click Certificates Computer Name and click Connect to Another Computer. 

For more information on creating and using MMC consoles, on the Help menu, click Help Topics. 
To manage certificates for a service
 1.
Log on to the system as an administrator. 
 2.
Click Start, click Run, type mmc, and then click OK. 
 3.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 4.
Under Snap-in, double-click Certificates, click Service account, and then click Next. 
 5.
Do one of the following: 

To manage certificates for services on your local computer, click Local computer, and then click Next. 

To manage certificates for a remote computer, click Another computer and type the name of the computer, or click Browse to select the computer name, and then click Next. 
 6.
Click the service for which you are managing certificates. 
 7.
Click Finish, and then click Close. 

Certificates – Service Service name on Computer name appears on the list of selected snap-ins for the new console.
 8.
If you have no more snap-ins to add to the console, click OK. 
 9.
To save this console, on the Console menu, click Save. 
Notes

To manage certificates for a service on another computer, you can either create another instance of Certificates in the console or right-click Certificates Computer Name and click Connect to Another Computer. 

For additional help creating and using MMC consoles, click Help Topics on the Help menu. 
Set display options of the Certificates snap-in

Display certificate stores in Logical Store mode 

Display certificate stores in Purpose mode 

Display certificate stores storage structure 

Display archived certificates 
To display certificate stores in Logical Store mode
 1.
Open an MMC console that contains Certificates. 
 2.
Click Certificates - certificate holder, where certificate holder is a Certificates instance (user, computer or service). 
 3.
On the View menu, click Options. 
 4.
Under Organize view mode by, click Logical Certificate Stores. 
To display certificate stores in Purpose mode
 1.
Open an MMC console that contains Certificates. 
 2.
Click Certificates - certificate holder, where certificate holder is a Certificates instance (user, computer or service). 
 3.
On the View menu, click Options. 
 4.
Under Organize view mode by, click Certificate purpose. 
To display certificate stores storage structure
 1.
Open an MMC console that contains Certificates. 
 2.
Click Certificates - certificate holder, where certificate holder is a Certificates instance (user, computer or service). 
 3.
On the View menu, click Options. 
 4.
Under Organize view mode by, click Logical Certificate Stores. 
 5.
Under Show the following, select Physical Certificate Stores.
Notes   Displaying the certificate stores storage structure is recommended only for advanced users and developers. 
To display archived certificates
 1.
Open an MMC console that contains Certificates. 
 2.
Click Certificates - certificate holder, where certificate holder is a Certificates instance (user, computer or service). 
 3.
On the View menu, click Options. 
 4.
Under Show the following, select the Archived certificates check box.
Note   Archived certificates are certificates that have expired or have been renewed. In many cases, it is good practice to retain archived certificates instead of deleting them. For example, you would need to keep an archived certificate to verify digital signatures on old documents signed using the key on the now-expired or renewed certificate. 
Request certificates

Request a certificate 

Request a certificate with the same key 

Renew a certificate with a new key 

Renew a certificate with the same key 
To request a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
In the console tree, click a Certificates instance (such as Certificates – Current User or Certificates Computer Name). 
 3.
Do one of the following: 

If you are in Logical Certificate Stores view mode, click Personal. 

If you are in Certificate Purpose view mode, click the appropriate certificate purpose mode. 
 4.
On the Action menu, point to All Tasks, and then click Request New Certificate to start the Certificate Request wizard. 
 5.
In the Certificate Request wizard, select the following information: 

The type of certificate you want to request. 

(Optional if you have selected Advanced Options) The cryptographic service provider (CSP) you are using. 

(Optional - if you have selected Advanced Options) You can choose to enable strong private key protection. Enabling strong private key protection will ensure that you are prompted for a password every time the private key is used. This is useful if you want to make sure that the private key is not used without your knowledge. 

(Optional if you have selected Advanced Options) If you have more than one certification authority (CA) available, the name of the certification authority that will issue the certificate. 

A friendly name for your new certificate.
 6.
After the Certificate Request wizard has successfully finished, click Install Certificate. 
Notes

You can use this procedure to request certificates from an enterprise certification authority only. To request certificates from a stand-alone certification authority, you need to request certificates via Web pages. A Windows 2000 certification authority has its Web pages located at http:\\servername\certsrv, where servername is the name of Windows 2000 server hosting the certification authority. 

In order to request a Digital Signature Standard (DSS) certificate from an enterprise CA, you must select the User Signature Only certificate template in the Certificate Request wizard. 
To request a certificate with the same key
 1.
Open an MMC console that contains Certificates. 
 2.
In the console tree, under Personal, click Certificates. Where?

L Certificates – Certificate holder
   L Personal
      L Certificates 
 3.
In the details pane, click the certificate associated with the public key you want to associate a new certificate. 
 4.
On the Action menu, point to All Tasks, and then click Request Certificate with New Key to start the Certificate Request wizard. 
 5.
In the Certificate Request wizard, select the following information: 

The type of certificate you want to request. 

(Optional if you have selected Advanced Options) If you have more than one certification authority available, select the name of the certification authority that will issue the certificate. 

A friendly name for your new certificate.
 6.
After the Certificate Request wizard has successfully finished, click Install Certificate. 
Notes   You can use this procedure to request certificates from an enterprise certification authority only. To request certificates from a stand-alone certification authority, you need to request certificates via Web pages. A Windows 2000 certification authority has its Web pages located at http:\\servername\certsrv, where servername is the name of Windows 2000 server hosting the certification authority. 
To renew a certificate with a new key
 1.
Open an MMC console that contains Certificates. 
 2.
In the console tree, under Personal, click Certificates. Where?

L Certificates – Certificate holder
   L Personal
      L Certificates 
 3.
In the details pane, click the certificate you are renewing. 
 4.
On the Action menu, point to All Tasks, and then click Renew Certificate with New Key to open the Certificate Renewal wizard. 
 5.
In the Certificate Renewal wizard, do one of the following: 

Use the default values to renew the certificate. 

(For advanced users only) Provide your own certificate renewal settings. You need to know the cryptographic service provider (CSP) and the certification authority (CA) issuing the certificate. 

You can also choose to enable strong private key protection. Enabling strong private key protection will ensure that you are prompted for a password every time the private key is used. This is useful if you want to make sure that the private key is not used without your knowledge.
 6.
After the Certificate Renewal wizard has successfully finished, click Install Certificate. 
Notes

To perform this procedure, the view mode must be organized by Logical Certificate Stores.

Once renewed, the old certificate will be archived.

You can use this procedure to request certificates from an enterprise certification authority only. To request certificates from a stand-alone certification authority, you need to request certificates via Web pages. A Windows 2000 certification authority has its Web pages located at http:\\servername\certsrv, where servername is the name of the Windows 2000 server hosting the certification authority. 

You can renew certificates issued to Internet Information Services (IIS) 5.0 Web servers using the Web Site Certificate wizard in Internet Services Manager instead of the Certificates snap-in. If you have IIS installed on your Windows 2000 server, for instructions on using the Web Site Certificate wizard to import the contents of a .key file, see the IIS Help topic Using the new security task wizards (http://localhost/iishelp/iis/htm/core/iikeysc.htm). 
To renew a certificate with the same key
 1.
Open an MMC console that contains Certificates. 
 2.
In the console tree, under Personal, click Certificates. Where?

L Certificates – Certificate holder
   L Personal
      L Certificates 
 3.
In the details pane, click the certificate you are renewing. 
 4.
On the Action menu, point to All Tasks, and then click Renew Certificate with Same Key to start the Certificate Renewal wizard. 
 5.
In the Certificate Renewal wizard, do one of the following: 

Use the default values to renew the certificate. 

Provide your own certificate renewal settings. You need to know the certification authority issuing the certificate. 
 6.
After the Certificate Renewal wizard has successfully finished, click Install Certificate. 
Notes

To perform this procedure, the view mode must be organized by Logical Certificate Stores. 

Once renewed, the old certificate will be archived.

You can use this procedure to request certificates from an enterprise certification authority only. To request certificates from a stand-alone certification authority, you need to request certificates via Web pages. A Windows 2000 certification authority has its Web pages located at http:\\servername\certsrv, where servername is the name of the Windows 2000 server hosting the certification authority. 

You can renew certificates issued to Internet Information Services (IIS) 5.0 Web servers using the Web Site Certificate wizard in Internet Services Manager instead of the Certificates snap-in. If you have IIS installed on your Windows 2000 server, for instructions on using the Web Site Certificate wizard to import the contents of a .key file, see the IIS Help topic Using the new security task wizards (http://localhost/iishelp/iis/htm/core/iikeysc.htm). 
Manage an individual certificate

View a certificate 

Find a certificate 

Move a certificate 

Delete a certificate 

Modify the properties of a certificate 
To view a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Do one of the following: 

If you are in Logical Certificate Stores view mode, in the console tree, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates

If you are in Certificate Purpose view mode, in the console tree, click Purpose. Where?

L Certificates – Certificate holder
   L Purpose
 3.
In the details pane, double-click the certificate. 
Notes   To view a certificate's information, right-click the certificate, and then click Open. 
To find a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Click Certificates - certificate holder, where certificate holder is a Certificates instance (user, computer or service). 
 3.
On the Action menu, click Find Certificates. 
 4.
Enter the following criteria to find certificates: 

The certificate store to search 

Text to search for 

The certificate field to search for the specified text. You can look for text in the Issued To, Issued By, Serial Number, MD5 Hash, and SHA1 Hash fields. 
 5.
Click Find Now. 
To move a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Under the logical store where the certificate is stored, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates
 3.
In the details pane, click the certificate you are moving. 

To select multiple certificates, hold down CTRL and click each certificate.
 4.
On the Action menu, click Cut. 
 5.
Under the logical certificate store where you want to move the certificate, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates
 6.
On the Action menu, click Paste. 
Notes

To perform this procedure, the view mode must be organized by Logical Certificate Stores. 

You can only move an object within certificate stores in Certificates. For example, you cannot move an object to a folder in Windows Explorer. 
To delete a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Do one of the following: 

If you are in Logical Certificate Stores view mode, in the console tree, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates

If you are in Certificate Purpose view mode, in the console tree, click Purpose. Where?

L Certificates – Certificate holder
   L Purpose
 3.
In the details pane, click the certificate you want to delete. 

To select multiple certificates, hold down CTRL and click each certificate.
 4.
On the Action menu, click Delete. Click Yes if you are sure you want to permanently delete the certificate. 
Notes   You might want to back up the certificate by exporting it before you delete it. 
To modify the properties of a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Do one of the following: 

If you are in Logical Certificate Stores view mode, in the console tree, under Personal, click Certificates. Where?

L Certificates – Certificate holder
   L Personal
      L Certificates

If you are in Certificate Purpose view mode, in the console tree, click Purpose. Where?

L Certificates – Certificate holder
   L Purpose
 3.
Click the certificate you want to modify. 
 4.
On the Action menu, click Properties. 
 5.
You can: 

Change the friendly name of the certificate. 

Change the description of the certificate. 

Enable all purposes for the certificate (based on the certificate type). 

Disable all purposes for the certificate. 

Designate specific purposes for the certificate. 
Notes   To modify the properties of a certificate, first view the certificate, then open the Details dialog box and click Edit Properties. 
Import and export certificates

Import a certificate 

Export a certificate 

Export a certificate with the private key 

View the certificates in a PKCS #7 file 
To import a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
In the console tree, under Personal, click Certificates. Where?

L Certificates – Certificate holder
   L Personal
      L Certificates
 3.
To open the Certificate Import wizard, on the All Tasks menu, click Import. 
 4.
Perform the following actions: 

Click the file containing the certificates you are importing. 

(Optional) If it is a PKCS #12 file, type the password used to encrypt the private key. Select the appropriate check box if you want the private key to be exportable, and select whether you want to enable strong private key protection. 

Select the appropriate check box if the certificate should be automatically placed in a certificate store based on the type of certificate, or if you should be able to specify where the certificate is stored. 
Notes

You can import a certificate into any logical store. In most cases, you will import certificates into the personal store or the trusted root certification authorities store, depending on whether the certificate is intended for you or if it is a root CA certificate. 

Enabling strong private key protection will ensure that you are prompted for a password every time the private key is used. This is useful if you want to make sure that the private key is not used without your knowledge. 

To perform this procedure, the view mode must be organized by Logical Certificate Stores. 

To open the Certificate Import wizard, right-click a file containing an exported certificate: 

In the cases of DER (.cer), Base-64 (.cer), and PKCS #7 (.p7b) files, in Windows Explorer, right-click the file and click Install Certificate.

In the case of a #PKCS #12 (.pfx) file, in Windows Explorer, right-click the file and click Install PFX. 

The file from which you import certificates will remain intact after you have completed importing the certificates. You can use Windows Explorer to delete the file if it is no longer needed. 

If you are moving an Internet Information Services (IIS) Web site and its public and private keys from a server running Windows NT 4.0 to one running Windows 2000, you cannot use the Certificates snap-in to import the contents of a .key file that has been created by the IIS Web Site Certificate wizard. You can only import the keys and certificate from a .key file to a server running Windows 2000 with the Web Site Certificate wizard that is included in IIS 5.0. However, this applies only when you are moving the Web site from one computer to another. When you upgrade the Web server's operating system from Windows NT 4.0 to Windows 2000, it automatically uses the existing keys and certificate. 

If you have IIS installed on the server that is running Windows 2000, for instructions on using the Web Site Certificate wizard to import the contents of a .key file, see the IIS Help topic Using the new security task wizards (http://localhost/iishelp/iis/htm/core/iikeysc.htm). 
To export a certificate
 1.
Open an MMC console that contains Certificates. 
 2.
Do one of the following: 

If you are in Logical Certificate Stores view mode, in the console tree, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates

If you are in Certificate Purpose view mode, in the console tree, click Purpose. Where?

L Certificates – Certificate holder
   L Purpose
 3.
In the details pane, click the certificate you want to export. 
 4.
On the Action menu, point to All Tasks, and then click Export. 
 5.
In the Certificate Export wizard, select No, do not export the private key. (This option will appear only if the private key is marked as exportable and you have access to the private key.) 
 6.
Provide the following information in the Certificate Export wizard: 

Select the file format you want to use to store the exported certificate: a DER-encoded file, a Base-64-encoded file, or a PKCS #7 file. 

If you are exporting the certificate to a PKCS #7 file, you also have the option to include all certificates in the certification path. 
Notes   After the Certificate Export wizard is finished, the certificate will remain in the certificate store in addition to being in the newly created file. If you want to remove the certificate from the certificate store, you will need to delete it. 
To export a certificate with the private key
 1.
Open an MMC console that contains Certificates. 
 2.
Do one of the following: 

If you are in Logical Certificate Stores view mode, in the console tree, click Certificates. Where?

L Certificates – Certificate holder
   L Logical store
      L Certificates

If you are in Certificate purpose view mode, in the console tree, click Purpose. Where?

L Certificates – Certificate holder
   L Purpose
 3.
In the details pane, click the certificate you want to export. 
 4.
On the Action menu, point to All Tasks, and then click Export. 
 5.
In the Certificate Export wizard, select Yes, export the private key. (This option will appear only if the private key is marked as exportable and you have access to the private key.) 
 6.
Provide the following information: 

Select whether to include all certificates in the certification path. 

Select whether to enable strong protection. 

Select whether to delete the private key if the export is successful. 

Type a password to encrypt the private key you are exporting. 

Type a file name and path for the PKCS #12 file that will store the exported certificate and private key. 
Notes

If a certificate was issued from a Windows 2000 certification authority, the private key for that certificate is only exportable if: 

The certificate request was made via the Advanced Certificate Request certification authority Web page with the Mark keys as exportable option checked, or the certificate is for EFS (encrypting file system) or EFS recovery. 

Strong protection (also known as iteration count) is enabled by default in the Certificate Export wizard when you export a certificate with its associated private key. 

Strong protection is not compatible with older programs, so you need to clear the Enable strong protection option if you are going to use the private key with any browser older than Microsoft Internet Explorer 5.

After the Certificate Export wizard is finished, the certificate will remain in the certificate store in addition to being in the newly created file. If you want to remove the certificate from the certificate store, you will need to delete it. 
To view the certificates in a PKCS #7 file
 1.
Open Windows Explorer. 
 2.
Locate the PKCS #7 file in which you want to view the certificates. 
 3.
Right-click the PKCS #7 file, and then click Open. Certificates will load. 
 4.
Click Certificates-File, click filename, and then click Certificates. The certificates contained in the PKCS #7 file will be displayed in the details pane. 
Notes

To open Windows Explorer, right-click Start, and then click Explore. 

A PKCS #7 file typically has a .p7b file extension, but this is not always the case. As with any other data file, the creator of the file has control over the name and whether or not the .p7b extension is used. 
Use Certificate Services Web pages

Submit a user certificate request via the Web 

Submit an advanced certificate request via the Web 

Request a certificate using a PKCS #10 or PKCS #7 file 

Save a certificate request to a PKCS #10 file 

Check on a pending certificate request 

Retrieve a certification authority certificate 

Retrieve a certificate revocation list 
To submit a user certificate request via the Web
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, connect to http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority (CA) you want to access is located. 
 3.
Click Request a certificate, and then click Next. 
 4.
On the Choose Request Type Web page, under User certificate request, select the type of certificate you want to request, and click Next. 
 5.
Do one of the following from the Identifying Information Web page: 

If you see the message "All the necessary identifying information has already been collected. You may now submit your request," click Submit. 

Enter your identifying information for the certificate request, and click Submit 
 6.
Do the following: 

If you see the Certificate Issued Web page, click Install this certificate. 
 7.
If you are finished using the Certificate Services Web pages, close Internet Explorer. 
Note   To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer.
To submit an advanced certificate request via the Web
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, connect to http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority you want to access is located. 
 3.
Click Request a certificate, and then click Next. 
 4.
Click Advanced request, and click Next. 
 5.
Click Submit a certificate request to this CA using a form, and then click Next. 
 6.
Fill in any identifying information requested and any other options you require. 
 7.
Click Submit. 
 8.
Do the following: 

If you see the Certificate Issued Web page, click Install this certificate. 
 9.
If you are finished using the Certificate Services Web pages, close Internet Explorer. 
Notes

To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer. 

Using the Advanced Certificate Request Web page, you can set the following options for each certificate requested: 

Certificate template (from enterprise certification authorities) or Intended purposes (from stand-alone certification authorities) indicates what applications the public key in the certificate can be used for, such as client authentication or e-mail. 

Cryptographic service provider (CSP) 

Key size. The length, in bits, of the public key on the certificate. In general, the longer the key, the more secure it is. 

Hash algorithm 

Key usage.How the private key can be used. "Exchange" means that the private key can be used to enable the exchange of sensitive information. "Signature" means that the private key can be used only to create a digital signature. "Both" means that the key can be used for both exchange and signature functions. 

Create a new key set or use an existing key set. You can use an existing public and private key pair stored on your computer or create a new public and private key pair for a certificate. For more information about the issues of reusing a key vs. generating a new key, see the resources on Resources: Public key infrastructure. 

Enable strong private key protection. When you enable strong private key protection, you will be prompted for a password every time the private key needs to be used. 

Mark keys as exportable. When you mark keys as exportable, you can save the public and private key to a PKCS #12 file. This is useful if you change computers and want to move the key pair, or if you want to remove the key pair and secure them in another location. 

Use the local machine store. Select this option if the computer will need access to the private key associated with the certificate when other users are logged on. Select this option when requesting certificates intended to be issued to computers (such as Web servers) instead of certificates issued to people. 

Save the request to PKCS #10 file. This is useful if the certification authority is unavailable for processing certificate requests online.
To request a certificate using a PKCS #10 or PKCS #7 file
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, connect to http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority (CA) you want to access is located. 
 3.
Click Request a certificate, and then click Next. Click Advanced request, and click Next. 
 4.
Click Submit a certificate request using a Base-64-encoded PKCS #10 file or a renewal request using a PKCS #7 file, and then click Next. 
 5.
Do one of the following: 

In Notepad, click File, click Open, select the PKCS #10 or PKCS #7 file, click Edit, click Select all, click Edit, and click Copy. On the Web page, click in the Saved request scroll box. Click Edit and then click Paste to paste the contents of certificate request into the scroll box. 

Click Browse to locate the file you want to use for the certificate request. If you get a warning about the ActiveX control, click Yes to allow it to run, then click the Browse button. After locating and selecting the file you want to use for the certificate request, click Open. On the Web page, click Read! to paste the contents of the file into the scroll box. See the note about using Browse. 
 6.
If you are connected to an enterprise CA, choose the certificate template you want to use. 
 7.
Click Submit. 
 8.
Do the following: 

If you see the Certificate Issued Web page, click Download certificate. Choose to save the file to your hard disk, and then import the certificate into your certificate store. 
Notes

To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer. 

To open Notepad, click Start, point to Programs, point to Accessories, and click Notepad. 

In general, you use a PKCS #10 file to submit a request for a new certificate and a PKCS #7 file to submit a request to renew an existing certificate. Submitting requests with files is useful when the certificate requester is unable to submit a request online to the certification authority. 

You might need to make http://servername a trusted site for Internet Explorer in order to browse for a file on the computer's disk drive. To make http://servername a trusted site, in Internet Explorer, click Tools, then point to Internet Options, point to Security, point to Trusted Sites, and click Sites. Type http://servername, and click OK. 

If you submit the request and immediately get a message asking you if you want to submit the request even though it does not contain a "BEGIN" or "END" tag, click OK. 
To save a certificate request to a PKCS #10 file
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, open http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority you want to access is located. 
 3.
Click Request a certificate, and then click Next. 
 4.
Click Advanced request, and click Next. 
 5.
Click Submit a certificate request to this CA using a form, and then click Next. 
 6.
Enter any identifying information requested and any other options you require. 
 7.
Under Additional Options, select Save request to a PKCS #10 file. 
 8.
In the File name field, type a file name. 
 9.
Click Submit. The file is saved to your computer's Desktop. 
10.
If you are finished using the Certificate Services Web pages, close Internet Explorer. 
Note   To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer.
To check on a pending certificate request
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, open http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority you want to access is located. 
 3.
Click Check on a pending certificate, and then click Next. 
 4.
If there are no pending certificate requests, you will see a message to that effect. Otherwise, select the certificate request you want to check, and click Next 
 5.
Check the pending certificate requests: 

Still pending. You must wait for the administrator of the certification authority to issue the certificate. To remove the certificate request, click Remove. 

Issued. To install the certificate, click Install this certificate. 

Denied. Contact the administrator of the certification authority for further information. 
 6.
If you are finished using the Certificate Services Web pages, close Internet Explorer. 
Note   To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer.
To retrieve a certification authority certificate
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, connect to http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority (CA) you want to access is located. 
 3.
Click Retrieve the CA certificate or certificate revocation list, and then click Next. 
 4.
Do one of the following: 

If you want to trust all the certificates issued by this certification authority (CA), click Install this CA certification path. 

If the certification authority has been renewed, you will have the choice of which version of the CA certificate you want to download. 

Under Choose file to download, click the CA certificate you want to download, and then click Download CA Certificate. 

In File Download, click Open this file from its current location, and then click OK. 

When the Certificate dialog box appears, click Install this certificate. 

In the Certificate Import wizard, click Automatically select the certificate store based on the type of certificate.
 5.
If you are finished using the Certificate Services Web pages, close Internet Explorer. 
Notes

To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer. 

Choosing Install this CA certification path is useful when you want to establish trust in a subordinate CA, but you do not currently have the certificate of the root CA of the certification hierarchy in your certificate store. 
To retrieve a certificate revocation list
 1.
Open Internet Explorer. 
 2.
In Internet Explorer, connect to http://servername/certsrv, where servername is the name of the Windows 2000 Web server where the certification authority (CA) you want to access is located. 
 3.
Click Retrieve the CA certificate or certificate revocation list (CRL), and then click Next. 
 4.
Click Download last certificate revocation list. 
 5.
When the File Download dialog box appears, click Save this file to disk, and then click OK. Select a folder on your computer in which to store the .crl file, and click Save. 
 6.
Open Windows Explorer and locate the .crl file you just saved. 
 7.
Right-click the .crl file and click Install CRL. 
 8.
When the Certificate Import wizard opens, click Automatically select the certificate store based on the type of certificate. 
 9.
After completing the Certificate Import wizard, close Internet Explorer if you are finished using the Certificate Services Web pages. 
Note   To open Internet Explorer, click Start, point to Programs, and then click Internet Explorer.
Manage Certificate Services

Set up a certification authority 

Administer a certification authority 

Establish public key policies for Group Policy objects
Set up a certification authority

Install an enterprise root certification authority 

Install an enterprise subordinate certification authority 

Install a stand-alone root certification authority 

Install a stand-alone subordinate certification authority 

Uninstall a certification authority 

Set up certification authority Web enrollment support 
To install an enterprise root certification authority
 1.
Log on to the system as a Domain Administrator. 
 2.
Click Start, point to Settings, and then click Control Panel. 
 3.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 4.
In the Windows Components wizard, select the Certificate Services check box. A dialog box will appear to inform you that the computer cannot be renamed, and the computer cannot be joined to or removed from a domain after Certificate Services is installed. Click Yes and then click Next. 
 5.
Click Enterprise root CA. 
 6.
(Optional) Select the Advanced options check box to specify the following. 
Advanced option
Comment
Cryptographic service provider (CSP)
The default is the Microsoft Base Cryptographic Provider. Certificate Services does support third party CSPs but you must refer to the CSP vendor's documentation for information about using their CSP with Certificate Services.
Hash algorithm
The default is SHA-1.
Existing keys
If you select this option, you can use an existing public key and private key pair instead of generating new ones. This is helpful if you are relocating or restoring a previously installed certification authority (CA). 
Key length
The default key length using the Microsoft Base Cryptographic Provider is 512 bits. Default key lengths for other CSPs vary. In general, the longer the key length, the more secure the key is. For a root CA, you should use a key length of at least 2048 bits. This option is not available if you are using existing keys. 

When you are done, click Next. 
 7.
Type the name of the certification authority and other necessary information. None of this information can be changed after the CA setup is complete. 
 8.
In Validity duration, specify the validity duration for the root CA. See the note below about things to consider when setting this value. Click Next. 
 9.
Specify the storage locations of the certificate database, the certificate database log, and the shared folder. Click Next. 
10.
If the World Wide Web Publishing service is running, you will see a request to stop the service before proceeding with the installation. Click OK. 
11.
If prompted, type the path to the Certificate Services installation files. 
Notes

The enterprise root CA selection requires that the host computer be a member of a domain and that it use Active Directory. The administrator who is installing an enterprise CA must have Write permission to Active Directory. 

If you have Write permission to Active Directory, then specifying the shared folder is optional, and is not typically done for enterprise certification authorities. 

The validity duration you choose for the CA will determine when the CA "expires." 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To install an enterprise subordinate certification authority
 1.
Log on to the system as a Domain Administrator. 
 2.
Click Start, point to Settings, and then click Control Panel. 
 3.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 4.
In the Windows Components wizard, select the Certificate Services check box. A dialog box will appear to inform you that the computer cannot be renamed, and the computer cannot be joined to or removed from a domain after Certificate Services is installed. Click Yes and then click Next. 
 5.
Click Enterprise subordinate CA. 
 6.
(Optional) Select the Advanced options check box to specify the following. 
Advanced option
Comment
Cryptographic service provider (CSP)
The default is the Microsoft Base Cryptographic Provider. Certificate Services does support CSPs from other vendors, but you must refer to the CSP vendor's documentation for information about using their CSP with Certificate Services.
Hash algorithm
The default is SHA-1.
Existing keys
You can use an existing public key and private key pair instead of generating new ones if you select this option. This is helpful if you are relocating or restoring a previously installed certification authority (CA). 
Key length
The default key length using the Microsoft Base Cryptographic Provider is 512 bits. Default key lengths for other CSPs vary. In general, the longer the key length, the more secure the key is. For a subordinate CA, you should use a key length of at least 1024 bits. This option is not available if you are using existing keys. 

When you are done, click Next. 
 7.
Type in the name of the CA and other necessary identifying information. None of this information can be changed after the CA setup is complete. Click Next. 
 8.
Specify the storage locations of the certificate database, the certificate database log, and the shared folder. Click Next. 
 9.
Obtain the certificate for the subordinate CA. For instructions on how to do this, see Notes. 
10.
If the World Wide Web Publishing Service is running, the system will request that you stop the service before proceeding with the installation. Click OK. 
11.
If prompted, type the path to the Certificate Services installation files. 
Notes

To obtain the certificate for a subordinate CA, you must submit a certificate request to a parent CA. The procedure for doing so differs depending on whether the parent CA is available online. 

If a parent CA is available online: 
 1.
Click Send the request directly to a CA already on the network. 
 2.
In Computer Name, type the name of the computer on which the parent CA is installed. 
 3.
In Parent CA, click the name of the parent CA. 

If a parent CA is not available online: 
 1.
Click Save the request to a file. 
 2.
In Request file, type the path and file name of the file that will store the request. 
 3.
Obtain this subordinate CA's certificate from the parent CA. 

The procedure for doing this will be unique to the parent CA. At a minimum, the parent CA should provide a file containing the subordinate CA's newly issued certificate and, preferably, its full certification path. 

If you get a subordinate CA certificate that does not include the full certification path, the new subordinate CA you are installing must be able to build a valid CA chain when it starts. Thus you must install the parent CA's certificate in the Intermediate Certification Authorities certificate store of the computer (if the parent CA is not a root CA), as well as the certificates of any other intermediate CA in the chain, and you must install the certificate of the root CA in the chain into the Trusted Root Certification Authorities store. These certificates should be installed in the certificate store before you install the CA certificate on the subordinate CA you have just set up.
 4.
Open Certification Authority. 
 5.
In the console tree, click the name of the CA. Where?

L Certification Authority (computer)
   L CA name
 6.
On the Action menu, point to All Tasks, and then click Install CA Certificate. 
 7.
Locate the certificate file received from the parent certification authority, click this file, and then click Open. 

The enterprise subordinate CA selection requires that the host computer be a member of a domain and that it use Active Directory. The administrator who is installing an enterprise CA must have Write permission to Active Directory. 

If you have Write permission to Active Directory, then specifying the shared folder is optional, and is not typically done for enterprise CAs. 

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To install a stand-alone root certification authority
 1.
Log on to the system as an Administrator, or if you have Active Directory, log on to the system as a Domain Administrator. 
 2.
Click Start, point to Settings, and then click Control Panel. 
 3.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 4.
In the Windows Components wizard, select the Certificate Services check box. A dialog box will appear to inform you that the computer cannot be renamed, and the computer cannot be joined to or removed from a domain after Certificate Services is installed. Click Yes and then click Next. 
 5.
Click Stand-alone root CA. 
 6.
(Optional) Select the Advanced options check box to specify the following. 
Advanced option
Comment
Cryptographic service provider (CSP)
The default is the Microsoft Base Cryptographic Provider. Certificate Services does support third party CSPs but you must refer the CSP vendor's documentation for information about using their CSP with Certificate Services.
Hash algorithm
The default is SHA-1.
Existing keys
You can use an existing public key and private key pair instead of generating new ones if you select this option. This is helpful if you are relocating or restoring a previously installed certification authority (CA). 
Key length
The default key length using the Microsoft Base Cryptographic Provider is 512 bits. Default key lengths for other CSPs vary. In general, the longer the key length, the more secure the key is. For a root CA, you should use a key length of at least 2048 bits. This option is not available if you are using existing keys. 

When you are done, click Next. 
 7.
Type the name of the certification authority and other necessary information. None of this information can be changed after the CA setup is complete. 
 8.
In Validity duration, specify the validity duration for the root CA. See the note below about things to consider when setting this value. Click Next. 
 9.
Specify the storage locations of the certificate database, the certificate database log, and the shared folder. Click Next. 
10.
If the World Wide Web Publishing Service is running, you will receive a request to stop the service before proceeding with the installation. Click OK. 
11.
If prompted, type the path to the Certificate Services installation files. 
Notes

If Active Directory is available and you have Write permission to Active Directory, then specifying the shared folder is optional. 

The validity duration you choose for the CA will determine when the CA "expires." 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To install a stand-alone subordinate certification authority
 1.
Log on to the system as an Administrator, or if you have Active Directory, log on to the system as a Domain Administrator. 
 2.
Click Start, point to Settings, and then click Control Panel. 
 3.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 4.
In the Windows Components wizard, select the Certificate Services check box. A dialog box will appear to inform you that the computer cannot be renamed, and the computer cannot be joined to or removed from a domain once Certificate Services is installed. Click Yes, and then click Next. 
 5.
Click Stand-alone subordinate CA. 
 6.
(Optional) Select the Advanced options check box to specify the following. 
Advanced option
Comment
Cryptographic service provider (CSP)
The default is the Microsoft Base Cryptographic Provider. Certificate Services does support CSPs from other vendors, but you must refer the CSP vendor's documentation for information about using their CSP with Certificate Services.
Hash algorithm
The default is SHA-1.
Existing keys
You can use an existing public key and private key pair instead of generating new ones if you select this option. This is helpful if you are relocating or restoring a previously installed certification authority (CA). 
Key length
The default key length using the Microsoft Base Cryptographic Provider is 512 bits. Default key lengths for other CSPs vary. In general, the longer the key length, the more secure the key is. For a subordinate CA, you should use a key length of at least 1024 bits. This option is not available if you are using existing keys. 

When you are done, click Next. 
 7.
Type in the name of the CA and other necessary identifying information. None of this information can be changed after the CA setup is complete. Click Next. 
 8.
Specify the storage locations of the certificate database, the certificate database log, and the shared folder. Click Next. 
 9.
Obtain the certificate for the subordinate CA. For instructions on how to do this, see Notes. 
10.
If the World Wide Web Publishing Service is running, the system will request that you stop the service before proceeding with the installation. Click OK. 
11.
If prompted, type the path to the Certificate Services installation files. 
Notes

To obtaining the certificate for a subordinate CA, you must submit a certificate request to a parent CA. The procedure for doing so differs depending on whether the parent CA is available online. 

If a parent CA is available online: 
 1.
Click Send the request directly to a CA already on the network. 
 2.
In Computer Name, type the name of the computer on which the parent CA is installed. 
 3.
In Parent CA, click the name of the parent CA. 

If a parent CA is not available online: 
 1.
Click Save the request to a file. 
 2.
In Request file, type the path and file name of the file that will store the request. 
 3.
Obtain this subordinate CA's certificate from the parent CA. 

The procedure for doing this will be unique to the parent CA. At a minimum, the parent CA should provide a file containing the subordinate CA's newly issued certificate and, preferably, its full certification path. 

If you get a subordinate CA certificate that does not include the full certification path, the new subordinate CA you are installing must be able to build a valid CA chain when it starts. Thus you must install the parent CA's certificate in the Intermediate Certification Authorities certificate store of the computer (if the parent CA is not a root CA), as well as the certificates of any other intermediate CA in the chain, and you must install the certificate of the root CA in the chain into the Trusted Root Certification Authorities store. These certificates should be installed in the certificate store before you install the CA certificate on the subordinate CA you have just set up.
 4.
Open Certification Authority. 
 5.
In the console tree, click the name of the CA. Where?

L Certification Authority (computer)
   L CA name
 6.
On the Action menu, point to All Tasks, and then click Install CA Certificate. 
 7.
Locate the certificate file received from the parent certification authority, click this file, and then click Open. 

If Active Directory is available and you have Write permission to Active Directory, then specifying the shared folder is optional. 

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To uninstall a certification authority
 1.
Click Start, point to Settings, and then click Control Panel. 
 2.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 3.
In the Windows Components wizard, clear the Certificate Services check box, and then click Next. 
 4.
If the World Wide Web Publishing Service is running, the system will request that you stop the service before proceeding with the uninstall process. Click OK. 
Notes

You should back up the entire server before uninstalling the certification authority (CA). 

When you uninstall a CA, the following information is left on the server: 

The CA's database 

The CA's public and private keys 

The CA's certificates in the Personal store 

The CA's certificates in the shared folder (if a shared folder was specified during Certificate Services setup) 

The CA chain's root certificate in the Trusted Root Certification Authorities store 

The CA chain's intermediate certificates in the Intermediate Certification Authorities store 

The CA's certificate revocation list (CRL) 

This information is kept on the server by default in case you are uninstalling and then reinstalling the CA. You might uninstall and reinstall if you wanted to change a stand-alone CA to an enterprise CA.

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
To set up certification authority Web enrollment support
 1.
Log on to the system as an Administrator, or if you have Active Directory, log on to the system as a Domain Administrator. 
 2.
Click Start, point to Settings, and then click Control Panel. 
 3.
Double-click Add/Remove Programs and then click Add/Remove Windows Components. 
 4.
In the Windows Components wizard, select the Certificate Services check box. A dialog box will appear to inform you that the computer cannot be renamed, and the computer cannot be joined to or removed from a domain after Certificate Services is installed. Click Yes, and then click Details. 
 5.
Clear the Certificate Services CA check box, verify that the Certificate Services Web Enrollment Support check box remains selected, and then click OK. Click Next. 
 6.
In Computer Name, type in the name of the computer on which the certification authority (CA) is installed, the CA for which these Web enrollment pages will be used. The name of the CA will appear in the list. Click Next. 
 7.
If the World Wide Web Publishing Service is running, the system will request that you stop the service before proceeding with the installation. Click OK. 
 8.
If prompted, type in the path to the Certificate Services installation files. 
Notes

Internet Information Services (IIS) must be installed on the server before you install the CA Web enrollment pages. 

CA Web enrollment pages are installed by default when you set up Certificate Services on a server that has IIS installed. This procedure is necessary only if you want to install the CA Web enrollment pages on a server that is separate from the server on which the CA is installed. 

If you changed the default option during Certificate Services setup and did not install the CA Web enrollment pages on the CA server, you can run certutil -vroot from the command prompt on the CA to install the Web enrollment pages. 

Certain Windows components require configuration before thay can be used. If you installed one or more of these components, but did not configure them, when you click Add/Remove Windows Components, a list of components that need to be configured is displayed. To start the Windows Components wizard, click Components. 
Administer a certification authority

Start or stop the certification authority service 

View the certification authority certificate 

Back up a certification authority 

Restore a certification authority from a backup copy 

Set security for access to certification authority Web pages 

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
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
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
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
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
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
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
Map certificates to user accounts 

Change the policy or exit modules of a certification authority 
To start or stop the certification authority service
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, point to All Tasks, and click Start Service to start the service or click Stop Service to stop the service. 
Note

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

You can also start or stop Certificate Services if you open Computer Management, double-click Services and Applications, and then click Services. In the details pane, click Certificate Services. On the Action menu, click Stop or Start. 
To set security permissions and delegate control of a certification authority
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
Click the Security tab and specify the security permissions. 
Note   To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 
To view the certification authority certificate
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the General tab, click View CA Certificate. 
Note   To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 
To back up a certification authority
 1.
Log on to the system as a Backup Operator or Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, point to All Tasks, and click Backup CA. 
 5.
Follow the instructions in the Certification Authority Backup wizard. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

This procedure is useful if you want to backup a CA without backing up the entire server on which the CA is installed.

In general, you should use Windows 2000 Backup and Windows 2000 Restore to back up and restore both the CA and the server. For more information about backing up a Windows 2000 server, see Windows 2000 Backup.
To restore a certification authority from a backup copy
 1.
Log on to the system as a Backup Operator or Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, point to All Tasks, and click Restore CA. 
 5.
Follow the instructions in the Certification Authority Restore wizard. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

This procedure is useful if you want to restore a CA without restoring the entire server on which the CA is installed. .

In general, you should use Windows 2000 Backup and Windows 2000 Restore to back up and restore both the CA and the server. For more information about backing up a Windows 2000 server, see Windows 2000 Backup.
To set security for access to certification authority Web pages
 1.
Log on to the system as an Administrator. 
 2.
Click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager. 
 3.
In the console tree, right-click CertSrv, and click Properties.. Where?

L Internet Information Services
   L computer name
      L Default Web Site
         L CertSrv
 4.
On the Directory Security tab, under Anonymous access and authentication control, click Edit. 
 5.
Clear all check boxes except Integrated Windows authentication. 
Important   An enterprise certification authority (CA) requires that the certificate requester be authenticated by the page so that it can determine the correct information to put in the certificate. If you don't have authentication set for the Web pages in an enterprise CA, then the pages will fail to generate a certificate or, if a certificate is generated, it will be useless. For this reason, integrated Windows authentication is set by default on enterprise CAs. This procedure is provided so that you can confirm the default setting or fix an erroneous change to the IIS Directory Security settings for an enterprise certification authority. 
Notes

You do not need to perform this procedure on a stand-alone certification authority. 

If you cannot locate CertSrv in the console tree, confirm that Certificate Services is installed. 

If Certificate Services is installed and the CertSrv virtual directory doesn't exist, run certutil -vroot from the command prompt to create it. 
To renew a root certification authority
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, point to All Tasks, and click Renew CA Certificate. 
 5.
Do one of the following: 

Click Yes if you want to generate a new public and private key pair for the certification authority's certificate. 

Click No if you want to reuse the current public and private key pair for the certification authority's certificate. 
Note   To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 
To renew a subordinate certification authority
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, point to All Tasks, and click Renew CA Certificate. 
 5.
Do one of the following: 

Click Yes if you want to generate a new public and private key pair for the CA's certificate. 

Click No if you want to reuse the current public and private key pair for the CA's certificate. 
 6.
Get the CA certificate from the parent CA. For more information, see Notes. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

To obtain the certificate for a subordinate CA, you must submit a certificate request to a parent CA. The procedure for doing so differs depending on whether the parent CA is available online. 

If a parent CA is available online: 
 1.
Click Send the request directly to a CA already on the network. 
 2.
In Computer Name, type the name of the computer on which the parent CA is installed. 
 3.
In Parent CA, click the name of the parent CA. 

If a parent CA is not available online: 
 1.
Click Save the request to a file. 
 2.
In Request file, type the path and file name of the file that will store the request. 
 3.
Obtain this subordinate CA's certificate from the parent CA. 

The procedure for doing this will be unique to the parent CA. At a minimum, the parent CA should provide a file containing the subordinate CA's newly issued certificate and, preferably, its full certification path. 

If you get a subordinate CA certificate that does not include the full certification path, the new subordinate CA you are installing must be able to build a valid CA chain when it starts. Thus you must install the parent CA's certificate in the Intermediate Certification Authorities certificate store of the computer (if the parent CA is not a root CA), as well as the certificates of any other intermediate CA in the chain, and you must install the certificate of the root CA in the chain into the Trusted Root Certification Authorities store. These certificates should be installed in the certificate store before you install the CA certificate on the subordinate CA you have just set up.
 4.
Open Certification Authority. 
 5.
In the con2sole tree, click the name of the CA. Where?

L Certification Authority (computer)
   L CA name
 6.
On the Action menu, point to All Tasks, and then click Install CA Certificate. 
 7.
Locate the certificate file received from the parent certification authority, click this file, and then click Open. 
Use the Certification Authority snap-in

Administer the certification authority on this computer 

Administer the certification authority on another computer 

Set display filters for the Certification Authority snap-in 

Customize the display of columns in Certification Authority 
To administer the certification authority on this computer
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
Note   To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 
To administer the certification authority on another computer
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
On the Action menu, click Retarget Certification Authority. 
 4.
Click Another computer and type the name of the computer. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

As an alternate way to manage a CA on another computer, perform the following steps: 
 1.
Log on to the system as an Administrator. 
 2.
Click Start, click Run, type mmc, and then click OK. 
 3.
On the Console menu, click Add/Remove Snap-in. Click Add. 
 4.
In Snap-in, double-click Certification Authority. 
 5.
Click Another computer and type the name of the computer. 
To set display filters for the Certification Authority snap-in
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, double-click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
Click any of the displayed folders, such as Revoked Certificates or Issued Certificates. 
 5.
On the View menu, click Filter. 
 6.
For each of the selection criteria: 

Click Add. 

In Field, click the field on which to filter. 

In Operation, click the operation to qualify the filter value for this field. 

In Value, type the qualification value. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Display filters are essentially a way to make simple queries against a CA's database. By using filters, you can restrict the items displayed in the details pane of the Certification Authority snap-in to items that meet a set of criteria you establish. For example, you can create a filter that will display in the Issued Certificates folder only those certificates that were effective after a specific date. 

To remove a filter, click it in the Filter dialog box, and then click Remove. 

To remove all existing filters, in the Filter dialog box, click Reset. 
To customize the display of columns in Certification Authority 
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, double-click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
Click any of the displayed folders, such as Revoked Certificates or Issued Certificates. 
 5.
On the View menu, click Choose Columns. 
To
Do this
Add a new column to the details pane
In Hidden Columns, click the column you want to add to the details pane. Click Add.
Remove a column from the details pane
In Displayed Columns, click the column you want to remove from the details pane. Click Remove.
Change the order of columns in the details pane
In Displayed Columns, click the column you want to move up or down in the order of the details pane. Click Move Up or Move Down as appropriate.
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

To sort the results, click the column heading in the details pane. You can only sort results based on columns (indicating the fields) that are indexed in the CA's database. There will be a small arrow on the column heading you are sorting by. 
Manage certificate revocation

Revoke an issued certificate 

Schedule the publication of the certificate revocation list 

Specify certificate revocation list distribution points in issued certificates 

Manually publish the certificate revocation list 

View the certificate revocation list 
To revoke an issued certificate
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click Issued Certificates Where?

L Certification Authority (computer)
   L CA name
      Issued Certificates
 4.
In the details pane, click the certificate you want to revoke. 
 5.
On the Action menu, point to All Tasks, and click Revoke Certificate. 
 6.
Select the reason for revoking the certificate and click Yes. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

The certificate is marked as revoked and is moved to the Revoked Certificates folder. The revoked certificate will appear on the certificate revocation list (CRL) the next time it is published. 

Certificates revoked with the reason code "Certificate Hold" can be unrevoked, left on "Certificate Hold" until they expire, or have their revocation reason code changed. This is the only reason code that allows you to change the status of a revoked certificate. It is useful if the status of the certificate is questionable and is meant to provide some flexibility to the CA administrator. 

To unrevoke a certificate revoked with the reason code "Certificate Hold," at a command prompt on the CA, type

certutil -revoke certificateserialnumber unrevoke

To identify the certificateserialnumber, double-click the revoked certificate in the details pane of the Revoked Certificates folder, and then click the Details tab.

To change the reason code for a certificate previously revoked with the reason code "Certificate Hold," type the appropriate command at a command prompt on the CA.
New reason code for revoking a certificate currently on "Certificate Hold"
Command
Unspecified
certutil -revoke certificateserialnumber 0
Key Compromise
certutil -revoke certificateserialnumber 1
CA Compromise
certutil -revoke certificateserialnumber 2
Affiliation Changed
certutil -revoke certificateserialnumber 3
Superseded
certutil -revoke certificateserialnumber 4
Cessation of Operation
certutil -revoke certificateserialnumber 5
To schedule the publication of the certificate revocation list 
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click Revoked Certificates. Where?

L Certification Authority (computer)
   L CA name
      Revoked Certificates 
 4.
On the Action menu, click Properties. 
 5.
In Publish Interval, type the increment and click the unit of time to use for the automatic publishing of the certificate revocation list (CRL). 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

The CRL is published in: 

Systemroot\system32\CertSrv\CertEnroll\ 

If the computer is a domain member and has permission to write to Active Directory, then the CRL is also published to Active Directory.

The publishing period for a CRL is not the same as the validity period for a CRL. By default, the validity period of a CRL exceeds the publishing period of a CRL by 10% (up to a 12-hour maximum) to allow for directory replication. 
To specify certificate revocation list distribution points in issued certificates
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the certification authority. Where?

L Certification Authority (where)
   L CA name
 4.
On the Action menu click Properties. 
 5.
On the Policy Module tab, click Configure. 
 6.
On the X.509 Extensions tab, under CRL Distribution Points, specify the distribution points. 
To
Do this
Add a new certificate revocation list (CRL) distribution point.
Click Add, and type in the name of the new CRL distribution point.
Remove a CRL distribution point from the list.
Click the CRL distribution point, then click Remove.
Indicate that you do not want to use a URL as a CRL distribution point.
Clear the URL's check box.
Indicate that you want to use a URL as a CRL distribution point.
Select the URL's check box.
 7.
Stop and restart the Certificate Services service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Certificate revocation list URLs can be either HTTP, FTP, LDAP, or FILE addresses. You can use the following variables when specifying the address of the CRL distribution point.
Variable
Value
%1
The DNS name of the certification authority server 
%2
The NetBIOS name of the certification authority server
%3
The name of the certification authority 
%4
The renewal extension of the certification authority
%5
The location of the domain root in Active Directory
%6
The location of the configuration container in Active Directory
%7
The "sanitized" name of the certification authority, truncated to 32 characters with a hash on the end 
To manually publish the certificate revocation list
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click on Revoked Certificates. Where?

L Certification Authority (computer)
   L CA name
      Revoked Certificates
 4.
On the Action menu, point to All Tasks, and click Publish. 
 5.
Click Yes to overwrite the previously published certificate revocation list (CRL). 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Clients that have a cached copy of the previously published CRL will continue using it until its validity period has expired even though a new CRL has been published. Manually publishing a CRL does not affect cached copies of CRLs that are still valid; it only makes a new CRL available for systems that do not have a valid CRL. 

On the server on which the CA is installed, the CRL is published in: 

Systemroot\system32\CertSrv\CertEnroll\ 

If Active Directory is available, the CRL is also published to Active Directory. 
To view the certificate revocation list
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click Revoked Certificates. Where?

L Certification Authority (computer)
   L CA name
      Revoked Certificates
 4.
On the Action menu, click Properties. 
 5.
Click View Current CRL. 
 6.
Click the Revocation List tab. 
Notes   To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 
Manage certificate requests on a stand-alone certification authority

Review pending certificate requests 

Set the default action upon receipt of a certificate request 
To review pending certificate requests
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click Pending Requests. Where?

L Certification Authority (computer)
   L CA name
      Pending Requests
 4.
In the details pane, examine the certificate request by noting the values for requester name, requester e-mail address, and any other fields that you consider critical information for issuing the certificate. 
To
Do this
Reject the certificate request
Click the certificate request and on the Action menu, point to All Tasks, click Deny, and then click Yes.
Issue the certificate 
Click the certificate request and on the Action menu, point to All Tasks, and then click Issue.
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

This procedure applies only to stand-alone certification authorities (CAs) that are configured to have every incoming certificate request marked as pending. 
To set the default action upon receipt of a certificate request
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Policy Module tab, click Configure. 
To
Do this
Have the certification authority administrator review every certificate request before issuing a certificate.
Click Set the certificate request status to pending.
Have the certification authority always issue a certificate upon receiving a certificate request.
Click Always issue the certificate.
 6.
Stop and restart the Certificate Services service. 
Caution   In most cases, for security reasons, it is strongly recommended that all incoming certificate requests to a stand-alone CA be marked as "pending". Unlike enterprise CAs, stand-alone CAs do not use Active Directory, even if it is available, to verify that an individual or computer is authorized to be issued a certificate from the CA automatically. For stand-alone CA's, the CA administrator is responsible for verifying the identity of the certificate requestor. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

This procedure applies only to stand-alone CAs. You cannot change the default action of enterprise certification authorities upon the receipt of a certificate request. 

If you change the setting from Set the certificate request status to pending to Always issue the certificate, this will apply only to certificate requests submitted to the CA after the default action has been changed. If there are pending requests held by the CA, these requests will stay pending until the CA administrator issues the certificates or denies the requests. 
Manage certificate templates for an enterprise certification authority

Set security permissions and delegate control of certificate templates 

Establish the certificate types an enterprise certification authority can issue 
To set security permissions and delegate control of certificate templates
 1.
Log on to the system as an Administrator. 
 2.
Open Active Directory Sites and Services. 
 3.
In the console tree, click Active Directory Sites and Services. 
 4.
On the View menu, click Show Services Node. 
 5.
In the console tree, click Certificate Templates. Where?

L Active Directory Sites and Services
   L Services
      L Public Key Services
         L Certificate Templates
 6.
For each certificate template for which you want to set security permissions: 
 1.
Click the certificate template in the details pane and on the Action menu, click Properties. 
 2.
Click Security and set the security permissions accordingly. 
Notes

To open Active Directory Site and Services, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Sites and Services. 

These changes will apply only to certificate templates in the current domain. 

Although there are nodes entitled Certification Authorities and Enrollment Services also under Public Key Services, you should not change the default security permissions for the objects in these containers. Instead, all security permissions for each certification authority (CA) should be set from Certification Authority. 
To establish the certificate types that an enterprise certification authority can issue
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click Policy Settings. Where?

L Certification Authority (computer)
   L CA name
      L Policy Settings
To
Do this
Issue additional certificate types from the certification authority. 
On the Action menu, point to New, and then click Certificate to Issue. Click the new certificate template to use and click OK.
Stop issuing a specific certificate type from the certification authority.
In the details pane, click the certificate template you no longer want to issue from this CA. On the Action menu, click Delete.
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

This procedure applies only to enterprise certification authorities. Stand-alone certification authorities do not use certificate templates. 
Change policy settings of a certification authority

Publish certificates to Active Directory 

Publish certificates to the file system 

Specify CA certificate access points in issued certificates 
To publish certificates to Active Directory
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Exit Module tab, click Configure. 
 6.
On the Certificate Publication tab, select the Allow certificates to be published in the Active Directory check box, and then click OK. 
 7.
Stop and restart the Certificate Services service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

The server on which the CA is installed must be a member of the Certificate Publishers group in Active Directory to publish certificates in a domain. The server is automatically a member of the Certificate Publishers group for the domain of which it is a member. 

Publishing certificates to Active Directory is the default setting for the CA if you have Active Directory available. 
To publish certificates to the file system
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Exit Module tab, click Configure. 
 6.
On the Certificate Publication tab, select the Allow certificates to be published to the file system check box, and then click OK. 
 7.
Stop and restart the Certification Authority service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Publishing certificates to the file system is turned off by default for the CA if you have Active Directory available. It is turned on by default if you do not have Active Directory. 

To request a certificate and have it published to the file system, the cerificate requestor must include an attribute of the form certfile:filename in their request. After the certificate is issued, it will be copied to filename. 

The file will be written in the CertEnroll share on the CA. 

Any paths included in the filename will be removed. 

You cannot overwrite files using this method. 

If an invalid or existing filename is given, no file will be written and an error will be written in the event log. 
To specify CA certificate access points in issued certificates
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Policy Module tab, click Configure 
 6.
On the X.509 extensions tab, under Authority Information Access, specify the locations from which users can obtain the certificate for this CA. 
To
Do this
Add a URL that will be published as part of any certificate issued by a CA.
Click Add, then type a URL where users can obtain the CA's certificate.
Remove an authority information URL from the list on issued certificates.
Click the URL and then click Remove.
Indicate that that you do not want to use a URL as an authority information access point in certificates without removing it from the list. 
Clear the URL's check box.
Indicate that a URL can now be used as an authority information access point. 
Select the URL's check box.
 7.
Stop and restart the Certificate Services service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

Authority information access URLs can be either HTTP, FTP, LDAP, or FILE addresses. You can use the following variables when specifying the address of the authority information access point:
Variable
Value
%1
The DNS name of the certification authority server 
%2
The NetBIOS name of the certification authority server
%3
The name of the certification authority 
%4
The renewal extension of the certification authority
%5
The location of the domain root in Active Directory
%6
The location of the configuration container in Active Directory
%7
The "sanitized" name of the certification authority, truncated to 32 characters with a hash on the end 
Map Certificates to User Accounts

Map a certificate to a user account in Internet Information Services (IIS) 

Map a certificate to a user account in Active Directory 
To map a certificate to a user account in Internet Information Services (IIS)
 1.
Log on to the IIS server as an Administrator. 
 2.
See Mapping Client Certificates to User Accounts in the IIS 5.0 documentation. (http://localhost/iishelp/iis/htm/core/iimapsc.htm) 
Note   The main menu of IIS 5.0 documentation can be found at http://localhost/iishelp. You must have IIS installed to have access to the documentation. 
To map a certificate to a user account in Active Directory
 1.
Log on to the system as an Administrator. 
 2.
Open Active Directory Users and Computers. 
 3.
Click on Active Directory Users and Computers. On the View menu, click Advanced Features to put a check mark next to it (if it is not already checked). 
 4.
Double-click the domain name in the console tree. 
 5.
Do one of the following: 

Click Users. 

Click the container where the user account is located Where?

L Active Directory Users and Computers
   L domain
      L user container
 6.
In the details pane, click the user account to which you want to map a certificate. 
 7.
On the Action menu, click Name Mappings. On the X.509 Certificates tab in the Security Identity Mapping window click Add. 
 8.
Type the name and path of the .cer file that contains the certificate you want to map to this user account, then click Open. 
 9.
Do one of the following: 
To
Do this
Map the certificate to one account (one-to-one mapping)
Confirm that both the Use Issuer for alternate security identity and the Use Subject of alternate security identity check boxes are selected.
Map any certificate that has the same subject to the user account, regardless of the issuer of the certificate (many-to-one mapping)
Clear the Use Issuer for alternate security identity check box and confirm that the Use Subject of alternate security identity check box is selected.
Map any certificate to that has the same issuer to the user account, regardless of the subject of the certificate (many-to-one mapping)
Clear the Use Subject of alternate security identity check box and confirm that the Use Issuer for alternate security identity check box is selected.
Notes

To open Active Directory Users and Computers, click Start, point to Programs, point to Administrative Tools, and then click Active Directories Users and Computers. 

The certificate you are mapping to a user account must be in DER or Base64 encoded binary format. 

If Name Mappings does not appear on the Action menu, it is because you don't have Advanced Features checked in the View menu. 
Change the policy or exit modules of a certification authority

Select a different policy module 

Select a different exit module 
To select a different policy module
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Policy Module tab, click Select 
 6.
Click the new policy module, and then click OK. 
 7.
If the policy module has its own configuration interface, you can configure it by clicking Configure. 
 8.
Stop and restart the Certificate Services service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

To register a new policy module so that it is available in the list of policy modules, refer to the Microsoft Platform Software Development Kit. 
To select a different exit module
 1.
Log on to the system as an Administrator. 
 2.
Open Certification Authority. 
 3.
In the console tree, click the name of the certification authority (CA). Where?

L Certification Authority (computer)
   L CA name
 4.
On the Action menu, click Properties. 
 5.
On the Exit Module tab, click Select 
 6.
Click the new exit module and then click OK. 
 7.
If the exit module has its own configuration interface, you can configure it by clicking Configure. 
 8.
Stop and restart the Certificate Services service. 
Notes

To open Certification Authority, click Start, point to Programs, point to Administrative Tools, and then click Certification Authority. 

To register a new exit module so that it is available in the list of exit modules, refer to the Microsoft Platform Software Development Kit. 
Establish public key policies for Group Policy objects

Add a trusted root certification authority to a Group Policy object 

Delete a trusted root certification authority from a Group Policy object 

Create an automatic certificate request for computers in a Group Policy object 

Delete an automatic certificate request for computers in a Group Policy object 

Create a certificate trust list for a Group Policy object 

Edit a certificate trust list for a Group Policy object 

Delete a certificate trust list for a Group Policy object 

Add an encrypted recovery agent for a local computer 

Add an encrypted data recovery agent for a Group Policy object 

Change the encrypted data recovery policy for the local computer 
To add a trusted root certification authority to a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Trusted Root Certification Authorities. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Trusted Root Certification Authorities 
 4.
On the Action menu, point to All Tasks menu, and then click Import. This starts the Certificate Import wizard, which guides you through importing a root certificate and installing it as a trusted root certification authority (CA) for this Group Policy object. 
Note

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 

You can import a trusted root certificate from a PKCS #12 file (.pfx, .p12), a PKCS #7 file (.spc, .p7b), a certificate file (.cer, .crt), or a Microsoft Serialized Certificate Store file (.sst). 
To delete a trusted root certification authority from a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Trusted Root Certification Authorities. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Trusted Root Certification Authorities 
 4.
In the details pane, click the root certificate that you want to delete. 
 5.
On the Action menu, click Delete. 
 6.
Click Yes if you are sure you want to delete this certificate. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 
To create an automatic certificate request for computers in a Group Policy object
 1.
Log on to a Windows domain with administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Automatic Certificate Request Settings Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Automatic Certificate Request Settings
 4.
On the Action menu point to New, and then click Automatic Certificate Request. This starts the Automatic Certificate Request Setup wizard. Complete the steps as prompted by the wizard to create an automatic certificate request for computers that have this Group Policy object applied to them. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 

To use the Automatic Certificate Request wizard, you need the following information: 

The certificate template you want to use. A certificate based on the selected template will be automatically requested at the first occurrence of any of the following: the next time a user logs on, when Group Policy is next refreshed, or when a computer joins the domain and is subject to a Group Policy setting. 

The name of the certification authority (CA) in your Windows 2000 domain that will issue the requested certificates. The CA must be an enterprise CA, configured by its administrator to issue the certificate type being requested. 

There can only be one certificate request for each certificate type per Group Policy object. 
To delete an automatic certificate request for computers in a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Automatic Certificate Request Settings. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Automatic Certificate Request Settings 
 4.
In the details pane, click the automatic certificate request that you want to delete. 
 5.
On the Action menu, click Delete. 
 6.
Click Yes if you are sure you want to delete this automatic certificate request. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 
To create a certificate trust list for a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Enterprise Trust. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Enterprise Trust 
 4.
On the Action menu, point to New, and then click Certificate Trust List. This starts the Certificate Trust List wizard. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 

To use the Certificate Trust List wizard, you should have the following information available:

The certificate purposes for this certificate trust list (CTL). See Using enterprise trust policy for more information about certificate trust list purpose. 

The certificates that you want to add to the certificate trust list. You can add certificates from the certificate store on the local computer or from a file. Acceptable file formats from which you can import a certificate are an X.509 certificate file (.cer, .crt), a PKCS #7 file (.spc, .p7b) or a Microsoft serialized certificate store (.sst). 

A certificate that has the Trust List Signing purpose and its associated private key in your personal certificate store. See Request a certificate for general instructions on how to request a certificate. 

Optionally, you can enter a timestamp service URL in order to timestamp the certificate trust list. 
To edit a certificate trust list for a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Enterprise Trust. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Enterprise Trust 
 4.
In the details pane, click the certificate trust list you wish to edit. 
 5.
On the Action menu, point the All Tasks menu, and then click Edit. This starts the Certificate Trust List wizard. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 

To use the Certificate Trust List wizard, you should have the following information available:

The certificate purposes for this certificate trust list. See Using enterprise trust policy for more information about certificate trust list purpose. 

The certificates that you want to add to the certificate trust list. You can add certificates from the certificate store on the local computer or from a file. Acceptable file formats from which you can import a certificate are an X.509 certificate file (.cer, .crt), a PKCS #7 file (.spc, .p7b) or a Microsoft serialized certificate store (.sst). 

A certificate that has the Trust List Signing purpose and its associated private key in your personal certificate store. See Request a certificate for general instructions on how to request a certificate. 

Optionally, you can enter a timestamp service URL in order to timestamp the certificate trust list. 
To delete a certificate trust list for a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, double-click the Group Policy object you just opened and click Enterprise Trust. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Enterprise Trust 
 4.
In the details pane, right-click the certificate trust list you wish to delete. 
 5.
On the Action menu, click Delete. 
 6.
Click Yes if you are sure you want to delete this certificate trust list. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

This procedure does not apply to Local Policy objects. 
To add a recovery agent for the local computer
 1.
Click Start, click Run, type mmc /a, and then click OK. 
 2.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 3.
Under Snap-in, click Group Policy, and then click Add. 
 4.
In Group Policy Object, click Local Computer, click Finish, click Close, and then click OK. 
 5.
In Local Computer Policy, click Public Key Policies.  Where?

L Local Computer Policy
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies 
 6.
In the details pane, right-click Encrypted Data Recovery Agents. 
 7.
Click Add, and then follow the instructions in the Add Recovery Agent wizard. Be prepared to provide the wizard with the user name for a user with a published recovery certificate. Alternatively, you can use the wizard to browse for .cer files that contain information about the recovery agent you are adding. 
Notes

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

Adding a recovery agent from a file identifies the user as USER_UNKNOWN. 

Before you can add or create a recovery agent, the Group Policy snap-in and its Public Key Policies extension must be installed on your computer.
To add an encrypted data recovery agent for a Group Policy object
 1.
Log on to a Windows 2000 domain for which you have administrative privileges to manage the Group Policy object you want to change. 
 2.
Open the Group Policy object you want to edit. 
 3.
In the console tree, click Encrypted Data Recovery Agents. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies
               L Encrypted Data Recovery Agents 
 4.
On the Action menu, click Add. This starts the Add Recovery Agent wizard. 
Notes

In order for this procedure to work, you must have administrative privileges for the Group Policy object. 

You will need to ensure that the user you want to select in the Add Recovery Agent wizard has an EFS Recovery Agent certificate published in Active Directory. When a certificate is requested from a Windows 2000 enterprise certification authority (CA), it is published in Active Directory by default. 

This procedure does not apply to Local Policy objects. 
To change the recovery policy for the local computer
 1.
Click Start, click Run, type mmc /a, and then click OK. 
 2.
On the Console menu, click Add/Remove Snap-in, and then click Add. 
 3.
Under Snap-in, click Group Policy, and then click Add. 
 4.
Under Group Policy Object, make sure that Local Computer is displayed, click Finish, click Close, and then click OK. 
 5.
In Local Computer Policy, click Public Key Policies. Where?

L Local Computer Policy
   L Computer Configuration
      L Windows Settings
         L Security Settings
            L Public Key Policies 
 6.
Right-click Encrypted Data Recovery Agents, and then click one of the following options: 

Add designates a user as an additional recovery agent using the Add Recovery Agent wizard. 

Create requests a new File Recovery certificate using the Certificate Request wizard. To complete this procedure, you must have the appropriate permissions to request the certificate and the Certificate Authority (CA) must be configured to issue this type of certificate. 

Delete Policy deletes this EFS policy and every recovery agent. The effect of deleting the EFS policy and every recovery agent is that users will not be able to encrypt files on this computer.
Notes

You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If your computer is connected to a network, network policy settings may also prevent you from completing this procedure. 

The computer issues a default self-signed certificate that designates the local administrator as the default recovery agent. If you delete this certificate without another policy in place, the computer has an empty recovery policy. An empty recovery policy means that no one is a recovery agent. This turns EFS off, thereby not allowing users to encrypt files on this computer. 

Before changing the recovery policy in any way, you should first back up the recovery keys to a floppy disk. 

In a domain, a default recovery policy is implemented for the domain when the first domain controller is set up. The domain administrator is issued the self-signed certificate, which designates the domain administrator as the recovery agent. To change the default recovery policy for a domain, log on to the first domain controller as an administrator. 

You can make changes to the File Recovery certificate by right-clicking the certificate and then clicking Properties. For example, you can give the certificate a friendly name and enter a text description. 
Manage Security Templates

Start security templates 

Customize a predefined security template 

Define a security template 

Delete a security template 

Refresh the security template list 

Set a description for a security template 

Apply a security template to a local computer 

Import a security template to Group Policy 

View effective security settings
To start Security Templates
 1.
Decide whether to add Security Templates to an existing console or create a new console. 

To create a new console, click Start, click Run, then type mmc, then click OK. 

To add Security Templates to an existing console, open the console, then go to the next step. 
 2.
On the Console menu, click Add/Remove Snap-in, then click Add. 
 3.
Select Security Templates, click Add, click Close, then click OK. 
 4.
On the Console menu, click Save. 
 5.
Enter the name to assign to this console and click Save. 
Note   The console will appear in My Documents accessible either on the desktop or from the Start menu. 
To customize a predefined security template
 1.
In the Security Templates snap-in, double-click Security Templates. 
 2.
Double-click the default path folder (Systemroot\Security\Templates), and right-click the predefined template you want to modify. 
 3.
Click Save As and specify a file name for the security template. 
 4.
Double-click the new security template to display the security policies (such as Account Policies) and double-click the security policy you want to modify. 
 5.
Click the security area you want to customize (such as Password Policy), then double-click the security attribute to modify (such as Minimum Password Length). 
 6.
Check the Define this policy setting in the template check box in order to allow editing. 
To define a security template
 1.
In the Security Templates snap-in, double-click Security Templates. 
 2.
Right-click on the template path folder where you want to store the new template and click New Template. 
 3.
Enter the name and description for your new security template. The new template is then displayed in the console tree. 
 4.
Double-click the new security template to display the security areas. 
 5.
Double-click the security policy (such as Account Policies) that you want to customize, then click the security area (such as Password Policy). 
 6.
Double-click the security attribute you want to configure (such as Minimum Password Length). 
 7.
Check the Define this policy setting in the template check box in order to allow editing. 
To delete a security template
 1.
In the Security Templates snap-in, double-click Security Templates. 
 2.
Double-click the template path folder where the security templates are stored, and right-click the security template you want to delete. 
 3.
Click Delete. 
To refresh the security template list
 1.
In the Security Templates snap-in, double-click Security Templates.
 2.
Double-click the template path folder where the security templates are stored. 
 3.
Click Refresh. The console tree displays any new additions or deletions. 
To set a description for a security template
 1.
In the Security Templates snap-in, double-click Security Templates.
 2.
Right-click any of the following: Security Templates, the security template path folder, or a security template. 
 3.
Click Set Description. 
To apply a security template to a local computer
 1.
In the Security Configuration and Analysis snap-in, right-click Security Configuration and Analysis. 
 2.
If a working database is not already set, click Open Database to set a working database. 
 3.
Select Import Template. 
 4.
Select a security template file and click Open. 
 5.
Repeat the previous step for each template you want to merge into the database. 
 6.
Right-click Security Configuration and Analysis, and click Configure System Now 
Notes   The security settings take effect immediately. 
To import a security template to a Group Policy object
 1.
In a console from which you manage Group Policy settings, click the Group Policy object to which you want to import the security template. 
 2.
In the console tree, right-click Security Settings. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings 
 3.
Click Import Policy. 
 4.
Click the security template you want to import. 
Note   The security settings are applied when the computer starts or as the Group Policy settings dictate. 
To view effective security settings
 1.
In the console from which you manage Group Policy, double-click the Group Policy object. 
 2.
In the console tree, click Security Settings. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
 3.
Double-click a security policy node (such as Account Policies) and click a security area (such as Password Policy). 
 4.
Double-click the security attribute you want to view (such as Minimum Password Length). 
Note   Security settings will reflect both local policy and the policy in effect on the system. These may not be the same if the computer is inheriting Group Policy settings. 
Utilizing Security Configuration and Analysis

Start Security Configuration and Analysis 

Set a working database 

Import a security template 

Analyze system security 

Review security analysis results 

Configure system security 

Edit the base security configuration 

View effective security settings 

Export a security template 
To start Security Configuration and Analysis 
 1.
Do one of the following: 

To add Security Configuration and Analysis to a new console, click Start, click Run, then type mmc and click OK. 

To add Security Configuration and Analysis to an existing console, go directly to the next step. 
 2.
On the Console menu, click Add/Remove Snap-in, then click Add. 
 3.
Select Security Configuration and Analysis and click Add. 
 4.
Click Close, then click OK. 
 5.
On the Console menu, click Save. 
 6.
Enter the name to assign to this console and click Save. The console will appear in My Documents, accessible on the desktop or from the Start menu. 
To set a working security database
 1.
In the Security Configuration and Analysis snap-in, right-click Security Configuration and Analysis. 
 2.
Click Open database. 
 3.
Choose an existing personal database, or type a file name to create a new personal database. 
 4.
Click Open. 
 5.
If this is not the database used for the current configuration, you are prompted to select the security template you want to load into your database. 
 6.
If you chose an existing personal database that may already contain a template, and you want to replace that template rather than merge it into the stored template, select Overwrite existing configuration in database. 
 7.
Click Open. 

This database can now be used to configure the system.
To import a security template
 1.
In the Security Configuration and Analysis snap-in, right-click Security Configuration and Analysis. 
 2.
Open or create a working database. 
 3.
Select Import Template. 
 4.
Select a template file and click Open. 
 5.
Repeat the previous step for each template you want to merge into the database. 
To analyze system security
 1.
In Security Configuration and Analysis, set a working database (if one is not currently set). 
 2.
Right-click Security Configuration and Analysis, and then click Analyze System Now. 
 3.
Click OK to use the default analysis log, or enter a file name and valid path. 

The different security areas are displayed as they are analyzed. Once this is complete, you can check the log file or review the results. 
Note   To check the log file, right click Security Configuration and Analysis, and then click View Log File. 
To review security analysis results
 1.
In the Security Configuration and Analysis snap-in, click Security Configuration and Analysis. 
 2.
Click the security area (such as Password Policy) for which you want to view results. 
 3.
In the details pane, the Attribute column indicates the attribute name for the analysis results; the Database Setting column indicates the security value in your template; the Analyzed System Setting column indicates the current security level in the system. 

A red X indicates a difference from the base configuration. 

A green check mark indicates consistency with the base configuration. 

No icon indicates that security attribute was not included in your template, and therefore not analyzed. 
Configure system security
 1.
In Security Configuration and Analysis, set a working database (if one is not currently set). 
 2.
Right-click Security Configuration and Analysis, and then click Configure System Now. 
To edit the base security configuration
 1.
In the Security Configuration and Analysis snap-in, click Security Configuration and Analysis. 
 2.
Double-click a security policies node (such as Account Policies), and click a security area (such as Password Policy). 
 3.
In the details pane, double-click the security attribute you want to edit. 
 4.
Check the Define this policy in the database check box in order to allow editing. 
 5.
Enter a new value for the security attribute. 
 6.
Repeat the previous four steps for each security attribute you want to edit. 
To view effective security settings
 1.
In the console from which you manage Group Policy, double-click the Group Policy object. 
 2.
In the console tree, click Security Settings. Where?

L Policy Object Name
   L Computer Configuration
      L Windows Settings
         L Security Settings
 3.
Double-click a security policy node (such as Account Policies) and click a security area (such as Password Policy). 
 4.
Double-click the security attribute you want to view (such as Minimum Password Length). 
Note   Security settings will reflect both local policy and the policy in effect on the system. These may not be the same if the computer is inheriting Group Policy settings. 
To export a security template
 1.
In the Security Configuration and Analysis snap-in, right-click Security Configuration and Analysis. 
 2.
If you have a created a composite security template by importing multiple templates into one database, and you want to save the composite template as a separate template file, click Export Template. 
 3.
Type a valid file name and a path to where your template should be saved. 
Automating security configuration tasks
The Secedit.exe command line tool, when called from a batch file or automatic task scheduler, can be used to automatically create and apply templates and analyze system security. It can also be run dynamically from a command line.
This tool is useful when you have multiple computers on which security must be analyzed or configured, and need to perform these tasks off-hours. 

For procedural information on using the Secedit.exe command line tool to perform security tasks, see How To... 
For information on defining Security Templates, see Security Templates.
For more information on security configuration and analysis, see Security Configuration and Analysis.
Analyze system security
secedit /analyze
This command analyzes system security.
Syntax
secedit /analyze [/DB filename ] [/CFG filename ] [/log logpath] [/verbose] [/quiet]
Parameters
/DB filename 
Provides the path to a database that contains the stored configuration against which the analysis will be performed. This is a required argument. If filename specifies a new database, the CFG filename argument must also be specified. 
/CFG filename 
This argument is only valid when used with the /DB parameter. It is the path to the security template that will be imported into the database for analysis. If this argument is not specified, the analysis is performed against any configuration already stored in the database. 
/log logpath 
The path to the log file for the process. If this is not provided, the default file is used. 
/verbose 
Requests more detailed progress information during the analysis. 
/quiet 
Suppresses screen and log output. You will still be able to view analysis results using Security Configuration and Analysis. 
Configure system security
secedit /configure
This command configures system security by applying a stored template. 
Syntax
secedit /configure [/DB filename ] [/CFG filename ] [/overwrite][/areas area1 area2...] [/log logpath] [/verbose] [/quiet]
Parameters
/DB filename 
Provides the path to a database that contains the security template that should be applied. This is a required argument. 
/CFG filename 
This argument is only valid when used with the /DB parameter. It is the path to the security template that will be imported into the database and applied to the system. If this argument is not specified, the template already stored in the database will be applied. 
/overwrite 
This argument is only valid when the /CFG argument is also used. This specifies whether the security template in the /CFG argument should overwrite any template or composite template stored in the database instead of appending the results to the stored template. If this is not specified, the template in the /CFG argument will be appended to the stored template. 
/areas area1 area2... 
Specifies the security areas to be applied to the system. The default is "all areas." Each area should be separated by a space. 
Area Name
Description
SECURITYPOLICY
Local policy and domain policy for the system, including account policies, audit policies, and so on.
GROUP_MGMT
Restricted group settings for any groups specified in the security template
USER_RIGHTS
User logon rights and granting of privileges
REGKEYS
Security on local registry keys
FILESTORE
Security on local file storage
SERVICES
Security for all defined services
/log logpath 
Path to the log file for the process. If not specified, the default is used. 
/verbose 
Specifies more detailed progress information. 
/quiet 
Suppresses screen and log output. 
Refresh security settings
secedit /refreshpolicy 
This command refreshes system security by reapplying the security settings to the Group Policy object.
Syntax
secedit /refreshpolicy {machine_policy | user_policy}[/enforce] 
Parameters
machine_policy 
Refreshes security settings for the local computer. 
user_policy 
Refreshes security settings for the local user account currently logged on to the computer. 
/enforce 
Refreshes security settings, even if there have been no changes to the Group Policy object settings. 
Export security settings
secedit /export
This command exports a stored template from a security database to a security template file. 
Syntax
secedit /export [/mergedPolicy] [/DB filename ] [/CFG filename ] [/areas area1 area 2...] [/log logPath] [/verbose] [/quiet]
Parameters
/MergedPolicy 
Merges and exports domain and local policy security settings. 
/DB filename 
Provides the path to a database that contains the template that will be exported. If a database is not provided, the system policy database is used. 
/CFG filename 
Path and name of a file where the template should be saved. 
/areas area1 area2... 
Specifies the security areas to be exported to a template. The default is "all areas." Each area should be separated by a space. 
Area Name
Description
SECURITYPOLICY
Local policy and domain policy for the system, including account policies, audit policies, and so on.
GROUP_MGMT
Restricted group settings for any groups specified in the security template
USER_RIGHTS
User logon rights and granting of privileges
REGKEYS
Security on local registry keys
FILESTORE
Security on local file storage
SERVICES
Security for all defined services
/log logpath 
Path to the log file for the process. If not specified, the default is used. 
/verbose 
Specifies more detailed progress information. 
/quiet 
Suppresses screen and log output. 
Validate a security configuration file
secedit /validate 
This command validates the syntax of a security template you want to import into a database for analysis or application to a system.
Syntax
secedit /validate filename
Parameters
filename 
The file name of the security template you have created with Security Templates. 
Concepts
This section provides information about securing data for your organization or on your local computer.

Security overview 

Understanding security 

Using security 

Resources 
Security overview
Before you can begin to plan and implement security for your computing environment, you should familiarize yourself with some basic Windows 2000 security concepts. These concepts are: 

New security features 

Security model 

Domain architecture 

Authentication 

Authorization 

Auditing 

Security policies 

Trust 

Data protection 

Public key infrastructure 
For more information, see the Microsoft Security Advisor Web site (http://www.microsoft.com/). 
New security features
Before setting up and managing security on a Windows 2000 system, it is helpful to understand the benefits of securing your computing environment, and the new features that Windows 2000 offers to users and administrators. 
Security Benefits
Implementing security in your computing environment provides several important benefits:
First, a good security system confirms the identity of the people that are attempting to access the resources in your computing environment. This prevents imposters from accessing, stealing, or damaging system resources, such as sensitive data or mission-critical computer programs.
Second, a good security system protects specific resources in the environment from inappropriate access by users. For example, by implementing system security, you can ensure that only corporate management personnel have access to employee payroll information.
Finally, a good security system provides a simple, efficient way to set up and maintain security in your environment. For example, you can set up password policies that can be globally applied to all users within your environment.
Through proper implementation of system security that is tailored for your specific business needs, you can create a computing environment that provides your users with all of the information and resources they need to be successful, while protecting the information and resources from damage and unauthorized access. 
Security features
To help you accomplish these goals, Windows 2000 introduces a number of new security features: 

Central storage of security policy and account information 

Automatic updating and synchronization of all security policy and account information across domain controllers 

Per-property access control for objects 

Transitive trust relationships between domains 

Multiple authentication mechanisms, for authenticating both internal and external users, including users of Windows NT Version 4.0 

Common administrative tools to manage access control and account information 

Smart card support for secure storage of user credentials 

Encryption for data that is transported over the network or stored on disk. 
Security model
The primary features of the Windows 2000 security model are user authentication and access control. To ensure that administrators can manage these features easily and efficiently, Windows 2000 makes use of Active Directory. The following sections describe these features of the security model. 
User authentication
The Windows 2000 security model includes the concept of user authentication, which gives users the ability to log on to a system to access network resources. Within this authentication model, the security system provides two types of authentication: 

Interactive logon, which confirms the user's identification to the user's local computer or Active Directory account. 

Network authentication, which confirms the user's identification to any network service that the user is attempting to access. To provide this type of authentication, the Windows 2000 security system includes three different authentication mechanisms: Kerberos V5, public key certificates, and NTLM (for compatibility with Windows 2000 4.0 systems). 
For more information, see Authentication. 
Object-based access control
Along with user authentication, Windows 2000 allows administrators to control access to resources, or objects, on the network. Windows 2000 implements access control by allowing administrators to assign security descriptors to objects stored in Active Directory. A security descriptor lists the users and groups that are granted access to an object, and the specific permissions assigned to those users and groups. A security descriptor also specifies the various access events to be audited for an object. Examples of objects are files, printers, and services. By managing properties on objects, administrators can set permissions, assign ownership, and monitor user access.
Not only can administrators control access to a specific object, they can also control access to a specific attribute of that object. For example, through proper configuration of an object's security descriptor , a user could be allowed to access a subset of information, such as employees' names and phone numbers but not their home addresses. 
For more information, see Authorization. 
Active Directory and Security
Active Directory provides protected storage of user account and group information by using access control on objects and user credentials. Because Active Directory stores not only user credentials but also access control information, users who log on to the network obtain both authentication and authorization to access system resources.
For example, when a user logs on to the network, the Windows 2000 security system authenticates the user with information stored in the Active Directory. Then, when the user attempts to access a service on the network, the system checks the properties defined in the discretionary access control list (DACL) for that service. 
Because Active Directory allows administrators to create group accounts, administrators can manage system security more efficiently. For example, by adjusting a file's properties, an administrator can permit all users in a group to read that file. In this way, access to objects in Active Directory is based on group membership. 
Other Security Factors
In addition to authentication and access control, there are other important aspects of the Windows 2000 security model. For more information, see Security policies, Auditing, Data protection, Trust, and Public key infrastructure. 
Domain architecture
Understanding and using domains in your security administration will make your job much easier. This section provides a basic understanding of how you can implement domains in your environment. 
Domains and security
A domain is a grouping of network objects, such as users, groups, and computers. All objects in a domain are stored in Active Directory. Active Directory can reside on one or more domain controllers within a domain. 
Each domain is a security boundary, meaning that security policies and settings (such as administrative rights, security policies, and access control lists) do not cross from one domain to another. The administrator of a particular domain has rights to set policies within that domain only.
Because a domain is a security boundary, different administrators can create and manage different domains in your organization. 
Some key points to understand about domains are: 

Security policy can be implemented throughout a domain. 

Active Directory, which includes security information, is replicated at regular intervals to each domain controller in the domain, so that databases are always synchronized. 

Objects in Active Directory can be organized and managed at the organizational unit level. 

Transitive trust relationships can be established between domains in a domain tree. 
For more information on domains, see Understanding Domains. 
Single vs. multiple domains
Windows NT 4.0 limited the number of user accounts that a directory could store. Thus, to accommodate large computing environments, organizations found it necessary to create and manage several domains, each with its own directory of user accounts. Domains were typically organized into two types: master domains (which stored user and group accounts) and resource domains (which stored files, printers, application services, and so on).
This multiple-domain computing environment was known as a multi-master domain model. A multi-master domain model meant that resource domains needed multiple trust relationships with all master domains. These trust relationships allowed users in master domains to access resources in resource domains.
Active Directory replaces the need for multiple domains by scaling to a large capacity to store user, group, and computer accounts. With Active Directory, administrators can consolidate all accounts (which formerly had to be stored on master domains) and all resources (which formerly had to be stored on resource domains) across domains into a single domain. Then, to maintain logical groupings of objects for administrative purposes, administrators can group objects into organizational units (OUs) within the domain. In some cases, however, you might want to retain multiple domains, for policy reasons.
Transitive trust relationships
When you move objects from multiple domains into a single domain, you lower the number of domain trust relationships you must establish and maintain. Also, when you join domains together into a single domain forest, those domains automatically have transitive trust relationships, which reduces the number of trust relationships that need to be manually established between domains. Each domain requires only one trust relationship with another domain in the forest to have access to all other domains in the domain forest. 
For more information on managing trust relationships, see Trust. 
Server roles
Servers within a domain function in one of two roles: 

Domain controllers, which run Active Directory and provide authentication and policies 

Member servers, which provide services, such as file, print, and application services 
For more information on domain controllers and member servers, see Server Roles. 
Authentication
Authentication is a fundamental aspect of system security. It confirms the identity of any user trying to log on to a domain or access network resources. Windows 2000 authentication enables single sign-on to all network resources. With single sign-on, a user can log on to the domain once, using a single password or smart card, and authenticate to any computer in the domain.
Authentication processes
Successful user authentication in a Windows 2000 computing environment consists of two separate processes: interactive logon, which confirms the user's identification to either a domain account or a local computer, and network authentication, which confirms the user's identification to any network service that the user attempts to access.
Authentication types
Windows 2000 supports several industry-standard types of authentication. When attempting to authenticate a user, Windows 2000 uses different types of authentication, depending on a variety of factors. The types of authentication that Windows 2000 supports are: 
Authentication Type
Description
Kerberos V5 authentication 
Used with either a password or a smart card for interactive logon. It is also the default method of network authentication for services.
Secure Sockets Layer/Transport Layer Security (SSL/TLS) authentication
Used when a user attempts to access a secure Web server.
NTLM authentication
Used when either the client or server uses a previous version of Windows.
For more information on authentication types, see Authentication mechanisms. 
Authorization
Windows 2000 security is based on two fundamental concepts: authentication and authorization. Access control is the model for implementing authorization. Once a user account has received authentication and can access an object, the type of access granted is determined by either the user rights that are assigned to the user or the permissions that are attached to the object. For objects within a domain, the object manager for that object type enforces access control. For example, the registry enforces access control on registry keys. 
Every object controlled by an object manager has an owner, a set of permissions that apply to specific users or groups, and auditing information. By setting the permissions on an object, the owner of the object controls which users and groups on the network are allowed to access the object. The permission settings also define what type of access is allowed (such as read/write permission for a file). The auditing information defines which users or groups are audited when attempting to access that object.
For more information on access control, see Access Control.
Auditing
Security auditing is a feature of Windows 2000 that monitors various security-related events. Monitoring system events is necessary to detect intruders and to detect attempts to compromise data on the system. An example of an event that can be audited is a failed logon attempt. 
The most common types of events to be audited are: 

Access to objects, such as files and folders 

Management of user and group accounts 

When users log on to and log off of the system 
In addition to auditing security-related events, Windows 2000 generates a security log and provides a way for you view the security events reported in the log. 
Finally, the Windows 2000 auditing feature generates an audit trail to help you keep track of all security administration events that occur on the system. For example, if an administrator changes the auditing policy so that failed logon attempts are no longer audited, the audit trail will show this event. 
For more information on auditing, see Auditing security events. 
Security policies
Security settings define the security-relevant behavior of the system. Through the use of Group Policy objects in the Active Directory, administrators can centrally apply the security levels required to protect enterprise systems. 
When determining settings for a Group Policy object that contains multiple computers, the organizational and functional character of that given site, domain, or organizational unit must be considered. For example, the security levels necessary for an organizational unit containing computers in a sales department would be very different from that for an organizational unit containing finance department computers.
Security settings
The term security settings is interchangeable with security configuration. Security settings include Security Policies (account and local policies), access control (services, files, registry), event log, group membership (restricted groups), Internet Protocol security Security policies, and Public Key policies.
Security templates
A security template is a physical representation of a security configuration: a file where a group of security settings may be stored. Windows 2000 includes a set of security templates, each based on the role of a computer: from security settings for low security domain clients to highly secure domain controllers. These templates can be used as provided, modified, or serve as a basis for creating custom security templates. 
Security configuration tools
To define and use security templates, administrators use the Security Templates snap-in.
To configure and analyze security locally, administrators use the Security Configuration and Analysis snap-in.
To configure security centrally in Active Directory, administrators use the Group Policy snap-in.
Trust
Windows 2000 supports two types of trust: Domain trust and certificate authority (CA) trust. 
Domain trust allows a user to authenticate to resources in another domain. Also, an administrator is able to administer user rights for users in the other domain. For more information on establishing and managing domain trust relationships, see Understanding domain trusts. 
CA trust allows you to trust certificates issued by another certificate authority. For more information on certificate authorities, see Public-key infrastructure. 
Data protection
Data privacy and integrity begin with network authentication. With proper credentials (either a strong password or public-key credentials), a user can log on to the network and, in the process, obtain permission to access stored data. 
Windows 2000 supports two types of data protection--stored data and network data. The following sections describe these types of protection. 
Stored data protection
Stored data (online or offline) can be protected using: 

Encrypting File System (EFS). EFS uses public key encryption to encrypt local NTFS data. 

Digital signatures. Digital signatures sign software components, ensuring their validity. 
Network data protection
Network data within your site (local network and subnets) is secured by the authentication protocol. For an additional level of security, you can also choose to encrypt network data within a site. Using Internet Protocol security, you can encrypt all network communication for specific clients, or for all clients in a domain. 
Network data passing in and out of your site (across intranets, extranets, or an Internet gateway) can be secured using the following utilities: 

Internet Protocol Security. Encrypts all TCP/IP communication for a client. 

Routing and Remote Access. Configures remote access protocols and routing. 

Proxy Server. Provides a firewall and proxy server for a site. 
In addition, programs such as Microsoft Exchange, Microsoft Outlook, and Microsoft Internet Explorer provide public key encryption of messages and transactions either within a site or across networks.
For more information, see Stored data security and Network layer security
Public key infrastructure
Computer networks are no longer closed systems in which a user's mere presence on the network can serve as proof of identity. In this age of information interconnection, an organization's network may consist of intranets, Internet sites, and extranets--all of which are potentially susceptible to access by unauthorized individuals who intend to maliciously view or alter an organization's digital information assets. 
There are many potential opportunities for unauthorized access to information on networks. A person can attempt to monitor or alter information streams such as e-mail, electronic commerce transactions, and file transfers. Your organization may work with partners on projects of limited scope and duration, with employees whom you know nothing about, but who, nonetheless, must be given access to some of your information resources. If your users have a multitude of passwords to remember for accessing different secure systems, they may choose weak or common passwords to more easily remember them. This not only provides a hacker with a password that is easy to crack, but also one that will provide access to multiple secure systems and stored data.
How can a system administrator be sure of the identity of a person accessing information and, given that identity, control which information that person has access to? Additionally, how can a system administrator easily and securely distribute and manage identification credentials across an organization? These are issues that can be addressed with a well-planned public key infrastructure.
A public key infrastructure, often shortened to PKI, is a system of digital certificates, certification authorities (CAs) and other registration authorities that verify and authenticate the validity of each party involved in an electronic transaction through the use of public key cryptography. Standards for public key infrastructure (PKI) are still evolving even as they are being widely implemented as a necessary element of electronic commerce. For detailed information about planning a PKI and and using public key cryptography, refer to the resources listed on Resources: Public Key Infrastructure 
There are a number of reasons why an organization may choose to deploy a PKI using Windows 2000:

Strong security . You can have strong authentication with smart cards. You can also maintain confidentiality and the integrity of transmitted data on public networks by using Internet Protocol security and the confidentially of stored data using EFS (encrypting file system). Additionally, an administrator can use security permissions in Windows 2000 to determine what certificates can be issued to which users.

Simplified administration. Your organization can issue certificates instead of passwords. You can revoke certificates as necessary and publish certificate revocation lists (CRLs). There is also large scalability for managing trust relationships across enterprises. You can also take advantage of Certificate Services integration with Active Directory and Group Policy The capability to map certificates to user accounts in Active Directory or via Internet Information Services is also provided in Windows 2000.

New opportunities. You can exchange files and data securely over public networks, such as the Internet. You have the ability to implement secure e-mail using S/MIME (Secure Multipurpose Internet Mail Extensions) and secure Web connections using Secure Sockets Layer (SSL) or Transport Layer Security (TLS).

And, as an important element of electronic commerce, you can establish nonrepudiation by the use of digital signatures.
Windows 2000 features to help your organization implement a public key infrastructure include:

Certificates. A certificate is basically a digital statement issued by an authority that vouches for the identity of the certificate holder. A certificate binds a public key to the identity of the person, computer, or service who holds the corresponding private key. Certificates are used by a variety of public key security services and applications that provide authentication, data integrity and secure communications across networks such as the Internet. 

The standard certificate format used by Windows 2000 certificate-based processes is X.509v3. An X.509 certificate includes information about the person or entity to whom the certificate is issued, information about the certificate, plus optional information about the certification authority issuing the certificate. Subject information may include the entity's name, the public key, the public-key algorithm, and an optional unique subject ID. Standard extensions for version 3 certificates accommodate information related to key identifiers, key usage, certificate policy, alternate names and attributes, certification path constraints, and enhancements for certificate revocation including revocation reasons and CRL partitioning by CA renewal.

Users can manage certificates using the Certificates MMC console. For more information see Certificates overview

Certificate Services on Windows 2000 Server. Certificate Services is the component in Windows 2000 used to create and manage certification authorities (CAs). A CA is responsible for establishing and vouching for the identity of certificate holders. A CA also revokes certificates if they should no longer be considered valid and publishes certificate revocation lists (CRLs) to be used by certificate verifiers. The simplest PKI design has only one root CA. In practice, however, the majority of organizations deploying a PKI will use a number of CAs, organized into trusted groups known as certification hierarchies. 

A separate component of Certificate Services is the CA Web enrollment pages. These Web pages are installed by default when you set up a CA and allow certificate requesters the ability to submit certificate requests using a Web browser. Additionally, the CA Web pages can be installed on Windows 2000 servers that do not have a certification authority installed. In this case, the Web pages are used to direct certificate requests to a CA that, for whatever reason, you do not want requesters to directly access. If you choose to create custom Web pages for your organization to access a CA, the Web pages provided in Windows 2000 can be used as samples. Refer to the Microsoft Platform Software Development Kit for information about customizing Certificate Services and CA Web pages.

Users can manage Certificate Services using the Certification Authority MMC console. For more information see Certificate Services overview.

Smart Card Support. Windows 2000 supports logon via certificates on smart cards, as well as the use of smart cards to store certificates used for Web authentication, secure e-mail and other public key cryptography-related activities. For more information see Smart Cards.

Public Key Policies. You can use Group Policy in Windows 2000 to distribute certificates to computers automatically, establish certificate trusts lists and common trusted certification authorities, as well as managing recovery policies for EFS (Encrypting File System). For more information, see Public Key Policies overview
To get started with deploying a PKI using Windows 2000, see the Certificate Services Checklists
Understanding security
The Windows 2000 security framework is designed to fulfill the most stringent security requirements. However, software alone can quickly become ineffective without careful planning and assessment, effective security guidelines, and user education. 
The foundations of your security solution are built upon the following concepts:

Server roles 

Users, groups, and computers 

Authentication mechanisms 

Public key infrastructure 

Security policies 

User rights 

Access control 

Auditing security events 

Stored data security 

Network data security 

Security Configuration and Analysis 

Managing security templates 
Server roles
At any given time, a server in a domain functions as either a domain controller or a member server. Windows 2000 supports the capability to either demote a domain controller to a member server, or to promote a member server to a domain controller, to accommodate the changing needs of your organization. 
For more information on the security aspects of domain controllers and member servers, see the following: 

Domain controller 

Member server 

Changing server roles 
Domain controllers
Systems that function as servers within a domain can have one of two roles: domain controller or member server. 
A domain controller is a Windows 2000 server that is running Active Directory. On a domain controller, Active Directory stores all domainwide account and policy information, such as system and security policies, user authentication data, and directory search. Account information can pertain to user, service, and computer accounts. Due to Active Directory, domain controllers do not require the Security Account Manager (SAM). 
A single domain can contain one or more computers configured as domain controllers. For example, a small company using a single local area network may need only one or two domain controllers, while a large company with many network locations will need more domain controllers in each location to provide high availability and fault tolerance. 
Administrators can make updates to Active Directory on any Windows 2000 domain controller in the domain. For Windows NT 4.0 backup domain controllers, one of the Windows 2000 domain controllers acts as a primary domain controller to replicate a read-only copy of Active Directory to the Windows NT 4.0 computer. 
Because domain controllers store all user account information for a domain, each domain controller should reside in a physically secure environment. Also, only administrators should be allowed to log on interactively to the console of a domain controller.
For more information, see Domain controllers. 
For information on member servers, see Member servers. 
Member servers
Systems that function as servers within a domain can have one of two roles: domain controller or member server. 
A member server is a computer that is: 

Running Windows 2000 Server 

A member of a domain 

Not a domain controller 
Because it is not a domain controller, a member server does not perform user authentication and does not store security policy information. 
Member servers typically function as the following types of servers: 

File servers 

Application servers 

Database servers 

Web servers 

Certificate Services 

Firewalls 

Remote access servers 
These member server types have a common set of security-related features: 

Member servers adhere to policies that are defined for the domain and stored in Active Directory. 

Resources that are available on a member server are configured for access control. 

Member server users have user rights assigned to them. 

Member servers contain a local security account database, the Security Account Manager (SAM). 
For information on domain controllers, see Domain controllers. 
Changing server roles
A server within a domain can function in one of two roles--either as a domain controller or a member server.
As the needs of your computing environment change, you might want to change the role of a server. Using the Active Directory Installation wizard, you can promote a member server to a domain controller, or you can demote a domain controller to a member server. 
Users, Computers, and Groups
The users, computers, and groups defined within a domain are managed through Active Directory Users and Computers. From a security perspective, you can view or set the permissions for an Active Directory object, and the users or groups to which these permissions are granted. 
Through Active Directory Users and Computers, you can also view or set the auditing events for an object, and the owner of the object. 
For more information, see the following: 

Active Directory user and computer accounts 

Understanding groups 
Active Directory user and computer accounts
Active Directory user and computer accounts represent a physical entity such as a computer or person. User accounts and computer accounts (as well as groups) are called security principals. Security principals are directory objects that are automatically assigned security identifiers. Objects with security identifiers can log on to the network and access domain resources. A user or computer account is used to:

Authenticate the identity of the user or computer. 

Authorize or deny access to domain resources. 

Administer other security principals. 

Audit actions performed using the user or computer account. 
For example, the user and computer accounts that are members of the Enterprise Admins group are automatically granted permission to log on at all of the domain controllers in the forest.
User and computer accounts are added, disabled, reset, and deleted using Active Directory Users and Computers.
When a trust is established between a Windows 2000 domain in a particular forest and a Windows 2000 domain outside of that forest, security principals from the external domain can be granted access to resources in the forest. Active Directory creates a "foreign security principal" object to represent each security principal from the trusted external domain. These foreign security principals can become members of domain local groups, which can have members from domains outside of the forest. For more information about trusts, see Domain trusts.
Directory objects for foreign security principals are created by Active Directory and should not be manually modified. You can view foreign security principal objects from Active Directory Users and Computers by enabling Advanced Features. For information about enabling Advanced Features, see View advanced features.
When a trust is established between a Windows 2000 domain in a particular forest and a Windows 2000 domain outside of that forest, security principals from the external domain can be granted access to resources in the internal domain. Active Directory creates a "foreign security principal" object in the internal domain to represent each security principal from the trusted external domain. These foreign security principals can become members of domain local groups in the internal domain. (Domain local groups can have members from domains outside of the forest.) For more information about trusts, see Domain trusts.
Active Directory user accounts
An Active Directory user account enables a user to log on to computers and domains with an identity that can be authenticated and authorized for access to domain resources. Each user who logs on to the network should have his or her own unique user account and password. User accounts can also be used as service accounts for some applications.
Windows 2000 provides predefined user accounts that you can use to log on to a computer running Windows 2000. These predefined accounts are:

Administrator account 

Guest account 
Predefined accounts are default user accounts designed to let users log on to a local computer and access resources on the local computer. These are designed primarily for initial logon and configuration of a local computer. Each predefined account has a different combination of rights and permissions. The Administrator account has the most extensive rights and permissions while the Guest account has limited rights and permissions.
If predefined account rights and permissions are not modified or disabled by a network administrator, they could be used by any user or service to log on to a network using the Administrator or Guest identity. To obtain the security of user authentication and authorization, create an individual user account for each user who will participate on your network by using Active Directory Users and Computers. Each user account (including the Administrator and Guest account) can then be added to Window 2000 groups to control the rights and permissions assigned to the account. Using accounts and groups that are appropriate for your network ensures that users logging on to a network can be identified and can access only the permitted resources.
Active Directory user account options
Each Active Directory user account has a number of security related options that determine how someone logging on with that particular user account is authenticated on the network. Several of these options are specific to passwords:

User must change password at next logon 

User cannot change password 

Password never expires 

Store passwords using reversible encryption 
These options are self-explanatory except for Store passwords using reversible encryption. If you have users logging on to your Windows 2000 network from Apple computers, select this option for those user accounts.
Select the Account disabled option to prevent users from logging on with the selected account. Many administrators use disabled accounts as templates for common user accounts.
You can use the remaining options to configure security-specific information for Active Directory user accounts:

Smart card required for interactive logon 

Account is trusted for delegation 

Account is sensitive and cannot be delegated 

Use DES encryption types for this account 

Don't require Kerberos preauthentication 
Select the Smart card required for interactive logon option to securely store public and private keys, passwords, and other types of personal information for this user account. There must be a smart card reader attached to the user's computer, and they must have a personal identification number (PIN) to be able to log on to the network.
Select the Account is trusted for delegation option to give a user the ability to assign responsibility for management and administration of a portion of the domain namespace to another user, group, or organization.
Select the Account is sensitive and cannot be delegated option if this account cannot be assigned for delegation by another account.
Select the Don't require Kerberos preauthentication option if the account uses another implementation of the Kerberos protocol. Not all implementations or deployments of the Kerberos protocol use this feature. The Kerberos Key Distribution Center uses ticket-granting tickets for obtaining network authentication in a domain. The time at which the Key Distribution Center issues a ticket-granting ticket is important to the Kerberos protocol. Windows 2000 uses other mechanisms to synchronize time, so using the Kerberos preauthentication option works well.
Select the Use DES encryption types for this account option if you need the Data Encryption Standard (DES). DES supports multiple levels of encryption, including MPPE Standard (40-bit), MPPE Standard (56-bit), MPPE Strong (128-bit), IPSec DES (40-bit), IPSec 56-bit DES, and IPSec Triple DES (3DES). For more information on any of these encryption types, see Windows 2000 Help.
Computer accounts
Every computer running Windows 2000 or Windows NT that joins a domain has a computer account. Similar to user accounts, computer accounts provide a means for authenticating and auditing the computer's access to the network, and access to domain resources. Each computer connected to the network should have its own unique computer account. Computer accounts are also created using Active Directory Users and Computers.
Note   Computers running Windows 98 and Windows 95 do not have the advanced security features of those running Windows 2000 and Windows NT, and cannot be assigned computer accounts in Windows 2000 domains. However, you can log on to a network and use Windows 98 and Windows 95 computers in Active Directory domains. For more information, see Active Directory clients. 
Understanding Groups
This section covers: 

Group types 

Group scope 

Builtin and predefined groups 

Special identities 

Groups on Windows 2000 Professional and stand-alone servers 

Nesting groups 

Domain modes and groups 

How groups impact network performance 
Authentication mechanisms
To authenticate a user to access a network service, Windows 2000 uses one of several authentication methods. Active Directory can securely store multiple security credentials for any of these authentication methods.
For more information on these authentication methods, see the following: 

Introduction to authentication 

Kerberos V5 authentication 

Secure Sockets Layer/Transport Layer Security (SSL/TLS) authentication 

NTLM authentication 

Interoperability with RFC-1510 Kerberos implementations 
Introduction to authentication
A key feature of Windows 2000 authentication is its support of single sign-on. Single sign-on allows a user to log on to the domain once, using a single password, and authenticate to any computer in the domain.
Single sign-on provides two main security benefits:

For a user, the use of a single password or smart card reduces confusion and improves work efficiency. 

For administrators, the amount of administrative support required for domain users is reduced, because the administrator only needs to manage one account per user. 
Windows 2000 authentication, including single sign-on, is implemented as a two-part process: interactive logon and network authentication. Successful user authentication depends on both of these processes. 
Interactive logon
Interactive logon confirms the user's identification to either a domain account or a local computer. This process is different, depending on the type of user account: 

With a domain account, a user logs on to the network with a password or smart card, using single sign-on credentials stored in Active Directory. By logging in with a domain account, an authorized user can access resources in the domain and any trusting domains. If a password is used to log on to a domain account, Windows 2000 uses Kerberos V5 for authentication. If a smart card is used instead, Windows 2000 uses Kerberos V5 authentication with certificates. 

With a local computer account, a user logs on to a local computer, using credentials stored in Security Account Manager (SAM), which is the local security account database. Any workstation or member server can store local user accounts, but those accounts can only be used for access to that local computer. 
Network authentication
Network authentication confirms the user's identification to any network service that the user is attempting to access. To provide this type of authentication, the Windows 2000 security system supports many different authentication mechanisms, including Kerberos V5, Secure Socket Layer/Transport Layer Security (SSL/TLS), and, for compatibility with Windows NT 4.0, NTLM. 
Users using a domain account do not see network authentication . Users using a local computer account, must provide credentials (such as a user name and password) every time they access a network resource. By using the domain account, the user has credentials that can be used for single sign-on. 
Kerberos V5 authentication
Kerberos V5 is the primary security protocol for authentication within a domain. The Kerberos V5 protocol verifies both the identity of the user and network services. This dual verification is known as mutual authentication.
How Kerberos V5 works
The Kerberos V5 authentication mechanism issues tickets for accessing network services. These tickets contain encrypted data, including an encrypted password, that confirms the user's identity to the requested service. Except for entering a password or smart card credentials, the entire authentication process is invisible to the user.
An important service within Kerberos V5 is the Key Distribution Center (KDC). The KDC runs on each domain controller as part of Active Directory, which stores all client passwords and other account information.
The Kerberos V5 authentication process works as follows: 
 1.
The user on a client system, using a password or a smart card, authenticates to the KDC. 
 2.
The KDC issues a special ticket-granting ticket to the client. The client system uses this TGT to access the ticket-granting service (TGS), which is part of the Kerberos V5 authentication mechanism on the domain controller. 
 3.
The TGS then issues a service ticket to the client. 
 4.
The client presents this service ticket to the requested network service. The service ticket proves both the user's identity to the service and the service's identity to the user. 
For more information on how Kerberos V5 provides authentication, see the Windows 2000 Resource Kit.
Kerberos V5 and domain controllers
The Kerberos V5 services are installed on each domain controller, and a Kerberos client is installed on each Windows 2000 workstation and server. 
Every domain controller acts as a KDC. A Windows 2000 system uses a Domain Name Service (DNS) lookup to locate the nearest available domain controller. That domain controller then functions as the preferred KDC for that user during the user's logon session. If the preferred KDC becomes unavailable, the Windows 2000 system locates an alternate KDC to provide authentication.
Delegation of authentication
Delegation of authentication is a privilege that an administrator can grant to a user or computer account. By default, only domain administrators are assigned this privilege. This privilege must be assigned selectively, to services that can be trusted.
In an N-tier application, the user authenticates to a middle-tier service. The middle-tier service authenticates to a back-end data server on behalf of the user.
Delegation depends on the middle-tier service being trusted for delegation. Trusted for delegation means that that service can impersonate a user to use other network services.
Kerberos V5 interoperability
Windows 2000 supports two types of Kerberos V5 interoperability:

A trust relationship can be established between a domain and an MIT-based Kerberos realm. This means that a client in a Kerberos realm can authenticate to an Active Directory domain to access network resources in that domain. 

Within a domain, UNIX clients and servers can have Active Directory accounts, and therefore obtain authentication from a domain controller. 

For more information on interoperability between the MIT-based versions of the Kerberos protocol and the Windows 2000 implementation of the Kerberos protocol, see the Windows 2000 Resource Kit.
Note   The Group Policy editor user interface, which you use to modify the Kerberos policy for individual user and group accounts, refers to the TGT as a user ticket. 
Secure Socket Layer/Transport Layer Security (SSL/TLS) authentication
For conceptual information about certificates and Secure Socket Layer connections and authentication, see About Certificates in the IIS 5.0 Documentation. (http://localhost/iishelp/iis/htm/core/iiabcsc.htm) 
For instructions on how to map certificates to user accounts in InterInternetent Information Services (IIS), see Mapping Client Certificates to User Accounts in the IIS 5.0 Documentation. (http://localhost/iishelp/iis/htm/core/iimapsc.htm) 
Note   You need to have IIS installed to have access to the documentation. 
NTLM authentication
In Windows 2000, NTLM is used as the authentication protocol for transactions between two computers in a domain, where one or both computers is running Windows NT 4.0 or earlier.
Windows 2000 is installed in a mixed-mode network configuration by default. A mixed-mode network configuration uses any combination of Windows NT 4.0 and Windows 2000. If you do not have a mixed-mode network, you can disable NTLM authentication by switching to native mode at a domain controller.
As examples, the following configurations would use NTLM as the authentication mechanism: 

A Windows 2000 Professional client authenticating to a Windows NT 4.0 domain controller. 

A Windows NT 4.0 Workstation client authenticating to a Windows 2000 domain controller. 

A Windows NT 4.0 Workstation client authenticating to a Windows NT 4.0 domain controller. 

Users in a Windows NT 4.0 domain authenticating to a Windows 2000 domain. 
In addition, NTLM is the authentication protocol for computers that are not participating in a domain, such as stand-alone servers and workgroups.
For more information about NTLM authentication, see the Windows 2000 Server Resource Kit documentation
Interoperability with RFC-1510 Kerberos implementations
Kerberos V5 is designed for interoperability with other security services that are based on the RFC-1510 Kerberos reference implementation.
Kerberos V5 interoperates with other RFC-1510 implementations of the Kerberos protocol in the following ways: 

A Windows 2000 domain controller can provide authentication for client systems running implementations of RFC-1510 Kerberos, including clients running an operating system other than Windows 2000. 

Windows 2000 Professional systems can authenticate to an RFC-1510 Kerberos server within a realm, with single sign-on to both the server and a local Windows 2000 Professional account. 

Client applications for Win32 and operating systems other than Windows 2000 that are based on the General Security Service Application Program Interface (GSS API) can obtain session tickets for services within a Windows 2000 domain. 
For more information on enabling these interoperability features, see the Windows 2000 Server Resource Kit. 
Public Key Infrastructure
For conceptual topics related to public key infrastructure components in Windows 2000, see:

Smart cards overview 

Certificates overview 

Certificate Services overview 

Public Key Policies overview 
Overview of smart cards
Smart cards are a tamper-resistant and portable way to provide security solutions for tasks such as client authentication, logging on to a Windows 2000 domain, code signing and securing e-mail.
Support for cryptographic smart cards is a key feature of the public key infrastructure (PKI) that Microsoft has integrated into Windows 2000. 
Smart cards provide: 

Tamper-resistant storage for protecting private keys and other forms of personal information. 

Isolation of security-critical computations involving authentication, digital signatures, and key exchange from other parts of the organization that do not have a "need to know". 

Portability of credentials and other private information between computers at work, home, or on the road. 
For more conceptual information, see Understanding smart cards and Using smart cards. 
For smart card administrative and user procedures see How To. 
For the smart deployment checklist see Checklist: Deploying smart cards for logging on to Windows 
Certificates overview
Certificates
A public key certificate, usually just referred to as a certificate, is a digitally signed statement that binds the value of a public key to the identity of the person, device, or service that holds the corresponding private key. For references to extensive information about public key cryptography, see Resources: Public key infrastructure.
Certificates can be issued for a variety of functions such as Web user authentication, Web server authentication, secure e-mail (S/MIME), IP Security, Transaction Layer Security (TLS), and code signing. If the Windows 2000 enterprise certification authority is used in an organization, certificates can be used to log on to Windows 2000 domains. Certificates are also issued from one certification authority to another in order to establish a certification hierarchy.
The entity being issued the certificate is referred to as the subject of the certificate. The issuer and signer of the certificate is known as a certification authority. Most certificates in use today are based on the X.509 standard, and this is the fundamental technology used in the Windows 2000 public key infrastructure (PKI). 
Typically, certificates contain the following information:

Subject public key value 

Subject identifier information (such as the name and e-mail address) 

Validity period (the length of time that the certificate is considered valid) 

Issuer identifier information 

The digital signature of the issuer, which attests to the validity of the binding between the subject public key and the subject identifier information. 
A certificate is valid only for the period of time specified within it; every certificate contains Valid From and Valid To dates, which are the boundaries of the validity period. Once a certificate's validity period has passed, a new certificate must be requested by the subject of the now-expired certificate. 
In instances where it becomes necessary to undo the binding asserted in a certificate, a certificate can be revoked by the issuer. Each issuer maintains a certificate revocation list that can be used by programs when checking the validity of any given certificate. 
One of the main benefits of certificates is that hosts no longer have to maintain a set of passwords for individual subjects who need to be authenticated as a prerequisite to access. Instead, the host merely establishes trust in a certificate issuer. 
When a host, such as a secure Web server, designates an issuer as a trusted root authority, the host implicitly trusts the policies that the issuer has used to establish the bindings of certificates it issues. In effect, the host trusts that the issuer has verified the identity of the certificate subject. A host designates an issuer as a trusted root authority by placing the issuer's self-signed certificate containing the issuer's public key into the trusted root certification authority certificate store of the host computer. Intermediate or subordinate certification authorities are trusted only if they have a valid certification path from a trusted root certification authority.
For more information about certificates, see Understanding certificates.
The Certificates snap-in
You can use the Certificates snap-in to manage certificates for users, computers, or services. 
Users and administrators can use the Certificates snap-in to request new certificates from Windows 2000 enterprise certification authorities. In addition, users can find, view, import, and export certificates from within certificate stores. However, in most cases, users do not have to personally manage their certificates and their certificate stores. That can be accomplished by administrators, by policy settings, and through programs that use certificates.
Administrators are the primary users of the Certificates snap-in, and as such they are able to perform a wide variety of certificate management tasks in their personal certificate store as well as the certificate stores for any computer or service that they have the right to administer.
Certificates and certification authorities
When a certificate is presented to an entity as a means of identifying the certificate holder (the subject of the certificate), it is useful only if the entity being presented the certificate trusts the issuer, which is often referred to as the certification authority. 
When you trust a certification authority, that means you have confidence that the certification authority has the proper policies in place when evaluating certificate requests and will deny certificates to any entity that does not meet those policies. In addition, you trust that the certification authority will revoke certificates that should no longer be considered valid by publishing an up-to-date certificate revocation list. Certificate revocation lists are considered valid until they expire. So even if the CA publishes a new certificate revocation list with newly revoked certificates listed, all clients that have an old certificate revocation list will not look for, nor retrieve the new one until the old one expires or is deleted. Clients can use the CA Web pages to manually retrieve the most current certificate revocation list if necessary. 
For Windows 2000 users, computers, and services, trust in a certification authority is established when you have a copy of the root certificate in the trusted root certification authorities store, as well as having a valid certification path, meaning that none of the certificates in the certification path has been revoked or has had its validity period expire. The certification path includes every certificate issued to each CA in the certification hierarchy from a subordinate CA to the root CA. For example, for a root CA, the certification path is one certificate, its own self-signed certificate. For a subordinate CA, just below the root CA in the hierarchy, it's certification path is 2 certificates, its own certificate and the root CA certificate. 
If your organization is using Active Directory, then trust in your organization's certification authorities will typically be established automatically, based on decisions and settings made by the system administrator.
A related concept with which you should be familiar is certificate store inheritence. If you place a root CA certificate into the computer's trusted root certification authorities store or enterprise trust store, then any user of the computer will see that certificate in their own user trusted root certification authorities store or enterprise trust store even though the root certificate is actually in the computer's store. Essentially, users will trust any CA that their computer trusts. Certificate store inheritance does not work the other way around: certificates in the user's trusted root certification authorities store and enterprise trust store are not inherited by the computer.
If your organization is using the version of Certificate Services in Windows 2000 Server to run its certification authority, then the certification authority is one of two types: enterprise or stand-alone. The differences between the two standard types of Windows 2000 certification authorities for certificate users and requesters are summarized below. 
Enterprise certification authority
An enterprise certification authority depends upon Active Directory being present. 
You can use the Certificate Request wizard (which is started from within the Certificates snap-in), as well as certification authority Web pages, to request certificates from an enterprise certification authority.
An enterprise certification authority offers different types of certificates to a requester based on the certificates it is configured to issue as well as the security permissions of the requester. An enterprise certification authority uses information available in Active Directory to help verify the requester's identity. An enterprise certification authority publishes its certificate revocation list to Active Directory as well as to a shared directory. 
Stand-alone certification authority
A stand-alone certification authority is less automated for a user than an enterprise certification authority because it does not depend on the use of Active Directory.
By default, users can request certificates from a stand-alone certification authority only by using Web pages.
Stand-alone certification authorities that do not use Active Directory will generally have to request that the certificate requester provide more complete identifying information. A stand-alone certification authority makes its certificate revocation list available from a shared folder, or from Active Directory if it is available.
Notes

For more information about the Certificate Services policy and exit modules, which determine whether a Windows 2000 certification authority is enterprise or stand-alone, see Policy and exit modules. 

It is possible to customize a Windows 2000 certification authority with a policy module that is different from the one shipped with Windows 2000. In that case, the certification authority is technically neither a stand-alone nor an enterprise certification authority, but may have qualities of one or the other. For further information about customized Windows 2000 certification authorities in your organization, contact the system administrator of the certification authority. 
See also: 

Certification authorities 

Certificate Services overview 

Requesting certificates 

Using Windows 2000 Certificate Services Web pages 

Certificate stores 

Resources: Public key infrastructure 
Generating encryption keys and certificate requests
When you generate a request for a new certificate, the information in that request is first passed from the requesting program to the Microsoft Cryptographic Application Program Interface, also known as CryptoAPI . CryptoAPI will pass the proper data to a program known as acryptographic service provider (CSP) installed on your computer or on a device accessible to your computer. If the CSP is software-based, it will generate a public key and a private key, often referred to as a key pair, on your computer. If the CSP is hardware-based, such as a smart card CSP, it will instruct a piece of hardware to generate the key pair.
After the keys are generated, a software CSP encrypts and then secures the private key in the registry on the computer. A smart card CSP stores the private key on a smart card and the smart card controls access to the key. The public key is sent to thecertification authority (CA) , along with the certificate requester information. Once the CA verifies the certificate request according to its policies, it will use its own private key to create a digital signature in the certificate and then issue it to the requester. The certificate requester will then be presented with the certificate from the CA and the option to install it in the appropriate certificate store on the computer or hardware device. 
For more information about keys and certificates, see Resources: Public key infrastructure.
See also:
Requesting certificates
Certificate stores
Windows 2000 stores a certificate locally on the computer or device that requested it or, in the case of a user, on the computer or device that the user used to request it. The storage location is called the certificate store. A certificate store will often have numerous certificates, possibly issued from a number of a different certification authorities. 
Using the Certificates snap-in, you can display the certificate store for a user, a computer, or a service according to the purpose for which the certificates were issued or by using their logical storage categories. When you display certificates according to their storage categories, you can also choose to display the physical stores, showing the certificate storage hierarchy. (This is recommended for advanced users only.) 
If you have the user rights to do so, you can import or export certificates from any of the folders in the certificate store. Additionally, if the private key associated with a certificate is marked as available for export, you can export both into a PKCS #12 file. 
Windows can also publish certificates to Active Directory. Publishing a certificate in Active Directory enables all users or computers with adequate permissions to retrieve the certificate as needed. 
Certificates can be displayed by purpose or by logical stores, as shown in the following table. Displaying certificates by logical stores is the Certificates default. (Note that the list of certificate purpose stores does not include all the possible purpose stores.)
Display by
Folder name
Contents
Logical Store
Personal
Certificates associated with private keys to which you have access.

Trusted Root Certification Authorities
Implicitly trusted certification authorities.

Enterprise Trust
A container for certificate trust lists. A certificate trust list provides a mechanism for trusting self-signed root certificates from other organizations and limiting the purposes for which these certificates are trusted.

Intermediate Certification Authorities
Certificates issued to other people and other certification authorities.

Active Directory User Object
Certificates associated with your user object and published in Active Directory.

REQUEST
Pending or rejected certificate requests.
Purpose 
Server Authentication
Certificates that server programs use to authenticate themselves to clients.

Client Authentication
Certificates that client programs use to authenticate themselves to servers.

Code Signing
Certificates associated with key pairs used to sign active content.

Secure Email
Certificates associated with key pairs used to sign e-mail messages.

Encrypting File System
Certificates associated with key pairs that encrypt and decrypt the symmetric key used for encrypting and decrypting data by the encrypting file system.

File Recovery
Certificates associated with key pairs that encrypt and decrypt the symmetric key used for recovering encrypted data by the encrypting file system.
See also: 

Generating encryption keys and certificate requests 

Importing and exporting certificates 

To display certificate stores in Purpose mode 

To display certificate stores in Logical Store mode 

To display archived certificates 

To display certificate stores storage structure 
Security with certificates
Certificates are useful for a variety of security services. Certificates can be used for:

Authentication. Verifying the identity of someone or something. 

Privacy. Ensuring that information is available only to the intended audience. 

Encryption. Disguising information so that unauthorized readers are unable to decipher it. 

Digital signatures. Providing nonrepudiation and message integrity. 
Authentication
Authentication is crucial to secure communication. Users must be able to prove their identity to those with whom they communicate and must be able to verify the identity of others. Authentication of identity on a network is complex because the communicating parties do not physically meet as they communicate. This can allow an unethical person to intercept messages or to impersonate another person or entity.
The digital certificate is a common credential that provides a means to verify identity. Certificates use cryptographic techniques to address the problem of the lack of physical contact between those communicating. Using these techniques limits the possibility of an unethical person intercepting, altering, or counterfeiting messages. These cryptographic techniques make certificates difficult to modify. Thus, it is difficult for an entity to impersonate someone else. 
The data in a certificate includes the public cryptographic key from the certificate subject's public and private key pair. A message signed with its sender's private key can be verified by the message's recipient as authentic by using the sender's public key. This key can be found on a copy of the sender's certificate. Verifying a signature with a public key from a certificate proves that the signature was produced using the certificate subject's private key. If the sender has been vigilant and has kept the private key secret, the receiver can be confident in the identity of the message sender. 
A few of the ways certificates are used to provide authentication are:

Authentication of a user to a secure Web site via the Transport Layer Security (TLS) or the Secure Sockets Layer (SSL) Protocol. 

Authentication of a server to a user via TLS. 

Logging on to a Windows 2000 domain. 
For more information about authentication and certificates, see Resources: Public key infrastructure.
Privacy
Communications on a network, such as the Internet, are subject to possible monitoring by unknown and, perhaps, malicious users. Public networks are treacherous for unencrypted sensitive information because anyone can access the network and analyze the data being transmitted between two points. Even private local area networks (LANs) are vulnerable to determined efforts by intruders to acquire physical access to the network. Consequently, if sensitive information is transmitted between computing devices on any type of network, users will almost certainly want to use some sort of encryption to keep their data private.
Public key encryption is not used to encrypt large amounts of data. Instead, data is typically protected with secret key encryption and, in turn, that secret key is encrypted with the public key of the recipient of the data. The encrypted secret key will then be transmitted to the recipient along with encrypted data itself. The recipient will use the private key to decrypt the secret key. The secret key will then be used to decrypt the message itself. 
Certificates enable privacy of transmitted data using a number of different methods. Some of the commonly used privacy-enabling protocols that use certificates are:

Secure Multipurpose Internet Mail Extensions (S/MIME) 

Transport Layer Security (TLS) 

IP Security (IPSec). See IP Security: What it is 
For more information about privacy and certificates, see Resources: Public key infrastructure.
Encryption
Encryption can be thought of as locking something valuable into a strong box with a key. Conversely, decryption can be compared to opening the box and retrieving the valuable item. On computers, sensitive data in the form of e-mail messages, files on a disk, and files being transmitted across the network can be encrypted using a key. Encrypted data and the key used to encrypt data are both unintelligible.
Typically, public key encryption is not used to encrypt large amounts of data. However, public key cryptography does offer an efficient method to send someone the secret key that was used when a symmetric encryption operation was performed on a large amount of data.
As an example, suppose Bob wants to send Alice a large number of encrypted files. For performance reasons, he will use a symmetric encryption key algorithm, such as Data Encryption Standard (DES), to encrypt the data. To send the encrypted data and the DES secret key needed to decrypt the data securely, Bob will encrypt the secret key with Alice's public key obtained from her certificate. Because her public key was used to encrypt the secret key, Alice, using her private key, will be the only one able to decrypt the DES secret key and thus decrypt the DES-encrypted data.
See also:
File encryption overview 
For more information about encryption and certificates, see Resources: Public key infrastructure.
Digital signatures
A digital signature is a way to ensure the integrity and origin of data. A digital signature provides strong evidence that the data has not been altered since it was signed and it confirms the identity of the person or entity who signed the data. This enables the important security features of integrity and nonrepudiation, which are essential for secure electronic commerce transactions. 
Digital signatures are typically used when data is distributed in clear text, or unencrypted form. In these cases, while the sensitivity of the message itself may not warrant encryption, there could be a compelling reason to ensure that the data is in its original form and has not been sent by an impostor because, in a distributed computing environment, clear text can conceivably be read or altered by anyone on the network with the proper access, whether authorized or not.
For more information about digital signatures and certificates, see Resources: Public key infrastructure.
Certificate Services overview
Certificate Services provides customizable services for issuing and managing certificates used in software security systems employing public key technologies. For background information about public key cryptography and the benefits of having a public key infrastructure (PKI), see Public key infrastructure.
You can use Certificate Services in Windows 2000 to create a certification authority (CA) which will receive certificate requests, verify the information in the request and the identity of the requester, issue certificates, revoke certificates, and publish a certificate revocation list (CRL). 
For more information about CAs, see Certification authorities
Certificate Services can also be used to:

Enroll users for certificates from the CA using the Web or the Certificates snap-in, depending upon the policy used by the CA. 

Use certificate templates to help simplify the choices a certificate requester has to make when requesting a certificate, depending upon the policy used by the CA. 

Take advantage of Active Directory for publishing trusted root certificates, publishing issued certificates, and publishing CRLs. 

Implement the ability to log on to a Windows domain using a smart card. 
Policy modules
A policy module in Certificate Services is like a set of instructions or rules that a CA uses when processing certificate requests, issuing certificates, revoking certificates, and publishing CRLs.
When you install Certificate Services, you have the choice of using one of two different CA policies, each of which causes the CA to have different characteristics and behavior. You choose the policy you want to use, based on how you need the CA to behave, given its role in your public key infrastructure. (Note that these policies have nothing to do with Windows 2000 Group Policy.) The two Certificate Services policies included with Windows 2000 are referred to as enterprise policy and stand-alone policy.
In this documentation, a CA using the enterprise policy will be referred to as an enterprise CA. A CA using the stand-alone policy will be referred to as a stand-alone CA. You select the policy a CA will use when you install Certificate Services.
Additionally, you can set up up a stand-alone CA and then replace the stand-alone policy with your own custom policy module. For more information about policy modules see Policy and exit modules. For information about creating custom policy modules for Certificate Services, see the Microsoft Platform Software Development Kit.
Processing certificate requests
A user can request certificates from an enterprise or stand-alone CA using Internet Explorer 3.0 or later or a browser such as Netscape Navigator 3.0 or later. In addition, a user can use the Certificates snap-in to request a certificate from an enterprise CA. (At a base program level, all requests for certificates are submitted to a CA via a remote procedure call (RPC) or through DCOM.)
Typically, when a user initiates a certificate request, a cryptographic service provider (CSP) on their computer generates a public key and private key pair for the user. The user's public key is sent with their necessary identifying information to the CA. If the user's identifying information meets the CA criteria for granting a request, the CA generates the certificate, which is retrieved by the client application and stored locally. For more information about certificates, see Understanding Certificates.
Security considerations for CAs
CAs are valuable resources, and you should provide them with a high degree of protection. Specific actions that should be considered include:

Physical protection. Since CAs represent highly-trusted entities within an enterprise, you should protect them from tampering, depending on the inherent value of the certification made by the CA. Physical isolation of the CA server, in a facility accessible only to security administrators, can dramatically reduce the possibility of such attacks. 

Restoration. A CA might be lost if there is a hardware failure. This can create a number of administrative and operational problems, and can prevent revocation of existing certificates. Certificate Services supports the backup of a CA so that it can be restored at a later time. This is an important part of the overall CA management process. 

Key management. The CA's keys are its most valuable asset, because the private key provides the basis for trust in the certification process. Other cryptographic hardware modules can provide tamper-resistant key storage and isolate the cryptographic operations from other software running on the server. This reduces the likelihood of a CA key being compromised. Certificate Services supports cryptographic service providers (CSPs) from other sources, but the documentation included with Windows 2000 is specific to the software CSPs that are included with Windows 2000. If you use a CSP from another source, you should confirm with the vendor that the CSP can work with Certificate Services. You will also need supplementary documentation from the vendor to explain how to operate Certificate Services with their CSP. 
Customizing Certificate Services
Certificate Services includes programmable interfaces so that developers can create support for additional transports, policies, and certificate properties and formats. Refer to the Microsoft Platform Software Development Kit for information about customizing Certificate Services.
For more information about Certificate Services, see Understanding Certificate Services 
Processing certificate requests
A Windows 2000 certification authority (CA) performs the following operations when processing a certificate request:
 1.
Request reception. The certificate request is sent by the client application (such as the Certificate Request wizard in the Certificates snap-in), which formats it into a PKCS #10 format request and submits it to the CA. 
 2.
Request approval. The CA server engine calls the CA policy module, which queries the request properties, decides whether the request is authorized or not, and sets optional certificate properties. 
 3.
Certificate formation. If the request is approved, the CA server engine takes the request, and any properties requested by the policy module, and builds a complete certificate. 
 4.
Certificate publication. The CA server engine stores the completed certificate in its certificate database and notifies the intermediary application of the request status. If the exit module has requested it, the server engine notifies it of a certificate issuance event. This allows the exit module to perform further operations, such as publishing the certificate to Active Directory. Meanwhile, the client application gets the published certificate from the certificate database and saves it in its own local certificate store. 
Certificate revocation
Revocation of a certificate invalidates a certificate as a trusted security credential prior to the natural expiration of its validity period. There are a number of reasons why a certificate, as a security credential, could become untrustworthy prior to its expiration. Examples include:

Compromise, or suspected compromise, of the certificate subject's private key. 

Discovery that a certificate was obtained fraudulently. 

Change in the status of the certificate subject as a trusted entity. 
A public key infrastructure (PKI) depends on distributed verification of credentials in which there is no need for direct communication with the central trusted entity that vouches for the credentials. This creates a need to distribute certificate revocation information to individuals, computers, and applications attempting to verify the validity of certificates. The need for revocation information and its timeliness will vary, according to the application and its implementation of certificate revocation checking.
To support a variety of operational scenarios, Certificate Services incorporates support of industry-standard certificate revocation lists (CRLs) to distribute information about revoked certificates. Windows 2000 certification authorities (CAs) support certificate revocation and publication of the CRL to Active Directory. Clients can fetch the CRL from a CA and then keep it in a local cache to use when verifying certificates issued by that CA. This same mechanism supports CRLs published by commercial CAs, or other certificate services products, provided the published CRLs are accessible to clients via the network. 
For conceptual information about using certificate revocation in Certificate Services, see Revoking certificates and publishing CRLs. For procedures to manage certificate revocation, see Manage Certificate Revocation.
Certificate templates
A certificate template profiles certificates based on their intended use. When requesting a certificate from a Windows 2000 enterprise certification authority (CA), the certificate requester will, depending on their access rights, be able to select from a variety of certificate types that are based on certificate templates, such as User and Code Signing. The certificate template saves users from low-level, technical decisions about the type of certificate that they need. Instead, they can rely on the judgement of their administrators and use the template name that indicates the purpose of the certificate.
The following certificate templates are included with Windows 2000 Certificate Services. 
Certificate Template Name
Certificate Purposes
Issued To People or Computers
Administrator
Code signing, certificate trust list (CTL) signing, encrypting file system (EFS), Secure E-mail, Client Authentication
People
Authenticated session
Client authentication
People
Basic EFS
Encrypting File System
People
Computer
Client authentication, server authentication
Computers
Code Signing
Code signing
People
Domain Controller
Client authentication, server authentication
Computers
EFS Recovery Agent
File recovery
People
Enrollment Agent
Certificate request agent
People
Enrollment Agent (Offline request)
Certificate request agent
People
IPSec (Offline request)
Internet Protocol security
Computers
IPSec
Internet Protocol security
Computers
Router (Offline request)
Client authentication
Computers/routers
Smart Card Logon
Client authentication
People
Smart Card User
Client authentication, secure e-mail
People
Subordinate certification authority
All
Computers
Trust List Signing
Certificate trust list signing
People
User
Encrypting File System, secure e-mail, client authentication
People
User Signature Only
Secure e-mail, client authentication
People
Web Server
Server authentication
Computers
Every enterprise CA, as part of its policy settings, can issue specific certificate types based on certificate templates selected by the CA administrator. When you install a new enterprise CA, by default, only the following certificate templates can be issued: Administrator, Domain Controller, Computer, Basic EFS, EFS Recovery Agent, User, Web Server. For the procedure to add or remove certificate templates that a CA can issue, see Establish the certificate types that an enterprise certification authority can issue 
Certificate templates have the following features:

Security permission set

Indicates who is allowed to receive a certificate of this type. This decision is enforced by the CA, and requires that the certificate requester securely authenticate itself to the CA. See Set security permissions and delegate control of certificate templates for procedures to set security permissions on certificate templates.

Display Name

The name that is displayed in the user interface when the client or administrator selects a certificate template.

Extended Key Usages

Identifies the purpose of the certificate, such as e-mail protection, CTL signing, and so on. It is represented by Object Identifiers (OIDS).

Key Usages

Identifies the use of the public key in a certificate at a basic cryptographic level. Typically, it indicates whether the key may be used for a signature, key exchange, encryption, or other uses. Key Usages is stored as a bit field.

Basic Constraints

Indicates whether the resulting certificate may be used by a CA to sign lower-level certificates, which allows the construction of CA hierarchies. This value also specifies the maximum depth of the hierarchy beneath the certificate.

Default CSP List

Contains the names of the cryptographic service providers (CSPs) that may be used if the enrollment takes place outside of the normal Windows user interface. There are specific constraints on the CSPs used for certain types of certificates, and this list verifies that certificates enrolled by the system will meet those constraints. For example, EFS requires the Microsoft RSA CSP.

Include E-Mail Name

Indicates that the e-mail name of the principal should be included in the certificate, if there is one. 

Machine Certificate Template

Indicates whether the certificate template is appropriate for a computer or a user.
For procedures to manage certificate templates, see Manage Certificate Templates for an Enterprise CA
Policy and exit modules
One powerful administrative feature of Certificate Services is the ability to control and customize the behavior of the certification authority (CA) through the use of policy and exit modules.
Policy modules can determine whether a certificate request should be automatically approved, denied, or marked as pending. Exit modules provide an opportunity to perform post-processing after a certificate is issued, such as the publication of an issued certificate to Active Directory.
Certificate Services comes with one exit module (Certxds.dll) and one policy module (Certpdef.dll). The policy module includes two separate policies: enterprise and stand-alone. For information about the operational characteristics of a CA using enterprise policy versus a CA using stand-alone policy, see Enterprise certification authorities and Stand-alone certification authorities.
As a CA administrator, you can replace these default modules with your own custom policy and exit modules or third-party policy and exit modules. In addition, if you have upgraded to Windows 2000 Certificate Services from Certificate Server 1.0, you will have the option of using the policy module you have been using with Certificate Server 1.0. It will be listed as a legacy policy module when you look at the properties of the CA.
The policy module provided with Windows 2000 performs the following functions:

Adds certificate revocation list distribution points (CDP) to a certificate being issued. The certificate revocation list (CRL) distribution point is an optional extension in an X.509v3 certificate that is a directory entry or other distribution source for certificate revocation lists. A verifier of a certificate, such as a secure Web site, can use the CRL distribution point address, contained in a certificate, to retrieve a current copy of the issuing CA's CRL in order to insure that the certificate being presented has not been revoked by the CA. 

Adds authority information access points to a certificate being issued. The authority information access point is an optional extension in an X.509v3 certificate. It serves as a directory entry or other distribution source for the certificate of the certification authority. 

Determines the default action of a certification authority upon receiving a certificate request. Upon receiving a certificate request, a certification authority can either automatically issue a certificate or hold it as pending until an administrator reviews the request. 

In Windows 2000, an enterprise CA will always immediately either issue a certificate or deny a request. This policy setting cannot be changed for enterprise CAs. Because enterprise certification authorities use Active Directory to determine the identity of the requester and to determine whether the requester has the security permissions to request a certificate of the type that they specify, the CA automatically determines whether a requester is authorized to receive the certificate requested.

In Windows 2000, a stand-alone certification authority can either issue a certificate automatically upon receiving a request or hold the request as pending. In the majority of instances, the administrator of a stand-alone CA will want to have all incoming certificate requests set to pending. Otherwise, because the stand-alone CA does not verify the identity of requesters via Active Directory, there is no way to verify the identity and validity of the certificate requester.
Please note that this is not an exhaustive list of the functions of the policy module.
The exit module provided with Windows 2000 performs the following functions:

Allows certificate publication to Active Directory. If the certificate request specifies a location to publish the certificate in Active Directory, the exit module will do so. 

Allows certificate publication to the file system. If the certificate request specifies a location to publish the certificate in the file system, the exit module will do so. 

Publishes certificate revocation lists to specified URLs. The exit module determines where the CA publishes the certificate revocation list . 
Please note that this is not an exhaustive list of the functions of the exit module.
To configure the settings of the default policy and exit modules see Configuring the policy and exit modules 
Customizing Certificate Services policy and exit modules
Programmable interfaces are included in Certificate Services for developers to create customized policy modules. For more information, refer to the Microsoft Platform Software Development Kit.
If you have created a customized policy module using the guidelines in the Microsoft Platform Software Development Kit, see Select a different policy module to change the policy module.
If you have created a customized exit module using the guidelines in the Microsoft Platform Software Development Kit, see Select a different exit module to change the exit module
Certification authority hierarchies
The Windows 2000 public key infrastructure (PKI) assumes a hierarchical certification authority (CA) model. A certification hierarchy provides scalability, ease of administration, and consistency with a growing number of commercial and other CA products.
In its simplest form, a certification hierarchy consists of a single CA. However, in general, a hierarchy will contain multiple CAs with clearly defined parent-child relationships. In this model, the child subordinate certification authorities are certified by their parent CA-issued certificates, which bind a certification authority's public key to its identity. The CA at the top of a hierarchy is referred to as the root authority or root CA. The child CAs of the root CAs are called subordinate certification authorities (CAs).
In Windows 2000, if you trust a root CA (by having its certificate in your Trusted Root Certification Authorities certificate store), you trust every subordinate CA in the hierarchy, unless a subordinate CA has had its certificate revoked by the issuing CA or has an expired certificate. Thus, any root CA is a very important point of trust in an organization and should be secured and maintained accordingly.
Verification of certificates thus requires trust in only a small number of root CAs. At the same time, it provides flexibility in the number of certificate-issuing subordinate CAs. There are several practical reasons for supporting multiple subordinate CAs, including:

Usage. Certificates may be issued for a number of purposes, such as secure e-mail and network authentication. The issuing policy for these uses may be distinct, and separation provides a basis for administering these polices. 

Organizational divisions. There may be different policies for issuing certificates, depending upon an entity's role in the organization. Again, you can create subordinate CAs to separate and administer these policies. 

Geographic divisions. Organizations may have entities at multiple physical sites. Network connectivity between these sites may dictate a requirement for multiple subordinate CAs to meet usability requirements. 
Such a certification authority hierarchy also provides administrative benefits, including:

Flexible configuration of the CA security environment to tailor the balance between security and usability, such as key strength, physical protection, and protection against network attacks. For example, you may choose to employ special-purpose cryptographic hardware on a root CA, operate it in a physically secure area, or operate it offline. These may be unacceptable for subordinate CAs, due to cost or usability considerations. 

Use of frequent updates for issuing CA keys and certificates, which are most often exposed to compromise, without requiring a change to established trust relationships. 

The ability to "turn off" a specific portion of the CA hierarchy without affecting the established trust relationships. For example, you can easily shut down and revoke an issuing CA certificate that is associated with a specific geographic site without affecting other parts of the organization. 
See Establishing a certification hierarchy
Certification authority database
When you install a certification authority (CA), you create a certification authority database on the server. This database has to be located on an NTFS file system partition on the server's disk drives. You specify the locations for the database during the setup of a CA. By default, the database is located in:
\Systemroot\system32\certlog 
The name of the database file is based on the name of the CA, with an .edb extension.
The Certification Authority MMC console provides a view into the certification authority database on a CA and the ability to administer the database.
A certification authority database stores:

Every certificate issued by the CA. 

Every certificate revoked by the CA. 

Every certificate request received by the CA. 

Every certificate request rejected by the CA. 

Every certificate request considered pending by the CA. 
You also specify the location of the certificate database log during Certificate Services setup. The certificate database log keeps a record of every transaction involving the certificate database. Certificate database logs are used when restoring the CA from a backup. If a CA is restored from a backup that is one month old, then the certification database logs that have been generated since the last backup can be replayed against the database to restore it to its most current state. When you back up a certification authority, the existing certificate database logs will be truncated in size, because they will no longer be needed to restore the certificate database to its most current state.
For more information about CA backup and restore, see Backing up and restoring a certification authority.
Certification authority Web enrollment services
A set of certification authority (CA) Web pages is provided with Certificate Services in Windows 2000. These Web pages provide a simple user interface to perform many of the common user tasks on a CA, and they are installed by default when you set up Certificate Services.
These Web enrollment pages allow you to connect to the CA via a Web browser, and perform common tasks, such as requesting certificates from a CA, requesting the CA's certificate, submitting a certificate request using a PKCS #10 file, retrieving the CA's certificate revocation list (CRL) or performing smart card certificate enrollment. For a stand-alone CA, the Web pages are the primary way a certificate requester can interface with the CA, since the Certificates snap-in cannot be used to request certificates from a stand-alone CA. Enterprise CAs can accept certificate requests via the Certificates snap-in or the Web enrollment pages. 
You can install Web enrollment pages for a CA on a Windows 2000 server that is not a CA in order to divert Web-based traffic from the actual CA. For more information about installing the Web pages on a server that is not a CA, see Set up certification authority Web enrollment support
For more information about using the Web enrollment pages, see Using Windows 2000 Certificate Services Web pages 
Interoperability in Certificate Services
By using industry-standard X.509v3 certificate formats and open interfaces, Windows 2000 Certificate Services operates with many products and technologies that support the use of public key cryptography and public key infrastructure (PKI).
Internet standards
PKI standards for the Internet are still evolving as this is being written. However, Certificate Services has been designed to adhere to existing PKI interoperability standards established by the Internet Engineering Task Force (IETF). The IETF working group charged with defining the basis for an interoperable PKI is PKIX. For more information on PKIX, see the PKIX Web page(http://www.ietf.org/html.charters/pkix-charter.html). The Web page also has a link to RFC 2459, "Internet Public Key Infrastructure X.509 Certificate and CRL Profile, Part 1," which is the specification for the basic architecture of PKI. (Web addresses can change, so you may be unable to connect to some of the Web sites mentioned here.)
Public Key Cryptography Standards
There is a set of de facto cryptographic message standards called Public Key Cryptography Standards (PKCS) which are developed and maintained by RSA Laboratories. (For more information, see the RSA Laboratories (http://www.rsa.com/rsalabs/html/standards.html) Web page.)
PKCS provides a basic, but well-understood framework for interoperability. The standards that are most relevant to PKI and ones that are used by Certificate Services are PKCS #7, Cryptographic Message Syntax Standard, and PKCS #10, Certification Request Syntax Standard. 
Web servers
On a corporate intranet or on the Internet, Web servers, such as those using Microsoft Internet Information Services (IIS), can perform client authentication for secure communications using certificates generated by Certificate Services. Certificate Services can also generate server certificates used by IIS and other Web servers to provide server authentication to assure clients that they are communicating with the intended entity.
For more information about IIS and certificates, see Certificates and Internet Information Services (http://localhost/iishelp/iis/htm/core/iicerts.htm).
Web browsers
Certificate Services can be used to issue certificates to Web browsers that support client authentication, such as Microsoft Internet Explorer 3.0 or later.
LDAP directories
The programmability of Certificate Services makes it possible to issue certificates to any directory that is compliant with Lightweight Directory Access Protocol (LDAP). LDAP is a subset of the X.500 DAP standard for directory services. Compliance with LDAP enables Certificate Services to operate with policy tools and other third-party applications that support LDAP directory services.
Microsoft Windows 2000
Windows 2000 enables you to map certificates to Windows 2000 users and groups. This mapping is automatic if the certificate is issued from an enterprise certification authority (CA). You can then use standard Windows 2000 administrative tools, such as security permission sets, to implement Internet and intranet security requirements taking advantage of the relationship established between Windows 2000 domain users and the certificates issued to them.
For more information about mapping certificates in Windows 2000 see Mapping certificates to user accounts.
Microsoft Exchange Server
Microsoft Exchange 5.5 SP1 Key Management Server (KMS) and Exchange 5.5 SP3 KMS can use Windows 2000 Certificate Services for issuing certificates when you install the Exchange policy module on the Windows 2000 CA. (This replaces the stand-alone policy.) The Exchange 5.5 KMS policy module will be listed a "Legacy" policy module in the Certificate Services console. See the documentation for your version of Microsoft Exchange for detailed information about how to use the KMS with this version of Certificate Services.
More interoperability information
For detailed information about interoperability of other products with Windows 2000 Certificate Services, see:

Windows 2000 Resource Kits 

Microsoft Product Support Services 
Certification authorities
A certification authority (CA) is an entity entrusted to issue certificates to individuals, computers, or organizations that affirm the identity and other attributes of the certificate subject to other entities. A CA accepts a certificate request, verifies the requester's information according to the policy of the CA, and then uses its private key to apply its digital signature to the certificate. The CA then issues the certificate to the subject of the certificate for use as a security credential within a public key infrastructure (PKI). A CA is also responsible for revoking certificates and publishing a certificate revocation list (CRL).
A CA can be a remote third party, such as VeriSign, or it can be a CA that you create for use by your organization by installing Windows 2000 Certificate Services. Each CA can have distinct proof-of-identity requirements for certificate requesters, such as a Windows 2000 domain account, employee badge, driver's license, notarized request, or physical address. Identification checks such as this often warrant an onsite CA, so that organizations can validate their own employees or members.
Enterprise CAs in Windows 2000 use a person's Windows 2000 user account credentials as proof of identity. In other words, if you are logged on to a Windows 2000 domain and request a certificate from an enterprise CA, the CA knows that you are who Active Directory says you are.
Every CA also has a certificate to confirm its own identity, issued by another trusted CA or, in the case of root CAs, issued by itself. It is important to remember than anyone can create a CA. The real question revolves around whether you, as a user or an administrator, trust that CA and, by extension, the policies and procedures that CA has in place for confirming the identity of the entities issued certificates by that CA.
For more information about certificates, see Certificates overview.
Root and subordinate certification authorities
A root CA, sometimes called a root authority, is meant to be the most trusted type of CA in an organization's PKI. Typically, both the physical security and the certificate issuance policy of a root CA are more rigorous than those for subordinate CAs; if the root CA is compromised or issues a certificate to an unauthorized entity, then any certificate-based security in your organization is suddenly vulnerable. While root CAs can be used to issue certificates to end users for such tasks as sending secure e-mail, in most organizations they will only be used to issue certificates to other CAs, called subordinate CAs.
A subordinate CA is a CA that has been certified by another CA in your organization. Typically, a subordinate CA will issue certificates for specific uses, such as secure e-mail, Web-based authentication, or smart card authentication. Subordinate CAs can also issue certificates to other, more subordinate CAs. Together, a root CA, the subordinate CAs that have been certified by the root, and subordinate CAs that have been certified by other subordinate CAs form a certification hierarchy.
For more information about certification hierarchies, see Certification authority hierarchies.
Enterprise and stand-alone certification authorities
This version of Certificate Services supports the installation of stand-alone CAs and enterprise CAs. For information about the operational characteristics of enterprise CAs and standalone CAs, see Enterprise certification authorities and Stand-alone certification authorities. 
Enterprise certification authorities
You can install Certificate Services to create an enterprise certification authority (CA). Enterprise CAs can issue certificates for purposes such as digital signatures, secure e-mail using S/MIME (Secure Multipurpose Internet Mail Extensions), authentication to a secure Web server using Secure Sockets Layer (SSL) or Transport Layer Security (TLS), and logging on to a Windows 2000 domain using a smart card. 
An enterprise CA has the following features:

An enterprise CA requires Active Directory. 

When you install an enterprise root CA, it is automatically added to the Trusted Root Certification Authorities certificate store for all users and computers in the domain. You must be a Domain Administrator or be an administrator with write access to Active Directory to install an enterprise root CA. 

All certificate requests sent to the enterprise CA will be fulfilled or denied based on the policy and security permission set for the certificate type requested. Enterprise CAs never set a certificate request to pending, they immediately either issue the certificate or deny the request. 

Certificates can be issued for logging on to a Windows 2000 domain using smart cards. 

The enterprise exit module publishes user certificates and the certificate revocation list (CRL) to Active Directory. In order to publish certificates to Active Directory, the server that the CA is installed on must be a member of the Certificate Publishers group. This is automatic for the domain the server is in, but the CA will need to be delegated the proper security permissions to publish certificates in other domains. For more information about the exit module, see Policy and exit modules. 
An enterprise CA uses certificate types, which are based on a certificate template. The following functionality is possible due to the use of certificate templates:

Enterprise CAs enforce credential checks on users during certificate enrollment. Each certificate template has a security permission set in Active Directory that determines whether the certificate requester is authorized to receive the type of certificate they have requested. 

The certificate subject name is automatically generated. 

The policy module adds a predefined list of certificate extensions to the issued certificate from the certificate template. This reduces the amount of information a certificate requester has to provide about the certificate and its intended use. 
For more information, compare Stand-alone certification authorities. For more information about certificate templates, see Certificate templates. For general information about CAs, see Certification authorities.
Stand-alone certification authorities
You can install Certificate Services to create a stand-alone certification authority (CA). Stand-alone CAs can issue certificates for purposes such as digital signatures, secure e-mail using S/MIME (Secure Multipurpose Internet Mail Extensions), and authentication to a secure Web server using Secure Sockets Layer (SSL) or Transport Layer Security (TLS).
A stand-alone CA has the following characteristics:

Unlike an enterprise CA, a stand-alone CA does not require the use of Active Directory. Stand-alone CAs are primarily intended to be used when extranets and the Internet are involved. Additionally, if you want to use a custom policy module for a CA, you would first install a stand-alone CA and then replace the stand-alone policy module with your custom policy module. 

When submitting a certificate request to a stand-alone CA, a certificate requester must explicitly supply all identifying information about himself or herself and the type of certificate desired in the certificate request. (This does not need to be done when submitting a request to an enterprise CA, since the enterprise user's information is already in Active Directory and the certificate type is described by a certificate template). 

By default, all certificate requests sent to the stand-alone CA are set to pending until the administrator of the stand-alone CA verifies the identity of the requester and okays the request. This is done for security reasons, because the certificate requester's credentials are not verified by the stand-alone CA. 

Certificate templates are not used. 

No certificates can be issued for logging on to a Windows 2000 domain using smart cards, but other types of certificates can be issued and stored on a smart card. 

The administrator has to explicitly distribute the stand-alone CA's certificate to the domain user's trusted root store or users must perform that task themselves. 
When a stand-alone CA uses Active Directory, it has these additional features: 

If a member of the Domain Administrators group or an administrator with write access to Active Directory, installs a stand-alone root CA, it is automatically added to the Trusted Root Certification Authorities certificate store for all users and computers in the domain. For this reason, if you install a stand-alone root CA in an Active Directory domain, you should not change the default action of the CA upon receiving certificate requests (which marks requests as pending). Otherwise, you will have a trusted root CA that automatically issues certificates without verifying the identity of the certificate requester. 

If a stand-alone CA is installed by a member of the Domain Administrators group of the parent domain of a tree in the enterprise, or by an administrator with write access to Active Directory, then the stand-alone CA will publish certificates and the certificate revocation list (CRL) to Active Directory.
For more information, compare Enterprise certification authorities. For general information about CAs, see Certification authorities.
Public key policies overview
Using public key policy settings in Windows 2000 Group Policy you can:

Have computers automatically submit a certificate request to an enterprise certification authority and install the issued certificate. This is useful for ensuring that computers have the certificates that they need for performing public key cryptographic operations in your organization (to use for IP security or client authentication, for example). See Automatic certificate request settings for more information about certificate autoenrollment for computers.

Create and distribute a certificate trust list. A certificate trust list is a signed list of root certification authority certificates that an administrator considers reputable for designated purposes such as client authentication or secure e-mail. If you want to trust a certification authority's certificates for IP security but not client authentication, then a certificate trust list is the way you can implement that trust relationship. See Enterprise trust policy for more information about certificate trust lists.

Establish common trusted root certification authorities. This policy setting is useful for making computers and users subject to common root certification authorities (in addition to the ones they already individually trust). It is not necessary to use this policy setting for certification authorities in a Windows 2000 domain, since they are already trusted by all users and computers in the domain. This policy is primarily useful for establishing trust in a root certification authority that is not a part of your organization. See Policies to establish trust of root certification authorities for more information about certificate trust lists.

Add encrypted data recovery agents and change the encrypted data recovery policy settings. See Encrypting File System and data recovery for more information about this policy setting. 
Using these public key policy settings in Group Policy is not necessary for deploying a public key infrastructure in your organization. However, these settings do give you additional flexibility and control when establishing trust in certification authorities, issuing certificates to computers, and deploying the encrypting file system (EFS). 
Automatic certificate request settings
Certificate enrollment is the process of requesting, receiving, and installing a certificate. By using automatic certificate settings in public key policies, you can have computers associated with a Group Policy object automatically enroll for certificates. This can save you the step of explicitly enrolling for computer-related certificates for each computer.
After establishing an automatic certificate request, the actual certificate requests will occur the next time the computers associated with the Group Policy object log on to the network. 
See also:

Automatic certificate request policy. 

Public key policies overview. 
Notes

Automatic certificate requests work only with Windows 2000 certification authorities (CAs) running the enterprise policy module. 

You need to have administrative privileges to establish automatic certificate requests for a Group Policy object. 
Policies to establish trust of root certification authorities
When a client presents a certificate to a host, the host has to trust the certificate of the root certification authority (CA) in the certification path in order for the certificate to be accepted as a valid credential. You may want to automatically establish trust in specific root CAs for groups of users or computers.
Using the public key policy in Group Policy, you can establish common trusted root CAs for the users and computers associated with a Group Policy object. When you apply the Group Policy object to a site, domain, or organizational unit, the policy is inherited by the corresponding computers. These computers then trust the root CAs whose certificates you have imported into the trusted root certification authorities policy.
You have the option of designating trusted CAs by using either the trusted root certification authorities policy or the enterprise trust policy. Use the following guidelines in determining which policy to use:

If your organization has its own Windows 2000 root CAs and uses Active Directory, you do not need to use the Group Policy mechanism to distribute those root certificates. 

If your organization has its own root CAs that are not installed on Windows 2000 servers, you should use the trusted root certification authority policy to distribute your organization's root certificates. See Trusted root certification authority policy. 

If your organization does not have its own CAs, you should use the enterprise trust policy to create certificate trust lists to establish your organization's trust of external root CAs. See Enterprise trust policy.
See also Public key policies overview.
Enterprise trust policy
A certificate trust list (CTL) allows you to control trust of the purpose and validity period of certificates issued by external certification authorities (CAs).
Typically, a CA can issue certificates for a wide variety of purposes such as secure e-mail or client authentication. But there may be reasons that you want to limit the trust of certificates issued by a particular CA, especially if the CA is external to your organization. This is where creating a certificate trust list and using it via Group Policy is useful. 
Suppose, for example, a CA named "My CA" is capable of issuing certificates for server authentication, client authentication, code signing, and secure e-mail. However, you only want to trust certificates issued for the purpose of client authentication by "My CA". You can create a certificate trust list and limit the purpose for which you trust certificates issued by "My CA" so that they are only valid for client authentication. Any certificates issued for another purpose by "My CA" will not be accepted for use by any computer or user in the scope of the Group Policy object to which the certificate trust list is applied.
There can be multiple certificate trust lists in an organization. Since the uses and trusts of certificates for particular domains or organizational units may be different, you can create separate certificate trust lists to reflect these uses, and assign particular certificate trust lists to particular Group Policy objects.
Through the use of Group Policy in your organization, you have the option of designating trust in CAs by using either the trusted root certification authorities policy or the enterprise trust policy (certificate trust lists). Use the following guidelines in determining which policy to use:

If your organization has its own Windows 2000 root CAs and uses Active Directory, you do not need to use the Group Policy mechanism to distribute those root certificates. 

If your organization has its own root CAs that are not installed on Windows 2000 servers, you should use the trusted root certification authority policy to distribute your organization's root certificates. See Trusted root certification authority policy. 

If your organization does not have its own CAs, you should use the enterprise trust policy to create certificate trust lists to establish your organization's trust of external root CAs. See Enterprise trust policy. 
See also Public key policies overview.
Encrypting File System and data recovery
Data recovery is available for the Encrypting File System (EFS) as a part of the overall security policy for the system. For example, if you should ever lose your file encryption certificate and associated private key (through disk failure or any other reason), data recovery is available through the person who is the designated recovery agent. Or, in a business environment, an organization can recover data encrypted by an employee after the employee leaves.
Recovery policy
EFS provides built-in data recovery by enforcing a recovery policy requirement. The requirement is that a recovery policy must be in place before users can encrypt files. The recovery policy provides for a person to be designated as the recovery agent. A default recovery policy is automatically put in place when the administrator logs on to the system for the first time, making the administrator the recovery agent. 
The recovery agent has a special certificate and associated private key that allow data recovery for the scope of influence of the recovery policy. If you are the recovery agent, you should be sure to use the Export command from Certificates in Microsoft Management Console (MMC) to back up the recovery certificate and associated private key to a secure location. After backing up, you should use Certificates in MMC to delete the recovery certificate from the recovery agent's personal store, not from the recovery policy. Then, when you need to perform a recovery operation for a user, you should first restore the recovery certificate and associated private key to the recovery agent's personal store using the Import command from Certificates in MMC. After recovering the data, you should again delete the recovery certificate from the recovery agent's personal store. You do not have to repeat the export process. Deleting the recovery agent's recovery certificate from the computer and keeping it in a secure location apart from the computer is an additional security measure for the protection of sensitive data.
The default recovery policy is configured locally for stand-alone computers. For computers that are part of a network, the recovery policy is configured at either the domain, organizational unit, or individual computer level, and applies to all Windows 2000-based computers within the defined scope of influence. Recovery certificates are issued by a Certificate Authority (CA) and managed using Certificates in MMC.
In a network environment, the domain administrator controls how EFS is implemented for users for all computers in the scope of influence for the recovery policy. In a default Windows 2000 installation, when the first domain controller is set up, the domain administrator is the specified recovery agent for the domain. The way the domain administrator configures the recovery policy determines how EFS is implemented for users on their local machines. The domain administrator logs on to the first domain controller to change the recovery policy for the domain. The following table explains the effect on users of several recovery policy configurations.
Empty recovery policy
EFS cannot be used
No recovery agent
Delete every recovery agent
No recovery policy at the domain level
EFS is available locally
Default recovery agent is administrator of local computer
Delete recovery policy on first domain controller
Recovery policy is configured with designated recovery agent(s)
EFS is available locally
Default recovery agent is domain administrator
Default configuration in a network environment
Because the Windows 2000 security subsystem handles enforcing, replicating, and caching of the recovery policy, users can implement file encryption on a system that is temporarily offline, such as a portable computer (this process is similar to logging on to their domain account using cached credentials).
User Rights
User rights grant specific privileges and logon rights to users and groups in your computing environment. For information on user rights, see the following: 

Introduction to user rights 

Privileges 

Logon rights 
Introduction to user rights
Administrators can assign specific rights to group accounts or to individual user accounts. These rights authorize users to perform specific actions, such as logging on to a system interactively or backing up files and directories. User rights are different from permissions because user rights apply to user accounts, and permissions are attached to objects. For information on permissions, see How inheritance affects file and folder permissions.
User rights define capabilities at the local level. Although user rights can apply to individual user accounts, user rights are best administered on a group account basis. This ensures that a user logging on as a member of a group automatically inherits the rights associated with that group. By assigning user rights to groups rather than individual users, you simplify the task of user account administration. When users in a group all require the same user rights, you can assign the set of user rights once to the group, rather than repeatedly assigning the same set of user rights to each individual user account. 
User rights that are assigned to a group are applied to all members of the group while they remain members. If a user is a member of multiple groups, the user's rights are cumulative, which means that the user has more than one set of rights. The only time that rights assigned to one group might conflict with those assigned to another is in the case of certain logon rights. In general, however, user rights assigned to one group do not conflict with the rights assigned to another group. To remove rights from a user, the administrator simply removes the user from the group. In this case, the user no longer has the rights assigned to that group.
There are two types of user rights: privileges and logon rights. 

Privilege. An example of a privilege is the right to back up files and directories. 

Logon right. An example of a logon right is the right to log on to a system locally. 
Privileges
The following list shows the privileges that can be assigned to a user. These privileges can be managed with the User Rights policy. 

Act as Part of the Operating System 

Add Workstations to a Domain 

Back Up Files and Directories 

Bypass Traverse Checking 

Change the System Time 

Create a Token Object 

Create Permanent Shared Objects 

Create a Pagefile 

Debug Programs 

Enable Trusted for Delegation on User and Computer Accounts 

Force Shutdown from a Remote System 

Generate Security Audits 

Increase Quotas 

Increase Scheduling Priority 

Load and Unload Device Drivers 

Lock Pages in Memory 

Manage Auditing and Security Log 

Modify Firmware Environment Values 

Profile a Single Process 

Profile System Performance 

Replace a Process-Level Token 

Restore Files and Directories 

Shut Down the System 

Take Ownership of Files or Other Objects 

Unlock a Laptop 
Some of these privileges can override permissions set on an object. For example, a user logged on to a domain account as a member of the Backup Operators group has the right to perform backup operations for all domain servers. However, this requires the ability to read all files on those servers, even files on which their owners have set permissions that explicitly deny access to all users, including members of the Backup Operators group. A user right, in this case, the right to perform a backup, takes precedence over all file and directory permissions.
Logon Rights
The following list shows the logon rights that can be assigned to a user. These logon rights can be managed with the User Rights policy. 

Access This Computer from Network 

Log On Locally 

Log On as a Batch Job 

Log On as a Service 

Deny Access to This Computer from the Network 

Deny Logon as a Batch Job 

Deny Logon as a Service 

Deny Local Logon 
The special user account LocalSystem has almost all privileges and logon rights assigned to it, because all processes that are running as part of the operating system are associated with this account, and these processes require a complete set of user rights.
Privileges
To ease the task of user account administration, you should assign privileges primarily to group accounts, rather than to individual user accounts. When you assign privileges to a group account, users are automatically assigned those privileges when they become a member of that group. This method of administering privileges is far easier than assigning individual privileges to each user account when the account is created. 
The following table lists and describes the privileges that can be granted to a user.
Privilege
Description
Act as part of the operating system
This privilege allows a process to authenticate as any user, and therefore gain access to the same resources as any user. Only low-level authentication services should require this privilege. The potential access is not limited to what is associated with the user by default, because the calling process may request that arbitrary additional accesses be put in the access token. Of even more concern is that the calling process can build an anonymous token that can provide any and all accesses. Additionally, this token does not provide a primary identity for tracking events in the audit log.Processes that require this privilege should use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege specially assigned. 
Add workstations to a domain
Allows the user to add a computer to a specific domain . The user specifies the domain through an administrative user interface on the computer being added, creating an object in the Computer container of Active Directory. The behavior of this privilege is duplicated in Windows 2000 by another access control mechanism (permissions attached to the Computer container or organizational unit). 
Back up files and directories
Allows the user to circumvent file and directory permissions to back up the system. Specifically, the privilege is similar to granting the following permissions on all files and folders on the local computer: Traverse Folder/Execute File, List Folder/Read Data, Read Attributes, Read Extended Attributes, and Read Permissions. See also Restore files and directories. 
Bypass traverse checking
Allows the user to pass through directories to which the user otherwise has no access, while navigating an object path in any Windows file system or in the registry. This privilege does not allow the user to list the contents of a directory, only to traverse directories.
Change the system time
Allows the user to set the time for the internal clock of the computer.
Create a token object
Allows a process to create a token which it can then use to get access to any local resources when the process uses NtCreateToken() or other token-creation APIs. It is recommended that processes requiring this privilege use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege specially assigned
Create permanent shared objects
Allows a process to create a directory object in the Windows 2000 object manager. This privilege is useful to kernel-mode components that plan to extend the Windows 2000 object name space. Because components running in kernel mode already have this privilege assigned to them, it is not necessary to specifically assign this privilege. 
Create a pagefile
Allows the user to create and change the size of a pagefile. This is done by specifying a paging file size for a given drive in the System Properties Performance Options.
Debug programs
Allows the user to attach a debugger to any process. This privilege provides powerful access to sensitive and critical system operating components.
Enable Trusted for Delegation on user and computer accounts
Allows the user to set the Trusted for Delegation setting on a user or computer object. The user or object that is granted this privilege must have write access to the account control flags on the user or computer object. A server process either running on a computer that is trusted for delegation or run by a user that is trusted for delegation can access resources on another computer. This uses a client's delegated credentials, as long as the client account does not have the Account Cannot Be Delegated account control flag set. Misuse of this privilege or of the Trusted for Delegation settings could make the network vulnerable to sophisticated attacks using Trojan horse programs that impersonate incoming clients and use their credentials to gain access to network resources. 
Force shutdown of a remote system
Allows a user to shut down a computer from a remote location on the network. See also the Shut Down the System privilege.
Generate security audits
Allows a process to make entries in the security log for object access auditing. The process can also generate other security audits. The security log is used to trace unauthorized system access. See also the privilege Manage auditing and security log.
Increase quotas
Allows a process with write property access to another process to increase the processor quota assigned to that other process. This privilege is useful for system tuning, but can be abused, as in a denial-of-service attack.
Increase scheduling priority
Allows a process with write property access to another process to increase the execution priority of that other process. A user with this privilege can change the scheduling priority of a process through the Task Manager user interface.
Load and unload device drivers
Allows a user to install and uninstall Plug and Play device drivers. Device drivers that are not Plug and Play are not affected by this privilege and can only be installed by administrators. Since device drivers run as trusted (highly-privileged) programs, this privilege could be misused to install hostile programs and give these programs destructive access to resources.
Lock pages in memory
Allows a process to keep data in physical memory, preventing the system from paging the data to virtual memory on disk. Exercising this privilege could significantly affect system performance. This privilege is obsolete and is therefore never checked. 
Manage auditing and security log
Allows a user to specify object access auditing options for individual resources such as files, Active Directory objects, and registry keys. Object access auditing is not actually performed unless you have enabled it in the computerwide audit policy settings under Group Policy or under Group Policy defined in Active Directory; This privilege does not grant access to the computer-wide audit policy. A user with this privilege can also view and clear the security log from the Event Viewer.
Modify firmware environment values
Allows modification of the system environment variables, either by a user through the System Properties or by a process. 
Profile a single process
Allows a user to use Windows NT and Windows 2000 performance-monitoring tools to monitor the performance of non-system processes. 
Profile system performance
Allows a user to use Windows NT and Windows 2000 performance-monitoring tools to monitor the performance of system processes. 
Replace a process-level token
Allows a process to replace the default token associated with a sub-process that has been started.
Restore files and directories
Allows a user to circumvent file and directory permissions when restoring backed up files and directories, and to set any valid security principal as the owner of an object. See also the Back up files and directories privilege.
Shut down the system
Allows a user to shut down the local computer.
Take ownership of files or other objects
Allows a user to take ownership of any securable object in the system, including Active Directory objects, files and folders, printers, registry keys, processes, and threads.
Undock a laptop
Allows a user to undock a laptop with the Windows 2000 user interface.
Logon rights
The following table lists and describes Windows 2000 logon rights. 
Logon Right
Description
Access this computer from a network
Allows a user to connect to the computer over the network. By default, this privilege is granted to Administrators, Everyone, and Power Users.
Log on as a batch job
Allows a user to log on using a batch-queue facility. By default, this privilege is granted to Administrators.
Log on as a service
Allows a security principal to log on as a service, as a way of establishing a security context. The LocalSystem account always retains the right to log on as a service. Any service that runs under a separate account must be granted this right. By default, this right is not granted to anyone.
Log on locally
Allows a user to log on at the computer's keyboard. By default, this right is granted to Administrators, Account Operators, Backup Operators, Print Operators, and Server Operators.
For information on privileges, see Privileges. 
Access control
Access control is the process of authorizing users and groups to access objects on the network. Key concepts that make up access control are described in the following sections. 
Ownership of objects
Windows 2000 assigns an owner to an object when the object is created. By default, the owner is the creator of the object. 
Permissions attached to objects
The primary means for access control is permissions, or access rights. Permissions allow or deny users and groups particular actions for users and groups. Permissions are implemented primarily by way of security descriptors, which also define auditing and ownership. An example of a permission attached to an object is Read permission on a file.
Inheritance of permissions
Windows 2000 provides a feature for administrators to easily assign and manage permissions. Known as inheritance, this feature automatically causes objects within a container to inherit the permissions of that container. For example, the files within a folder, when created, inherit the permissions of the folder. 
Object managers
If you need to change the permissions on an individual object, you can simply start the appropriate tool and change the properties for that object. For example, to change the permissions on a file, you can start Windows Explorer, right-click on the file name, and click Properties. You can use this dialog box to change permissions on the file. 
Object auditing
Windows 2000 allows you to audit users' access to objects. You can then view these security-related events in the security log with the Event Viewer. 
For more information, see the following: 

Security descriptors 

Ownership 

Auditing access to objects 

Permissions 

Objects and object managers 
Security descriptors
Every container and object on the network has a set of access control information attached to it. Known as a security descriptor, this information controls the type of access allowed by users and groups. Windows 2000 automatically creates the security descriptor when a container or object is created. A typical example of an object with a security descriptor is a file. 
For more information on security descriptors, see the following: 

Permissions 

Auditing access to objects 
Ownership
Every object (whether in the Active Directory or in an NTFS volume) has an owner. The owner controls how permissions are set on object and to whom permissions are granted.
When an object is created, the person creating the object automatically becomes its owner. Administrators will create and own most objects in Active Directory and on network servers (when installing programs on the server). Users will create and own data files in their home directories, and some data files on network servers.
Ownership can be transferred in the following ways:

The current owner can grant the Take Ownership permission to other users, allowing those users to take ownership at any time. 

An administrator can take ownership of any object under his or her administrative control. For example, if an employee leaves the company suddenly, the administrator can take control of the employee's files. 
Although an administrator can take ownership, the administrator cannot transfer ownership to others. This restriction keeps administrators accountable for their actions.
Auditing access to objects
With Windows 2000, administrators can monitor access to specific objects in Active Directory. Additionally, they can monitor use of special privileges by users, as well as user logons, failed logon attempts, and logoffs. 
For more information, see Audit settings on objects. 
Permissions
Permissions define the type of access granted to a user or group for an object or object property. For example, the Finance group can be granted Read, Write, and Delete permissions for the file payroll.dat.
The permissions attached to an object depend on type of object. For example, the permissions that can be attached to a file are different from those that can be attached to a registry key. 
Some permissions, however, are common to all types of objects. These common permissions are: 

Read permissions 

Modify permissions 

Change owner 

Delete 
For specific permissions that can be attached to each type of object, see Objects and object managers. 
For more information on permissions, see Permissions and security descriptors, Explicit vs. inherited permissions, Object-type and per-property permissions, and How inheritance affects file and folder permissions. 
Permissions and security descriptors
Permissions are defined within an object's security descriptor. Permissions are associated with, or assigned to, specific users and groups. For example, for the file temp.dat, the Administrator group might be assigned Read, Write, and Delete permissions, while the Operator group might be assigned Read and Write permissions only. 
Each assignment of permissions to a user or group is known as a permission entry, or access control entry (ACE). The entire set of permission entries in a security descriptor is known as a permission set. Thus, for the file temp.dat, the permission set includes two permission entries: one for the Administrator group and one for the Operator group. 
Permissions can be applied to any object in Active Directory or on a local computer, but the majority of permissions should be applied to groups, rather than individual users. This eases the task of managing permissions on objects.
You can assign permissions for objects to: 

Groups, users, and special identities in the domain. 

Groups and users in that domain and any trusted domains. 

Local groups and users on the computer where the object resides. 
Explicit vs. inherited permissions
There are two types of permissions: explicit permissions and inherited permissions. 
Explicit permissions are those that are attached directly to an object, either when the object is created, or by user action. For example, if you create a folder called Programs, the permissions attached to this folder are explicit permissions. 
Inherited permissions are those that are propagated to an object from a parent object. Inherited permissions ease the task of managing permissions and ensure consistency of permissions among all objects within a given container. 
By default, objects within a container inherit the permissions from that container when the objects are created. For example, when you create the Programs folder, all subfolders and files created within the Programs folder automatically inherit the permissions from that folder. Thus, the Programs folder has explicit permissions, while all subfolders and files within it have inherited permissions. 
For more information on inherited permissions, see How inheritance affects file and folder permissions. 
For information on changing explicit and inherited permissions, see Permissions. 
Object-type and per-property permissions
There are two types of granularity: Object-type permissions and per-property permissions. These two types of permissions provide more precise access control. 
Object-type permissions
Object-type permissions define the types of objects that a user or group is allowed to create or delete. A permission entry for object-type permissions has the following syntax: 
Group: Permission: Object-type 
For example, permissions for a file could look as follows: 
Everyone: create;delete: file 
You cannot manage this type of permission through the Properties dialog box. 
For more information on setting permissions for specific types of objects, see the following: 

File permissions 

Folder permissions 

Shared folder permissions 

Active Directory object permissions 

Registry key permissions 

Services permissions 

Assigning printer permissions 
Per-property permissions
For Active Directory objects, per-property permissions are supported. You can control not only who can see an object, but also who has Read and Write access to specific object properties. A permission entry for per-property permission is as follows:
Group: Permission: Property 
For example, for object properties such as e-mail and phone information, you can assign Read access to the Everyone group, and Read and Write access to the Receptionist group, as follows: 
Everyone: Read: email;phone
Receptionist: Read;Write: email;phone 
Permissions for a single property are the finest level of granularity you can set. 
How inheritance affects file and folder permissions

After you set permissions on a parent folder, new files and subfolders created in the folder inherit these permissions. If you do not want them to inherit permissions, select This folder only in Apply onto when you set up special permissions for the parent folder. In cases where you want to prevent only certain files or subfolders from inheriting permissions, right-click the file or subfolder, click Properties, click the Security tab, and then clear the Allow inheritable permissions from parent to propagate to this object check box. 

If the check boxes appear shaded, the file or folder has inherited permissions from the parent folder. There are three ways to make changes to inherited permissions: 

Make the changes to the parent folder, and then the file or folder will inherit these permissions. 

Select the opposite permission (Allow or Deny) to override the inherited permission. 

Clear the Allow inheritable permissions from parent to propagate to this object check box. Now you can make changes to the permissions or remove the user or group from the permissions list. However, the file or folder will no longer inherit permissions from the parent folder.

If neither Allow nor Deny is selected for a permission, then the group or user may have obtained the permission through group membership. If the group or user has not obtained the permission through membership in another group, then the group or user is implicitly denied the permission. To explicitly allow or deny the permission, click the appropriate check box. 
Objects and object managers
Each type of object is controlled by an object manager. There is a different object manager for each type of object. The object types, their object managers, and the tools you use to manage these objects are as follows: 
Object Type
Object Manager
Management Tool
Files and folders
NTFS
Windows Explorer
Shares
Server service
Windows Explorer
Active Directory objects
Active Directory
Active Directory Users and Computers
Registry keys
The registry
regedit32 command
Services
Service controllers
Security Templates, Security Configuration and Analysis
Printer
Print spooler
Start menu
For a list of the default permissions attached to each object type, see the following: 

File permissions 

Folder permissions 

Shared folder permissions 

Active Directory object permissions 

Registry key permissions 

Services permissions 

Assigning printer permissions 
File permissions
File permissions include Full Control, Modify, Read & Execute, Read, and Write. Each of these permissions consists of a logical group of special permissions. The following table lists each file permission and specifies which special permissions are associated with that permission.
Special Permissions 
Full Control
Modify
Read & Execute
Read
Write
Traverse Folder/Execute File
x
x
x



List Folder/Read Data
x
x
x
x


Read Attributes
x
x
x
x


Read Extended Attributes
x
x
x
x


Create Files/Write Data
x
x


x
Create Folders/Append Data
x
x


x
Write Attributes
x
x


x
Write Extended Attributes
x
x


x
Delete Subfolders and Files
x





Delete
x
x




Read Permissions
x
x
x
x
x
Change Permissions
x





Take Ownership
x





Synchronize
x
x
x
x
x
Notes   Groups or users granted Full Control on a folder can delete any files in that folder regardless of the permissions protecting the file. 
Folder permissions
Folder permissions include Full Control, Modify, Read & Execute, List Folder Contents, Read, and Write. Each of these permissions consists of a logical group of special permissions. The following table lists each folder permission and specifies which special permissions are associated with that permission.
Special Permissions 
Full Control
Modify
Read & Execute
List Folder Contents
Read
Write
Traverse Folder/Execute File
x
x
x
x



List Folder/Read Data
x
x
x
x
x


Read Attributes
x
x
x
x
x


Read Extended Attributes
x
x
x
x
x


Create Files/Write Data
x
x



x
Create Folders/Append Data
x
x



x
Write Attributes
x
x



x
Write Extended Attributes
x
x



x
Delete Subfolders and Files
x






Delete
x
x





Read Permissions
x
x
x
x
x
x
Change Permissions
x






Take Ownership
x






Synchronize
x
x
x
x
x
x
Notes   Although List Folder Contents and Read & Execute appear to have the same special permissions, these permissions are inherited differently. List Folder Contents is inherited by folders but not files, and it should only appear when you view folder permissions. Read & Execute is inherited by both files and folders and is always present when you view file or folder permissions. 
Shared folder permissions
You can set the following shared folder permissions for files and folders through a shared folder or drive. The following table shows shared folder permissions and the actions on shared folders available to users for each permission.
Action 
Full Control
Change
Read
Viewing file names and subfolder names
x
x
x
Traversing to subfolders
x
x
x
Viewing data in files and running programs
x
x
x
Adding files and subfolders to the shared folder
x
x


Changing data in files
x
x


Deleting subfolders and files
x
x


Changing permissions (NTFS only)
x



Taking ownership (NTFS only)
x



Active Directory object permissions
In controlling access to Active Directory objects, there are two things to consider: the permissions that you are allowed to attach to the object and the ways in which you can attach these permissions in order to delegate administrative responsibility for Active Directory objects. 
Active Directory objects can have the following permissions attached to them: 

Create Child (can be specific to the type of object or general for any object under the container) 

Delete Child (can be specific to the type of object or general for any object under the container) 

Read Property (can be specific to an individual property of the object or general for all attributes of the object) 

Write Property (can be specific to an individual property of the object or general for all attributes of the object) 

List Contents 

Write Self 

Delete Tree 

List Object 

Control Access (can be specific to an individual control operation or general for all control operations on the object) 
For information on using permissions to delegate administrative control to users within organizational units and groups, see Delegating administrative control. 
Registry key permissions
Registry keys can have the following permissions attached to them: 

Query Value 

Set Value 

Create subkey 

Enumerate subkeys 

Notify changes 

Create link 
Services permissions
Unlike other programs, which are executed by a security principal (user or computer), services run in their own security context. In order to establish a security context, a service needs to log on the system, just as security principals do. By default, a service logs on to the system using the System account.
You can choose to have a service use a different account. This may be useful when you need to provide a service with specific permissions. Services may often impersonate security principals, carrying out processes on their behalf. This occurs through the use of a service by a client program.
Files and folders can have the following permissions attached to them: 

Query Configuration 

Change Configuration 

Query Status 

Enumerate dependent services 

Start Service 

Stop Service 

Pause and Continue Service 

Interrogate Service 

Issue user defined control 
Note   You should use the System account for service logons. This ensures that the service has the security context appropriate for its own operations, as well as when acting on behalf of clients. 
Assigning printer permissions
After you have added and shared a printer, you need to verify that users have the appropriate permissions. Printer permissions control not only who can print, but also which printing tasks a user can do. For security reasons, you might need to limit user access to certain printers. In large organizations, you may need to delegate printer administration.
There are three levels of printer permissions: Print, Manage Documents, and Manage Printer. By default, all users have the Print permission as members of the Everyone group. The following table lists the capabilities of the different permission levels.
Print permission capabilities
Print
Manage Documents
Manage Printer
Print documents
X
X
X
Pause, resume, restart, and cancel the user's own document
X
X
X
Connect to a printer
X
X
X
Control job settings for all documents

X
X
Pause, restart, and delete all documents

X
X
Share a printer


X
Change printer properties


X
Delete printers


X
Change printer permissions


X
By default, administrators on a server, and print operators and server operators on a domain controller have Manage Printer permission. Everyone has Print permission, and the owner of the document has Manage Documents permission.
To restrict access to a printer, you must alter the printer's permission settings for a particular group or user. To do this, you must be the owner of the printer or have been granted Manage Printers permission to change permissions on the printer. For more information on adding or removing users and groups, see To set or remove permissions for a printer.
Note that controlling how Macintosh clients access printers is a special case. Essentially, if a Macintosh client is physically able to send a document to a printer or print server, it implicitly has permission to do so. Therefore, there is no printer security for a Macintosh client.
Auditing security events
Establishing an audit trail is an important facet of security. Monitoring the creation or modification of objects gives you a way to track potential security problems, helps assure user accountability, and provides evidence in the event of a security breach.
There are three main steps to implementing security-related auditing for your system. 
First, you must turn on the categories of events you wish to audit. Examples of event categories are user logon and logoff and account management. The categories of events you select constitute your audit policy. When you first install Windows 2000, no categories are selected, and therefore no audit policy is in force. Computer Management lists the event categories that you can audit. 
Second, you must set the size and behavior of the security log. 
Finally, if you have selected either the audit directory service access category or the audit object access category, you must determine the objects to which you want to monitor access and modify their security descriptors accordingly. For example, if you want to audit any attempts by users to open a particular file, you can set a Success or Failure attribute directly on that file for that particular event. 
For more information on auditing security events, see Auditing policies, Viewing security logs, Audit settings on objects, How inheritance affects file and folder auditing, and Selecting where to apply auditing entries. 
Auditing policies
Before you implement auditing, you must decide on an auditing policy. An auditing policy specifies categories of security-related events that you wish to audit. When Windows 2000 is first installed, all auditing categories are turned off. By turning on various auditing event categories, you can implement an auditing policy, one that suits the security needs of your organization. 
Auditing categories are turned on and off with Computer Management. 
The event categories that you can choose to audit are: 

Audit account logon events 

Audit account management 

Audit directory service access 

Audit logon events 

Audit object access 

Audit policy change 

Audit privilege use 

Audit process tracking 

Audit system events 
If you choose to audit access to objects as part of your audit policy, you must turn on either the audit directory service access category (for auditing objects on a domain controller), or the audit object access category (for auditing objects on a member server). Once you have turned on the correct object access category, you can use each individual object's Properties to specify whether to audit successes or failures for the permissions granted to each group or user. For more information on setting auditing on objects, see Audit settings on objects. 
Note   To enable auditing of local objects, you must be logged on as a member of the Administrators group. 
Viewing security logs
Auditing a local object creates an entry in the security log. The security entries that appear in the security log depend on the auditing categories selected for your auditing policy. For events concerning access to objects, the entries in the security log also depend on the audit settings defined for each object. 
For example, if your auditing policy specifies auditing of files and folders, and a file's properties specify that failed deletions of that file are to be audited, then each failed attempt by a user to delete the file will appear in the security log. 
You can view the security log using Event Viewer. 
Size of the security log
It is important that you set the size of the security log appropriately. Because the security log is limited in size, you should select the categories of events to be audited carefully. You should also consider the amount of disk space you are willing to devote to the security log. The maximum size is defined in Event Viewer. 
For information on what to do when the security log is full, see Halting the computer when the security log is full. 
Events that can be audited
When examining the security log, you will see events according to the event category to which they pertain. The types of events that can be audited and that appear in the security log are as follows. The following list shows the events that can be audited: 

System restart 

System shutdown 

Authentication package loading 

Registered logon process 

Audit log cleared 

Number of audits discarded 

Logon successful 

Unknown user name or password 

Time restricted logon failure 

Account disabled 

Account expired 

Invalid workstation 

Logon type restricted 

Password expired 

Failed logon 

Logoff 

Open object 

Close handle 

Assign special privilege 

Privileged service 

Privileged object access 

Process created 

Process exit 

Duplicate handle 

Indirect reference 

Privilege assigned 

Audit policy change 

Domain changed 

User changed 

User created 

User deleted 

Global group member removed 

Global group member added 

Domain local group changed 

Domain local group created 

Domain local group member removed 

Domain local group member added 

Domain local group member deleted 
For information on the categories of events that can be audited, see Auditing policies. 
Audit settings on objects
Each object has a set of security information, or security descriptor, attached to it. Part of the security descriptor specifies the groups or users that can access an object, and the types of access (permissions) granted to those groups or users. This part of the security descriptor is known as a discretionary access control list (DACL). 
In addition to containing permissions information, however, a security descriptor for an object also contains auditing information. This auditing information is known as a system access control list (SACL). More specifically, a SACL specifies the following: 

The group or user accounts to audit when accessing the object. 

The access events to be audited for each group or user. An example of an access event is modifying a file. 

A Success or Failure attribute for each access event, based on the permissions granted to each group and user in the object's DACL 
In general, the types of access that can be audited depend on whether you are auditing access to files and folders or to Active Directory objects. The types of access are listed in the following sections. 
Files and folders
You can audit the access of files and folders on NTFS volumes to identify who took various types of actions with the files and folders.
When you audit a file or folder, an entry is written to the Event Viewer security log whenever the file or folder is accessed in a certain way. You specify which files and folders to audit, whose actions to audit, and what types of actions are audited.
To set auditing on a file or folder, use Group Policy to enable auditing, and then use Windows Explorer to specify which files to audit and which type of file access events to audit.
You can audit successful and failed attempts of the following types of folder and file access:
Types of folder access
Types of file access
Displaying names of files in the folder
Displaying the file's data
Displaying folder attributes
Displaying file attributes
Changing folder attributes
Displaying the file's owner and permissions
Creating subdirectories and files
Changing the file
Going to the folder's subdirectories
Changing file attributes
Displaying the folder's owner and permissions
Running the file
Deleting the folder
Deleting the file
Changing folder permissions
Changing the file's permissions
Changing folder ownership
Changing the file's ownership
You can apply auditing to an object and, through inheritance, the auditing can apply to any child objects. For example, if you want to audit failed write access to a folder, this auditing event can be inherited by all files within the folder. For more information, see How inheritance affects file and folder auditing. 
Active Directory objects
For auditing Active Directory objects, you can also audit the following actions: 

Read/write all properties. 

Read/write individual properties. 
Note   To audit files and folders, you must be logged on as a member of the Administrators group. 
How inheritance affects file and folder auditing

After you set up auditing on a parent folder, new files and subfolders created in the folder inherit auditing. If you do not want them to inherit auditing, in the Auditing Entry dialog box, select This folder only in the Apply onto list when you set up auditing for the parent folder. In cases where you want to prevent only certain files or subfolders from inheriting auditing, right-click the file or subfolder that you want to prevent from inheriting auditing, click Properties, click the Security tab, click Advanced, click the Auditing tab, and then clear the Allow inheritable auditing entries from parent to propagate to this object check box. 

If the check boxes in the Auditing Entry dialog box appear shaded, or if the Remove button is unavailable in the Access Control Settings dialog box, then auditing has been inherited from the parent folder. There are two ways to make changes to inherited auditing: 

Make the changes to the parent folder, and then the file or folder will inherit auditing. 

On the Auditing tab, clear the Allow inheritable auditing entries from parent to propagate to this object check box. Now you can click View/Edit or Remove to make changes to or remove auditing. However, the file or folder will no longer inherit auditing changes from the parent folder. 
Selecting where to apply auditing entries
The Auditing Entry dialog box appears when you audit files and folders. In this dialog box, the Apply onto list displays the locations where you can apply auditing entries. How these auditing entries are applied depends on whether Apply these auditing entries to objects and/or containers within this container only is selected. By default, this check box is cleared.
When the Apply these auditing entries... check box is cleared
Apply onto
Audits current folder
Audits subfolders in the current folder
Audits files in the current folder
Audits all subsequent subfolders
Audits files in all subsequent subfolders
This folder only
x





This folder, subfolders and files
x
x
x
x
x
This folder and subfolders
x
x

x


This folder and files
x

x

x
Subfolders and files only

x
x
x
x
Subfolders only

x

x


Files only


x

x
When the Apply these auditing entries... check box is selected
Apply onto
Audits current folder
Audits subfolders in the current folder
Audits files in the current folder
Audits all subsequent subfolders
Audits files in all subsequent subfolders
This folder only
x





This folder, subfolders and files
x
x
x



This folder and subfolders
x
x




This folder and files
x

x



Subfolders and files only

x
x



Subfolders only

x




Files only


x



Stored Data Security
Data that is to be stored locally may require additional methods of protection. The data may be something you want to protect (such as a sensitive file), or it may be something you want to protect yourself from (such as an unknown software component).
For more information, see the following: 

Introduction to stored data security 

Encrypting File System 
Introduction to stored data security
Access to files that you want to protect can be restricted through the use of user rights and permissions. However, if an intruder gains access to a user's disk drive, the intruder could remove the drive, install it on another system, and, with administrative privileges, access the data stored on the drive. To ensure against this scenario, Windows 2000 provides the best solution possible, data encryption. Data encryption is provided transparently within Windows 2000 by a feature known as Encrypting File System (EFS).
In addition to allowing users to protect their data from intrusion or theft, Windows 2000 also supports digital signing, which protects users from unwanted software components. 
Encrypting File System (EFS)
Encrypting File System (EFS) provides the core file encryption technology used to store encrypted files on NTFS file system volumes.
For more information on EFS, see the following: 

Introduction to Encrypting File System 

Data encryption and decryption 

Data recovery 
Introduction to Encrypting File System
Encrypting File System (EFS) enables users to encrypt and decrypt files. Users use EFS to keep their files safe from intruders who might gain unauthorized physical access to their sensitive, stored data (for example, by stealing a laptop or external disk drive).
Users work with encrypted files and folders just as they do with any other files and folders. Encryption is transparent. If the EFS user is the same person that encrypted the file or folder, the system automatically decrypts the file or folder when the user accesses it later. However, an intruder is prevented from accessing any encrypted files or folders.
Data encryption and decryption
Encrypting File System (EFS) allows users to store data securely on local computers. EFS does this by encrypting data in selected NTFS files and folders.
Because EFS is integrated with the file system, it is easy to manage, difficult to attack, and transparent to the user. This is particularly useful for securing data on computers that may be vulnerable to theft, such as mobile computers.
Files and folders cannot be encrypted or decrypted on FAT volumes. Also, EFS is designed to store data securely on local computers. As such, it does not support the sharing of encrypted data.
EFS encryption keys
Once a user has specified that a file be encrypted, the actual process of data encryption and decryption is completely transparent to the user. The user does not need to understand this process. However, the following explanation of how data encryption and decryption works might be useful for administrators.
This explanation only applies to files, not folders. Folders themselves are not encrypted, only the contents of the files within a folder. Like folders, sub-folders are not encrypted; however, they are marked to indicate that they contain encrypted file data. 
Encryption of files works as follows: 

Each file has a unique file encryption key, which is later used to decrypt the file's data. 

The file encryption key is in itself encrypted--it is protected by the user's public key corresponding to the user's EFS certificate. 

The file encryption key is also protected by the public key of an authorized recovery agent. 
Decryption of files works as follows: 

To decrypt a file, the file encryption key must first be decrypted. The file encryption key is decrypted when the user has a private key that matches the public key. 

The user is not the only person that can decrypt the file encryption key. A recovery agent can also decrypt the file encryption key, by using the recovery agent's private key. 

Once the file encryption key is decrypted, it can be used by either the user or the recovery agent to decrypt the data in the file. 
Private keys are held in a protective key store, and not in the Security Account Manager (SAM) or in a separate directory. For more information, see the Windows 2000 Server Resource Kit. 
Storing encrypted files on remote servers
If users in your Windows 2000 computing environment want to store encrypted files on remote servers, it is useful to know the following: 

Windows 2000 supports the storage of encrypted files on remote servers. However, this is feature is not intended to support the remote sharing of encrypted files by multiple users. 

Users should never store highly-sensitive data on servers where physical security might be at risk. 

Encrypted data is not encrypted when in transit over the network, but only when stored on disk. The exception to this is when your system includes Internet Protocol security (IPSec). IPSec encrypts data while it is transported over a TCP/IP network. 

Encrypted files are not accessible from Macintosh clients. 
Before users can encrypt files that reside on a remote server, an administrator must designate the remote server as trusted for delegation. This allows all users with files on that server to encrypt those files. For more information, see Designating a remote server for file encryption. 
Data recovery
Data recovery is important when you need to be able to recover data encrypted by an employee after the employee leaves, or when the user's private key is lost. 
For more information, see the following: 

Encrypting File System and data recovery 

Recovery policy 

Recovery agents 
Encrypting File System and data recovery
Data recovery is available for the Encrypting File System (EFS) as a part of the overall security policy for the system. For example, if you should ever lose your file encryption certificate and associated private key (through disk failure or any other reason), data recovery is available through the person who is the designated recovery agent. Or, in a business environment, an organization can recover data encrypted by an employee after the employee leaves.
Recovery policy
EFS provides built-in data recovery by enforcing a recovery policy requirement. The requirement is that a recovery policy must be in place before users can encrypt files. The recovery policy provides for a person to be designated as the recovery agent. A default recovery policy is automatically put in place when the administrator logs on to the system for the first time, making the administrator the recovery agent. 
The recovery agent has a special certificate and associated private key that allow data recovery for the scope of influence of the recovery policy. If you are the recovery agent, you should be sure to use the Export command from Certificates in Microsoft Management Console (MMC) to back up the recovery certificate and associated private key to a secure location. After backing up, you should use Certificates in MMC to delete the recovery certificate from the recovery agent's personal store, not from the recovery policy. Then, when you need to perform a recovery operation for a user, you should first restore the recovery certificate and associated private key to the recovery agent's personal store using the Import command from Certificates in MMC. After recovering the data, you should again delete the recovery certificate from the recovery agent's personal store. You do not have to repeat the export process. Deleting the recovery agent's recovery certificate from the computer and keeping it in a secure location apart from the computer is an additional security measure for the protection of sensitive data.
The default recovery policy is configured locally for stand-alone computers. For computers that are part of a network, the recovery policy is configured at either the domain, organizational unit, or individual computer level, and applies to all Windows 2000-based computers within the defined scope of influence. Recovery certificates are issued by a Certificate Authority (CA) and managed using Certificates in MMC.
In a network environment, the domain administrator controls how EFS is implemented for users for all computers in the scope of influence for the recovery policy. In a default Windows 2000 installation, when the first domain controller is set up, the domain administrator is the specified recovery agent for the domain. The way the domain administrator configures the recovery policy determines how EFS is implemented for users on their local machines. The domain administrator logs on to the first domain controller to change the recovery policy for the domain. The following table explains the effect on users of several recovery policy configurations.
Empty recovery policy
EFS cannot be used
No recovery agent
Delete every recovery agent
No recovery policy at the domain level
EFS is available locally
Default recovery agent is administrator of local computer
Delete recovery policy on first domain controller
Recovery policy is configured with designated recovery agent(s)
EFS is available locally
Default recovery agent is domain administrator
Default configuration in a network environment
Because the Windows 2000 security subsystem handles enforcing, replicating, and caching of the recovery policy, users can implement file encryption on a system that is temporarily offline, such as a portable computer (this process is similar to logging on to their domain account using cached credentials).
Recovery policy
A recovery policy refers to the policy that users in your computing environment adhere to when recovering encrypted data. A recovery policy is a type of public key policy. 
When Windows 2000 Server is installed, a recovery policy is automatically implemented for the domain when the first domain controller is set up. The domain administrator is issued the self-signed certificate, which designates the domain administrator as the recovery agent. 
EFS provides built-in data recovery by enforcing a recovery policy requirement. The requirement is that a recovery policy must be in place before users can encrypt files. The recovery policy provides for a person to be designated as the recovery agent. A recovery policy is automatically put in place when the administrator logs on to the system for the first time, making the administrator the recovery agent. 
Configuring a recovery policy
The default recovery policy is configured locally for stand-alone computers. For computers that are part of a network, the recovery policy is configured at either the domain, organizational unit, or individual computer level, and applies to all Windows 2000-based computers within the defined scope of influence. Recovery certificates are issued by a Certificate Authority (CA) and managed using Certificates in the Microsoft Management Console (MMC). 
On a network, the recovery policy is set up by a domain administrator or recovery agent who controls the recovery keys for all computers in the scope of influence for the policy. 
Because the security subsystem handles enforcing, replicating, and caching of the recovery policy, users can implement file encryption on a system that is temporarily offline, such as a portable computer. (This process is similar to logging on to their domain account using cached credentials). 
Types of recovery policies
Administrators can define one of three kinds of policies: a no-recovery policy, an empty recovery policy, or a recovery policy with one or more recovery agents. 

Recovery-agent policy. When an administrator adds one or more recovery agents, a recovery-agent policy is in effect. These agents are responsible for recovering any encrypted data within their scope of administration. This is the most common type of recovery policy. 

Empty recovery policy. When an administrator deletes all recovery agents and their public-key certificates, an empty recovery policy is in effect. An empty recovery policy means that no one is a recovery agent, and that users cannot encrypt data on computers within the scope of influence of the recovery policy. The effect of an empty recovery policy is to turn off EFS altogether. 

No-recovery policy. When an administrator deletes the group recovery policy, a no-recovery policy is in effect. Because there is no group recovery policy, the default local policy on individual computers is used for data recovery. This means that local administrators control the recovery of data on their computers. 
Changing the recovery policy
To change the default recovery policy for a domain, you must log on to the first domain controller as an Administrator. Then, you must invoke Group Policy through the Active Directory Users and Computers snap-in, and select Security Settings, Public Key Policies, and Encrypted Data Recovery Agents. 
Note   Group policy overrides any locally-defined policies. 
Recovery agents
A recovery agent is an administrator authorized to decrypt data that was encrypted by another user. Recovery agents are useful, for example, when employees leave the company and their remaining data needs to be decrypted. Before you can add a recovery agent for a domain, you must ensure that each recovery agent has been issued an X509 Version 3 certificate. 
The recovery agent has a special certificate and associated private key that allow data recovery for the scope of influence of the recovery policy. If you are the recovery agent, you should be sure to use the Export command from Certificates in Microsoft Management Console (MMC) to back up the recovery certificate and associated private key to a secure location. After backing them up, you should use Certificates in MMC to delete the recovery certificate. Then, when you need to perform a recovery operation for a user, you should first restore the recovery certificate and associated private key using the Import command from Certificates in MMC. After recovering the data, you should again delete the recovery certificate. You do not have to repeat the export process.
To add recovery agents for a domain, you add their certificates to the existing recovery policy. This is done by using the Active Directory Users and Computers snap-in to invoke the Add Recovery Agents wizard. 
Network data security
Network data can be protected on the wire or at the network interface. Securing data on the wire requires cryptographic methods and a supporting protocol. This is the purpose of Internet Protocol security (IPSec) and the Router Service. Securing data at the network interface requires a firewall to proxy services and mediate connections between the internal network (LAN) and external network (Internet). This is the purpose of Proxy Server.
These facilities are all integrated in Windows NT Server, and are full participants in the Windows NT security framework.
Internet Protocol security
Internet Protocol security (IPSec) is a framework of open standards for ensuring secure private communications over Internet Protocol networks, using cryptographic security services. IPSec is based on an end-to-end security model, meaning that the only computers which must know about IPSec are the sending and receiving computers. The Windows 2000 implementation of IPSec is based on standards developed by the Internet Engineering Task Force (IETF) IPSec working group.
For more information, see IPSec concepts and deployment. 
Router service
The Windows 2000 Router service provides routing services in the LAN and WAN environments, and over the Internet using secure virtual private network (VPN) connections. The VPN connections are based on the Point-to-Point Tunneling Protocol (PPTP) and the Layer 2 Tunneling Protocol (L2TP).
The Router Service is intended for use by system administrators already familiar with routing protocols and routing services. Use the Routing and Remote access feature to view and manage both routers and dial-up servers.
Proxy Server
Intranet applications such as Web browsers are often more valuable when their LAN is connected to the Internet, but installing an unregulated Internet connection can compromise the LAN's security. Microsoft Proxy Server helps reduce this potential danger by regulating LAN-Internet traffic to maximize the security and efficiency of intranet applications. Microsoft Proxy Server acts as a gateway with firewall-class security between your network and the Internet.
A proxy server manages traffic between programs on one network and servers on another. When a client program makes a request, the proxy server responds by translating the request and passing it to the Internet. When a computer on the Internet responds, the proxy server passes that response back to the client program on the computer that made the request. The proxy server computer has two network interfaces: one connected to the LAN and one connected to the Internet.
The primary security features of Proxy Server are:

It blocks inbound connections. 

LAN clients can initiate connections to Internet servers, but Internet clients cannot initiate connections to LAN servers. 

It restricts outbound connections. 
LAN clients are authenticated using their standard Windows NT security credentials. Proxy Server can restrict outbound connections in several ways, including by user, program protocol, TCP/IP port number, time of day, and destination domain name or Internet Protocol address.
Programs must behave differently when using a proxy server than when directly accessing network resources. As a rule, Web browsers must be reconfigured, but require no additional software. Other WinSock programs require no reconfiguration, but the client system requires a replacement WinSock driver.
For more information, see your Proxy Server documentation.
Security Configuration and Analysis
Security Configuration and Analysis can be used to analyze and configure local computer security. 

Introduction to Security Configuration and Analysis 

Understanding Security Configuration and Analysis 
Security Configuration and Analysis Overview
Security Configuration and Analysis is a tool for analyzing and configuring local system security. 
Security Analysis
The state of the operating system and applications on a computer is dynamic. For example, security levels may be required to change temporarily to enable immediate resolution of an administration or network issue; this change can often go unreversed. This means that a computer may no longer meet the requirements for enterprise security. 
Regular analysis enables an administrator to track and ensure an adequate level of security on each computer as part of an enterprise risk management program. Analysis is highly specified, information about all system aspects related to security is provided in the results. This enables an administrator to tune the security levels, and most importantly, detect any security flaws that may occur in the system over time.
Security Configuration and Analysis enables quick review of security analysis results: recommendations are presented alongside current system settings, and icons or remarks are used to highlight any areas where the current settings do not match the proposed level of security. Security Configuration and Analysis also offers the ability to resolve any discrepancies revealed by analysis. 
If frequent analysis of a large number of computers is required, as in a domain-based infrastructure, the Secedit.exe command line tool may be used as a method of batch analysis. However, analysis results still must be viewed using Security Configuration and Analysis. For more information, see Automating security configuration tasks.
Security Configuration
This tool can also be used to directly configure local system security. Through its use of personal databases, you can import security templates created with the Security Templates snap-in, and apply these templates to the Group Policy object for the local computer. This immediately configures the system security with the levels specified in the template. For more information, see Managing Security Templates.
Understanding Security Configuration and Analysis
Security Configuration and Analysis uses a database to perform analysis and configuration functions. The database architecture enables the use of personal databases, security template import and export, and combining multiple base security templates into one composite security template that then can be used for analysis or configuration. 
The security configuration and analysis database is a computer-specific data store. The database is the starting point for security analysis and configuration. New security templates can be incrementally added to the database and create a composite security template (overwriting a template is an option). You can also create personal databases for storing your own customized security templates. 
For information on defining security templates for use with this tool, see Security Templates.
For how to set a working security database, see To set a working security database.
Managing Security Templates
Security Templates defines security templates which can be applied to a Group Policy object in the Active Directory or a local computer. 
For more information, see Security templates. 
Security Templates Overview
Windows 2000 provides a centralized method of defining security with the Security Template snap-in. It is a single point of entry where the full range of system security can be viewed, adjusted, and applied to a local computer or imported to a Group Policy object. Security Templates does not introduce new security parameters, it simply organizes all existing security attributes into one place to ease security administration. Security templates can also be used as a base configurations for security analysis, when used with the Security Configuration and Analysis snap-in.
What is a security template?

Security Policies: 

Account Policies: security for passwords, account lockouts, and Kerberos policies 

Local Policies: User rights, and logging for security events.

Restricted Groups: local group membership administration 

Registry: security for local registry keys 

File System: security for the local file system 

System Services: security and startup mode for local services 
You can import a security template to a Group Policy object. Any computer or user accounts in the site, domain, or organizational unit to which the Group Policy object is applied will receive the security template settings. Local Group Policy is a special Group Policy object: it cannot override domain-based policy, and only local and account policies are part of the local security template settings. 
Importing a security template to a Group Policy object eases domain administration by configuring security for multiple computers at once. A Group Policy object defines access, configuration and usage settings for accounts and resources. For more information on Group Policy, see Group Policy.
Each template is saved as a text-based .inf file. This enables you to copy, paste, import, or export some or all of the template attributes. With the exceptions of IP Security and public key policies, all security attributes can be contained in a security template.
The initial template applied to a computer is called the Local Computer Policy. The Local Computer Policy can be exported to a security template file, to preserve initial system security settings. This enables restoration of the initial security template at any later point. The only possible exceptions to this rule are legacy systems that are being upgraded to Windows 2000. For example, if a Windows NT 4.0-based computer has a customized security template that must not be overwritten, the new Local Computer Policy will not be applied during the upgrade. In this case, security can be configured and applied after the installation.
For information on how to use the Secedit.exe command line tool to automatically assign security templates to computers, see Automating security configuration tasks.
Security areas
The following security areas may be configured for a system:

Account Policies 

Local Policies 

Event Log 

Restricted Groups 

File System, Registry, System Services 
This list does not include Public Key or Internet Protocol security policies. For information on configuring these, see Public Key Policy or Internet Protocol security.
Account Policies
These policies apply to user accounts. This security area contains attributes for:

Password policy: for domain or local user accounts, determines settings for passwords such as enforcement, and lifetimes. 

Account lockout policy: for domain or local user accounts, determines when and for whom an account will be locked out of the system. 

Kerberos policy: for domain user accounts, determines Kerberos-related settings, such as ticket lifetimes and enforcement. 
Account policies should not be configured for organizational units that do not contain any computers, since organizational units that contain only users will always receive account policy from the domain. 
When setting account policies in Active Directory, keep in mind that Windows 2000 only allows one domain account policy: the account policy applied to the root domain of the domain tree. The domain account policy will become the default account policy of any Windows 2000 workstation or server that is a member of the domain. The only exception to this rule is when another account policy is defined for an organizational unit. The account policy settings for the organizational unit will affect the local policy on any computers contained in organizational unit. For more information, see Active Directory overview.
Upgrading Windows 2000 Professional and default domain policies (Account/Password)
When upgrading Windows 2000 Professional on computers that are members of a Windows 2000 domain, the account and password policies will take precedence over the local policy on any domain controllers, servers, and workstations in the domain. This is different from the upgrade behavior in previous versions of Windows.
Local Policies
These policies pertain to the computer. Local policies are based on the computer you are logged into, and the rights you have on that particular computer. This security area contains attributes for:

Audit policy: determines which security events are logged into the Security log on the computer (successful attempts, failed attempts or both). (The Security log is part of Event Viewer.) 

User rights assignment: determines which users or groups have logon or task privileges on the computer. 

Security options: enables or disables security settings for the computer, such as digital signing of data, Administrator and Guest account names, floppy drive and CD ROM access, driver installation, and logon prompts. 
Local Policies, by definition, are local to a computer. When these settings are imported to a Group Policy object in Active Directory, they will affect the local security settings of any computer accounts to which that Group Policy object is applied. In either case, your user account rights may no longer apply if there is a local policy settings which overrides those privileges.
Event Log
This security area defines attributes related to the Application, Security, and System event logs: maximum log size, access rights for each log, and retention settings and methods.
Event Log size and log wrapping should be defined to match the business and security requirements you determined when designing your Enterprise Security Plan. Consider implementing these Event Log settings at the site, domain, or organizational unit level, to take advantage of Group Policy settings.
Restricted Groups
This provides an important new security feature that acts as a governor for group membership. Restricted Groups automatically provides security memberships for default Windows 2000 groups that have predefined capabilities, such as Administrators, Power Users, Print Operators, Server Operators, and Domain Admins. You can later add any groups that you consider sensitive or privileged to the Restricted Groups security list.
For example, the Power Users group is automatically part of Restricted Groups, since it is a default Windows 2000 group. Assume it contains two users: Alice and Bob. Bob adds Charles to the group, through the Active Directory Users and Computers snap-in, to cover for him while he is on vacation. However, no one remembers to remove Charles from the group when Bob comes back from vacation. In actual deployments, over time, these situations can add up, resulting in extra members in various groups, members who should no longer have these rights. Configuring security through Restricted Groups can prevent this situation. Since only Alice and Bob are listed in the Restricted Groups node for Power Users, when Group Policy settings are applied, Charles is removed from the group automatically. 
Configuring Restricted Groups ensures that group memberships are set as specified. Groups and users not specified in Restricted Groups are removed from the specific group. In addition, the reverse membership configuration option ensures that each Restricted Group is a member of only those groups specified in the Member Of column. For these reasons, Restricted Groups should be used primarily to configure membership of local groups on workstation or member servers. 
File system, registry, system services
You can configure security attributes for all existing files and folders in the local file system, existing registry keys on the local system and existing system services on the local computer:

Inherit: any child objects of this object inherit the parental object's security provided the child object is not protected from inheritance. 

Overwrite: in this case, the parental object's security will override any security set on the child object regardless of the child object's protection setting. 

Ignore: use this setting if you do not want to configure or analyze security for this object or any of its child objects. 
From here, you can also edit the Security properties of the object: what user or group account(s) has permission to read/write/delete/execute, inheritance settings, Auditing, and Ownership permission. 
If you choose to set system service startup to Automatic, perform adequate testing to verify that the services can start without user intervention.
You should track the system services used on a computer. For performance optimization, set unnecessary or unused services to Manual.
Using security
Security considerations are also influenced by the operational context: the server's role within the organization, such as whether it is used as a domain controller, Web server, file server, or database server.
If your organization's network is comprised of intranets, extranets, or Internet sites, you will also need to incorporate a public key infrastructure into your overall security solution. This infrastructure may include one or more dedicated certification authorities for your organization.
This section introduces the methods and operations you can use to secure data for your organization or on your local computer. For more information about these methods and operations, see the following: 

Working with built-in and predefined groups 

Setting up auditing 

Managing trust relationships 

Assigning user rights 

Delegating administrative control 

Enabling Kerberos V5 authentication 

Starting programs as an administrator 

Certificate-based authentication 

Public key infrastructure and certificates 

Using security templates 

Security configuration and analysis 

Permissions 

Storing Data Securely 
Working with built-in and predefined groups
You can use the global groups of a domain to collect the various types of user accounts in that domain into groups. (User accounts might include regular users, administrators, and guests.) These groups can then be placed in domain local groups in that domain and others.
The built-in domain local groups of a domain are primarily used to assign default sets of permissions to users who will have some administrative control in that domain. For example, the Administrators group in a domain has a broad set of administrative authority over all user accounts and resources in the domain.
Global Group
Description
Domain Users
By default, any user account you create in a domain is automatically added to the Domain Users global group. You can use the Domain Users group to represent all the user accounts created in the domain. For example, if you want all the users in this domain to have access to a printer, you can assign permissions for the printer to the Domain Users group (or you can put the Domain Users group into a domain local group that has permissions for the printer). By default, the Domain Users group in a domain is a member of the Users group in the same domain.
Domain Admins
The Domain Admins global group can represent the users who have broad administrative rights in a domain. Windows 2000 Server places all users with an Administrator account into this group automatically. Because Windows 2000 Server supports administration and delegation of authority, you should not have to grant these broad administrative rights to many users. In fact, it is recommended that you limit the number of users that you place in the Domain Admins group.By default, the Domain Admins group in a domain is a member of the Administrators group in the same domain.
Domain Guests
By default, the Domain Guests global group is a member of the Guests group in the same domain, and automatically contains the domain's default Guest user account.
For descriptions of available user rights, see User Rights. 
Setting up auditing
An audit records an entry whenever users perform certain actions that you specify. For example, the modification of a file or a policy can trigger an audit entry. The audit entry shows the action performed, the associated user account, and the date and time of the action. You can audit both successful and failed attempts at actions. 
Actions are not audited by default. If you have the appropriate administrative permissions, you can specify what types of actions are audited. When you enable auditing, you:
 1.
Establish a local audit policy on the computer where the actions occur. 
 2.
Choose the actions to audit. 
There are different auditing tools to use, depending on whether you want to audit Active Directory objects or local objects:

For Active Directory objects, use Active Directory Users and Computers. 

For files and folders, registry keys, and network printers, use the Security tab in the object's Properties dialog box. This allows you to specify which types of access to those objects you would like to audit. 
For information on configuring auditing settings, see Local Policies. 
Managing trust relationships
When joining a Windows 2000 domain to a Windows 2000 domain forest, a trust relationship is established automatically. This trust relationship is a two-way, transitive trust relationship. No administrative tasks are required to establish this trust relationship. 
Trust relationships within a domain forest are established at the time that the domain is created. Once established, these trust relationships do not need to be managed. The two exceptions to this are: 

Trust relationships between Windows 2000 forests 

Trust relationships between domains in Windows NT 4.0 and earlier. 
To set up a trust relationship between a Windows 2000 domain and a Windows NT domain, you must explicitly establish the trust relationship. To do this, use Active Directory Domains and Trusts. 
If you have upgraded a Windows NT 4.0 domain to a Windows 2000 domain, the existing trust relationship remains in the same state. 
For more information on trust relationships within a domain, see Domain trusts. 
Assigning user rights
You assign user rights by configuring user rights settings for local policies. Assigning user rights is one way that you can delegate or restrict administrative control within a domain. 
For more information on assigning user rights, see Local policies. 
For information on delegating administrative control through the assignment of user rights, see Delegating administration. 
Delegating administrative control
You define delegation of responsibility to create new users or groups at the level of the organizational unit, or container, where the accounts are created. Group administrators for one organizational unit do not necessarily have the ability to create and manage accounts for another organizational unit within a domain. However, policy settings that are domainwide and permissions that are defined at higher levels in the directory tree can apply throughout the tree by using inheritance of permissions. 
You can delegate administration of a domain or organizational unit by using the Delegation of Control wizard available in Active Directory Users and Computers. 
There are three ways to define the delegation of administration responsibilities: 

Delegate permissions to change properties on a particular container. 

Delegate permissions to create and delete objects of a specific type under an organizational unit, such as users, groups, or printers. 

Delegate permissions to update specific properties on objects of a specific type under an organizational unit. For example, you can delegate the right to set a password on a User object. 
You can delegate administration of particular resources to a specific individual or group, eliminating the need for multiple administrators to have authority over an entire domain or site. With appropriate delegation, the user or group who has been granted the appropriate permissions can, in turn, delegate administration of a subset of their accounts and resources. 
You can configure the scope of delegated administrative responsibility in many different ways. Although you generally grant permissions at the organizational unit level by applying inheritance, you can also delegate administration for an entire domain within a forest. 
Administrators can view the delegation information that is defined for containers by using Active Directory Users and Computers. 
For more information on delegating administrative responsibilities, see Delegating administration. 
Enabling Kerberos V5 authentication
Kerberos V5 authentication is automatically enabled when you install Windows 2000 Server. 
The account policies for user accounts define policies regarding the use of Kerberos V5. For example, a user account policy for Kerberos V5 sets the lifetime of users' Kerberos V5 tickets. As an administrator, you can use the default account policies or you can change it to suit the needs of your environment. 
Successful authentication using Kerberos V5 requires that both the client system and the server running the desired service must run the Windows 2000 operating system.
If a Windows 2000 client system tries to authenticate to a server running another operating system, Windows 2000 uses the NTLM protocol as the authentication mechanism. 
For more information on account policies related to Kerberos V5, see Account policies. 
For a basic understanding of how Kerberos V5 works, see Kerberos V5 authentication. 
Starting programs as an administrator
In some cases, you might want to run a program that requires you to be logged on as an administrator. To do this, you can use the Run as program, which allows you to become either a local or a domain administrator. 
The Run as command can be used to start any program or Microsoft Management Console (MMC), as long as: 

You provide the appropriate user account and password information. 

The user account has the ability to log on to the computer. 

The program or administrative tool is available on the system and to the user account. 
Some applications, such as Windows Explorer, the Printers folder, and desktop items are started indirectly by Windows 2000 and therefore cannot be started with the Run as command. 
For more information, see Using the Run as command to start a program as an administrator. 
Certificate-based authentication
This section covers: 

Enabling certificate-based authentication 

Using smart cards 
Enabling certificate-based authentication
Your organization may need to support authentication of external users, individuals who do not have an account in Active Directory. There are a number of instances where you may want to provide external users with secure access to specific data within the enterprise. For example, corporate partners may need extranet access, a department may need access to another department's intranet pages, or you may want to provide selective public access.
Authenticating external users requires the following:

The external user must have a certificate. 

You must establish a user account for use by one or more external users. 

The external user's certificate must be issued by a certification authority (CA) that is listed in the certificate trust list for (or trusted by) the site, domain, or organizational unit in which you have created the user account. 

You must create a name mapping between the external user certificate and the Active Directory account you have created for authenticated access. 

Any external user whose client program presents a mapped certificate can then access the permitted locations published on the appropriate Web site for your organization. The authentication process is transparent to the external user.

For more information on account mapping procedures, see Map a certificate to a user account in Active Directory.
Note   You should verify that rights and permissions to the necessary data meet your security policy and are adequate for the needs of the external users. 
Using smart cards
This section provides general information about using smart cards:

Smart card readers 

Supported smart cards 

Enrolling for a smart card certificate 

Logging on to a computer with a smart card 
Smart card readers
It is strongly recommended that only smart card readers that have been tested by the Microsoft Windows Hardware Quality Lab and have obtained the Windows-compatible logo be installed on Windows 2000 computers.
Smart card readers that are not Plug and Play-compliant are not recommended on computers running Windows 2000. If you are using such a reader, then you must obtain installation instructions (including associated device driver software) directly from the manufacturer of the smart card reader. Microsoft neither supports nor recommends the use of non-Plug and Play smart card readers. 
For instructions on installing smart card readers, refer to the manufacturer's materials that are provided with the reader, or see Install a smart card reader on a computer.
The following smart card readers are supported by Windows 2000. Their drivers are installed only upon detection of the corresponding Plug and Play smart card reader hardware.
Manufacturer
Smart card reader
Interface 
Device driver
Bull CP8
Smart TLP3
RS-232
Bulltlp3.sys
Gemplus
GCR410P
RS-232
Gcr410p.sys
Gemplus
GPR400
PCMCIA
Gpr400.sys
Litronic
220P
RS-232
Lit220p.sys
Rainbow Technologies
3531
RS-232
Rnbo3531.sys
SCM Microsystems
SwapSmart
RS-232
Scmstcs.sys
 SCM Microsystems
SwapSmart
PCMCIA
Pscr.sys
Supported smart cards
When you install Windows 2000, support for the Gemplus GemSAFE and Schlumberger Cryptoflex smart cards is included in the default installation. You do not need to configure anything on the client or server to use either of these cards. Cryptographic smart cards can only be obtained directly from the respective companies and not from Microsoft Corporation.
While support for these cards is included in Windows 2000, other RSA-based cryptographic smart cards will also work with Windows 2000, provided the card vendor has developed a cryptographic service provider (CSP) for the card using CryptoAPI and the Smart Card Software Developer's Kit, which is available through Microsoft Developer's Network (MSDN).
Smart card personal identification numbers (PINs) can be changed anytime the CSP displays the private key PIN dialog box. PIN management is the responsibility of the card CSP and the user. Windows 2000 does not manage PINs.
Enrolling for a smart card certificate
A domain user cannot enroll for a Smart Card Logon certificate (which provides authentication) or a Smart Card User certificate (which provides authentication plus the capability to secure e-mail) unless a system administrator has granted the user access rights to the certificate template stored in Active Directory. Enrollment for a smart card certificate must be a controlled procedure, in the same manner that employee badges are controlled for purposes of identification and physical access. 
The recommended method for enrolling users for smart card-based certificates and keys is through the Smart Card Enrollment station that is integrated with Certificate Services in Windows 2000 Server and Windows 2000 Advanced Server. 
When an enterprise certification authority (CA) is installed, the installation includes the Smart Card Enrollment station. This allows an administrator to act on behalf of a user to request and install a Smart Card Logon certificate or Smart Card User certificate on the user's smart card. Prior to using the Smart Card Enrollment station , the smart card issuer must have obtained a signing certificate based on the Enrollment Agent certificate template. The signing certificate will be used to sign the certificate request generated on behalf of the smart card recipient. 
By default, only domain administrators are granted permission to request a certificate based on the Enrollment Agent template. A user other than a domain administrator can be granted permission to enroll for an Enrollment Agent certificate by means of Active Directory Sites and Services. It's very important to note that once someone has an Enrollment Agent certificate, they can enroll for a certificate and generate a smart card on behalf of anyone in the organization. The resulting smart card could then be used to log on to the network and impersonate the real user.
Because of the powerful capability of the Enrollment Agent certificate, it is strongly recommended that your organization maintain very strong security policies over who has one. A scenario to minimize risk of Enrollment Agent misuse would be to have one subordinate CA with very tight administrative controls in your organization that is only used to issue Enrollment Agent certificates. Once the initial Enrollment Agent certificates have been issued, the administrator of the CA can disable the issuance of Enrollment Agent certificates until they are needed again. By restricting the administrators who can operate the CA service on the subordinate CA, the service can be kept online for the generation and distribution of certificate revocation lists (CRLs) if necessary. Other CAs in the hierarchy can still conceivably issue Enrollment Agent certificates if their policy settings are changed, but you can determine whether inappropriate Enrollment Agent certificates are issued by checking the Issued Certificates log for each CA regularly.
See Set security permissions and delegate control of certificate templates for information on how to change the security permissions for a certificate template.
The enrollment station does not provide any card personalization functions, such as creating a file structure or setting the personal identification number (PIN) because those are card-specific functions and can only be done using specialized software provided by the smart card manufacturer.
See Set up a smart card for user logon for instructions to enroll users for smart card certificates. 
Logging on to a computer with a smart card
To log on to a computer with a smart card, users do not need to type CTRL+ALT+DEL. They simply insert the smart card into the smart card reader, and they are prompted for their personal identification number (PIN) instead of their user name and password (and, if applicable, domain).
For smart card logon procedures, see Log on to a computer with a smart card 
Public key certificates
To implement the use of and manage public key certificates, see the following:

Using Windows 2000 Certificate Services Web pages 

Using the Certificates snap-in 

Using Certificate Services 

Using public key policies 

Certificate Services command-line functions 
Using Windows 2000 Certificate Services Web pages
By default, every certification authority that is hosted on a server running Windows 2000 has Web pages available for users and administrators to perform a variety of tasks related to requesting certificates. These Web pages are located at http://servername/certsrv, where servername is the name of the Windows 2000 server that hosts the certification authority. The certsrv portion of the URL should always be in lower case letters; otherwise, users may have trouble checking and retrieving pending certificates. Users can access these Web pages using Microsoft Internet Explorer version 4.0 and greater, or Netscape Navigator version 3.01 and greater.
The Web pages are the only way for users to request certificates from stand-alone certification authorities. They are optional for users who want to request certificates from enterprise certification authorities. For more information about certification authorities, see Certificates and certification authorities. 
If you have been granted access permissions, you can perform the following tasks from these Web pages:

Request a basic certificate. See To submit a user certificate request via the Web. 

Request a certificate with advanced options. See To submit an advanced certificate request via the Web. 

This gives you greater control over the certificate request. Some of the user-selectable options available in an advanced certificate request include:

Cryptographic service provider (CSP) options. The name of the cryptographic service provider, the key size (512, 1024, and so on), the hash algorithm (SHA/RSA, SHA/DSA, MD2, MD5) and the key spec (exchange or signature). 

Key generation options. Create a new key set or use an existing key set, mark the keys as exportable, enable strong key protection, and use the local computer store to generate the key. 

Additional options. Save the request to a PKCS #10 file or add any specific attributes you want to add to the certificate. 

Netscape clients cannot use the advanced option Web pages.

Check on a pending certificate request 

If you have submitted a certificate request to a stand-alone certification authority, you will need to check the status of the pending request to see if the certification authority has issued the certificate. If the certificate has been issued, it will be available for you to install it. 

Retrieve the certification authority's certificate to place in your trusted root store. See To retrieve a certification authority certificate. 

Retrieve the current certificate revocation list. See To retrieve a certificate revocation list. 

Submit a certificate request using a PKCS #10 file or a PKCS #7 file. See To request a certificate using a PKCS #10 or PKCS #7 file. 

(For administrators only) Request a certificate for a smart card on behalf of another user. See To set up a smart card for user logon. 
Using certificates
This section covers the following topics:

Starting the Certificates snap-in 

Requesting certificates 

Renewing certificates 

Importing and exporting certificates 

Viewing certificate information 

Using Windows 2000 Certificate Services Web pages 

Common tasks with certificates 
Starting the Certificates snap-in
You use the Microsoft Management Console (MMC) Certificates snap-in to manage public key certificates.
If you are an administrator of a computer, or a domain administrator, when you add Certificates to your MMC console you have the option of managing certificates that are issued to one of the following:

Yourself (My user account option) 

Your computer (Computer account option) 

Local services (Service account option) 
If you are a user, when you add Certificates to your MMC console, you can manage certificates only for your user account.
A separate instance of Certificates must be loaded for each entity for which you are managing certificates. 
See also:

To manage certificates for your user account 

To manage certificates for a computer 

To manage certificates for a service 
Requesting certificates
Certificate requests must be made by the user, computer, or service that has access to the private key associated with the public key that will be part of the certificate. Depending upon the public key policies established by your system administrator, machines and services can automatically request certificates without user intervention. In addition, administrators can request smart card user certificates and smart card certificates for logging on to the system on behalf of other users by using their enrollment agent certificate.
There are two primary ways to explicitly request certificates in Windows 2000.
Request certificates using the Certificate Request wizard
When you request certificates from a Windows 2000 enterprise certification authority, you can use the Certificate Request wizard located in the Certificates snap-in. This wizard guides you through the following steps:

Selecting the certification authority to which you will submit the request. 

Only enterprise certification authorities that are available in your Windows domain will be able to issue certificates using the Certificate Request wizard. 

Selecting the appropriate certificate template to use for the new certificate. 

Certificate templates are predefined configurations that provide common settings for the certificate request. Certificate templates describe the purpose for which the requested certificate is to be used. The list of certificate templates that is available to you is determined by the certificate types which the certification authority is configured to issue and whether you have been granted the access rights to the certificate template by the system administrator. 

(Optional) Using Advanced Options in the Certificate Request wizard to select the cryptographic service provider (CSP) for the key pair associated with the certificate request. 
Only Basic EFS (encrypting file system) and EFS Recovery Agent certificates have their associated private keys marked as available for export when you use the Certificate Request wizard. If you want to request another type of certificate and have its private key available for export to a PKCS #12 file, you will need to use the Advanced request page on the Windows 2000 Certificate Services Web pages. 
For instructions on opening and using the Certificate Request wizard, see To request a certificate.
You can also use the Certificate Request wizard to request a new certificate from an enterprise certification authority by using an existing key pair that is already associated with another certificate. See To request a certificate with the same key. 
Request certificates using the Windows 2000 Certificate Services Web pages
Each certification authority that is installed on a Windows 2000 server has Web pages that users can access to submit basic and advanced certificate requests. By default, these pages are located at http://servername/certsrv, where servername is the name of the Windows 2000 server hosting the CA. 
When you request certificates from a Windows 2000 stand-alone certification authority, you use the Certificate Services Web pages. Web pages can also be used to request certificates from Windows 2000 enterprise certification authorities if you want to set optional request features that are not available in the Certificate Request wizard, such as marking the keys as exportable, setting key length, choosing the hash algorithm, or saving the request to a PKCS #10 file. 
For more information on using Certificate Services Web pages, see Using Windows 2000 Certificate Services Web pages.
Processing certificate requests
When you submit a certificate request to a Windows 2000 enterprise certification authority, it is immediately processed, as opposed to being set to "pending." The certificate request will either immediately fail or be granted. If it is granted, the certificate is issued, and you will be prompted to install it. 
When you submit a certificate request to a Windows 2000 stand-alone certification authority, it will either be immediately processed or, by default, it will be considered pending until the administrator of the certification authority approves or rejects the request. In the case of a pending request, the certificate requester will have to use the Certificate Services Web pages to check the status of pending certificates. See To check on a pending certificate request. 
For more information about certificates and certification authorities, see Certificates and certification authorities.
Renewing certificates
Every certificate has a validity period. After the end of the validity period, the certificate is no longer considered an acceptable or usable credential. The Certificates snap-in enables you to renew a certificate issued from a Windows 2000 enterprise certification authority before or after the end of its validity period by using the Certificate Renewal wizard. 
You can either renew the certificate with the same key set you used before, or you can renew a certificate with a new key set. For information about the issues of reusing a key set vs. generating a new key set for certificate renewal, see Resources: Public key infrastructure.
Before you renew a certificate, you will need to know:

The issuing certification authority. 

(Optional) If you want a new public key and private key pair for the certificate, the cryptographic service provider (CSP) that should be used to generate the key pair. 
See also:

To renew a certificate with a new key 

To renew a certificate with the same key 
In addition, you can renew certificates issued from both Windows 2000 enterprise certification authorities and Windows 2000 stand-alone certification authorities with the Certificate Services Web pages by pasting in the contents of a PKCS #7 file. For more information, see To request a certificate using a PKCS #10 or PKCS #7 file. 
Importing and exporting certificates
The Certificates snap-in provides administrative tools to export and import certificates, including their certification paths and private keys, if needed. You can export certificates to or import certificates from PKCS #12 files, PKCS #7 files, and binary-encoded X.509 certificate files.
Importing a certificate
You might want to import a certificate:

To install a certificate that was sent to you in a file by another user, computer, or certification authority. 

To restore a damaged or lost certificate that you previously backed up. 

To install a certificate and its associated private key from a computer that the certificate holder was previously using. 
When you import a certificate, you copy the certificate from a file that uses a standard certificate storage format to a certificate store for your user account or your computer account. 
Exporting a certificate
You might want to export a certificate:

To back up a certificate. 

To back up a certificate and its associated private key. 

To copy a certificate for use on another computer. 

To remove a certificate and its private key from the certificate holder's current computer for installation on another computer. 
When you export a certificate, you are copying the certificate from its certificate store to a file that uses a standard certificate storage format.
Standard certificate file formats
You can import and export certificates in the following formats:

Personal Information Exchange (PKCS #12) 

The Personal Information Exchange format (PFX, also called PKCS #12) enables the transfer of certificates and their corresponding private keys from one computer to another or from a computer to removable media.

PKCS #12 is an industry format suitable for transport or backup and restoration of a certificate and its associated private key. This can be between products from the same vendor or different vendors.

To use the PKCS #12 format, the cryptographic service provider (CSP) must recognize the certificate and keys as exportable. If a certificate was issued from a Windows 2000 certification authority, the private key for that certificate is only exportable if one of the following is true: 

The certificate is for EFS (encrypting file system) or EFS recovery. 

The certificate was requested through the Advanced Certificate Request certification authority Web page with the Mark keys as exportable check box selected. 

Because exporting a private key might expose it to unintended parties, the PKCS #12 format is the only format supported in Windows 2000 for exporting a certificate and its associated private key.

Cryptographic Message Syntax Standard (PKCS #7) 

The PKCS #7 format enables the transfer of a certificate and all the certificates in its certification path from one computer to another, or from a computer to removable media. PKCS #7 files typically use the .p7b extension.

DER Encoded Binary X.509 

This format might be used by certification authorities that are not on Windows 2000 servers, so it is supported for interoperability. DER certificate files use the .cer extension.

Base64 Encoded X.509 

This format might be used by certification authorities that are not on Windows 2000 servers, so it is supported for interoperability. Base64 certificate files use the .cer extension.
See also:

To import a certificate 

To export a certificate 

To export a certificate with the private key 

To view the certificates in a PKCS #7 file 
Viewing certificate information
Using Certificates, you can view information about the fields, extensions, and properties that define an issued certificate by double-clicking any certificate displayed in the certificate store.
To view this
See this
Overview of the certificate information
General tab
Supported uses of the certificate
General tab
Entity to which the certificate was issued
General tab
Validity period of the certificate
General tab
Path of certificate to a trusted root certification authority
Certification path tab
Root certificate
Certification path tab
Subordinate certification authorities' certificates
Certification path tab
Whether root certification authority is trusted or not
Certification path tab
Certificate status
Certification path tab
The Details dialog box provides the following information about the certificate.
Certificate field
Description
Version
The X.509 version number.
Serial number
The unique serial number that the issuing certification authority assigns to the certificate. The serial number is unique for all certificates issued by a given certification authority.
Signature algorithm
The hash algorithm that the certification authority uses to digitally sign the certificate.
Issuer
Information regarding the certification authority that issued the certificate.
Valid from
The beginning date for the period in which the certificate is valid.
Valid to
The final date for the period in which the certificate is valid.
Subject
The name of the individual or certification authority to whom the certificate is issued. If the issuing certification authority exists on a domain member server in your enterprise, this will be a distinguished name within the enterprise. Otherwise, this may be a full name and e-mail name or some other personal identifier.
Public key
The public key type and length associated with the certificate.
Thumbprint algorithm
The hash algorithm that generates a digest of data (or thumbprint) for digital signatures.
Thumbprint
The digest (or thumbprint) of the certificate data.
Friendly name
(Optional) A friendly, or common, name for the name in the Subject field.
Enhanced key usage
(Optional) The purposes for which this certificate can be used.
There are additional possible X.509v3 extensions that could be in a certificate. If they are present, they will be displayed as well.
For the procedure that shows how to see the properties of a certificate, see To view a certificate.
Common tasks with certificates
This section covers the following topics:

Common tasks for certificate users on an intranet 

Common tasks for certificate users on the Internet 
Common tasks for certificate users on an intranet
Task
Reference
Review certificate concepts.
Certificates overview
Requesting certificates


Request a certificate using the Certificate Request wizard.
To request a certificate
(For advanced requests) Request a certificate using the certification authority's Web pages.
To submit an advanced certificate request via the Web
Submit a certificate request using a PKCS #10 file. Useful in cases where the certificate requester does not have a network connection to the certification authority.
To request a certificate using a PKCS #10 or PKCS #7 file
Check on a pending certificate request.
To check on a pending certificate request
Managing certificates and keys


Export a certificate.
To export a certificate
Export a certificate with a private key.
To export a certificate with the private key
Import a certificate.
To import a certificate
Renew certificates.
To renew a certificate with a new key
Renew a certificate with the same key.
To renew a certificate with the same key 
Common tasks for certificate users on the Internet
Task
Reference
Review certificate concepts.
Certificates overview
Get a certification authority's root certificate to establish trust.
To retrieve a certification authority certificate
Get the current certificate revocation list from the certification authority.
To retrieve a certificate revocation list
Requesting certificates


Request a certificate using the certification authority's Web pages.
To submit a user certificate request via the Web
(For advanced requests) Request a certificate using the certification authority's Web pages.
To submit an advanced certificate request via the Web
Submit a certificate request using a PKCS #10 file. Useful in cases where the certificate requester does not have a network connection to the certification authority.
To request a certificate using a PKCS #10 or PKCS #7 file
Check on a pending certificate request.
To check on a pending certificate request
Managing certificates and keys


Export a certificate.
To export a certificate
Export a certificate with a private key.
To export a certificate with the private key
Import a certificate.
To import a certificate
Renew certificates.
To renew a certificate with a new key
Renew a certificate with the same key.
To renew a certificate with the same key 
Using Certificate Services

Installing and configuring a certification authority 

Configuring the policy and exit modules 

Establishing a certification hierarchy 

Backing up and restoring a certification authority 

Revoking certificates and publishing CRLs 

Mapping certificates to user accounts 

Renewing a certification authority 

Certificate Services command line functions 
Installing and configuring a certification authority
Planning the installation of a certification authority
Before installing Certification Services, you should plan the deployment of certification authorities (CAs) and public key infrastructure in your organization.
For more information about deploying a PKI, see Checklists, Resources: Public key infrastructure, Windows 2000 Resource Kits, and Microsoft Product Support Services.
Ways to install Certificate Services to create a certification authority
If you are installing Certificate Services on a Windows 2000 Server, there are a number of situations in which you may want to set up a CA. (The most typical is listed first here.)

After Windows 2000 Server base setup has completed:

To install Certificate Services on a server that already has Windows 2000 Server installed, double-click Add/Remove Programs in Control Panel. After you select Certificate Services for installation, the Certificate Services Installation wizard guides you through the installation process.

For the procedures to set up a certification authority (CA) on a server that already has Windows 2000 installed, see Set up a certification authority.

As part of Windows 2000 Server base setup: 

Although Certificate Services is a Windows 2000 service and is included with Windows 2000 Server, it is not installed as part of the initial Windows 2000 Server installation process by default. (You would not want every file server to be a CA.)

To install Certificate Services during the initial base installation of Windows 2000 Server, you must select it from the optional components list that is displayed during setup. Certificate Services will not actually be installed until you log on to the server after the Windows 2000 setup has completed. Then, a message will prompt you to complete the setup of the CA.

Upgrading from Certificate Server 1.0:

See Upgrading Certificate Server 1.0.

As part of the unattended installation of a Windows 2000 Server:

Certificate Services can be installed as part of an unattended installation of a Windows 2000 server. For information about unattended installation of Windows 2000, see Planning for unattended setup. 
Setup options and information
When you set up Certificate Services, you will be prompted for the following information:
Certification authority type selection 
During the Certificate Services installation, you can choose to set up any of the following types of certification authority (CA):
Certification Authority (CA) Type
Description
Enterprise root CA
An enterprise root CA is a top-level CA in a certification hierarchy. An enterprise root CA requires Active Directory. It self-signs its own CA certificate and publishes that certificate to the Trusted Root Certification Authorities store of all Windows 2000 servers and workstations in the domain. For more information, see Enterprise certification authorities
Enterprise subordinate CA
An enterprise subordinate CA must obtain its CA certificate from another CA. An enterprise subordinate CA requires Active Directory. You would use enterprise subordinate CAs when you want to take advantage of Active Directory, certificate templates, and smart card logon to Windows 2000 computers
Stand-alone root CA
A stand-alone root CA is a top-level CA in a certification hierarchy. The stand-alone root CA may or may not be a member of a domain and, therefore, does not require Active Directory. However, it will use Active Directory if it exists. Since a stand-alone root CA doesn't require Active Directory, it can easily be disconnected from the network and placed in a secure area, which is useful when deciding to create a secure offline root CA. For more information, see Stand-alone certification authorities
Stand-alone subordinate CA
A stand-alone subordinate CA must obtain its CA certificate from another CA. The stand-alone subordinate CA may or may not be a member of a domain and, therefore, does not require Active Directory. However, it will use Active Directory if it exists. It must obtain its CA certificate from another CA.
Advanced Options: cryptographic service providers, key lengths, hash algorithms 
If you enable advanced options when you choose the type of CA to install, you can select the cryptographic service provider (CSP) to use. The CSP generates the public key and private key pair and performs cryptographic operations on behalf of the CA.
In advanced options, you also can set the key length for the public key cryptographic keys that the CA uses to sign certificates. In general, the longer the key length, the more secure it is. Note that a longer key will take longer time to generate during setup.
In advanced options, you can also choose the message hash algorithm used by the CA, as well as specifying the use of existing cryptographic keys instead of generating new ones.
Certification authority identifying information
The following are some guidelines for completing the CA identifying information in Certificate Services setup:
Field 
Description 
CA Name
The name you want to give to the CA. You can enter a string using almost any character. The name of the CA will also be the common name of the CA's distinguished name in Active Directory. When special characters exist in the CA name, a sanitized CA name is used for operations that are unable to use the unmodified CA name. A CA's sanitized name is the name of the CA with all special characters encoded in a form that will allow them to be used for file names, CryptoAPI (CAPI) key container names, and Active Directory object names. Special characters are those characters that cannot be used in one or more of these names; the list includes all characters which are not ASCII characters and many ASCII punctuation characters. Further, Active Directory object names are limited to 64 characters by the LDAP standard. To accommodate this limit, Active Directory object names are constructed by truncating the sanitized name and appending a hash computed over the truncated part of the sanitized name. Run certutil.exe at a command line prompt without arguments to see the sanitized name for all of the published CAs. Run certutil.exe -v -ds to see all of the CA-related Active Directory names. The first column is a truncated CA name with the hash appended (the actual Active Directory objects's container name, with special characters reverted back to their original form). A second column is displayed only if the truncated, sanitized name does not match the truncated CA name, and it is the actual Active Directory object's container name. 
Organization
The legal name of your organization that is registered with the appropriate state, country/region, or city authority.
Organizational Unit
Can be used to differentiate between different divisions within an organization, for example, Internet Security Unit or Human Resources. If your business has a different name from its parent organization, you can use that name here.
Locality
The city that the organization resides in.
State or Province
The physical location of the organization.
Country
A two-character country/region code, as required by the X.500 Naming Scheme standard. For example, the country/region code for the United States is US, and the code for Canada is CA.
Database and Configuration Storage 
Certificate Services uses local storage for its database, configuration data, backup data and logging data. You can specify locations for the database and log during CA setup. By default, the certificates issued by a CA are stored in:
\Systemroot\system32\certlog 
You also have the option of specifying a shared folder when setting up a CA. The shared folder acts as a location where computer users can find information about certification authorities. This option is only useful if you are installing a stand-alone CA and do not have Active Directory. 
If the host computer for Certificate Services is a member of a domain, information about the CA is automatically published to the Active Directory. However, the Active Directory does not act as the database for Certificate Services. This function remains with the local computer.
(Optional) Creating an issuer policy statement for the CA 
When you set up a CA, you can add a CA policy statement to the CA certificate that is created during setup or a CA certificate renewal, in the form of text or a pointer to a Web site. The CA policy statement gives legal and other pertinent information about the CA and its issuing policies, limitations of liability, and so on. An end user will see this CA policy statement when they view the CA certificate and click Issuer Statement.
Here are the steps you need to follow to attach a policy statement to a CA's certificate:
 1.
The policy statement file must be installed on the Windows 2000 server before you set up Certificate Services. This file, named CAPolicy.inf, must be placed in the systemroot directory. URLs in CAPolicy.inf should use the replaceable parameter syntax that also appears in the policy module configuration screen. If you don't use the replaceable parameter syntax, then CDP and AIA extensions in renewed CA root certificates may point to the same location that was specified in the previous CA root certificate. See Specify certificate revocation list distribution points in issued certificates to see the replaceable parameter syntax. 
 2.
The first two lines of CAPolicy.inf must be:

[Version]
Signature="$Windows NT$"
 3.
The next two lines of the file list the name of the policies for this CA. Multiple policies can be listed in Policies= if they are separated by commas. The name LegalPolicy is used here as an example, but the name can be whatever the CA administrator chooses when creating CAPolicy.inf:

[CAPolicy]
Policies=LegalPolicy
 4.
For each policy, you need to provide a user-defined object identifier and either the text you want displayed as the policy statement or a URL pointer to the policy statement. (The URL can be in the form of an HTTP, FTP, file, or LDAP address.) Continuing on with the example, if you are going to have text in the policy statement, the next three lines of CAPolicy.inf will read:

[Legal Policy]
OID=1.1.1.1.1.1.1.1.1
Notice="Legal policy statement text"

If you are going use a URL to host the CA policy statement, the next three lines would instead read:

[Legal Policy]
OID=1.1.1.1.1.1.1.1.1
URL="http:://CompanyWebSite/CAPolicy/default.asp"

(Please note that the "OID=" entry used in this example is arbitrary and is shown only for illustrative purposes.)

Additional notes:

Multiple URLs are supported 

Multiple notices are supported 

Mixed notices and URLs are supported 

URLs with spaces or text with spaces must be surrounded by quotes 

An example of multiple notices and URLs in a policy section might be:

[Legal Policy]
OID=1.1.1.1.1.1.1.1.1
URL = "http://http.site.com/somewhere/default.asp"
URL = "ftp://ftp.site.com/somewhere else/default.asp"
Notice = "Legal policy statement text."
URL = "ldap://ldap.site.com/somewhere else again/default.asp"
 5.
You can specify CRL Distribution Points (CDPs) in CAPolicy.inf. Note that any CDP in CAPolicy.inf will take precedence for certificate verifiers over the CDP's specified in the CA policy module. If you want to specify the CDP using CAPolicy.inf, a sample of the syntax is:

[CRLDistributionPoint]
URL="http:://CompanyWebSite/Public/myCA.crl"

Some additional notes about the CRL section:

Multiple URLs are supported. 

HTTP, file, FTP, and LDAP URLs are supported. 

This section can be used during CA setup or CA certificate renewal. 

This section is only used if you are setting up a root CA or renewing a root CA certificate. Subordinate CA CRL distribution point extensions are determined by the CA which issued the subordinate CA's certificate. 

URLs with spaces must be surrounded by quotes. 

If no URLs are specified(in other words, if the [CRLDistributionPoint] section is empty), the default CRL Distribution point extension will be suppressed.
 6.
You can specify the authority information access points in CAPolicy.inf. The syntax is:

[AuthorityInformationAccess]
URL="http:://CompanyWebSite/Public/myCA.crl"

Some additional notes about the authority information access section:

Multiple URLs are supported. 

HTTP, file, FTP, and LDAP URLs are supported. 

This section can be used during CA setup or CA certificate renewal. 

This section is only used if you are setting up a root CA or renewing a root CA certificate. Subordinate CA authority information access extensions are determined by the CA which issued the subordinate CA's certificate. 

If no URLs are specified (in other words, if the [AuthorityInformationAccess] section is empty), the default authority information access extension will be suppressed.
 7.
Another optional section of CApolicy.inf is [EnhancedKeyUsage], which is used to specify EnhancedKeyUsage extension OIDs.

Multiple OIDs are supported. 

This section can be used during CA setup or CA certificate renewal. 

This section is only used if you are setting up a root CA or renewing a root CA certificate. The EnhancedKeyUsage extension for a subordinate CA is determined by the CA which issued the subordinate CA's certificate. 

An example of this section is:

[EnhancedKeyUsage]
OID=1.2.3.4.5
OID=1.2.3.4.6
 8.
Another optional section of CApolicy.inf is [certsrv_server], which is used to specify renewal key length, the renewal validity period, and renewal validity period units for a CA that is being renewed.

An example would be:

[certsrv_server]
RenewalKeyLength=2048
RenewalValidityPeriod=8
RenewalValidityPeriodUnits=Years

RenewalKeyLength sets key size for renewal only. This is only used when CA renewal is generating new keys. 

RenewalValidityPeriod and RenewalValidityPeriodUnits establish the lifetime of new root CA certificate when renewing the old CA certificate. 

[certsrv_server] is only used when renewing a root CA certificate. 
Upgrading Certificate Server 1.0 
If you upgrade a Windows NT 4.0 server that is running Certificate Server 1.0 to Windows 2000 Server, Certificate Server 1.0 will automatically be upgraded to the new version of Certificate Services. If the CA being upgraded is using a policy module other than the default policy module for Certificate Server 1.0, it will continue using its old policy module. Certificate Services will refer to it as the "Legacy" policy module. If the CA being upgraded uses the default policy module provided with Certificate Server 1.0, the upgraded CA will use the Certificate Services stand-alone policy.
The Certificate Server 1.0 database does not get upgraded automatically when you upgrade to Windows 2000 Server. The upgraded CA will have an empty database and an empty certificate revocation list (CRL). You must perform the following steps to import the old database information into the new database:
 1.
Stop Certificate Services 
 2.
At the command prompt, run certutil -ConvertMDB 
 3.
Start Certificate Services 
 4.
Publish a new CRL 
If you are not upgrading a Certificate Server 1.0 CA and, instead, are installing a separate Windows 2000 CA that will replace the old CA, you can find information about installing the policy module developed for Certificate Server 1.0 on a Windows 2000 CA in Configuring the policy and exit modules. This assumes that you want to use the older policy module instead of the default policy module that is provided with Certificate Services.
Configuring the policy and exit modules
The administrator of a certification authority (CA) can configure a number of settings in the default policy and exit modules provided with Certificate Services by using the Certification Authority snap-in.
Policy module settings you can change:
Certificate revocation list distribution points. You can add or remove certificate revocation list distribution point addresses, which are the URLs a CA writes in every certificate which tell the verifier of a certificate where to retrieve the current version of the CA's certificate revocation list (CRL). These URLs can be either HTTP, FTP, LDAP, or FILE addresses. You can use variables when specifying the address of the CRL Distribution Point (CDP). Refer to the variable table in the procedure for further information about the variables you can use in a URL.
For the procedure to change the CRL distribution points, see Specify certificate revocation list distribution points in issued certificates.
Authority information access points. You can add or remove authority information access addresses, which are the URLs in the certificates that a CA issues which tell the verifier of a certificate where to retrieve the certificate of the CA. These addresses can be either HTTP, FTP, LDAP, or FILE addresses. Like the CRL distribution point URLs, you can use variables when specifying the address of the authority information access point. Refer to the variable table in the procedure for further information about the variables you can use in a URL.
For the procedure to change the authority information access points., see Specify CA certificate access points in issued certificates.
(For stand-alone CAs only) The default action of the certification authority upon receiving a valid certificate request. You can specify whether a stand-alone CA will hold incoming certificate requests as pending or automatically issue the certificate. In most cases, for security reasons, it is recommended that all incoming certificate requests to a stand-alone CA be marked as pending.
For the procedure to change the default action of a stand-alone certification authority upon receipt of a certificate request, see Set the default action upon receipt of a certificate request.
Exit module settings you can change:
Allow certificate publication to Active Directory. You can select whether to allow the publishing of certificates to Active Directory when they are issued. They will be associated with the object in Active Directory to which they were issued.
For the procedure to allow or disallow the publishing of certificates to Active Directory, see Publish certificates to Active Directory.
Allow certificate publication to the file system. You can select whether to allow the publishing of certificates to the file system. Actual publication will only occur if the certificate request specifies a file system location where the certificate is to be published.
For the procedure to allow or disallow the publishing of certificates to the file system, see Publish certificates to the file system.
For more information about policy and exit modules, see Policy and exit modules. 
If you want to replace the policy module provided with Certificate Services with a custom policy module or a policy module developed for Certificate Server 1.0 and Windows NT 4.0, you must first register the policy module .dll file using the rgsrv32 yourmodule.dll command and then follow the procedure in Select a different policy module
Establishing a certification hierarchy
The first step to establish a certification hierarchy is to install a root certification authority (CA).
Using a Windows 2000 certification authority as your root authority
The installation process for a Certificate Services root authority generates a root CA certificate containing the CA's public key and the digital signature created using the root's private key. If the root authority is installed using Windows 2000 Certificate Services on a server that has access to Active Directory, the root authority's certificate will automatically be placed in all domain users' Trusted Root Certification Authorities certificate store thereby establishing domain-wide trust in the root CA. 
Using a certification authority outside your organization as your root authority
If your organization is using a third-party certification authority from outside your organization as the root authority (such as Verisign), you will need to obtain the root certificate and distribute it to any user and computer that needs to establish trust in the third-party root authority. One way to distribute a third party's root certificate to Windows 2000 users is to use a certificate trust list (CTL) via Group Policy. See Enterprise trust policy for more information about distributing third party root certificates using Group Policy.
Using a non-Microsoft certification authority inside your organization as your root authority
If your organization is using its own non-Microsoft certification authority (CA) as the root authority, you will need to obtain the root certificate and distribute it to any user and computer that needs to establish trust in the non-Microsoft CA root authority. One way to distribute a non-Microsoft root certificate to Windows 2000 users is to use the Trusted Root Certification Authorities policy setting via Group Policy. See Policies to establish trust of root certification authorities for more information about distributing non-Microsoft root certificates using Group Policy.
Subordinate certification authorities
After trust in a root authority has been established, you can install certification authorities (CAs) that are "subordinate" to the root CA as well as installing subordinate CAs that are subordinate to other subordinate CAs. By doing this, you can create a chain of parent-child relationships between CAs that serve different functions in an organization's public key infrastructure (PKI). The only significant difference in the installation process between a root CA and a subordinate CA is that a certificate request is generated for submission to another CA by a subordinate CA instead of creating a self-signed certificate. This request may be routed automatically to online CAs located via Active Directory, or routed manually if offline. In either case, the resulting certificate must be installed on the new subordinate CA before it can begin operation.
Note that there is a relationship between the enterprise CAs and the Windows 2000 domain trust model, but this does not imply a direct mapping between CA trust relationships and domain trust relationships. There is nothing that prevents a single CA from servicing entities in multiple domains or even entities outside the domain boundary. Similarly, a given domain may have multiple enterprise CAs. 
For a brief overview of certification hierarchies, see Certification authority hierarchies.
For extensive information about planning certification hierarchies, refer to the Windows 2000 Resource Kits. 
Backing up and restoring a certification authority
The purpose of backup and restore operations is to protect the certification authority (CA) and its operational data from accidental loss due to hardware or storage media failure.The recommended method to back up a CA is to use Windows 2000 Backup to back up the entire file server. 
It is also possible to back up and restore a CA using the Certification Authority snap-in, but this backup method is intended for use only in special cases where you don't want to back up the entire server on which the CA is installed. Using Certification Authority, you can back up and restore the following types of information:

Public key, private key, and the CA certificate 

Certificate database 
The public key and private key are backed up or restored using the PKCS #12 PFX format.
The Backup wizard will request that you supply a password when backing up the public and private keys and CA certificate. This password will be needed to restore the CA. See Back up a certification authority for procedures on backing up a CA using the Certification Authority snap-in.
After performing the initial full backup of the CA, you can do incremental backups from that point on. When restoring, you will need to restore the full backup first and then each incremental backup in the order that they were created. See Restore a certification authority from a backup copy for procedures on restoring a CA using the Certification Authority snap-in. 
Important   In general, you should use Windows 2000 Backup and Windows 2000 Restore to back up and restore both the CA and the server. See Windows 2000 Backup for more information about backing up a Windows 2000 server.
Upon restoring a CA, the Internet Information Services (IIS) metabase must also be restored if it has been damaged or lost. If a damaged or missing IIS metabase is not restored, IIS will fail to start, and that will result in Certificate Services Web pages failing to load. The IIS snap-in is used to back up the IIS metabase. Windows 2000 Backup should be used to back up the IIS Web content pages and the CA. 
Upon restoring a CA, the Internet Information Services (IIS) metabase must also be restored if it has been damaged or lost. If a damaged or missing IIS metabase is not restored, IIS will fail to start, and that will result in Certificate Services failing to start. The IIS snap-in is used to back up the IIS metabase. Windows 2000 Backup should be used to back up the IIS Web content pages and the CA. 
When restoring a CA, if the database logs are not manually deleted before the restore, the CA will be restored to the point in time of the restore--the database logs will be replayed, and changes made since the last backup will be applied to the database. (The default location of the database logs is systemroot\system32\certlog). If the database logs are manually deleted before the restore, the CA will be restored to the point in time that the backup was performed. 
Revoking certificates and publishing CRLs
You can use the Certification Authority snap-in to revoke a certificate, to administer certificate revocation list (CRL) publication, and to specify the CRL Distribution Points (CDPs) published in every certificate issued by the certification authority (CA). 
Revoking a certificate
To help maintain the integrity of an organization's public key infrastructure (PKI), the administrator of a CA has to revoke a certificate if the subject of certificate leaves the organization, or if the certificate subject's private key has been compromised, or if some other security-related event dictates that it is no longer desirable to have a certificate considered "valid." When a certificate is revoked by a CA, it is added to that CA's certificate revocation list (CRL).
For conceptual information about the role of certificate revocation and revocation checking in a PKI, see Certificate revocation. For the procedure to revoke a certificate, see Revoke an issued certificate. For instructions on how to display the current CRL, see View the certificate revocation list. 
Scheduling certificate revocation list (CRL) publication
One of the features of Certificate Services is that every CA automatically publishes an updated CRL after an interval of time specified by the administrator of the CA. This interval of time is known as the CRL "publish period". After the initial setup of a CA, the CRL publish period is set to one week (based upon the local computer's time, starting from the date when the CA is first installed). You can change a certification authority's CRL publishing interval using the procedure Schedule the publication of the certificate revocation list.
A CA administrator should understand that there is a difference between a CRL publish period and the validity period of a CRL. The "validity period" of a CRL is the period of time that the CRL is considered authoritative by a verifier of a certificate. As long as the verifier of a certificate has a valid CRL in its local cache, it will not attempt to retrieve another CRL from the CA which publishes it.
The publish period of a CRL is established by the CA administrator. However, the validity period of the CRL is extended from the publish period to allow for Active Directory replication. By default, Certificate Services extends the publish period by 10% (up to a maximum of 12 hrs) to establish the validity period. So, for example, if a CA is publishing a CRL every 24 hours, the validity period is set to 26.4 hours. 
Additionally, there is a clock skew of an additional 10 minutes added to the validity period on either side of the publish period, so a CRL will be valid 10 minutes before the beginning of its publish period to account for variances in computer clock settings.
There are registry entries which allow an administrator to control the variance between publish period and validity period to allow for slower directory replication. Refer to the Windows 2000 Resource Kits for information about these registry entries. 
Publishing a certificate revocation list (CRL) before the next scheduled publish period
You can also publish a CRL on demand by using the CRL Publishing wizard. The publishing parameters you select using the CRL Publishing wizard will not modify the scheduled publication period. In other words, if you manually publish a CRL in the middle of a scheduled publish period, the CRL will still be automatically republished at the end of the current publish period.
It's important to realize that clients that have a cached copy of the previously published CRL will continue using it until its validity period has expired, even though a new CRL has been published. Manually publishing a CRL does not affect cached copies of CRLs that are still valid; it only makes a new CRL available for systems that do not have a cached copy of a valid CRL.
See Manually publish the certificate revocation list for the procedure to force the immediate publication of a CRL. 
CRL distribution points and the CRL file name
Every certificate that is issued by a Windows 2000 certification authority has CRL distribution points as part of its content. A CRL distribution point provides a certificate verifier with the network location where it can retrieve the current copy of the CRL. For procedures to designate the certificate revocation list distribution points in certificates, see Specify certificate revocation list distribution points in issued certificates. 
By default, a CRL file is published on the CA in the following location: 
Systemroot\System32\Certsrv\Certenroll 
The format of the CRL file name is the "sanitized name" of the CA plus, in parentheses, the "key id" of the CA (if the CA certificate has been renewed with a new key) and a .crl extension. Refer to the table for some sample CRL file names based on sample renewal histories of a CA:
Scenario
Name of CRL file
A certification authority named "MyCA" that has never had its CA certificate renewed
myca.crl
A certification authority named "MyCA" that has been renewed once with the same key
myca.crl
A certification authority named "MyCA" that has been renewed once with a new key
myca(1).crl
A certification authority named "MyCA" that has been renewed 4 times, twice with a new key
myca(2).crl
See Installing and configuring a certification authority for information about a CA's "sanitized name."
See Renewing a certification authority for more information about CA renewal.
Enabling Netscape-compatible Web-based revocation checking
To enable Netscape-compatible Web-based revocation check extensions to be added to every certificate, run the following certutil command from the command prompt on the certification authority:
certutil -SetReg Policy\RevocationType +AspEnable 
Then, stop and start the Certification Authority service. Certificates issued by the certification authority after it is restarted will contain the extension. For more information on the certutil command, see CertUtil 
Mapping certificates to user accounts
It is possible to map (or create an association from) a certificate that has been issued to a user to the user's account. A server application can then use public key cryptography technology to authenticate the user using this certificate. If the user is authenticated, then the user's account is logged on. The end result is the same as if the user provided a user ID and password, yet the process is much more manageable. 
Traditionally, computer systems have used a centralized accounts database to manage users, their privileges, and their access controls. This technique has worked well and is well understood. However, as systems become more and more distributed--with hundreds of thousands to millions of users--this form of centralized control becomes unwieldy. The problems range from trying to verify an account against a database located on the other side of the Internet to administering a lengthy list of users. 
Public key certificates can help simplify these problems. Certificates can be widely distributed, issued by numerous parties, and can be verified by simply examining the certificate, without having to refer to a centralized database. However, existing operating systems and administration tools can only deal with accounts, not certificates. The simple solution--one that maintains the advantages of both certificates and user accounts-- is to create a mapping between a certificate and a user account. This allows the operating system to continue using accounts while the larger "system" and the user use certificates. 
In this model, when a user presents a certificate, the system looks at the mapping to determine which user account should be logged on. (Note that this should not be confused with logging on with a smart card. Windows 2000 supports logging on with a smart card using account mapping that is automatic.)
Mapping a certificate to a Windows 2000 user can be done in one of two ways: the mapping can be done either by the Windows 2000 Active Directory service or it can be done with rules defined in Microsoft Internet Information Services (IIS). 
Types of mapping
In most cases, a certificate is mapped to a user account in one of two ways: a single certificate is mapped to a single user account (one-to-one mapping) or multiple certificates are mapped to one user account (many-to-one mapping). 
User principal name mapping
User principal name mapping, is a special case of one-to-one mapping. To use user principal name mapping, you must use Active Directory. With user principal name mapping, the user principal name is used to find the user's account in Active Directory and log it onto the network or host. The user principal name looks very much like an e-mail name, and is unique within a Windows 2000 domain. Enterprise certification authorities (CAs) place the user principal name of the certificate holder into each certificate. Thus, for accessing a secure IIS server or logging on to Windows 2000 with a smart card, the mapping of user names to accounts is automatic on these certificates.
One-to-one mapping
One-to-one mapping maps a single user certificate to a single Windows 2000 user account. For example, imagine you want to provide a Web page to your employees that will allow them to view and modify their deductions, manage their health care, and a number of other benefits options. This page should work over the Internet and should be secure. As a solution, you decide to use Windows 2000, certificates, and certificate mapping. You can either issue certificates to each of your employees from your own certificate service, or you can have your employees get certificates from a certification authority approved by your company. You can then take these user certificates and map them to the employee's Windows 2000 user account. This allows a user to connect to the Web page using SSL (Secure Sockets Layer) or TLS (Transport Layer Security) from anywhere by providing his or her client certificate. The user then logs onto his or her own user account and normal Windows 2000 access controls can be applied.
Many-to-one
Many-to-one mapping maps many certificates to a single user account. For example, you have a partnership with an agency that provides temporary workers for your job openings. You would like to allow the agency personnel to view Web pages that describe current job openings that only company employees can see. The agency has its own certification authority that it uses to issue certificates to its employees. After installing the agency certification authority's root certificate as a trusted root in your enterprise, you can set a rule that maps all certificates issued by that certification authority to a single Windows 2000 account. You can then set the access rights of the account so this account can access that Web page. 
See Map certificates to user accounts for procedures to map certificates to user accounts.
Renewing certification authorities
Why certification authorities need to be renewed
Every certificate issued by a certification authority (CA) has a validity period. The validity period is the range of time where the certificate can be accepted as an authoritative credential of the identity of the subject of the certificate. This is, of course, assuming the certificate is not revoked before the validity period ends and that the issuing CA is trusted.
Since a CA is really just another entity that has been issued a certificate--either issued by itself (in the case of a root CA) or issued by a parent (in the case of a subordinate CA)--every CA has a built-in "expiration date" as determined by the end of the validity period on its CA certificate. This is not meant to imply that the "lifetime" of a CA is equivalent to the validity period of its CA certificate, only that a CA can not issue certificates if it does not have a valid certificate of its own. The lifetime of a CA includes the validity periods of all its CA certificates--past and present. With these considerations in mind, an organization with a public key infrastructure (PKI) has to plan for the "renewal" of every certificate issued to a CA in the certification hierarchy in order to maintain the existing trust relationships in the PKI and to extend the lifetimes of CAs.
The validity period of a CA and the validity period of the certificates it issues
Before discussing the renewal of a CA certificate, it's helpful to understand how the end of the validity period of a CA affects the validity period of the certificates it issues. Certificate Services enforces a rule that a CA never issues a certificate to be valid beyond the expiration date of its own certificate. Therefore, when a CA's certificate reaches the end of its validity period, all certificates it has issued will also expire. This way, if the CA is purposely not renewed and the CA reaches the end of its lifetime, a PKI administrator can be assured that all the certificates that the now-expired CA has issued can no longer be used as valid security credentials. In other words, there will be no "orphaned" certificates that are still within their validity period but which have been issued by a CA that is no longer valid.
To illustrate how a decreasing validity period works, consider the following scenario: An organization installs a root CA with a certificate validity period of five years. The organization then uses this root CA to issue certificates with a validity period of two years to subordinate CAs. For the first three years every certificate issued to a subordinate CA by the root CA will continue to have a validity period of two years. After three years, when there is less than two years left in the validity period of the root CA certificate, Certificate Services begins to reduce the validity period of the certificates issued by the root CA so that they do not exceed the end of the CA's certificate's expiration date. Therefore, after four years, the CA issues subordinate CA certificates that are valid for one year. After 4.5 years, issued subordinate CA certificates have a validity period of only six months. 
Certificate Services allows for the following maximum validity periods that are based on the type of certificate. Except for the root CA, none of these validity periods are configurable by the CA administrator:
Type of certificate
Maximum validity period
Root CA
Specified during setup of Certificate Services
Subordinate CA, Internet Protocol Security, Enrollment Agent, Domain Controller
Two years
All other certificates
One year
Planning for the renewal of a CA
Since a CA that is approaching the end of its own validity period issues certificates valid for shorter and shorter periods of time, you need to have a plan in place to renew the CA well before it expires in order to avoid issuing certificates of a very short validity period.
One renewal consideration: When you renew a CA, you have the option of re-using its existing key pair or generating a new key pair. When you generate a new key pair for a CA that is being renewed, a new certificate revocation list (CRL) distribution point is also created. This is to ensure that the key used to sign a certificate issued by the CA also matches the key used to sign the CRL. For more information about how renewing a CA with a new key affects certificate revocation and and the name of CRLs, see Revoking certificates and publishing CRLs.
The following strategies are presented as possible approaches an organization could take when planning for CA renewal. You may need to adapt these to your specific situation.

Renewing a root certification authority

Since the root CA is the most critical CA in the hierarchy, you may prefer to have a strategy here that reduces the need to renew the root certificate often.

The first consideration is choosing the key length of the root's public key and private key pair during setup of the root authority. By using a long key length, which is generally more secure against brute force attack by a hacker than a shorter key length, you increase the length of time that the CA can use the same private key and have reasonable confidence that it has not been compromised. The second consideration is establishing the validity period of the root certificate itself. In general, you will want to create a root certificate that has a shorter validity period than the estimated lifetime of the key.

Keeping these considerations in mind, a possible strategy for setting up a root CA that reduces the need for frequent renewal would be to create a 4096-bit RSA key during Certificate Services setup. Given the state of computer technology in the late 1990's, one estimate is that a 4096-bit private key is reasonably secure from a brute force attack for 15-20 years. After creating the 4096-bit key in Certificate Services setup, you could create a root certificate using the 4096-bit key that is valid for five years. Afterwards, the CA's certificate should be renewed every four years (one year before the expiration of the validity period), each time with a certificate validity of five years. Of course, every time the CA certificate is renewed, the administrator will have to assess whether the same key, given current computer technology and other security considerations, can be used with confidence for the next five years.

Renewing a subordinate certification authority

Intermediate CAs 

Within an organization's certification hierarchy, some subordinate CAs may be "intermediate" CAs--in other words, they don't issue certificates to end users or computers, they only issue certificates to other subordinate CAs below them in the certification hierarchy. For these intermediate CAs, given their limited role and the relative ease of monitoring their certificate database logs, a possible strategy may be to renew them a year to six months before they expire and re-use the existing key.

Issuing CAs 

For subordinate CA's that do issue certificates to end users and computers, sometimes referred to "issuing" CAs, a preferable strategy may be to renew the CA's certificate regularly with a new key 6-12 months before the end of the CA's validity period. This makes an attack by a hacker on any one key less valuable, since any compromised key would have a relatively limited lifetime.

The other advantage of renewing an issuing CA using a new key is CRL management. When a CA is renewed with a new key, it begins to publish a separate CRL for the revoked certificates it has issued using the new key. It also will continue to publish a CRL for certificates signed with the old key, for as long as those revoked certificates validity period is still in effect. This is something a CA administrator may want to exploit if the CA is issuing a large number of certificates and, potentially, revoking a large number of those certificates. It may be advantageous to reduce the possibility of having one huge CRL that certificate verifiers have to download by instead issuing a number of certificates with one key, renewing the CA early into its validity period with a new key, then issuing a number of certificates using the new key. In this way, you will reduce the size of the CRL that certificate verifier has to download when presented with a certificate from an issuing CA. 
For more detailed information about planning for renewal and renewing Windows 2000 certification authorities, refer to the Windows 2000 Resource Kits.
Procedures to renew CAs
See Renew a root certification authority for the procedure to renew a root CA.
See Renew a subordinate certification authority for the procedure to renew a subordinate or intermediate CA.
Using Public Key Policies
For help with using public key policies in the Group Policy snap-in, see: 

Automatic certificate request policy 

Trusted root certification authority policy 

Using enterprise trust policy 

Encrypted data recovery agents policy 
Automatic certificate request policy
Creating an automatic certificate request requires that you know the following:

The certificate type you want computers associated with the Group Policy object to enroll for automatically. Computers can only automatically request certificate types that have a purpose associated with computers, not users. Examples of computer-related certificates would be: 

Computer certificates. 

IPSec certificates. 

Web Server certificates. 

The certification authority (CA) that can issue the certificate. 
You can select from among a predefined list of CAs. The CA that you select must be capable of issuing a certificate of the type and purpose you have specified. 
See also:

Automatic certificate request settings 

Create an automatic certificate request for computers in a Group Policy object 

Delete an automatic certificate request for computers in a Group Policy object 
Trusted root certification authority policy
To establish a trusted root certification authority (CA) using Group Policy, the Group Policy object that you create must have access to the root certificate. This requires that you import a copy of the root authority certificate.
You can do this using the procedure Add a trusted root certification authority to a Group Policy object.
To import a root CA certificate, you will need the root certificate in a PKCS #12 file, PKCS #7 file, or binary-encoded X.509 files. See Importing and exporting certificates for more information about these file formats. 
See also: 

Policies to establish trust of root certification authorities 

Delete a trusted root certification authority from a Group Policy object
Using enterprise trust policy
You can assign a certificate trust list (CTL) to a Group Policy object either by creating a new certificate trust list or by importing an existing one. If you are creating a new certificate trust list, you must sign the certificate trust list with a certificate issued for this purpose by a certification authority (CA).
In addition to being signed by a CTL signing certificate, creating a certificate trust list also requires:

The root certificates you want to include in the certificate trust list. 

Knowing the purposes for which you want to trust the root certificates in the certificate trust list. 
See also:

Enterprise trust policy 

Create a certificate trust list for a Group Policy object 

Edit a certificate trust list for a Group Policy object 

Delete a certificate trust list for a Group Policy object 
Encrypted data recovery agents policy
You can manage encrypted data recovery policy for computers subject to a Group Policy object using the following procedure:

Add an encrypted data recovery agent for a Group Policy object 
You can manage encrypted data recovery policy for a local computer using the following procedures:

Add an encrypted data recovery agent for a local computer 

Change the recovery policy for the local computer 
Certificate Services Command-Line Functions
Windows 2000 includes three command-line functions to help you administer Certificate Services. They extend the functions and control of certificate requests and certification authorities that are already provided by the Windows graphic user interface. They are primarily intended for developers and knowledgeable certification authority administrators.
This section covers:

CertUtil 

CertReq 

CertSrv 
CertSrv
CertSrv.exe, from the command prompt, starts the Certificate Services as a stand-alone application instead of as a Windows 2000 service. (This should be used only for diagnostic purposes.) When CertSrv is running in this diagnostics mode, it displays a log of its actions in the console window 
Syntax
certsrv -z
net start certsvc
Parameters
certsrv -z 
Starts the Certification Authority service as a stand-alone application in diagnostic mode, displaying its actions in the console window. 
It is important to note that the Certification Authority service cannot be run in diagnostic mode if it is currently running as a service. If you want to stop the Certification Authority service in order to run certsrv in diagnostic mode, do one of the following before typing certsrv -z at the command prompt:

Open the Certification Authority snap-in, click the name of the certification authority in the console tree, then on the Action menu, point to All Tasks and click Stop Service. 

Open Computer Management, click on Services and Applications, then click on Services. In the details pane, click on Certificate Services. On the Action menu, click Stop. 
net start certsvc 
Manually starts the Certification Authority service. 
Ordinarily, the Certification Authority service starts automatically, with no user intervention. If the Certification Authority service is stopped, you can start it a number of ways:

Open the Certification Authority snap-in, and click on the name of the certification authority in the console tree. On the Action menu, point to All Tasks, and click on Start Service. 

Open Computer Management, click on Services and Applications, then click on Services. In the details pane, click Certificate Services. On the Action menu, click Start. 

At the command prompt, type net start certsvc. 
CertReq
You can use CertReq.exe to request certificates from a certification authority (CA) from the command prompt. 
Syntax
CertReq [-rpc] [-binary] [-config ConfigString] [-attrib AttributeString] [RequestFile [Certfile[CertChainFile]]] 
CertReq -retrieve [-rpc] [-binary] [-config ConfigString] [RequestId [Certfile [CertChainFile]]] 
CertReq -? 
The CertReq command options are as follows:
-attrib AttributeString
Attribute name, value string pairs. (See example of AttributeString below.)
-binary
Output files in binary format instead of Base64-encoded.
-config ConfigString
Server\CertificationAuthority configuration string. To choose the default, use a single minus sign (-) as the configuration string.
-rpc 
Instructs Certificate Services to use RPC server connection instead of DCOM .
-retrieve 
If you submit a request to the certification authority (CA), the policy module of the CA may leave the request in a pending state and return the RequestId to the certreq caller for display. Eventually, the certification authority's administrator will use the Certification Authority snap-in or an equivalent custom user interface to resubmit the request and issue the certificate, or to deny the request. Certreq -retrieve RequestId may be used to retrieve the certificate after the certificate authority has actually issued it. It also may be used to retrieve any certificate that has ever been issued by the certification authority (even revoked or expired certificates), without regard to whether the certificate's request was ever in the pending state. 
-? 
Display usage assistance.
RequestFile 
Base64-encoded or binary input file name. May be a PKCS #10 certificate request, PKCS #7 certificate renewal request, or KeyGen tag format certificate request
CertFile 
Base64-encoded, X-509 output file name
CertChainFile 
Base64-encoded, PKCS #7 output file name
ConfigString 
Server Name and Certification Authority Name, separated by a backslash.
AttributeString
Name and Value string pairs, separated by a colon. Each pair is separated by \n. For example: Name1: Value1\n Name2: Value2
CertUtil
CertUtil.exe can:

Display Certificate Services configuration information or a file containing a request, a certificate, a PKCS #7, or certificate revocation list (CRL). 

Get the certification authority (CA) configuration string. 

Retrieve the CA signing certificate. 

Revoke certificates. 

Publish or retrieve a certificate revocation list (CRL). 

Determine if a certificate is valid or if the encoding length is incompatible with old enrollment controls. 

Verify one or all levels of a certification path. 

Resubmit or deny pending requests. 

Set attributes or an integer or string value extension for a pending request. 

Verify a public/private key set. 

Decode files based on hexadecimal or base 64. 

Encode files to base 64. 

Shut down the server. 

Display the database schema. 

Convert a Certificate Server 1.0 database to a Certificate Services 2.0 database. 

Backup and restore the CA keys and database. 

Display certificates in a certificate store. 

Display error message text for a specified error code. 

Import issued certificates that are missing from the database. 

Set and display certification authority registry settings. 

Create or remove Certificate Services Web virtual roots and file shares. 
Syntax
Documentation regarding [options] in each entry is available at the end of this page.
certutil [options] -? 
Displays the command options. 
certutil [options] -7f CertFile 
Checks the certificate specified by CertFile for 0x7f-length encodings. Avoiding 0x7f-length encodings ensures compatibility with old enrollment controls. 
certutil [options] -decode InFile OutFileResult 
Decodes the base 64-encode file specified by InFile and writes the result to OutFileResult. 
certutil [options] -decodehex InFile OutFileResult 
Decodes the hexadecimal-encoded file specified by InFile and writes the result to OutFileResult. 
certutil [options] -dump 
Dumps the certification authority's configuration information. 
certutil [options] -encode InFile OutFileResult 
Encodes the file specified by InFile to base 64 and writes the result to OutFileResult. 
certutil [options] -error ErrorCode 
Displays localized error message text for the specified error code. ErrorCode may be in signed or unsigned decimal format, or hexadecimal format with a leading 0x. 
certutil [options] -getconfig 
Gets the default configuration string for the certification authority and displays it. 
certutil [options] -SetReg Policy\RevocationType [+|-]AspEnable 
Using a plus sign (+) enables you to add Netscape-compatible Web-based revocation check extensions to every certificate issued by the CA. After running this command, you need to stop and restart the Certification Authority service for it to take effect. The revocation check extension contains a URL that points to a Web page that performs revocation checks. Revocation checking code passes the serial number of the certificate to the Web page as a parameter by appending the serial number to the URL in hexadecimal format. (See the certutil -IsValid and -Revoke command descriptions for an explanation of the serial number format.) The Web page calls the CA to verify that the serial number was issued by the CA and has not yet been revoked, and returns a zero (0) or one (1) to indicate the result. Using a minus sign (-) keeps the revocation-checking URL extension from being added to certificates that are issued (after the Certification Authority service is stopped and restarted). 
certutil [options] -store [CertificateStoreName [CertIndex [OutputFile]]] 
Displays the certificates in the Local Machine certificate store. If CertificateStoreName is not specified, the CA store is used. If CertIndex is specified, only the indexed certificate is displayed. If CertIndex and OutputFile are specified, the displayed certificate is written to OutputFile. Use the -user option to display certificate stores for the current user instead of the local computer. 
certutil [options] -verify CertFile [CACertFile] 
Verifies that the certificate specified by CertFile was issued using the CA certificate specified by CACertFile. Both files must contain a single certificate, not a PKCS #7 certificate. Also verifies the revocation status of the CertFile certificate. An error will occur if CertFile does not contain information on how to check revocation, or if the necessary URLs or CRLs are unavailable. 
If CACertFile is not specified, then CertFile's certification path is constructed using certificates installed on the computer, and all certificates in the chain are verified and checked to see if they have been revoked.
certutil [options] -verifykeys KeyContainerName CACertFile 
Verifies the public/private key set in the key container specified by KeyContainerName using the CA certificate specified by CACertFile. 
certutil [options] -verifystore CertificateStoreName [CertIndex] 
Similar to -store, but this command also verifies the associated private keys if they exist, and verifies each certificate by building a chain from the installed CA and root certificates and verifying all certificates in the chain to make sure they are still valid and have not been revoked. 
certutil [options] -vroot [delete] 
Creates or deletes the standard set of Certificate Services Web server virtual roots and file shares. Useful when IIS is installed after Certificate Services. 
certutil [options] [-config ConfigString] -backup BackupDirectory [password [incremental] [KeepLog]] 
Backs up the certification authority database, certificates, and keys to BackupDirectory. Specifying an asterisk for the PFX file password will cause it to be collected during program execution but not displayed on the screen. See also notes regarding -backupDB. 
certutil [options] [-config ConfigString] -backupDB BackupDirectory [[incremental] [KeepLog]] 
Backs up certification authority database to BackupDirectory. Use the -f option to overwrite existing files in BackupDirectory. The server must be running. This command may be executed remotely or locally. Normal use involves infrequent full backups, followed by frequent incremental backups. Each backup must be made into a separate directory tree. All backups starting with the most recent full backup will be required to correctly restore the database. 
certutil [options] [-config ConfigString] -backupKey BackupDirectory [password] 
Backs up certification authority certificate and keys to BackupDirectory. Specifying an asterisk for the PFX file password will cause it to be collected during program execution but not displayed on the screen. Specifying an asterisk for the PFX file password will cause it to be collected during program execution but not displayed on the screen. 
certutil [options] [-config ConfigString] -ca.cert OutCASignatureCertFileResult 
Retrieves the CA signing certificate and writes it to the file specified by OutCASignatureCertFileResult. 
certutil [options] [-config ConfigString] -ca.chain OutCAsignatureCertChainFileResult 
Retrieves the certification authority (CA) signing certificate and chain and writes it to a PKCS #7 file specified by OutCAsignatureCertChainFileResult. 
certutil [options] [-config ConfigString] -ConvertMDB 
After upgrading a Windows NT 4.0 server with Certificate Services 1.0 to Windows 2000 with Windows 2000 Certificate Services, this command migrates the old database records to the current database. The server must not be running. The command must be started locally on the server running Certificate Services. The CertSrv ODBC User DSN must still be accessible. 
certutil [options] [-config ConfigString] -CRL [OutFileResult|-] 
Publishes the current certificate revocation list (CRL). Optionally, the CRL is written to the file specified by OutFileResult, or to the default Web location if a minus sign (-) is specified. The expiration date is set to be one day and one hour from the time of publication to facilitate a daily publishing schedule. 
certutil [options] [-config ConfigString] -databaselocations 
Displays a list of tagged database files and database directories. Hexadecimal buffer offset and hexadecimal type tag are displayed on each line. See the Certificate Services backup API documentation and certbcli.h in the Microsoft Platform Software Development Kit for type tag definitions. 
certutil [options] [-config ConfigString] -deny RequestId 
Denies the pending certificate request specified by RequestId. RequestId must be in decimal format (or hexadecimal format with a leading 0x). 
certutil [options] [-config ConfigString] -dynamicfilelist 
Displays a list of dynamic files that must be backed up separately. Includes the server's local copy of the certificate revocation list (CRL). Hexadecimal buffer offset is displayed on each line. 
certutil [options] [-config ConfigString] -GetCRL OutFileResult 
Retrieves the most recently published CRL and writes it to the file specified by OutFileResult. 
certutil [options] [-config ConfigString] -getreg [{ca|restore|policy|exit} [\ProgId] \RegistryValueName 
Allows mnemonic display of certification authority registry values. 
Some examples are:
certutil -getreg Active
certutil -getreg ca\LogLevel
certutil -getreg Policy\RevocationType
certutil [options] [-config ConfigString] -importcert Certfile [Flags] 
Used to import a certificate into the server database. Useful for making a certificate revocable after it was inadvertently lost from the database, possibly due to database restore from an incomplete database backup. The certificate must have been issued by the server. Flags must be zero (0), if specified. 
certutil [options] [-config ConfigString] -installcert [CACertFile] 
Completes subordinate CA certificate installation for a subordinate CA installation that generated a request, but has not yet received and installed its CA certificate. A PKCS #7 certification path is the preferred content of CACertFile, although an X.509 certificate is accepted if all of the certificates that would be used to form the chain are already installed on the local computer. Also allows installation of a requested renewal CA certificate. 
certutil [options] [-config ConfigString] -isvalid SerialNumber 
Checks the certificate specified by SerialNumber to determine if it is valid. SerialNumber must be in hexadecimal format with an even number of digits. A single zero (0) can be prefaced to a value with an odd number of digits. No leading Ox is allowed. 
certutil [options] [-config ConfigString] -ping 
Verifies the server is running (via the ICertRequest interface). ConfigString may consist of just a computer name or DNS name. If the server is running, this command will report the CA name of the server. 
certutil [options] [-config ConfigString] -pingadmin 
Verifies the server is running (via the ICertAdmin interface), and that the user has minimal administrative access to the server. 
certutil [options] [-config ConfigString] -renewCert [RequestFile] 
Used to initiate requesting a renewal CA certificate. If an online parent CA does not exist or if it does not imediately issue a renewal CA certificate, use the -installCert command to complete the renewal certificate installation when the certificate is available. 
certutil [options] [-config ConfigString] -restore BackupDirectory [password] 
Restores certification authority database, certificates, and keys from BackupDirectory. Specifying an asterisk for the PFX file password will cause it to be collected during program execution but not displayed on the screen. See also -restoreDB notes. 
certutil [options] [-config ConfigString] -restoreDB BackupDirectory 
Restores certification authority database from BackupDirectory. The server must not be running. This command may be executed remotely or locally. Restoring a full backup plus incremental backups requires restoring the full backup first, followed by restoring all subsequent incremental backups in any order. Use the -f option for the full restore to overwrite existing server database files. The server must not be started until all backups are restored. Starting the server initiates database recovery. Successful start of the server as recorded in the Application Event Log indicates the restore and recovery successfully completed. 
certutil [options] [-config ConfigString] -restoreKey BackupDirectory|PFXFile [password] 
Restores certification authority certificate and keys from BackupDirectory or PKCS #12 PFXFile. Specifying an asterisk for the PFX file password will cause it to be collected during program execution but not displayed on the screen. 
certutil [options] [-config ConfigString] -resubmit RequestId 
Resubmits the pending certificate request specified by RequestId. RequestId must be in decimal format or hexadecimal format with a leading 0x. 
certutil [options] [-config ConfigString] -revoke SerialNumber 
Revokes the certificate specified by SerialNumber. SerialNumber must be in hexadecimal format with an even number of digits. A single zero (0) can be prefaced to a value with an odd number of digits. No leading Ox is allowed. 
certutil [options] [-config ConfigString] -schema 
Dumps the certification authority database schema, for example, column names, types, and max sizes. 
certutil [options] [-config ConfigString] -setattributes RequestId AttributeString 
Sets the named attributes specified by AttributeString in the certificate request specified by RequestId. RequestId must be in decimal format (or hexadecimal format with a leading 0x). The specified request must be in the pending state. The following is a valid example: 
certutil -setattributes 123 attribname1:attribvalue1\nattribname2:37
certutil [options] [-config ConfigString] -setextension RequestId ExtensionName Flags Value 
Sets the extension specified by ExtensionName in the certificate request specified by RequestId. RequestId must be in decimal format (or in hexdecimal format with a leading 0x). Flags must be set to zero (0) or one (1); a one makes the extension "critical." Value must be a string and will be interpreted as a long integer in decimal format if all characters are digits, or in hexadecimal format if it starts with a leading 0x and all the remaining characters are hexadecimal digits. The following is a valid example for a noncritical extension: 
certutil -setextension 123 1.3.6.1.4.1.311.20.2 0 SubCA
The specified request must be in the pending state.
certutil [options] [-config ConfigString] -setreg [{ca|restore|policy|exit}\[ProgId]\RegistryValueName 
Allows edits and mnemonic display of certification authority server registry values. 
Examples:
certutil -setreg Policy\RevocationType -0x100
Turns off the 0x100 bit.
certutil -setreg Policy\RevocationType +0x100
Turns on the 0x100 bit.
certutil -setreg Policy\RequestDisposition 1
Overwrites existing value with 1.
certutil [options] [-config ConfigString] -shutdown 
Shuts down the certification authority server, even if it was started in console mode 
The CertUtil command options are:
-config ConfigString
Causes the operation to be processed using the certification authority (CA) identified in the configuration string specified by ConfigString. Without this option, the default CA will process the request.
-idispatch
Causes CertUtil to use IDispatch methods instead of COM for the current operation.
-v
Causes CertUtil to display verbose output.
-f
Forces overwrite.
-user
Use HKEY_CURRENT_USER certificate store.
-gmt
Display times as Greenwich Mean Time (GMT).
Using Security Templates
This section covers: 

Defining security templates 

Predefined templates 

Applying security templates 
Defining security templates
The Security Template snap-in is a central console for viewing, defining, or modifying security templates.
This can be done by:
 1.
Defining a new template, and modifying the default settings to meet your requirements. 
 2.
Applying an existing template to a computer, then modifying the template to fit the new context. 
 3.
Editing an existing security template, then saving it as a new template (in order to preserve the original). 
For how to define security templates, see To define a security template or To customize a predefined security template.
Predefined security templates
Windows 2000 includes several incremental security templates. By default, these templates are stored in:
Systemroot\Security\Templates 
These predefined templates can be customized using the Security Templates Microsoft Management Console (MMC) snap-in and can be imported into the Security Settings extension of the Group Policy snap-in.
Caution

These security templates are constructed with the assumption that they will be applied to Windows 2000 computers that use the default security settings for Windows 2000. In other words, these templates incrementally modify the default security settings, if they are on the computer. They do not install the default security settings, then perform the modifications. 

You cannot secure Windows 2000 systems that are installed on FAT file systems. 

Predefined security templates should not be applied to production systems without testing to ensure that the right level of application functionality is maintained for your network and system architecture. 
The predefined security templates are:

Default workstation (basicwk.inf) 

Default server (basicsv.inf) 

Default domain controller (basicdc.inf) 

Compatible workstation or server (compatws.inf) 

Secure workstation or server (securews.inf) 

Highly secure workstation or server (hisecws.inf) 

Secure domain controller (securedc.inf) 

Highly secure domain controller (hisecdc.inf) 
Security Levels
The templates were designed to cover five common requirements for security:

Basic (basic*.inf) 

The basic configuration templates are provided as a means to reverse the application of a different security configuration. The basic configurations apply the Windows 2000 default security settings to all security areas except those pertaining to user rights. These are not modified in the basic templates because application setup programs commonly modify user rights, to enable successful use of the application. It is not the intent of the basic configuration files to undo such modifications.

Compatible (compat*.inf) 

The default Windows 2000 security configuration gives members of the local Users group strict security settings, while members of the local Power Users group have security settings that are compatible with Windows NT 4.0 user assignments. This default configuration enables certified Windows 2000 applications to run in the standard Windows environment for Users, while still allowing applications that are not certified for Windows 2000 to run successfully under the less secure Power Users configuration. However, if Windows 2000 users are members of the Power Users group in order to run applications not certified for Windows 2000, this may be too unsecure for some environments. Some organizations may find it preferable to assign users, by default, only as members of the Users group and then decrease the security privileges for the Users group to the level where applications not certified for Windows 2000 run successfully. The compatible template is designed for such organizations. By lowering the security levels on specific files, folders, and registry keys that are commonly accessed by applications, the compatible template allows most applications to run successfully under a User context. In addition, since it is assumed that the administrator applying the compatible template does not want users to be Power Users, all members of the Power Users group are removed.

Secure (secure*.inf) 

The secure templates implement recommended security settings for all security areas except files, folders, and registry keys. These are not modified because file system and registry permissions are configured securely by default.

Highly Secure (hisec*.inf) 

The highly secure templates define security settings for Windows 2000 network communications. The security areas are set to require maximum protection for network traffic and protocols used between computer running Windows 2000. As a result, such computers configured with a highly secure template can only communicate with other Windows 2000 computers. They will not be able to communicate with computers running Windows 95 or 98 or Windows NT.

Dedicated Domain Controller (dedica*.inf) 

Local user security on domain controllers running Windows 2000 is not ideally secure by default. This enables an administrator to run existing server-based applications on domain controllers (not recommended) in a backwards-compatible fashion. If you do not run server based-applications on domain controllers (recommended), the default file system and registry permissions for the local users group can be defined in the same ideal fashion as that defined by default for Windows 2000 workstations and stand-alone servers. By implementing a dedicated security template these ideal security settings for local users on Windows 2000 domain controllers are applied.
For how to use predefined templates, see To customize a predefined security template.
Assigning security templates
Templates may be applied to local computer policy, imported to a Group Policy object, used for system security analysis, or assigned automatically using the Secedit command line tool. 
Importing a security template to a Group Policy object ensures that any accounts to which the Group Policy object is applied, will automatically receive the template's security settings when the Group Policy settings are refreshed. For domain controllers running Windows NT 4.0, you will have to configure the Primary Domain Controller policies to enable this replication. The security settings are applied at system start time or as the Group Policy settings dictate.
You can directly apply a security template to local computer policy when a computer is not part of a domain. The system is immediately configured with the new template settings. 
For how to assign security templates, see To import a security template to Group Policy or To apply a security template to a local computer.
For information on using security templates for security analysis, see Security Configuration and Analysis overview.
For how to use the Secedit command line tool to automatically assign security templates to computers, see Automating security configuration tasks.
Security Configuration and Analysis
Security Configuration and Analysis offers the ability to configure security, analyze security, view results, and resolve any discrepancies revealed by analysis. 

Predefined security templates 

Importing and exporting security templates 

Security analysis 

Viewing analysis results 

Configuring system security 

Resolving security discrepancies 
Predefined security templates
Windows 2000 includes several incremental security templates. By default, these templates are stored in:
Systemroot\Security\Templates 
These predefined templates can be customized using the Security Templates Microsoft Management Console (MMC) snap-in and can be imported into the Security Settings extension of the Group Policy snap-in.
Caution

These security templates are constructed with the assumption that they will be applied to Windows 2000 computers that use the default security settings for Windows 2000. In other words, these templates incrementally modify the default security settings, if they are on the computer. They do not install the default security settings, then perform the modifications. 

You cannot secure Windows 2000 systems that are installed on FAT file systems. 

Predefined security templates should not be applied to production systems without testing to ensure that the right level of application functionality is maintained for your network and system architecture. 
The predefined security templates are:

Default workstation (basicwk.inf) 

Default server (basicsv.inf) 

Default domain controller (basicdc.inf) 

Compatible workstation or server (compatws.inf) 

Secure workstation or server (securews.inf) 

Highly secure workstation or server (hisecws.inf) 

Secure domain controller (securedc.inf) 

Highly secure domain controller (hisecdc.inf) 
Security Levels
The templates were designed to cover five common requirements for security:

Basic (basic*.inf) 

The basic configuration templates are provided as a means to reverse the application of a different security configuration. The basic configurations apply the Windows 2000 default security settings to all security areas except those pertaining to user rights. These are not modified in the basic templates because application setup programs commonly modify user rights, to enable successful use of the application. It is not the intent of the basic configuration files to undo such modifications.

Compatible (compat*.inf) 

The default Windows 2000 security configuration gives members of the local Users group strict security settings, while members of the local Power Users group have security settings that are compatible with Windows NT 4.0 user assignments. This default configuration enables certified Windows 2000 applications to run in the standard Windows environment for Users, while still allowing applications that are not certified for Windows 2000 to run successfully under the less secure Power Users configuration. However, if Windows 2000 users are members of the Power Users group in order to run applications not certified for Windows 2000, this may be too unsecure for some environments. Some organizations may find it preferable to assign users, by default, only as members of the Users group and then decrease the security privileges for the Users group to the level where applications not certified for Windows 2000 run successfully. The compatible template is designed for such organizations. By lowering the security levels on specific files, folders, and registry keys that are commonly accessed by applications, the compatible template allows most applications to run successfully under a User context. In addition, since it is assumed that the administrator applying the compatible template does not want users to be Power Users, all members of the Power Users group are removed.

Secure (secure*.inf) 

The secure templates implement recommended security settings for all security areas except files, folders, and registry keys. These are not modified because file system and registry permissions are configured securely by default.

Highly Secure (hisec*.inf) 

The highly secure templates define security settings for Windows 2000 network communications. The security areas are set to require maximum protection for network traffic and protocols used between computer running Windows 2000. As a result, such computers configured with a highly secure template can only communicate with other Windows 2000 computers. They will not be able to communicate with computers running Windows 95 or 98 or Windows NT.

Dedicated Domain Controller (dedica*.inf) 

Local user security on domain controllers running Windows 2000 is not ideally secure by default. This enables an administrator to run existing server-based applications on domain controllers (not recommended) in a backwards-compatible fashion. If you do not run server based-applications on domain controllers (recommended), the default file system and registry permissions for the local users group can be defined in the same ideal fashion as that defined by default for Windows 2000 workstations and stand-alone servers. By implementing a dedicated security template these ideal security settings for local users on Windows 2000 domain controllers are applied.
For how to use predefined templates, see To customize a predefined security template.
Importing and exporting security templates
Security Configuration and Analysis provides the ability to import and export security templates into or from a working database.
You can merge several different templates into one composite template that then can be used for analysis or configuration of a system, by importing each template into a working database. Only if you chose to overwrite will they not be merged into a composite template (stored configuration).
Once you have created a composite configuration, it may be useful to save it for future analysis or configuration of other systems. The export feature provides the ability to save that stored configuration as a new template file, that can be imported into other databases, used as is to analyze or configure a system, or even redefined with the Security Templates snap-in.
For how to import or export a template, see To import a security template or To export a security template.
Security analysis
Security Configuration and Analysis performs security analysis by comparing the current state of system security against a security template that you have imported to a personal database. This template is the base configuration, and it is the template that contains your preferred or recommended security settings for that system.
Security Configuration and Analysis queries the system's security settings for all security areas in the base configuration. Values found are compared to the base configuration. If the current system settings match the base configuration settings, they are assumed to be correct. If not, the attributes in question are displayed as potential problems that need investigation. 
You can create personal databases into which you can import templates for analysis. You can repeat the import process and load multiple templates. The database will merge the various templates to create one composite template, resolving conflicts in order of import; the last one imported takes precedence when there is contention. Once the templates are imported to the selected database, you can analyze or configure the system.
For how to analyze security, see To analyze system security.
Viewing security analysis results
Security Configuration and Analysis displays the analysis results organized by security area, with visual flags to indicate problems. For each security attribute in the security areas, the current system and base configuration settings are displayed. 
Current settings that do not match the base settings are identified as follows:

A red X indicates a difference. 

A green check mark indicates consistency. 

No icon indicates that security attribute was not part of your template, and therefore not analyzed. 
If you choose to accept current settings, the corresponding value in the base configuration is modified to match. If you change the system setting to match the base configuration, the change will be reflected when you configure the system with Security Configuration and Analysis.
To avoid continued flagging of settings that you have investigated and determined to be reasonable, you can modify the base configuration. The changes are made to a copy of the template. 
For how to view analysis results, see To review security analysis results.
Configuring system security
Using Configure System Now is not recommended when you are analyzing security for domain-based clients, as you would have to go to each client individually. In this case, you should return to the Security Templates snap-in, modify the template, and reapply it to the appropriate Group Policy object.
Anytime you want to change the original security template, you must return to Security Templates.
For how to configure system security, see To configure system security.
Resolving security discrepancies
Security Configuration and Analysis offers the ability to resolve any discrepancies revealed by analysis:

Accepting or changing some or all of the values flagged or not included in the configuration if you determine the local system security levels are valid due to the context (role) of that computer. These attribute values are then updated in the base configuration and applied to the system when you choose Configure System Now 

Configuring the system to the original base configuration values, if you determine the system is not in compliance with valid, security levels. 

Importing a more appropriate template, for the role of that computer, into the database as the new base configuration, and applying it to the system. 
You can repeat the import process and load multiple templates. The database will merge the various templates to create one composite template, resolving conflicts in order of import; the last one imported takes precedence when there is contention. Once the templates are imported to the database, you can choose Configure System Now to apply the stored template (base configuration) to the system.
These changes are made to the stored template in the database, not to the security template file. The security template file will only be modified if you either return to Security Templates and edit that template, or export the stored configuration to the same template file.
You should use Configure System Now only to modify security areas not affected by Group Policy settings, such as security on local files and folders, registry keys and system services. Otherwise, when the Group Policy settings are applied, it will take precedence over local settings (such as account policies). In general, do not use Configure System Now when you are analyzing security for domain-based clients, since you will have to go to each client individually. In this case, you should return to the Security Templates snap-in, modify the template, and reapply it to the appropriate Group Policy object.
For how to configure system security, see To configure system security.
Permissions
This section covers: 

Permissions for Active Directory objects 

Permissions on a file server 
Permissions for Active Directory objects
To ease the task of controlling access to Active Directory objects, Windows 2000 provides two new features--delegated access control and object-specific inheritance. The following sections describe these features. 
Delegating access control
You can delegate administration of a domain or organizational unit by using the Delegation of Control wizard available in Active Directory Users and Computers.
For more information on delegating administration of Active Directory objects, see Delegating administrative control. 
Object-specific inheritance
Access control information that is defined at higher-level containers of Active Directory flows down to subcontainers and their objects. This is called inheritance of access rights, or permissions. 
Through inheritance, you can make changes to a specific container that automatically affect all subcontainers and their objects. For ease of administration, it is recommended that you define permissions on high-level containers, such as a high-level folder; these permissions will then automatically flow down to objects within that folder. Where appropriate, you can define exceptions, but you should minimize the number of exceptions as much as possible. 
To apply inheritance of permissions for Active Directory objects, you use Active Directory Users and Computers, view the properties for an object, and click the Security tab. 
You can choose the types of objects within a high-level container that you would like inheritance to apply to. For example, you can apply inheritance to only subfolders within a folder, but not files within the subfolders, or you can apply inheritance to all subfolders and files within a folder. 
Permissions on a file server
One possible scenario for working with permissions is when you must assign permissions for the files on a file server. For example, suppose you need to set file permissions on a server used by a small department. The file server includes an applications folder, home folders for each of the department's users, a public folder where users can share files, and a drop folder where users can file confidential reports that only the group manager can read.
Applications folder. In this folder, make all executable programs read-only to all users, to prevent viruses and Trojan horses. You can also grant Change permission to members of the Administrators group, so that administrators can grant themselves Write permission when it is time to update a program.
If none of your programs needs to write any files (such as initialization files) in their own folders, you should also set all of the folders containing programs to read-only.
Home folders. In these folders, give each user Full Control over his or her own folder, and do not give anyone permissions for any other folder.
Public folder. In this folder, you can give all users Change permission. Change permission is more appropriate than Full Control, because Full Control also allows users to set permissions for the public folder and take ownership of it.
Drop folder. To create a drop folder, grant the Users or Everyone built-in groups Add permission for the folder, and grant Change permission to the manager who is to read the files in the folder.
Give access to local system folders or subfolders only to Administrators or Server Operators.
Storing Data Securely
Stored data security refers to the ability to store data on disk in an encrypted form. By using Encrypting File System (EFS), users can encrypt their data as it is stored on disk. 
To help you administer EFS, it is recommended that you read the following topics. 

Introduction to using Encrypting File System 

Encrypting and decrypting data using Encrypting File System 

Backing up, restoring, and recovering data 
Introduction to using Encrypting File System
Encrypting File System (EFS) allows users to store their on-disk data in encrypted format. 
Encryption is the process of converting data into a format that cannot be read by another user. Once a user has encrypted a file, the file automatically remains encrypted whenever the file is stored on disk. 
Decryption is the process of converting data from encrypted format back to its original format. Once a user has decrypted a file, the file remains decrypted whenever the file is stored on disk. 
EFS provides the following features: 

Users can encrypt their files when storing them on disk. Encryption is as easy as selecting a check box in the file's Properties dialog box. 

Accessing encrypted files is fast and easy. Users see their data in plain text when accessing the data from disk. 

Encryption of data is accomplished automatically, and is completely transparent to the user. 

Users can actively decrypt a file by clearing the Encryption check box on the file's Properties dialog box. 

Administrators can recover data that was encrypted by another user. This ensures that data is accessible if the user that encrypted the data is no longer available or has lost their private key. 
EFS only encrypts data when it is stored on disk. To encrypt data as it is transported over a TCP/IP network, two optional features are available--Internet Protocol security (IPSec) and PPTP encryption.
Encrypting and decrypting data with Encrypting File System
You can use Encrypting File System (EFS) to: 

Encrypt their files 

Access their encrypted files 

Move or rename their encrypted files 

Copy their encrypted files 

Decrypt their files 
Encrypting data
The default configuration of the Encrypting File System (EFS) requires no administrative effort--users can begin encrypting files immediately. EFS automatically generates an encryption key pair for a user if one does not exist.
EFS uses the expanded Data Encryption Standard (DESX) as the encryption algorithm. 
Encryption services are available from Windows Explorer. Users can also encrypt a file or folder using the command-line function cipher. For more information about the cipher command, type cipher /? at a command-line prompt. 
Users encrypt a file or folder by setting the encryption property for files and folders just as you set any other attribute, such as read-only, compressed, or hidden. If a user encrypts a folder, all files and subfolders created in or added to the encrypted folder are automatically encrypted. It is recommended that users encrypt at the folder level. 
Compressed files cannot be encrypted. Also, folders that are marked for encryption are not actually encrypted. Only the files within the folder are encrypted. 
Accessing encrypted data
Users access encrypted files just as they do unencrypted files. Thus, when a user accesses an encrypted file that is stored on disk, the user is able to read the contents of the file in the normal way. When the user stores the file on disk again, EFS transparently encrypts the file again. 
Only the user that encrypted a file can access it later. This is assured because users have private keys that allow them access to their own encrypted files. If another user tries to access an encrypted file, that user receives an Access Denied message. 
Moving or renaming encrypted files
If a user moves a file to another folder, the file retains its encryption state, regardless of whether the destination folder is encrypted or unencrypted. For example, when moving an encrypted file to an unencrypted folder, the file remains encrypted. When moving an unencrypted file to an encrypted folder, the file remains unencrypted. Similarly, renaming an encrypted file does not alter its encrypted status. 
Copying encrypted files
When copying encrypted files to an unencrypted folder, encryption always takes priority. Thus, when copying an unencrypted file to an encrypted folder, EFS automatically encrypts the file. When copying an encrypted file to an unencrypted folder, the file remains encrypted. 
Decrypting data
You can decrypt a file by clearing the Encryption check box in a the file's Properties dialog box. Once decrypted, the file remains decrypted until you encrypt the file again. 
Once a user has encrypted a file, decryption will never be necessary as long as the user is the only one that needs to access the file. The only reason a user might need to decrypt a file is when the user wants to share the file with another user or make the file available to users across the network. 
Users can decrypt a file by either clearing the Encryption check box on the file's Properties dialog box, or using the cypher command. 
By default, encryption provided by EFS is standard, 56-bit encryption. For additional security, North American users can obtain 128-bit encryption by ordering the Enhanced CryptoPAK from Microsoft. However, files encrypted with the Enhanced CryptoPAK cannot be decrypted, accessed, or recovered on a system that only supports 56-bit encryption.
Backing up, restoring, and recovering data
The main administrative tasks associated with the Encrypting File System (EFS) are backing up and restoring encrypted files, configuring a recovery policy, and recovering encrypted data. 
Backing up and restoring encrypted files
Backup copies of encrypted files will also be encrypted, provided you use a backup program designed for Windows 2000. 
When restoring encrypted data, the data will remain encrypted after the restore operation. 
Recovering encrypted data
Data recovery refers to the process of decrypting a file without having the private key of the user who encrypted the file. 
You might need to recover data with a recovery agent if: 

A user leaves the company. 

A user loses the private key. 

A law enforcement agency makes a request. 
To recover a file, the recovery agent: 
 1.
Backs up the encrypted files. 
 2.
Moves the backup copies to a secure system. 
 3.
Imports their recovery certificate and private key on that system. 
 4.
Restores the backup files. 
 5.
Decrypts the files, using Windows Explorer or the EFS cipher command. 
Configuring a recovery policy
You can use the Group Policy snap-in to define a data recovery policy for domain member servers or for stand-alone or workgroup servers. You can either request a recovery certificate, or export and import your recovery certificates. 
You may want to delegate administration of the recovery policy to a designated administrator. Although you should limit who is authorized to recover encrypted data, allowing multiple administrators to act as recovery agents provides you with an alternate source if recovery is necessary.
Resources
For additional information, see the following security-related resources: 

Microsoft Security Advisory 

Resources: Public Key Infrastructure 
Resources
The Microsoft Windows 2000 Resource Kit contains advanced information on how to configure, administer, optimize, and troubleshoot the security features of Windows 2000.
For information and the latest recommendations on Windows 2000 security deployment, and security tool set deployment information, see the Security Advisory page on the Microsoft Web site (http://www.microsoft.com/).
Resources: Public key infrastructure
The following books provide detailed descriptions of public key encryption and public key infrastructure (PKI): 

Ford, Warwick and Michael S. Baum, Secure Electronic Commerce: Building the Infrastructure for Digital Signatures and Encryption. Prentice Hall Press, April 1997. 

Garfinkel, Simon and Gene Spafford, Web Security & Commerce. O'Reilly & Associates, June 1997. 

Grant, Gail L., Understanding Digital Signatures: Establishing Trust over the Internet and Other Networks. Computing McGraw-Hill, November 1997. 

Schneier, Bruce, Applied Cryptography: Protocols, Algorithms, and Source Code in C. John Wiley & Sons, December 1995. 
The following resource describes in depth planning a public key infrastructure using Windows 2000 Certificate Services: 

Windows 2000 Resource Kits 
The following resource discusses in depth customizing Windows 2000 Certificate Services: 

Microsoft Platform Software Development Kit 
For updated technical information about Windows 2000, see Updated technical information.
Troubleshooting
To help you troubleshoot specific problems that might arise, see the following topics: 

Troubleshooting Encrypting File System 

Troubleshooting Certificate Services 

Troubleshooting IP Security 

Troubleshooting Security Templates 

Troubleshooting Security Configuration and Analysis 
Troubleshooting Encrypting File System
What problem are you having?
Cannot encrypt a file.
Cause: Encrypting File System (EFS) only works on files and folders on NTFS file system volumes. In addition, it cannot encrypt any file that is a compressed file, a read-only file, or a system file. 
Solutions: 

If you have the proper permissions, you can uncompress the file. 
 1.
In Windows Explorer, right-click the name of the file, then click Properties. 
 2.
Click Advanced. 
 3.
In Compress or Encrypt attributes, clear the Compress contents to save disk space check box. 

If you have the proper permissions, you can change the read-only property. 
 1.
In Windows Explorer, right-click the name of the file, then click Properties. 
 2.
In Attributes, clear the Read-only check box. 

If it is a system file, you cannot encrypt the file. 

If you notice that a new document you created or an attachment you opened in Microsoft Outlook is encrypted in a folder that is not an encrypted folder, check to see whether you have encrypted your Temp folder. Encrypting your Temp folder is recommended to ensure that your encrypted documents remain encrypted even during the editing process when some applications create temporary documents. However, some applications create new documents in the Temp folder by default. If you choose to save your document to another location on an NTFS volume, the document is encrypted in the new location. 
Troubleshooting Certificate Services
What problem are you having?
General troubleshooting for a certification authority (CA).
Check the event log of the Windows 2000 server. It often logs more detailed errors than you will notice from doing the procedure you're attempting.
If the problem is reproducible, run Certificate Services in diagnostic mode using the certsrv -z command. For more information see CertSrv.
See Microsoft Product Support Services for updated information about Certificate Services.
Error when accessing the certification authority Web pages.
Cause: Web pages aren't installed on the certification authority (CA).
Solution: Run certutil -vroot from the command prompt on the CA to install the Web enrollment pages.
Cause: Web pages don't have execute script permissions.
Solution: From Internet Information Services (IIS), open the CertSrv folder and confirm that there are execute script permissions on the folder. The CertSrv folder is:
Systemroot/System32/Certsrv 
Web pages on an enterprise certification authority (CA) either don't generate certificates or generate certificates that are not valid.
Cause: For an enterprise CA, Web pages require that the user be authenticated. If the pages are set to allow anonymous connections, then the CA will either not generate certificates or will generate certificates that are not valid.
Solution: See Set security for access to certification authority Web pages.
Can't log into certification authority (CA) Web pages.
Cause: If the Web pages negotiate basic authentication with the browser, then your Windows 2000 user account must have the privilege to log on to the server.
Solution: By default, only domain administrators have this privilege. You will need to change this default security permission setting for the server hosting the CA if you use the Netscape browser.
Certification authority (CA) Web enrollment pages that are installed on a remote server other than the CA do not work.
Cause: The pages are set to use NTLM authentication instead of basic authentication.
Solution: If the Web pages are located on a different server than the CA, then you must set the pages to use basic authentication rather than NTLM if the CA is an enterprise CA. You should also use SSL to secure these pages to protect the passwords. See the Internet Information Services (IIS) documentation to change these settings.
Internet Information Services (IIS) 4.0 and Certificate Server 1.0 cannot enroll for certificates using Windows 2000 Certificate Services Web pages.
Cause: IIS 4.0 and Certificate Server 1.0 cannot process a certification path, rather than just a single certificate.
Solution: Use the command line utility CertReq to process the enrollment request.
A user tries to log on with the smart card and receives this message: "The system cannot log you on to this domain because the system's computer account in its primary domain is missing or the password on the account is incorrect".
Cause: The computer account may be disabled, or the CA that issued the smart card certificate is not trusted by the computer.
Solution: 
 1.
Make sure that the computer account is enabled in the domain. 
 2.
Use the Certificates snap-in to verify that the root CA's certificate is in the Trusted Root Certification Authorities store on the user's computer. 
 3.
Use the Certificates snap-in to verify that the domain controller has been issued a domain controller certificate that can be verified to a trusted root. 
After renewing a CA, computers are no longer automatically enrolling for certificates from that CA
Cause: CA renewal requires that all automatic certificate enrollment objects that enroll for certificates from that CA be recreated.
Solution: See Create an automatic certificate request for computers in a Group Policy object.
When trying to enroll for a certificate from a computer or account belonging to a child domain of the domain where the CA is located, the following error appears: "No template could be found. There are no CAs from which you have permission to request a certificate, or an error occurred while accessing the Active Directory."
Cause: You don't have the proper security permissions set on the certificate templates.
Solution: Modify the security permissions for the certificate templates to include the child domain accounts from which you want to allow enrollment. To set access control for certificate templates , see Set security permissions and delegate control of certificate templates. Some access control caches must time out after making changes to security permissions, so you have to wait a short period of time before seeing the new security permissions replicate through the network.
Troubleshooting IP Security
What problem are you having?
Verifying the network connection between two computers.
Cause: Separate network problems may be causing what appears to be communication failures related to Internet Protocol security (IPSec).
Solution: The TCP/IP utility, ping, can be used to determine if IPSec-secured communication can take place when a predefined policy is assigned to a computer. This will allow you to separate network problems from IPSec issues. When verifying network connectivity, make sure the computer has no IPSec policy assigned. Stopping the policy agent is a good way to make sure there is no policy. 
See also: To verify valid IPSec connections.
Verifying the IPSec policy on a computer is active and in effect.
Cause: IPSec-secured communication may not be responding as expected.
Solution: You can use several tools to view which IPSec policy is in effect on the computer.
See also: Verifying IPSec policy assignment.
Verifying the active IPSec policy is responding properly.
Cause: Separate network problems may be causing what appears to be IPSec-related communication failures.
Solution: The TCP/IP utility, ping, can be used to determine if IPSec-secured communication can take place when a predefined policy is assigned to a computer. This will allow you to separate network problems from IPSec issues. If the ping is trying to negotiate security, then the computer has policy to protect that traffic (which uses ICMP to the destination) and is trying to negotiate a security association with the peer computer.
See also: Testing IPSec policy assignment.
Basic IPSec troubleshooting.
Cause: IPSec-secured communication is failing. This may be due other network problems, IPSec policy consistency or assignment issues, or because the computer has been removed from the domain and is now using local policy. Note that failure in core networking services, such as DHCP, DNS, and WINS, can cause unpredictable IPSec failures.
Solution: The TCP/IP utility, ping, can be used to separate other network issues from IPSec-related problems. Restarting the policy agent may be necessary to force a policy update. You can use several tools to view which IPSec policy is in effect on the computer. Make sure the traffic that is supposed to be protected has an appropriate filter. Make sure both sides have a matching filter action. Also, make sure both sides have matching authentication methods.
See also: To restart the IPSec Policy Agent; To verify valid IPSec connections; Verifying IPSec policy assignment; Testing IPSec policy assignment.
Errors in Event Viewer related to IPSec.
Cause: There may be a problem with the IPSec Policy Agent, or the Oakley service.
Solution: To determine why IPSec is not functioning correctly, you can view the Security Audit log for messages which may help pinpoint the origin of the problem.
See also: IPSec: Security Audit Log.
Verifying successful, IPSec-secured communications and statistics.
Cause: A pattern of failures when attempting IPSec-secured communications.
Solution:Use IPSec Monitor to confirm whether your secured communications are successful. It provides statistics that aid in tuning IPSec performance and troubleshooting. It can also be used in conjunction with Network Monitor. Use Network Monitor to view security protocol transmissions that have been transferred over the network. Network Monitor displays IPSec packets as ISAKMP, AH, or ESP.
See also: Using IPSec Monitor; Using Network Monitor with IPSec.
Policy location error.
Cause: This error may occur if the policy agent is retrieving policy from the incorrect storage location. 
Solution: Examine the policy agent logging events in Event Viewer, and the policy agent log itself for messages which indicate where policy is being retrieved from: the local registry or the domain. If the HKLM\SOFTWARE\Policies\Microsoft\Windows\IPSec\GPTIPSECPolicy is set, then policy will be downloaded from the directory service, otherwise, it will be downloaded from the registry. The local computer will also warn the user that the domain policy is in effect when it starts. If the policy is supposed to be domain based policy, but it is not being downloaded, then try deleting HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\History and then restarting the computer.
Caution   Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on the computer. 
See also: Wrong IPSec policy location error.
Policy mismatch error.
Cause: If negotiations are failing, it may be due to incompatible IPSec policy settings. 
Solution: You can use several tools to view which IPSec policy is in effect on the computer.
See also: IPSec policy mismatch error.
Bad SPI error in Event Viewer.
Cause: This error may occur if key lifetime values are not set properly or the security association has expired.
Solution: To determine and correct the problem, use IPSec Monitor to examine the number of rekeys. This event is usually logged when a security association (SA) has been deleted on one side, but the other side is still sending traffic on this security association. It is usually a temporary situation that fixes itself and occurs on systems that are busy.
See also: IPSec: Bad SPI error in Event Viewer.
IPSec Monitor shows no security associations established.
Cause: This may be due to soft security associations between the computers, which prevent hard (secured) security associations from being established. 
Solution: You may have to restart the IPSec Policy Agent. Confirm that you need the Allow unsecured communications with non IPSec-aware computers filter action option, which causes soft security associations to show up with computers that do not respond to IPSec requests. 
See also: Soft SAs are preventing hard SAs.
Restarting the IPSec Policy Agent.
Cause: This may be necessary as part of another troubleshooting step. It can be used to clear old or soft security associations or to force a policy download from the domain or local policy store.
Solution: Restart the IPSec Policy Agent.
See also: To restart the IPSec Policy Agent.
IPSec component files are missing.
Cause: The files necessary for IPSec components such as ISAKMP/Oakley, the IPSec Policy Agent, or the IPSec driver have been removed or deleted.
Solution: Reinstall TCP/IP.
See also: Reinstalling IPSec components.
Troubleshooting Security Templates
What problem are you having?
Security policy is not propagating correctly.
Cause: Any.
Solution: There is a registry value that creates a log file during policy propagation. The log file is located in systemroot\Security\Logs\Winlogon.log. You can examine this log file to identify specific errors that occur during policy propagation to the computer. 
The registry key is:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\GPExtensions\{827D319E-6EAC-11D2-A4EA-00C04F79F83A}
For the new registry value, type: ExtensionDebugLevel
For the registry data type, click: REG_DWORD
For the registry data, type: 2
For more information about editing the registry, see Managing the Windows 2000 registry.
Received error message: Event message: Event ID 1202, Event source: scecli, Warning (0x%x) occurs to apply security policies.
Cause: Group Policy was not refreshed after changes were made.
Solution: Trigger another application of Group Policy settings or local policy refresh by using the Secedit command line tool to refresh security settings.
See also: Refresh security settings.
Received error message: Failed to open the Group Policy Object.
Cause: The most likely causes for this error are network-related. 
Solution: Check the DNS configuration for the following: Make sure that there are no stale entries in the DNS database and resolve local DNS servers and Internet service provider (ISP) DNS server entries.
For example, the DNS settings for a local LAN network adapter points to two DNS servers: the local DNS server (possibly the same computer) , and the DNS server of an ISP. If you try to ping your domain, a message may indicate that this is an unknown host. Even with correct local DNS entries, the ISP DNS server cannot identify your domain, so there is a difference in their databases. To resolve this error, remove the second entry for the ISP DNS server, and add the ISP DNS server IPAddress to the forwarders in the local DNS server.
Modified security settings are not taking effect.
Cause: The Group Policy model specifies that any policies configured locally may be overridden by like policies specified in the domain. If your setting shows up in local policy but not in effective policy, it implies that there is a policy from the domain that is overriding your setting. Also, the Group Policy model applies policy changes periodically; therefore, it is likely that the policy changes made in the directory have not been refreshed in your computer yet. 
Solution: Manually do a policy refresh by typing the following at the command line:
secedit /refreshpolicy MACHINE_POLICY 
See also: Refresh security settings.
Policies do not migrate from Windows NT 4.0 to Windows 2000.
Cause: Windows NT 4.0 policies cannot be migrated to Windows 2000. In Windows NT 4.0, system policies were stored in one .pol file with group information embedded; no method is available to translate that information to the Windows 2000 Active Directory structure. Groups are handled very differently in Windows 2000.
Solution: Windows NT 4.0 clients accessing a Windows 2000 Server computer and Windows 2000 Professional clients accessing a Windows NT 4.0 Server computer will use the Netlogon share (the Windows NT 4.0 model). With Windows 2000 Server, when a Windows NT 4.0 client is upgraded to Windows 2000, it will get only Active Directory based Group Policy settings and not Windows NT 4.0-style policies. Although Windows NT 4.0-style policies may be enabled (using a Group Policy setting) if the administrator chooses to do so, this practice is strongly discouraged. Windows NT 4.0-style policies are applied only during the logon process. This means that both computer and user settings are processed. This is not optimal behavior for the following reasons: The Windows NT 4.0-style computer settings override the Group Policy settings that have already been applied to the computer during startup. During the Group Policy settings refresh cycle, the Group Policy settings change any conflicting settings back. This creates an indeterminate state. Windows NT 4.0-style policies result in persistent settings in the registry (tattooing). Note also that Terminal Server cannot allow computer settings to be set based on a user logon.
Troubleshooting Security Configuration and Analysis
What problem are you having?
Received the following error message: Event message: Event ID 1202, Event source: scecli, Warning (0x%x) occurs to apply security policies.
Cause: The Group Policy settings were not refreshed after changes were made.
Solution: Trigger another application of the Group Policy settings by using the Secedit command line tool to refresh security settings.
See also: Refresh security settings.
Received the following error message: Failed to open the Group Policy Object
Cause: The most likely causes for this error are network-related. 
Solution: Make sure that there are no stale entries in the DNS database and resolve local DNS servers and Internet service provider (ISP) DNS server entries.
For example, the DNS settings for a local LAN network adapter points to two DNS servers: the local DNS server (possibly the same computer) , and the DNS server of an ISP. If you try to ping your domain, a message may indicate that this is an unknown host. Even with correct local DNS entries, the ISP DNS server cannot identify your domain, so there is a difference in their databases. To resolve this error, remove the second entry for the ISP DNS server, and add the ISP DNS server IPAddress to the forwarders in the local DNS server.
Modified security settings are not taking effect.
Cause: The Group Policy model specifies that any policies configured locally may be overridden by like policies specified in the domain. If your setting shows up in local policy but not in effective policy, it implies that there is a policy from the domain that is overriding your setting. Also, the Group Policy model applies policy changes periodically; therefore, it is likely that the policy changes made in the directory have not been made (by policy refreshing) to your computer yet. 
Solution: Manually do a policy refresh by typing the following at the command line: secedit /refreshpolicy MACHINE_POLICY
See also: Refresh security settings.
Policies do not migrate from Windows NT 4.0 to Windows 2000.
Cause: Windows NT 4.0 policies cannot be migrated to Windows 2000. In Windows NT 4.0, system policies were stored in one .pol file with group information embedded. No method is available to translate that information to the Windows 2000 Active Directory structure. Groups are handled very differently in Windows 2000.
Solution: Windows NT 4.0 clients accessing a Windows 2000 Server computer and Windows 2000 Professional clients accessing a Windows NT 4.0 Server computer will use the Netlogon share (the Windows NT 4.0 model). With Windows 2000 Server, when a Windows NT 4.0 client is upgraded to Windows 2000, it will get only Active Directory based Group Policy settings and not Windows NT 4.0-style policies. Although Windows NT 4.0-style policies may be enabled (using a Group Policy setting) if the administrator chooses to do so, this practice is strongly discouraged. Windows NT 4.0-style policies are applied only during the logon process. This means that both computer and user settings are processed. This is not optimal behavior for the following reasons: The Windows NT 4.0-style computer settings override the Group Policy settings that have already been applied to the computer during startup. During the Group Policy settings refresh cycle, the Group Policy settings change any conflicting settings back. This creates an indeterminate state. Windows NT 4.0-style policies result in persistent settings in the registry (tattooing). Note also that Terminal Server cannot allow computer settings to be set based on a user logon.
