Chapter 13 - Security
It is important to protect your information and service resources from people who should not have access to them, while at the same time making those resources available to authorized users. Effective security achieves both these goals. After you understand your security needs, you can configure Microsoft® Windows® 2000 Professional to meet your goals. This chapter will help you make the most of the security technology provided with Windows 2000 Professional.
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
For information about how security fits into Microsoft® Windows® 2000, see “Introduction to Configuration and Management” in this book.

For information about security features of the Windows 2000 desktop, see “Customizing the Desktop” in this book.

For information about establishing security in a network environment, including establishing secure connections, see “Local and Remote Network Connections” in this book.
Quick Guide to Security
Use this quick guide to locate information about security.  You will find information about security features which are new to Windows 2000, direction on designing and implementing a security plan, ideas for making workstations secure, and detailed information about the security features of Windows 2000.
Understand what's new in security.
Learn about new features in Windows 2000 security and how those compare to available security features in older versions of Windows.

See “What’s New” later in this chapter.
Design and implement a security plan.
Designing a security plan includes setting security goals and strategies and deciding on the level of security you need. Deciding on the level of security means weighing the pros and cons of higher versus lower security. Higher security requires more administration but ensures only the right people will have access to your resources. Lower security creates a more flexible and open environment, but might not be as secure as other configurations.

See “Planning for Security” later in this chapter.
Understand client authentication.
Windows 2000 security requires user authentication. Different authentication schemes are appropriate depending on your computing environment. Windows 2000 supports interactive logon and network authentication using Kerberos, NTLM, and smart cards, among other things.

See “User Authentication” later in this chapter.
Understand user rights and permissions.
Windows 2000 provides permissions and user rights which enable specific, detailed management of your security environment combined with powerful group management technologies. Set rights and permissions to determine the activities and access allowed for users. Carefully setting these attributes affects how users’ computers behave and how secure they are.

See “Security Groups, User Rights, and Permissions” later in this chapter.
Understand and implement security policy.
Security policy enforces uniform security standards for groups of users. Use security policy to establish a basis of security for your environment. Different from user rights and permissions, security policy applies to all users or objects in your deployment.

See “Security Policy” later in this chapter.
Understand and implement security templates.
Security templates provide a way to apply consistent security to multiple computers. Security templates work much like security policy, but they can be applied to any computer and provide an easy way to apply a customized set of default security settings.

See “Security Templates” later in this chapter.
Understand and implement remote access.
Allowing users to access your network using a modem provides opportunity for more flexibility and productivity for users but also presents unusual security challenges. If you use remote access, make sure your system is configured to maintain security.

See “Remote Access” later in this chapter.
Understand and implement Internet Protocol security.
When you send information over the Internet, Windows 2000 makes it possible for you to encrypt all information above the transmission layer, producing a secure tunnel even through insecure connections.

See “Internet Protocol Security” later in this chapter.
Understand and implement Encrypting File System.
Data on your hard disk drive can use the Encrypting File System (EFS) to ensure that even people with access to your physical computer are unable to read the contents of your hard disk drive. EFS can be a key security feature on all computers but is particularly helpful on portable computers that are difficult to physically secure.

See “Encrypting File System” later in this chapter.
Understand public key technology.
Public key technology allows you to encrypt data for confidentiality and use data signing for integrity. Learn how Windows 2000 uses public key technology to secure your information assets.

See “Public Key Technology” later in this chapter.
Protect user data on portable computers.
Portable computers present special security risks. Understand what those risks are, decide how to mitigate them, and then implement a plan that will protect your portable computers, while still allowing users flexibility.

See “Protecting User Data on Portable Computers” later in this chapter.
What's New
Table 13.1 highlights the new security features of Windows 2000, including how these new features compare to Microsoft® Windows NT® version 4.0, Microsoft® Windows® 95, and Microsoft® Windows® 98.
Table 13.1   Security Feature Comparison
Windows 2000
Windows NT 4.0
Windows 95 and Windows 98
Kerberos is provided, enabling single sign-on for network services.
No Kerberos or single sign-on support provided.
Same as Windows NT 4.0.
Encrypting File System (EFS) is supported.
No EFS provided.
Same as Windows NT 4.0.
virtual private networks (VPNs) supported using PPTP and L2TP.
PPTP supported. L2TP not supported.
Same as Windows NT 4.0.
Public Key (PK) Certificate Manager provided for public key administration.
No PK Certificate Manager provided.
Same as Windows NT 4.0.
Internet Protocol security (IPSec) provided, encrypting all information included above the transport layer.
No IPSec provided with Windows NT 4.0.
Same as Windows NT 4.0.
Auditing of security events configurable to a range of detail levels. Audited events logged for later review.
Auditing available, but on a narrower scope than provided with Windows 2000.
No auditing provided.
Highly configurable access control for network resources using groups, user rights, permissions, and Security Policy.
Some access control available through permissions settings.
Only user-based security using permissions.
Permissions are maintained, regardless of where a file is moved. For example, restricted files remain restricted, even when placed in a public folder.
Permissions are inherited and reapplied when files are moved to new locations.
Only user-based security. Permissions not applied to files.
Determining the identity of a user, computer, or service is critical to creating a secure environment. Only after an identity has been authenticated should authorization to use information or resources be granted. There are numerous ways to authenticate, each of which provides different advantages and disadvantages. Authentication is achieved through authentication protocols. Windows 2000 maintains and builds upon the set of authentication protocols supported by earlier versions of Windows. Table 13.2 provides a comparison of authentication protocols.
Table 13.2   Authentication Protocol Comparison
Authentication Protocol
Windows 2000
Windows NT 4.0
Windows 95 and Windows 98
Kerberos
X
O
O
NTLM v2
X
X
O
NTLM v1
X
X
X
EAP
X
O
O
MSCHAPv2
X
X
X
MSCHAP
X
X
X
CHAP
X
X
X
SPAP
X
X
X
PAP
X
X
X
Planning for Security
Although security technologies are highly advanced, effective security must combine technology with good planning for business and social practices. No matter how advanced and well implemented the technology is, it is only as good as the methods used in employing and managing it.
Implementing the appropriate security standards is a key issue for most organizations. To implement security standards, devise a security plan that applies a set of security technologies consistently to protect your organization’s resources. After you have established your plan, implement the appropriate Windows 2000 Professional security features.
Consider developing a security plan that describes how you will use the features of Windows 2000 to establish a secure, usable environment. A typical security plan might include the following sections:

Security goals: Describe what you are protecting.

Security risks: Enumerate the types of security hazards that affect your enterprise, including what poses the threats and how significant the threats are.

Security strategies: Describe the general security strategies necessary to meet the threats and mitigate the risks.

Security group descriptions: Describe security groups and their relationship to one another. This section maps security policies to security groups.

Security Policy: Describe Group Policy security settings, such as network password policies. Note that if you add your Windows 2000 Professional–based computer to a domain, your Security Policy settings will be affected by domain Security Policies.

Network logon and authentication strategies: If you work in a networked environment, consider authentication strategies for logging on to the network and for using remote access and smart card to log on.

Information security strategies: Include how you implement information security solutions, such as an encrypted file system (EFS), Internet Protocol security, and access authorization using permissions.

Administrative policies: Include policies for delegation of administrative tasks and monitoring of audit logs to detect suspicious activity.

Public key usage policies: Include your plans for how clients will use certification authorities for internal and external security features.
Your security plan can contain more sections, but these are suggested as a starting point. If possible, test and revise your security plans using test labs that model the computing environments for your organization. Also, conduct pilot programs to further test and refine your network security plans.
Planning for Mobile Computing
Mobile computing provides more flexibility to users, allowing them to work in a wider range of situations, increasing work potential. However, mobile computing also increases security risks.
Mobile Computing Security Threats
Because portable computers are easily stolen, there are greater physical security risks with mobile computing. If information on the hard disk drive is not encrypted with EFS, information stored on the hard disk drive, as well as any authentication information stored on the computer, might be compromised.
Another security threat when using a mobile computer is data being intercepted when it is transferred across phone lines. Users can ensure their connections are secure by using protocols to create virtual private networks.
Security Attacks
Before examining Windows 2000 security features, it is good to understand what threats security technologies address. Table 13.3 describes several types of attacks. Different attacks pose different dangers, including the loss of data confidentiality, integrity, and availability.
Creating a list similar to this in your security plan demonstrates the complexity of security problems you face and will help you establish a set of standard labels for each category of risk.
Table 13.3   Types of Attacks That Pose Security Risks in an Organization
Security Attack
Description
Identity interception
The intruder discovers the user name and password of a valid user. This can occur by a variety of methods, both social and technical.
Masquerade
An unauthorized user pretends to be a valid user. For example, a user assumes the IP address of a trusted system and uses it to gain the access rights that are granted to the impersonated device or system.
Replay attack
The intruder records a network exchange between a user and a server and plays it back at a later time to impersonate the user.
Data interception
If data is moved across the network as plaintext, unauthorized persons can monitor and capture the data. 
Manipulation
The intruder causes network data to be modified or corrupted. Unencrypted network financial transactions are vulnerable to manipulation. Viruses can corrupt network data.
Repudiation
Network-based business and financial transactions are compromised if the recipient of the transaction cannot be certain who sent the message.
Macro viruses
Application-specific viruses exploit the macro language of sophisticated documents and spreadsheets.
Denial of service
The intruder floods a server with requests that consume system resources and either crash the server or prevent useful work from being done. Crashing the server sometimes provides opportunities to penetrate the system.
Malicious mobile code
This term refers to malicious code running as an auto-executed ActiveX® control or Java applet downloaded from the Internet.
Misuse of privileges
An administrator of a computing system uses full privileges over the operating system to obtain private data.
Trojan horse
This is a general term for a malicious program that masquerades as a desirable and harmless tool. For example, a screen saver that mimics a logon dialog box in order to acquire a user’s name and password and then secretly sends that password to an attacker.
Social engineering attack
Sometimes breaking into a network is as simple as calling new employees, telling them you are from the IT department, and asking them to verify their password for your records.
Security Concepts
The following concepts are useful in describing security strategies under Windows 2000. All these technologies aid in creating a more secure environment, although where technology addresses a specific attack, the defense is described below.
Security Infrastructure
When planning for security in Windows 2000, it is valuable to understand how Windows 2000 provides security, as well as the environment in which you will be working.
Security Model
Windows 2000 provides security through authentication and authorization. Authentication ensures that users are who they claim to be. After a user’s identity has been authenticated, that user is authorized to use network resources. Authorization is made possible by access control which uses permissions on any resource such as file systems, network files, and print shares.
Windows 2000 Professional in a Windows 2000 Server Domain Model
If you are using Windows 2000 Professional in a Microsoft® Windows® 2000 Server environment, your Windows 2000 Professional computer can join a domain. A domain is a collection of objects, such as users, computers, and groups, that share a security directory database. A domain is centered around a security authority that gates access and establishes a logical boundary. This logical boundary ensures consistent security policy and determines how objects in one domain relate to objects in other domains. Windows 2000 Professional computers that are stand-alone computers or that are members of a workgroup are not directly affected by domains.
Authentication and Its Benefits
Authentication is the first part of the Windows 2000 security model. Authentication confirms users are who they claim to be. Authentication can be completed in a variety of ways and provide a range of benefits. Windows 2000 authentication enables single sign-on to all network resources. With single sign-on, a user can log on to the client computer once, using a single password or smart card, and authenticate to any computer in the domain. Authentication in Windows 2000 is implemented by using the Kerberos v5 protocol, NTLM authentication, or the Windows NT logon feature for Windows NT 4.0 domains.
Authentication specifically prevents:

Masquerade attacks: Users must prove their identity, so it is more difficult to masquerade as another.

Replay attacks: Because Windows 2000 authentication protocols use timestamps, it is difficult to reuse stolen authentication information.

Identity interception: Because exchanges are encrypted, intercepted identities are useless.
Two-Factor Authentication
Two-factor authentication requires users that present a physical object that encodes their identity plus a password. The most common example of two-factor authentication is the automated teller machine (ATM) that requires an ATM card that encodes the owner’s identity and a personal identification number (PIN) that serves as a password.
Biometric identification is another form of two-factor authentication. A special device scans the user’s handprint, thumbprint, iris, retina, or voiceprint in place of an access card. Then the user enters the equivalent of a password. This approach is expensive but it makes identity interception and masquerading very difficult.
For business enterprises, the emerging two-factor technology is the smart card. This card is the same size as an ATM card and is physically carried by the user. It contains a chip that stores a digital certificate and the user’s private key. The user enters a password or PIN after inserting the card into a card reader at the client computer. Smart cards are not open to network attacks like a password can be. Smart cards use a private key and a PIN that are never on the network, and the private key never leaves the smart card, reducing the opportunities for attack. Windows 2000 directly supports smart card authentication.
Another common form of two-factor authentication is a token card. Token cards provide a token, such as a string of numbers, that changes at regular intervals. Users enter their PIN and the numbers presented on the card and they are authenticated. However, because the numbers the card presents change at a regular interval, intercepted authentication is only valid for a short time, making it minimally useful to attackers.
Single Sign-on
Authentication with Windows 2000 makes it possible for users to have access to a range of resources that might otherwise require repeated authentication. For example, without single sign-on, a user might have to provide separate passwords to log on to the local computer, to access a file or print server, to send e-mail, to use a database, and so on. Different servers can demand a change of password at different intervals, often with no reuse permitted; so a system without single sign-on might require a typical user to remember half a dozen passwords. This makes authentication an inconvenience for users, and more seriously, puts your security at risk when users begin to write down a list of current passwords. 
The single sign-on strategy makes a user authenticate interactively once and then permits authenticated sign-on to other network applications and devices. These subsequent authentication events are transparent to the user. 
Code Authentication
Users often download and install software on their computers. In doing so, users might inadvertently compromise your security if they download software that has been written to steal passwords, data, or other confidential information. Code authentication identifies the code publisher and determines whether the code has been modified since publication. You can configure your Web browser to refuse to run unsigned software and decide which software you will trust. Note that code authentication only ensures that the software has not been modified since it was signed, so if malicious components have been included in software before signing, these will not be detected. 
Code authentication specifically prevents:

Macro viruses: Macro viruses added after code signing are detected by code authentication.

Malicious mobile code: You can prevent unsigned code from being installed or detect code that has inserted itself into code after that code’s signing. This is an example of  a Trojan horse.
Authorization
After users have been authenticated, they are granted authorization which is implemented using access control. A user who has authenticated and attempts to access a resource, such as a network file, is permitted to do so based on the permissions attached to the resource, such as read-only or read/write. Permissions implement access control in Windows 2000. You can view permissions on the Security tab of the property sheet of a file or folder. The list contains the names of user groups that have access to the object.
Encryption and Its Benefits
Encryption technologies can be used to assure your data is confidential.
Symmetric Key Encryption
Also called secret key encryption, symmetric key encryption uses the same key to encrypt and decrypt the data. It provides rapid processing of data and is used in many forms of data encryption for networks and file systems.
Public Key Encryption
Public key encryption has two keys, one public and one private. This technology opens up numerous security strategies and is the basis for several Windows 2000 security features including digital signing, which ensures authenticity, and encryption, which ensures secrecy. These features are dependent on a public key infrastructure (PKI). For more information about PKI, see “Planning Your Public Key Infrastructure” in the Microsoft® Windows® 2000 Server Resource Kit Deployment Planning Guide. 
Public key encryption is used in a variety of situations. For example, public key encryption is used for Web authentication by the Secure Sockets Layer (SSL) protocol.
Data Integrity
Ensuring data integrity means to protect data against malicious or accidental modification. For stored data, this means that only authorized users can edit, overwrite, or delete the data. On a network, this means that data packets are digitally signed, so tampering with the packet can be detected by the recipient. Integrity is ensured by hashing the contents of a file and then signing that hash using public key technology.
Data Confidentiality
A strategy of data confidentiality means to encrypt data before it passes through the network and to decrypt it afterward. This prevents eavesdroppers from reading the data as it travels over the network. When a packet of nonencrypted data is transmitted across a network, attackers can intercept and view it from any computer on the network. Data confidentiality uses symmetric key encryption.
Nonrepudiation
Windows 2000 uses public key technology to provide nonrepudiation. There are two parts to a nonrepudiation strategy. The first part is to establish that a message was sent by a specific user, and the second is to ensure that the message could not have been sent by anyone other than the user.
This is another application for public key technologies, and it depends upon the presence of PKI. A user’s private key is used to place a digital signature on the message. If the recipient can read the message using the sender’s public key, then the message could have been sent only by that user and no one else.
Nonrepudiation specifically prevents repudiation because the user, and no other party, controls the private key, so the user cannot repudiate a message signed with his or her private key.
Managing Security on Your System
Windows 2000 provides a robust set of technologies to protect your data, but you must ensure the system is running effectively and consistently. Windows 2000 provides features that help you use security technologies to achieve their intents.
Security Policy
Security policy is a subset of Group Policy. You can manage security policy on stand-alone computers, or your Group Policy can be enforced throughout a domain using Group Policy objects in Active Directory™. For more information about domainwide Group Policy objects, see the Microsoft® Windows 2000 Server Resource Kit and Windows 2000 Server Help.
Using security policy, you can apply explicit security settings to your computer and its security groups.
Audit Logs
Auditing user account management, along with having access to important network resources, is an important security feature. Auditing leaves a trail of network operations, showing what was attempted and by whom. Not only does this help to detect intrusion, but the logs can become legal evidence if the intruder is caught and prosecuted. Finally, finding and deleting or modifying the audit logs poses an additional time-consuming task for the sophisticated intruder, making detection and intervention easier.
Security Configuration and Analysis
Security Configuration and Analysis offers the ability to compare the security settings of a computer to a standard template, view the results, and resolve any discrepancies revealed by the analysis. You can also import a security template into a Group Policy object and apply that security profile to your computer or to many computers at once. Windows 2000 contains several predefined security templates appropriate to various levels of security and to different types of clients.
Non-software Factors Relating to Security
Although properly configuring your software contributes to secure computing, proper configuration alone will not ensure security. You must take steps to ensure the security you establish using Windows 2000 is not circumvented.
Physical Security
You must keep your computer safe from attackers. Keep your computer in a locked location when unattended, because users with direct access to computers might be able to compromise your system. Furthermore, rudimentary attacks (such as destroying your hard disk drive with a hammer) can only be prevented by physical security. Attacks on your computer do not have to be sophisticated to be effective.
User Education
It is easy for users to defeat the best laid plans through insecure practices. Writing down passwords, leaving computers unlocked, or finding other ways to circumvent the security you have put in place can quickly neutralize your security implementation. Write down effective security practices in a security policy, distribute the policy, and make your users follow it.
User education specifically prevents:

Identity interception: Teaching users about what information they should and should not reveal will help prevent inadvertent security leaks to people posing as employees or other authorities.

Social engineering attack: Educating users will prevent social engineering attacks, such as identity interceptions, but can also help prevent allowing unauthorized users to circumvent physical security or other such measures.

Ineffective passwords: Teach users how to construct passwords that are not easy to decrypt. Any word, name, or number, regardless of whether it’s spelled backward, for example, can be easily cracked using dictionary attacks. Create passwords that use symbols, numbers, and both uppercase and lowercase characters. You can attempt to prevent ineffective passwords by requiring users’ passwords to meet criteria such as minimum password length using Password Policy. For more information, see “Password Policy” later in this chapter.
User Authentication
Windows 2000 Professional supports user authentication, which authenticates a user’s identity. A user’s authentication is the basis for granting access to network resources. Within this authentication model, the security system provides two types of authentication: 

Interactive logon, by which users confirm their identification to their local computer or network account. When using Windows 2000 Professional in a Windows 2000 Server environment, the network account is an Active Directory account. 

Network authentication, by which Windows 2000 confirms the user’s identification to any network service that the user is attempting to access. To provide this type of authentication, the Windows 2000 security system includes three different authentication mechanisms: Kerberos v5, smart cards, and NTLM for compatibility with other versions of Windows.
Interactive Logon
Interactive logon confirms the user’s identification to either a domain account or a local computer. This process differs, depending on the type of user account: 

With a domain account, a user logs on to the network with a password or smart card, using single sign-on credentials stored in Active Directory. By logging on with a domain account, an authorized user can access resources in the domain and any trusting domains. If a password is used to log on to a domain account, Windows 2000 uses Kerberos v5 for authentication. If a smart card is used, Windows 2000 uses Kerberos v5 authentication with certificates, unless the server is not a Windows 2000 server.

With a local computer account, a user logs on to a local computer using credentials stored in Security Account Manager (SAM), which is the local security account database. Any workstation or member server can store local user accounts, but those accounts can only be used for access to that local computer. 
Windows 2000 uses a user principal name (UPN) to identify users for interactive logon. UPNs serve the same purpose as user names and are formatted as username@domain.
If Logon domain does not appear in the dialog box provided at logon, and you want to log on to a Windows 2000 domain, you can type your user name and the Windows 2000 domain name in two ways:

Your user principal name prefix (your user name) and your user principal name suffix (your Windows 2000 domain name), joined by the “at” sign (@). For example, user@sales.westcoast.microsoft.com.

Your Windows 2000 domain name and your user name, separated by the backslash (\) character. For example, sales\user.
Note that the suffix in the first example is a fully-qualified DNS domain name. Your administrator might have created an alternative suffix to simplify the logon process. For example, creating a user principal name suffix of “microsoft” allows the same user to log on using the much simpler user@microsoft.com.
Smart Cards
Interactive logon can be configured to require smart card authentication for greater security.
Smart cards are credit card–sized plastic cards that contain integrated circuit chips. Smart cards are used to store users’ certificates and private keys, enabling easy transport of these credentials. Smart cards can perform sophisticated public key cryptography operations, such as digital signing and key exchange.
You can deploy smart cards and smart card readers to provide stronger user authentication and security for a range of security solutions, including logging on over a network, secure Web communication, and secure e-mail.
Smart cards provide tamper-resistant authentication through onboard private key storage and processing. The private key is used in turn to provide other forms of security related to digital signatures and encryption.
For detailed procedures on implementing smart cards, see Windows 2000 Server Help.
Network Authentication
Network authentication confirms the user’s identification to any network service that the user is attempting to access. To provide this type of authentication, the Windows 2000 security system supports many different authentication mechanisms, including smart cards, Kerberos v5, and NTLM for compatibility with Windows NT 4.0. 
Domain account users do not see network authentication because Windows 2000 provides single sign-on support, automatically handling network authentication requests after a user has authenticated himself or herself and has been granted credentials. On the other hand, users of a local computer account must provide credentials (such as a public key certificate or a user name and password) every time they access a network resource. 
Kerberos v5 Authentication
Kerberos v5 is the primary security protocol for authentication within a domain. The Kerberos v5 protocol verifies both the identity of the user and network services. This dual verification is known as mutual authentication.
The Kerberos v5 authentication mechanism issues a ticket-granting ticket (TGT) thatis used to get service tickets (STs) thatprovide access to network services. These tickets contain encrypted data, including an encryption password that confirms the user’s identity to the requested service. Except for entering an initial password or smart card credentials, the authentication process is transparent to the user. The general Kerberos Authentication process includes the following processes:

The user on a client system, using a password or a smart card, authenticates to the Key Distribution Center (KDC). The KDC runs on each domain controller as part of Active Directory.

The KDC issues a special ticket-granting ticket to the client. The client system uses this TGT to access the ticket-granting service (TGS), which is part of the Kerberos v5 authentication mechanism on the domain controller. The ticket-granting service then issues a service ticket to the client. 

The client presents this service ticket to the requested network service. The service ticket proves both the user’s identity to the service and the service’s identity to the user. 
For more information about how Kerberos v5 provides authentication, see the Windows 2000 Server Resource Kit.
NTLM
The NTLM protocol was the default for network authentication in Windows NT 4.0 and is based on a challenge response mechanism for client authentication. It is retained in Windows 2000 for compatibility with earlier client and server versions of Windows. NTLM is also used to authenticate logons to stand-alone computers with Windows 2000. 
Computers with Microsoft® Windows® 3.11, Windows 95, Windows 98, or Windows NT 4.0 will use the NTLM protocol for network authentication in Windows 2000 domains. Computers running Windows 2000 will use NTLM when authenticating to servers with Windows NT 4.0 and when accessing resources in Windows NT domain. 
By default, Windows 2000 is installed in a mixed-mode network configuration, meaning a network configuration that uses any combination of Windows NT 4.0 and Windows 2000 computers. A Windows 2000 workstation or client manages the NTLM credentials entered at system logon on the client side to use when the client connects to Windows NT 4.0 servers using NTLM authentication. Support for NTLM credentials in the Windows 2000 security is the same as for Windows NT 4.0 for compatibility.
As examples, the following configurations would use NTLM as the authentication mechanism: 

A Windows 2000 Professional client authenticating to a Windows NT 4.0 domain controller. 

A Microsoft® Windows NT® Workstation  4.0 client authenticating to a Windows 2000 domain controller. 

A Windows NT Workstation 4.0 client authenticating to a Windows NT 4.0 domain controller. 

Users in a Windows NT 4.0 domain authenticating to a Windows 2000 domain. 
In addition, NTLM is the authentication protocol for computers that are not participating in a domain, such as stand-alone servers and workgroups.
The NTLM authentication package in Windows 2000 supports three methods of challenge/response authentication:

LAN Manager (LM). This is the least secure form of challenge/response authentication. It is available so that computers running Windows 2000 Professional can connect in share level security mode to file shares on computers running Microsoft® Windows® for Workgroups, Windows 95, or Windows 98.

NTLM version 1. This is more secure than LM challenge/response authentication. It is available so that clients running Windows 2000 Professional can connect to servers in a Windows NT domain that has at least one domain controller that is running Windows NT 4.0 Service Pack 3 or earlier.

NTLM version 2. This is the most secure form of challenge/response authentication. It is used when clients running Windows 2000 Professional connect to servers in a Windows NT domain where all domain controllers have been upgraded to Windows NT 4.0 Service Pack 4 or later. It is also used when clients running Windows 2000 connect to servers running Windows NT in a Windows 2000 domain.
By default, all three challenge/response mechanisms are enabled. You can disable authentication using weaker variants by setting the LAN Manager authentication level security option in local security policy for the computer.
For more information about configuring the LAN Manager authentication level, see Group Policy Reference on the Microsoft® Windows 2000 Professional Resource Kit companion CD or the Windows 2000 Server Resource Kit.
Remote Access Logon Process
Windows 2000 supports several authentication protocols such as MS-CHAP, CHAP, and SPAP for dial-in access.  Windows 2000 can be configured to support Extensible Authentication Protocol (EAP) if you want to use security devices to authenticate remote access users in conjunction with other security devices such as smart cards and certificates. EAP-transport layer security (TLS) allows users remote access by authenticating their identities using a combination of authentication vectors. When remote access users attempt to log on to a server that is using EAP-TLS, they are prompted to insert their smart card and enter their PIN during network logon authentication. If the user’s PIN and smart card credentials are valid, the user is logged on and granted rights for the appropriate network user account. For more information about EAP-TLS, see “Internet Authentication Service” in the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
The remote access logon process depends primarily on server configuration to enable logon. Windows 2000 Server includes Routing and Remote Access Services which can authenticate remote access network users. Routing and Remote Access supports smart card logon authentication using the EAP-TLS extension of the Point-to-Point Protocol (PPP).
For information about adding a smart card reader to your Windows 2000 Professional computer, see Windows 2000 Professional online documentation.
For more information about Routing and Remote Access, see “Remote Access” later in this chapter.
Security Groups, User Rights, and Permissions
Security groups, user rights and permissions provide powerful security management. Management can be high-level, allowing you to manage security for numerous resources, while at the same time it can be fine-grained, allowing specific control of files and folders and user rights.
Security Groups
Windows 2000 allows you to organize users and other objects into groups for easy access permission administration. Defining security groups is a major security task. Security groups can be described according to their scope, such as Global groups or Universal groups, as well as according to their purpose, rights, and role, such as the Everyone group or the Administrators group.
The Windows 2000 security groups let you assign the same security permissions to large numbers of users. This ensures consistent security permissions across all members of a group. Using security groups to assign permissions means the access control on resources remains fairly static and easy to control and audit. Users who need access are added or removed from the appropriate security groups as needed, and the access control lists change infrequently.
How Security Groups Work
Depending on the environment you are working in, you might encounter any of the four main types of security groups:

Domain local groups, which are best used for granting access rights to resources such as file systems or printers that are located on any computer in the domain where common access permissions are required.

Global groups, which are used for combining users who share a common access profile based on job function or business role. 

Universal groups, which are used in larger, multi-domain organizations where there is a need to grant access to similar groups of accounts defined in multiple domains. Universal groups are used only in multiple domain trees or forests that have a global catalog.

Computer local groups, which are security groups specific to a computer and not recognized elsewhere in the domain.
For more information about working with the four different types of groups, see the Deployment Planning Guide.
Permissions of Security Groups
Windows 2000 includes a number of preconfigured groups including the following:

Guests: This group allows occasional or one-time users to log on to a workstation’s built-in Guest account and be granted limited abilities. Members of the Guest group can also shut down the system. The built-in guest account is disabled by default.

Users: Members of this group (normal authenticated users) do not have broad read/write permission as they did in Windows NT 4.0. These users have read-only permission for most parts of the system and read/write permission in their own profile folders. Users cannot read other users’ data, install applications that require modification of system directories, or perform administrative tasks.

Power Users: Members of this group have all the access permissions that Users and Power Users had in Windows NT 4.0. Power Users have read/write permission to other parts of the system in addition to their own profile folders. Power Users can install applications and perform many administrative tasks. If you are running applications that have not been certified for use with Windows 2000, users will need to have Power User privileges.

Backup Operators: Members of this group can back up and restore files on the computer, regardless of any permissions that protect those files. They can also log on to the computer and shut it down, but they cannot change security settings.

Administrators: Members of this group have total control of the desktop, allowing them to complete all tasks. Members of the Administrators group have the same level of rights and permissions they did for Windows NT 4.0. There is also a built-in administrator account that allows administration of the computer. The administrator account is the first account that is created when Windows 2000 is installed.
Prerequisites for Implementing Security Groups
Security groups are a built-in feature of Windows 2000. No special installation or prerequisite is required.
Implementing Security Groups
To create new users and place them in Security groups, use the Computer Management snap-in of MMC. For more information about creating new users, see Windows 2000 Professional Help.
User Rights
Administrators can assign specific rights to group accounts or to individual user accounts. These rights authorize users to perform specific actions, such as logging on to a system or backing up files and directories. User rights are different from permissions because user rights apply to user accounts, and permissions are attached to objects (such as printers or folders). For information about permissions, see “How Inheritance Affects Permissions” later in this chapter.
User rights can be applied to individual users or to user groups. It is simplest to apply rights to user groups because all users who belong to the group will inherit the rights you grant to the group. It is also possible to apply rights to each user, but this requires more administration because you will have to set rights for each user.
User rights that are assigned to a group are applied to all members of the group while they remain members. If a user is a member of multiple groups, the user’s rights are cumulative, which means that the user has more than one set of rights. The only time that rights assigned to one group might conflict with those assigned to another is in the case of certain logon rights. In general, however, user rights assigned to one group do not conflict with the rights assigned to another group. To remove rights from a user, the administrator simply removes the user from the group.
To Assign User Rights to Groups
 1.
Open the Group Policy snap-in to MMC.
 2.
Double-click the User right you want to assign to a group. Many user rights are in User Rights Assignment.
 3.
Click Add, and then enter the group or groups to which you want to grant this permission. Click Check Names to confirm that group names are recognized.
There are two types of user rights:

Privileges: A right which is assigned to a user and specifies allowable actions on the network. An example of a privilege is the right to back up files and directories.

Logon rights: A right which is assigned to a user and specifies the ways in which a user can log on to a system. An example of a logon right is the right to log on to a system locally.
Privileges
Some privileges can override permissions set on an object. For example, a user logged on to a domain account as a member of the Backup Operators group has the right to perform backup operations for all domain servers. However, this requires the ability to read all files on those servers, even files on which their owners have set permissions that explicitly deny access to all users, including members of the Backup Operators group. A user right, in this case, the right to perform a backup, takes precedence over all file and directory permissions.
Table 13.4 shows the privileges that can be assigned to a user by setting user rights. These privileges can be managed with the User Rights policy. 
Table 13.4   Privileges That Can Be Assigned to a User
Privilege
Description
Act as part of the operating system
This privilege allows a process to authenticate as any user, and therefore gain access to resources under any user identity. Only low-level authentication services should require this privilege.The user or process that is granted this privilege might create security tokens that grant them more rights than their normal user profile provides. This includes granting themselves all access as anonymous users, which defeats attempts to audit the identity of the token’s user. Do not grant this privilege unless you are certain it is needed.Processes that require this privilege should use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege specially assigned.
Add workstations to a domain
Allows the user to add a computer to a specific domain. The user specifies the domain on the computer being added, creating an object in the Computer container of Active Directory. 
Back up files and directories
Allows the user to circumvent file and directory permissions to back up the system. Specifically, the privilege is similar to granting the following permissions on all files and folders on the local computer: Traverse Folder/Execute File, List Folder/Read Data, Read Attributes, Read Extended Attributes, and Read Permissions. For more information, see “Customizing the Desktop” in this book.
Bypass traverse checking
Allows the user to pass through directories to which the user otherwise has no access, while navigating an object path in any Windows file system or in the registry. This privilege does not allow the user to list the contents of a directory, only to traverse directories.
Change the system time
Allows the user to set the time for the internal clock of the computer.
Create a token object
Allows a process to create a token which it can then use to get access to any local resources when the process uses NtCreateToken() or other token-creation APIs. It is recommended that processes requiring this privilege use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege assigned.
Create permanent shared objects
Allows a process to create a directory object in the Windows 2000 object manager. This privilege is useful to kernel-mode components that plan to extend the Windows 2000 object name space. Because components running in kernel mode already have this privilege assigned to them, it is not necessary to specifically assign this privilege.
Create a pagefile
Allows the user to create and change the size of a pagefile. This is done by specifying a paging file size for a given drive in the Performance Options dialog box, which is accessible through the System Properties dialog box.
Debug programs
Allows the user to attach a debugger to any process. This privilege provides powerful access to sensitive and critical system operating components.
Enable Trusted for Delegation on user and computer accounts
Allows the user to set the Trusted for Delegation setting on a user or computer object. The user or object that is granted this privilege must have write access to the account control flags on the user or computer object. A server process either running on a computer that is trusted for delegation or run by a user who is trusted for delegation can access resources on another computer. This uses a client’s delegated credentials, as long as the client account does not have the Account Cannot Be Delegated account control flag set. Misuse of this privilege or of the Trusted for Delegation settings might make the network vulnerable to sophisticated attacks using Trojan horse programs that impersonate incoming clients and use their credentials to gain access to network resources. 
Force shutdown of a remote system
Allows a user to shut down a computer from a remote location on the network.
Generate security audits
Allows a process to make entries in the security log for object access auditing. The process can also generate other security audits. The security log is used to trace unauthorized system access.
Increase quotas
Allows a process with write property access to another process to increase the processor quota assigned to that other process. This privilege is useful for system tuning, but can be abused, as in a denial-of-service attack.
Increase scheduling priority
Allows a process with write property access to another process to increase the execution priority of that other process. A user with this privilege can change the scheduling priority of a process through Task Manager .
Load and unload device drivers
Allows a user to install and uninstall Plug and Play device drivers. Device drivers that are not Plug and Play are not affected by this privilege and can only be installed by administrators. Because device drivers run as trusted (highly-privileged) programs, this privilege might be misused to install hostile programs and give these programs destructive access to resources.
Lock pages in memory
Allows a process to keep data in physical memory, preventing the system from paging the data to virtual memory on disk. Exercising this privilege might significantly affect system performance. This privilege is obsolete and is therefore never checked. 
Manage auditing and security log
Allows a user to specify object access auditing options for individual resources such as files, Active Directory objects, and registry keys. Object access auditing is not actually performed unless you have enabled it in the computerwide audit policy settings under Security Policy or under Security Policy defined in Active Directory. This privilege does not grant access to the computer-wide audit policy. A user with this privilege can also view and clear the security log from the Event Viewer.
Modify firmware environment values
Allows modification of the system environment variables, either by a user through the System Properties or by a process. 
Profile a single process
Allows a user to use Windows NT and Windows 2000 performance-monitoring tools to monitor the performance of non-system processes. 
Profile system performance
Allows a user to use Windows NT and Windows 2000 performance-monitoring tools to monitor the performance of system processes. 
Remove a computer from docking station
Allows a user to undock a portable computer with the Windows 2000 user interface.
Replace a process-level token
Allows a process to replace the default token associated with a sub-process that has been started.
Restore files and directories
Allows a user to circumvent file and directory permissions when restoring backed up files and directories, and to set any valid security principal as the owner of an object. See also the Back up files and directories privilege.
Shut down the system
Allows a user to shut down the local computer.
Take ownership of files or other objects
Allows a user to take ownership of any securable object in the system, including Active Directory objects, files and folders, printers, registry keys, processes, and threads.
For more information, see “Security Policy” later in this chapter.
Logon Rights
Logon rights can be assigned to a user and managed with the User Rights policy. Logon rights are assigned to users and specify the ways in which a user can log on to a system.
Table 13.5 lists and describes Windows 2000 logon rights. 
Table 13.5   Windows 2000 Professional Default Logon Rights
Logon Right
Description
Access this computer from a network
Allows a user to connect to the computer over the network. By default, this privilege is granted to Administrators, Everyone, and Power Users.
Deny access to this computer
Denies a user the ability to connect to the computer over the network. By default, this privilege is not granted to anyone from the network.
Log on as a batch job
Allows a user to log on using a batch-queue facility. By default, this privilege is granted to Administrators.
Deny log on as a batch job
Denies a user the ability to log on using a batch-queue facility. By default, this privilege is granted to no one.
Log on as a service
Allows a security principal to log on as a service, as a way of establishing a security context. The LocalSystem account always retains the right to log on as a service. Any service that runs under a separate account must be granted this right. By default, this right is not granted to anyone.
Deny logon as a service
Denies a security principal the ability to log on as a service, as a way of establishing a security context. The LocalSystem account always retains the right to log on as a service. Any service that runs under a separate account must be granted this right. By default, this right is not granted to anyone.
Log on locally
Allows a user to log on at the computer’s keyboard. By default, this right is granted to Administrators, Account Operators, Backup Operators, Print Operators, and Server Operators.
Deny log on locally
Denies a user the ability to log on at the computer’s keyboard. By default, this right is granted no one.
Permissions
You can assign permissions to files or folders and determine what can be done to those resources. Note that you cannot assign rights to files or folders.
For information about how to set file or folder permissions, see Windows 2000 Professional Help.
To Set File or Folder Permissions
 1.
Open Windows Explorer, and then locate the file or folder for which you want to set permissions. 
 2.
Right-click the file or folder, click Properties, and then click the Security tab.
 3.
To set up permissions for a new group or user, click Add. Type the name of the group or user you want to set permissions for using the format domainname\name, and then click OK to close the dialog box.

– Or –

To change or remove permissions from an existing group or user, click the name of the group or user.
 4.
In Permissions, click Allow or Deny for each permission you want to allow or deny. 

– Or –

To remove the group or user from the permissions list, click Remove.
How Inheritance Affects Permissions
After you set permissions on a folder, new files and subfolders created in the folder inherit these permissions unless you configure this not to happen.
To Prevent A Folder from Imposing Permissions on New Files or Folders
 1.
In My Computer, right-click the folder in question, and then click Properties.
 2.
On the Security tab, click Advanced.
 3.
Select a permission entry from the Permissions Entries list, and then click View/Edit.
 4.
Select an alternate inheritance behavior from the Apply onto drop-down list.
To Prevent New Files or Folders from Inheriting Permissions
 1.
Using My Computer, right-click the folder in question, and then click Properties.
 2.
On the Security tab, clear the Allow inheritable permissions from parent to propagate to this object check box.
If the check boxes appear shaded, the file or folder has inherited permissions from the parent folder. There are three ways to make changes to inherited permissions: 

Make the changes to the parent folder, and then the file or folder will inherit these permissions.

Select the opposite permission (Allow or Deny) to override the inherited permission. 

Clear the Allow inheritable permissions from parent to propagate to this object check box. Now you can make changes to the permissions or remove the user or group from the permissions list. However, the file or folder will no longer inherit permissions from the parent folder.
If neither Allow nor Deny is selected for a permission, then the group or user might have obtained the permission through group membership. If the group or user has not obtained the permission through membership in another group, the group or user is implicitly denied the permission. To explicitly allow or deny the permission, click the appropriate check box.
Default Settings
The following section describes the default permissions provided to different users.
Default File System and Registry Permissions
Table 13.6 describes the default file system and registry permissions.
Table 13.6   Default Settings for User Write Access
Object
Permission
Description
HKEY_Current_User
Full Control
User’s portion of the registry.
%UserProfile%
Full Control
User’s Profile directory.
All Users\Documents
Read, Create File
Allows Users to create files that can subsequently be read (but not modified) by other Users. 
%Windir%\Temp
Synchronize, Traverse, Add File, Add Subdir
Each computer has one temporary directory for use by service-based applications that use this directory to improve performance. 
\ (Root Directory)
Not Configured during setup
No permissions are applied to the root level of the directory because the Windows 2000 ACL Inheritance model would cause any root level permissions to affect all child objects, including those outside the scope of setup.
File System Permissions for Power Users and Users
Table 13.7 describes the default access control settings that are applied to file system objects for Power Users and Users during a clean installation of the Windows 2000 operating system onto an NTFS partition. For directories, unless otherwise stated (in parentheses), the permissions apply to the directory, subdirectories, and files.

%systemdir% refers to %windir%\system32.

*.* refers to the files (not directories) contained in a directory.

RX means Read and Execute.
Table 13.7   Default Access Control Settings for File System Objects
File System Object
Default Power User Permissions
Default User Permissions
c:\boot.ini
RX
None
c:\ntdetect.com
RX
None
c:\ntldr
RX
None
c:\ntbootdd.sys
RX
None
c:\autoexec.bat
Modify
RX
c:\config.sys
Modify
RX
\ProgramFiles
Modify
RX
%windir%
Modify
RX
%windir%\*.*
RX
RX
%windir%\config\*.*
RX
RX
%windir%\cursors\*.*
RX
RX
%windir%\Temp
Modify
Synchronize, Traverse, Add File, Add Subdir
%windir%\repair
Modify
List
%windir%\addins
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\Connection Wizard
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\fonts\*.*
RX
RX
%windir%\help\*.*
RX
RX
%windir%\inf\*.*
RX
RX
%windir%\java
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\media\*.*
RX
RX
%windir%\msagent
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\security
RX
RX
%windir%\speech
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\system\*.*
Read, Execute
RX
%windir%\twain_32
Modify (Dir\Subdirs) RX (Files)
RX
%windir%\Web
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%
Modify
RX
%systemdir%\*.*
RX
RX
%systemdir%\config
List
List
%systemdir%\dhcp
RX
RX
%systemdir%\dllcache
None
None
%systemdir%\drivers
RX
RX
%systemdir%\CatRoot
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%\ias
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%\mui
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%\OS2\*.*
RX
RX
%systemdir%\OS2
\DLL\*.*
RX
RX
%systemdir%\RAS\*.*
RX
RX
%systemdir%\ShellExt
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%\Viewers
\*.*
RX
RX
%systemdir%\wbem
Modify (Dir\Subdirs) RX (Files)
RX
%systemdir%\wbem
\mof
Modify
RX
%UserProfile%
Full Control
Full Control
All Users
Modify
Read
All Users\Documents
Modify
Read, Create File
All Users\Application Data
Modify
Read
Note that a Power User can write new files into the following directories but cannot modify the files that are installed there during text-mode setup. Furthermore, all other Power Users inherit Modify permissions on files created in these directories.

%windir%

%windir%\config

%windir%\cursors

%windir%\fonts

%windir%\help

%windir%\inf

%windir%\media

%windir%\system

%systemdir%

%systemdir%\OS2

%systemdir%\OS2\DLL

%systemdir%\RAS

%systemdir%\Viewers
For directories designated as [Modify (Dir\Subdirs) RX (Files)], Power Users can write new files; however, other Power Users will only have read access to those files.
Registry Permissions for Power Users and Users
Table 13.8 describes the default access control settings that are applied to registry objects for Power Users and Users during a clean installation of the Windows 2000 operating system. For a given object, permissions apply to that object and all child objects unless the child object is also listed in the table.
Table 13.8   Registry Permissions for Power Users and Users
Registry Object
Default Power User Permissions
Default User Permissions
HKEY_LOCAL_MACHINE



HKEY_LOCAL_MACHINE\SOFTWARE
Modify
Read
HKLM\SOFTWARE\Classes\helpfile
Read
Read
HKLM\SOFTWARE\Classes\.hlp
Read
Read
HKLM\SOFTWARE\Microsoft\Command Processor
Read
Read
HKLM\SOFTWARE\Microsoft\Cryptography
Read
Read
HKLM\SOFTWARE\Microsoft\Driver Signing
Read
Read
HKLM\SOFTWARE\Microsoft\EnterpriseCertificates
Read
Read
HKLM\SOFTWARE\Microsoft\Non-Driver Signing
Read
Read
HKLM\SOFTWARE\Microsoft\NetDDE
None
None
HKLM\SOFTWARE\Microsoft\Ole
Read
Read
HKLM\SOFTWARE\Microsoft\Rpc
Read
Read
HKLM\SOFTWARE\Microsoft\Secure
Read
Read
HKLM\SOFTWARE\Microsoft\SystemCertificates
Read
Read
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion
\RunOnce
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Drivers32
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Font Drivers
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\FontMapper
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Image File Execution Options
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\IniFileMapping
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Perflib
Read (via Interactive)
Read (via Interactive)
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\SeCEdit
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Time Zones
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Windows
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Winlogon
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\AsrCommands
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Classes
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Console
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\ProfileList
Read
Read
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Svchost
Read
Read
HKLM\SOFTWARE\Policies
Read
Read
HKLM\SYSTEM
Read
Read
HKLM\SYSTEM\CurrentControlSet\Control\
SecurePipeServers\winreg
None
None
HKLM\SYSTEM\CurrentControlSet\Control\
Session Manager\Executive
Modify
Read
HKLM\SYSTEM\CurrentControlSet\Control
\TimeZoneInformation
Modify
Read
HKLM\SYSTEM\CurrentControlSet\Control\WMI\Security
None
None
HKLM\HARDWARE
Read (via Everyone)
Read (via Everyone)
HKLM\SAM
Read (via Everyone)
Read (via Everyone)
HKLM\SECURITY
None
None
HKEY_USERS



HKEY_USERS\.DEFAULT
Read
Read
HKEY_USERS\.DEFAULT\SOFTWARE\
Microsoft\NetDDE
None
None
HKEY_CURRENT_CONFIG
= HKLM\System
\CurrentControlSet
\HardwareProfiles
\Current


HKEY_CURRENT_USER
Full Control
Full Control
HKEY_CLASSES_ROOT
= HKLM
\Software\Classes
= HKLM
\Software\Classes
For more information, see the Distributed Systems Guide in the Windows 2000 Server Resource Kit.
Security Policy
A Security Policy object contains an extensive profile of security permissions that apply primarily to the security settings of a domain, computer, or computer desktop (rather than to users). A single Security Policy object can be applied to all of the computers in an organizational unit. Security Policy is applied when an individual computer starts up, and is periodically refreshed if changes are made without restarting.
How Security Policy Works
Stand-alone computers have Security Policy associated with them that can be modified by users with the appropriate rights. When a computer joins a domain, the domain Security Policy is applied to the local computer. Domain Security Policy will override any changes made to Security Policy at the desktop level.
For information about Security Policy and Group Policy for computers in a domain, see the Deployment Planning Guide and Windows 2000 Help.
Security Policy is to computers as security groups are to users. Security Policy lets you apply a single security profile to multiple computers, just as security groups let you grant a standardized set of rights to a group of users. It enforces consistency and provides easy administration.
Security Policy objects contain permissions and parameters that implement multiple types of security strategies.
Prerequisites for Implementing Local Security Policy
Security Policy is installed by default on local computers. However, Active Directory must be installed on a server before you can edit and apply domainwide Security Policy objects.
How to Implement Security Policy
To apply local Security Policy, see Windows 2000 Professional Help.
In a domain, to view a sample Security Policy, open the Group Policy snap-in in the MMC and navigate to the Security Settings container:
Local Computer Policy
 X Computer Configuration
 X Windows Settings
 X Security Settings
Under Security Settings there are nine subdirectories of security policy settings. These nine groups are described later in this chapter.
Implementing Security Policy consists of creating a new Group Policy object (or modifying an existing one), enabling appropriate settings within the object, and then linking the Group Policy object to an organizational unit that contains computers in the domain. 
Group Policy Considerations
Minimize the number of Group Policy objects, including Security Policy objects, that apply to users and computers. Do this first, because each computer and user Group Policy object must be loaded to a computer during startup and to user profiles at logon. Multiple Group Policy objects increase computer startup and logon time. Second, applying multiple Group Policy objects can create policy conflicts that are difficult to troubleshoot.
In general, Group Policy can be passed down from parent to child sites, domains, and organizational units. If you have assigned a specific Group Policy to a high-level parent, that Group Policy applies to all organizational units beneath the parent, including the user and computer objects in each container. For more information about inheritance of Group Policy settings, see “Defining Client Administration and Configuration Standards” in the Deployment Planning Guide.
Security templates (described later in this chapter) are useful as models of security settings appropriate for different types of Group Policy.
Security Policy Settings
The following are the nine groups of Security Policy features mentioned previously. They are containers located in the Security Settings node of a Group Policy object. Although there are some differences regarding whether you are managing Security Policy for a domain or for a local computer, in general Security Policy includes much the same thing. For a local Security Policy, find the following:

Password Policy

Account Lockout Policy

Kerberos Authentication Policy

Audit Policy

User Rights Assignment

Security Options

Encrypted Data Recovery Agent

Internet Protocol Security Policies
Some of the policy areas apply only to the scope of a domain; that is, the policy settings are domainwide. Account policies, for example, apply uniformly to all user accounts in the domain. If you cannot define different account policies for different organizational units in the same domain, the policy will affect only the account policies on member workstations and servers contained within the organizational unit (OU).
Account Policies
Account policies are the first subcategory of Security Settings. The Account policies include the following:
Password Policy   You can modify password policy to meet your organization’s security needs. For example, you can specify minimum password length and maximum password age. You can also require complex passwords and prevent users from reusing passwords or simple variations of passwords. Note that password policy can be applied in Active Directory as well as in your local computer’s security policy. If multiple policies are set, the most restrictive policy is used.
Account Lockout Policy   You can force users to be locked out after a specified number of failed logon attempts. You can also specify the period of time that accounts are frozen.
Kerberos Authentication Policy   You can modify the default Kerberos settings for each domain. For example, you can set the maximum lifetime of a user ticket. Kerberos Authentication Policy is only applicable at a domain level, so no Kerberos Authentication Policy settings are available for local security policy.
The policies you choose affect the level of help desk support required for users as well as the vulnerability of your network to security breaches and attacks. For example, specifying a restrictive account lockout policy increases the potential for denial of service attacks, and setting a restrictive password policy results in increased help desk calls from users who cannot log on to the network.
In addition, specifying restrictive password policy can actually reduce the security of the network. For example, if you require passwords longer than seven characters, most users have difficulty remembering them. They might write their passwords down and leave them where an intruder can easily find them.
Local Computer Policies
The second subcategory of Security Settings is Local Computer policies. Local Computer policies include the following:
Audit Policy   Windows 2000 can record a range of security event types, from a systemwide event, such as a user logging on, to an attempt by a particular user to read a specific file. Both successful and unsuccessful attempts to perform an action can be recorded.
User Rights Assignment   You can control the rights assigned to user accounts and security groups for local computers. You can specify users and security groups who have rights to perform a variety of tasks affecting security. For example, you can control access to computers from the network, who can log on locally, or who can shut down the system. You can specify who has rights to perform critical administrative tasks on the computer, such as backing up and restoring files and directories, taking ownership of files and objects, and forcing shutdown from a remote system.
Security Options   You can control a wide variety of security options for local computers. For example, you can specify policies that force users to log off when logon hours expire, disable CTRL+ALT+DEL for logon (to force smart card logon), and force computers to halt if unable to audit.
Public Key Policies
This subdivision of security settings lets you add a new Encrypted Data Recovery Agent and set up Automatic Certificate Requests. You can also manage your lists of trusted certification authorities.
Internet Protocol Security Policies
The policies in this section describe how to handle a variety of requests for Internet Protocol security (IPSec) communications. You can require secure communication, permit secure communication, or communicate without using IPSec. The predefined policies are not intended for immediate use. They provide examples of behavior for testing purposes. Network security administrators need to carefully design and assign their own custom IPSec policy to computers. For more information about working with Internet Protocol security policies, see “Internet Protocol Security” later in this chapter, or see the Deployment Planning Guide, the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide, or the Internetworking Guide.
Security Settings by Policy
The following tables list the default security settings by policy.
Account Policies
Default settings for Password Policies on a local computer are described in Table 13.9.
Table 13.9   Password Policy
Policy
Local Setting
Enforce password history
0 passwords remembered
Maximum password age
42 days
Minimum password age
0 days
Minimum password length
0 characters
Passwords must meet complexity requirements
Disabled
Store password using reversible encryption for all users in the domain
Disabled
Default settings for Account Lockout Policies on a local computer are described in Table 13.10.
Table 13.10   Account Lockout Policy
Policy
Local Setting
Account lockout duration
Not defined
Account lockout threshold
0 invalid logon attempts
Reset account lockout counter after
Not defined
Local Policies
Default settings for Audit Policies on a local computer are described in Table 13.11.
Table 13.11   Audit Policy
Policy
Local Setting
Audit account logon events
No auditing
Audit account management
No auditing
Audit directory service access
No auditing
Audit logon events
No auditing
Audit object access
No auditing
Audit policy change
No auditing
Audit privilege use
No auditing
Audit process tracking
No auditing
Audit system events
No auditing
Default settings for User Rights Assignment Policies on a local computer are described in Table 13.12.
Table 13.12   User Rights Assignment Policy
Policy
Local Setting
Access this computer from the network
Everyone
Act as part of the operating system
<None>
Add workstations to domain
<None>
Back up files and directories
Backup Operators
Bypass traverse checking
Everyone
Change the system time
Power Users
Create a pagefile
Administrators
Create a token object
<None>
Create permanent shared objects
<None>
Debug programs
Administrators
Deny access to this computer from the network
<None>
Deny logon as a batch job
<None>
Deny logon as a service
<None>
Deny logon locally
<None>
Enable computer and user accounts to be trusted for delegation
<None>
Force shutdown from a remote system
Administrators
Generate security audits
<None>
Increase quotas
Administrators
Increase scheduling priority
Administrators
Load and unload device drivers
Administrators
Lock pages in memory
<None>
Log on as a batch job
<None>
Log on as a service
<None>
Log on locally
Computer Domain\Guest
Manage auditing and security log
Administrators
Modify firmware environment values
Administrators
Profile single process
Power Users
Profile system performance
Administrators
Remove computer from docking station
Users
Replace a process level token
<None>
Restore files and directories
Backup Operators
Shut down the system
Users
Synchronize directory service data
<None>
Take ownership of files or other objects
Administrators
Note   To permit users to log on to a computer, grant the user or group of users the Log on locally right listed above.
Default settings for Security Options Policies on a local computer are described in Table 13.13.
Table 13.13   Security Options Policy
Policy
Local Setting
Additional restrictions for anonymous connections
Rely on default permissions (none set by default)
Allow server operators to schedule tasks (domain controllers only)
Not defined
Allow system to be shut down without having to log on
Enabled
Allowed to eject removable NTFS media
Administrators
Amount of idle time required before disconnecting session
15 minutes
Audit the access of global system objects
Disabled
Audit use of Backup and Restore privilege
Disabled
Automatically log off users when logon time expires (local)
Enabled
Clear virtual memory pagefile when system shuts down
Disabled
Digitally sign client communication (always)
Disabled
Digitally sign client communication (when possible)
Enabled
Digitally sign server communication (always)
Disabled
Digitally sign server communication (when possible)
Disabled
Disable CTRL+ALT+DEL requirement for logon
Not defined
Do not display last user name in logon screen
Disabled
LAN Manager Authentication Level
Send LM and NTLM responses
Message text for users attempting to log on
<None>
Message title for users attempting to log on
<None>
Number of previous logons to cache (in case domain controller is not available)
10 logons
Prevent system maintenance of computer account password
Disabled
Prevent users from installing printer drivers
Disabled
Prompt user to change password before expiration
14 days
Recovery Console: Allow automatic administrative logon
Disabled
Recovery Console: Allow floppy copy and access to all drives and all folders
Disabled
Rename administrator account
Not defined
Rename guest account
Not defined
Restrict CD-ROM access to locally logged-on user only
Disabled
Restrict floppy access to locally logged-on user only
Disabled
Secure channel: Digitally encrypt or sign secure channel data (always)
Disabled
Secure channel: Digitally encrypt secure channel data (when possible)
Enabled
Secure channel: Digitally sign secure channel data (when possible)
Enabled
Secure channel: Require strong (Windows 2000 or later) session key
Disabled
Send unencrypted password to connect to third-party SMB servers
Disabled
Shut down system immediately if unable to log security audits
Disabled
Smart card removal behavior
No Action
Strengthen default permissions of global system objects (for example, Symbolic Links)
Enabled
Unsigned driver installation behavior
Not defined
Unsigned non-driver installation behavior
Not defined
Public Key Policies
Default settings for the Encrypted Data Recovery Agent Policy are described in Table 13.14.
Table 13.14   Encrypted Data Recovery Agent Policy
Issued To
Issued By
Expiration Date
Intended Purposes
Friendly Name
Status
Administrator
Administrator
10/8/99
File Recovery
<None>
<None>
Internet Protocol Security Policies on Local Computer
Default settings for Internet Protocol Security Policies on a local computer are described in Table 13.15.
Table 13.15   Internet Protocol Security Policies on Local Computer
Name
Description
Policy Assigned
Client (Respond Only)
Communicate normally (unsecured). Use the default response rule to negotiate with servers that request security. Only the requested protocol and port traffic with that server is secured.
No
Secure Server (Require Security)
For all IP traffic, always require security using Kerberos trust. Do not allow unsecured communication with untrusted clients. 
No
Server (Request Security)
For all IP traffic, always request security using Kerberos trust. Allow unsecured communication with clients that do not respond to request.
No
Security Settings by Policy Setting
The following section lists the policies which are enabled, disabled, or not set.
Enabled
The following policies are enabled by default when you install Windows 2000 Professional on a stand-alone computer:

Allow system to be shut down without having to log on.

Automatically log off users when logon time expires (local).

Digitally sign client communication (when possible).

Secure channel: Digitally encrypt secure channel data (when possible).

Secure channel: Digitally sign secure channel data (when possible).

Strengthen default permissions of global system objects (for example, Symbolic Links).
Disabled
The following policies are disabled by default when you install Windows 2000 Professional on a stand-alone computer:

Passwords must meet complexity requirements.

Store password using reversible encryption for all users in the domain.

Account lockout threshold.

Audit the access of global system objects.

Audit use of Backup and Restore privilege.

Clear virtual memory pagefile when system shuts down.

Digitally sign client communication (always).

Digitally sign server communication (always).

Digitally sign server communication (when possible).

Do not display last user name on logon screen.

Prevent system maintenance of computer account password.

Prevent users from installing printer drivers.

Recovery Console: Allow automatic administrative logon.

Recovery Console: Allow floppy copy and access to all drives and all folders.

Restrict CD-ROM access to locally logged-on user only.

Restrict floppy access to locally logged-on user only.

Secure channel: Digitally encrypt or sign secure channel data (always).

Secure channel: Require strong (Windows 2000 or later) session key.

Send unencrypted password to connect to third-party SMB servers.

Shut down system immediately if unable to log security audits.

Additional restrictions for anonymous connections.

Message text for users attempting to log on.

Message title for users attempting to log on.

Smart card removal behavior.

Audit account logon events.

Audit account management.

Audit logon events.

Audit object access.

Audit policy change.

Audit privilege use.

Audit process tracking.

Audit system events.
Not Defined
By default, the following policies are not defined. This does not mean that values are not set for these parameters on the system. It just means that there is no local policy defined for these parameters.

Account lockout duration.

Reset account lockout counter after.

Audit directory service access.

Allow server operators to schedule tasks (domain controllers only).

Disable CTRL+ALT+DEL requirement for logon.

Rename administrator account.

Rename guest account.

Unsigned driver installation behavior.

Unsigned non-driver installation behavior.
Not Granted
By default, the following policies are not granted to any particular group when you clean-install Windows 2000 Professional on a stand-alone computer:

Act as part of the operating system.

Add workstations to domain.

Create a token object.

Create permanent shared objects.

Deny access to this computer from the network.

Deny logon as a batch job.

Deny logon as a service.

Deny logon locally.

Enable computer and user accounts to be trusted for delegation.

Generate security audits.

Lock pages in memory.

Log on as a batch job.

Log on as a service.

Replace a process level token.

Synchronize directory service data.
Comparison of Group Capabilities
What can an Administrator do that a Power User can’t? By default, a member of the Administrators group can:

Install the operating system.

Install or configure hardware device drivers, although Power Users are allowed to install printer drivers.

Install system services.

Install Service Packs and Windows Updates.

Upgrade the operating system.

Repair the operating system.

Install applications that modify Windows system files.

Configure password policy.

Configure audit policy.

Manage security logs.

Create administrative shares.

Create administrative accounts.

Modify groups or accounts created by other users.

Remotely access the registry.

Stop or start any service.

Configure services.

Increase quotas.

Increase execution priorities

Remotely shut down the system.

Take ownership of arbitrary objects.

Assign rights to members of the Users group.

Override a locked computer.

Format a hard disk drive.

Modify systemwide environment variables

Access the private data of members of the Users group.

Back up and restore files.
What can a Power User do that a User can’t? By default, a member of the Power Users group can:

Create local users and groups.

Modify users and groups that they have created.

Create and delete nonadministrator file shares.

Create, manage, delete, and share local printers.

Change system time (default user right).

Stop or start non-auto-started services.
By default, members of the Power Users group are granted the following permissions:

Modify access to the Program Files directory.

Modify access to many locations within the HKEY_LOCAL_MACHINE\Software registry hive.

Write access to most system directories including %windir% and %windir%\system32.
These permissions allow members of the Power Users group to:

Perform per-computer installation of many applications. For example, applications that do not modify Windows system files or do not modify HKEY_LOCAL_MACHINE\System.

Run legacy applications that improperly store per-user data in per-computer locations (without receiving error messages).
Unfortunately, these permissions also allow members of the Power Users group to:

Plant Trojan horses that, if executed by administrators or other users, can compromise system and data security.

Make systemwide operating system and application changes that affect other users of the system.
Security Templates
A security template is a file containing security settings. Those settings can be applied to a local computer or imported to a Group Policy object in Active Directory. When you import a security template to a Group Policy object, Group Policy processes the template and makes the corresponding changes to the members of that Group Policy object, which might be users or computers. Security templates are an effective way to apply consistent security settings to a large group of computers when you cannot use domain-based Group Policy settings for one reason or another.
Windows 2000 provides a set of security templates for your use in setting up your environment. A security template is a profile of security settings thought appropriate for a specific level of security on a range of Windows 2000 computer roles, including client computer.
You can import a security template into a Group Policy object and apply it to a class of computers. You can also import the template into a personal database and use it to examine and configure the security policy of a local computer.
How Security Templates Work
Security templates provide standard security settings to use as a model for your security policies. They help you troubleshoot problems with computers whose security settings are not in compliance with policy or are unknown. Security templates are inactive until imported into a Group Policy object or the Security Configuration and Analysis snap-in to MMC.
Prerequisites for Implementing Security Templates
Security templates are a standard feature of Windows 2000. There are no prerequisites for using them. However, to ensure appropriate service levels, test security templates before applying them to your users’ computers.
How to Implement Security Templates
You can edit security templates in the Security Templates snap-in to MMC. 
You can use the Security Configuration and Analysis MMC snap-in to import and export templates and to compare a template to the security settings of the local computer. You can use this MMC snap-in to configure the computer to match the template.
Before you can apply templates, you must open a Security Configuration and Analysis database for your computer.
To Open a Security Database
 1.
Open the Security Configuration and Analysis snap-in to MMC.
 2.
Right-click the Security Configuration and Analysis snap-in, and then click Open database.
 3.
Highlight a pre-existing database, and then click Open.

– Or –

Create a new database by typing a database name and clicking Open.
 4.
Highlight a template to import into the database, and then click Open.
After you have opened a security database and selected a security template, you can apply the security template.
To import a security template into a Group Policy object
 1.
Open the Security Configuration and Analysis snap-in to MMC.
 2.
Right-click the Security Configuration and Analysis snap-in and select Configure Computer Now.
 3.
Highlight a security template file (*.inf), and then click Open.
 4.
Click Browse to specify a location for the Security Configuration error log file, and then click OK.
For more information about using security templates and predefined templates, see Windows 2000 Server Help. 
Considerations About Security Templates
The default permissions for Windows 2000 provide a significant increase in security over previous versions of Windows NT 4.0. This default, clean-install security, is defined by the access permissions granted to three groups: Users, Power Users, and Administrators. These groups have been carefully designed for specific purposes, and should not require modifications in any but the most unusual cases.
By default, Users have an appropriate access-control policy for nonadministrative system use; Power Users are backward compatible with Windows NT 4.0 Users; and Administrators are granted full control of the system. Therefore, securing a Windows 2000–based system is largely a matter of defining the group to which the user belongs.
If your site runs only applications that are compatible with the Windows 2000 application specification, then it is possible to make all users be members of the Users group and thus achieve maximum access control security without sacrificing application functionality. If your site runs applications that are not compliant with the Windows 2000 application specification, it is likely that users will need to be Power Users in order to have the privileges necessary to run the noncompliant applications. Before considering the use of additional security templates, it is imperative that you define the level of access (User, Power User, or Administrator) that users need in order to successfully run the applications that must be supported. 
Security Template Types
After you have defined user access levels using built-in groups such as User, Power User, and Administrator, the security templates can be used as follows:
Basic   The Basic security templates apply the Windows 2000 default access control settings previously described. The Basic templates can be applied to a Windows NT computer that has been upgraded to Windows 2000. This will bring the upgraded computer in line with the new Windows 2000 default security settings that are applied only to clean-installed computers. The Basic templates can also be used to revert back to the defaults after making any undesirable changes.
Optional Component File Security   The Optional Component templates apply default security to optional component riles that might be installed during or after Windows 2000 Setup. The Optional Component templates should be used in conjunction with the Basic Templates to restore default security to Windows 2000 system files that are installed as optional components.
Compatible   Some customers might not want their users to be Power Users in order to run applications that are not compliant with the Windows 2000 application specification. They might not want this because Power Users have additional capabilities (such as the ability to create shares) that go beyond the more liberal access control settings necessary to run legacy applications. For customers who do not want their end users to be Power Users, the Compatible template opens up the default access control policy for the Users group in a manner that is consistent with the requirements of most legacy applications. A computer that is configured with the Compatible template must not be considered a secure installation.
Secure   The Secure template focuses on making operating system and network behavior more secure by changes such as removing all members of the Power Users group and requiring more secure passwords. The secure template does not focus on securing application behavior. This template does not modify permissions, so users with the proper permissions can still use legacy applications, even though all members are removed from the Power Users group by defining the Power Users group as a restricted group.
High Secure   The High Secure template increases the security defined by several of the parameters in the secure template. For example, while the Secure template might enable SMB Packet Signing, the High Secure template would require SMB packet signing. While the Secure template might warn on the installation of unsigned drivers, the High Secure template blocks the installation of unsigned drivers. In short, the High Secure template configures many operational parameters to their extreme values without regard for performance, operational ease of use, or connectivity with clients using third-party or earlier versions of NTLM. The High Secure template also changes the default access permissions for Power Users to match those assigned to Users. This allows administrators to grant Users privileges reserved for Power Users, such as the ability to create shares, without having to give those users unnecessary access to the registry or file system. The High Secure template is primarily designed for use in an all–Windows 2000 network because the settings require Windows 2000 technology. Using High Secure templates in an environment with Windows 98 or Windows NT can cause problems.
Remote Access
Using the Routing and Remote Access service, you can connect to your network by phone. This section deals only with the remote access security features of Routing and Remote Access. Remote access by its nature is an invitation to intruders; so Windows 2000 provides multiple security features to permit authorized access while limiting opportunities for mischief.
How Remote Access Works
A client dials a remote access server on your network and is granted access to the network if:

The request matches one of the remote access policies defined for the server.

The user’s account is enabled for remote access.

Client/server authentication succeeds.
After the client has been identified and authorized, access to the network can be limited to specific servers, subnets, and protocol types, depending on the remote access profile of the client. Otherwise, all services typically available to a user connected to a local area network (including file and print sharing, Web server access, and messaging) are enabled by means of the remote access connection.
Authentication
Authentication establishes user identity and ensures that only the intended users will be granted remote access to your resources.
Secure User Authentication
Secure user authentication is obtained through the encrypted exchange of user credentials. This is possible with the PPP remote access protocol using either the Extensible Authentication Protocol (EAP), Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) version 1 and version 2, Challenge Handshake Authentication Protocol (CHAP), or Shiva Password Authentication Protocol (SPAP) authentication protocols. The remote access server can be configured to require a secure authentication method. If the remote access client cannot perform the required secure authentication, the connection is denied.
Mutual Authentication
Mutual authentication authenticates both ends of the connection through the encrypted exchange of user credentials. This is possible with the PPP remote access protocol using either the EAP–Transport Level Security (EAP-TLS) or MS-CHAP version 2 authentication protocols. During mutual authentication, the remote access client authenticates itself to the remote access server, and then the remote access server authenticates itself to the remote access client.
It is possible for a remote access server to not request authentication from the remote access client. However, in the case of a Windows 2000 remote access client configured for only MS-CHAP version 2 or only EAP-TLS, the remote access client will force the mutual authentication of the client and server. If the remote access server does not respond to the authentication request, the connection is terminated by the client.
For more information about authentication, see “User Authentication” earlier in this chapter.
Implementing Secure Remote Access
Windows 2000 provides a channel for secure remote access using virtual private networks (VPNs).
Enabling Remote Access
To enable remote access for a Windows 2000 Professional computer, make a virtual private network (VPN) connection. For more information about how to do so, see Windows 2000 Professional Help.
To enable remote access, users must have dial-in permissions in the domain they will remotely accessing.
For more information about remote access and installing and configuring the remote access server, see Windows 2000 Server Help. For more information about remote access authentication, see “Remote Access Server” in the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
Considerations About Remote Access
Remote access permissions are ineffective if there is no appropriate remote access policy in place for the remote access server.
Windows 2000 supports the following authentication options for remote access:

Standard Point-to-Point Protocol (PPP) challenge and response authentication methods based on user name and passwords. 

Standard PPP authentication methods offer limited security.

Custom Extensible Authentication Protocol (EAP) authentication methods.

EAP modules can be developed or provided by third parties to extend the authentication capabilities of PPP. For example, you can use EAP to provide stronger authentication using token cards, smart cards, biometric hardware, or one-time password systems.

EAP Transport Layer Security (EAP-TLS) authentication based on digital certificates and smart cards.

EAP-TLS provides strong authentication. Users’ credentials are stored on tamper-proof smart cards. You can issue each user one smart card to use for all logon needs.
It is recommended that your network security plan include strategies for remote access and authentication, including the following information:

Logon authentication strategies to be used.

Remote access strategies by using Routing and Remote Access and virtual private networks.

Certificate Services needed to support user logon authentication by digital certificates.

Process and strategies to enroll users for logon authentication certificates and remote access.

Whether to use callback with remote access, to help eliminate impersonation attacks.
Remote Access Policies on Servers
Remote Access requires there be a server configured to accept remote access requests. Such Windows 2000–based servers are governed by security policies that determine their remote access behavior. These policies establish whether a server accepts requests for remote access and, if so, during what hours of what days, what protocols are used, and what types of authentication are required.
For more information about configuring Remote Access Policies on a server, see the Windows 2000 Deployment Planning Guide.
Elements of Secure Remote Access
Because remote access is designed to transparently connect a remote access client to a network and its potentially sensitive data, security of remote access connections is an important consideration. Windows 2000 remote access offers a wide range of security features including secure user authentication, mutual authentication, data encryption, callback, and caller ID.
Data Encryption
Data encryption converts data sent between the remote access client and the remote access server into a form that is unreadable to eavesdroppers. Remote access data encryption only provides data encryption on the communications link between the remote access client and the remote access server. If end-to-end encryption is needed, use IPSec to create an encrypted end-to-end connection after the remote access connection has been made.
Note   IPSec can also be used for encrypting a Layer Two Tunneling Protocol (L2TP) virtual private network connection. For more information, see “Virtual Private Networking” in the Windows 2000 Internetworking Guide.
Data encryption on a remote access connection is based on a secret encryption key known to the remote access server and remote access client. This shared secret key is generated during the user authentication process.
Data encryption is possible over dial-up remote access links when using the PPP remote access protocol and the EAP-TLS or MS-CHAP authentication protocols. The remote access server can be configured to require data encryption. If the remote access client cannot perform the required encryption, the connection attempt is rejected.
Windows 2000, Microsoft Windows NT 4.0, Windows 98, and Windows 95 remote access clients and remote access servers support the Microsoft Point-to-Point Encryption Protocol (MPPE). MPPE uses the Rivest-Shamir-Adleman (RSA) RC4 stream cipher and either 40-bit, 56-bit, or 128-bit secret keys. MPPE keys are generated from the MS-CHAP and EAP-TLS user authentication processes.
Callback
With callback, the remote access server calls the remote access client after the user credentials have been verified. Callback can be configured on the server to call the remote access client back at a number specified by the user of the remote access client during the time of the call. This allows a traveling user to dial-in and have the remote access server call them back at their current location, saving phone charges. Callback can also be configured to always call the remote access client back at a specific location, which is the secure form of callback.
Caller ID
Caller ID can be used to verify that the incoming call is coming from a specified phone number. Caller ID is configured as part of the dial-in properties of the user account. If the caller ID number of the incoming connection for that user does not match the configured caller ID, the connection is denied.
Caller ID requires that the caller’s phone line, the phone system, the remote access server’s phone line, and the Windows 2000 driver for the dial-up equipment all support caller ID. If a caller ID is configured for a user account and the caller ID is not being passed from the caller to the Routing and Remote Access service, then the connection is denied.
Caller ID is a feature designed to provide a higher degree of security for network that support telecommuters. The disadvantage of configuring caller ID is that the user can only dial-in from a single phone line.
Remote Access Account Lockout
The remote access account lockout feature is used to specify how many times a remote access authentication fails against a valid user account before the user is denied remote access. Remote access account lockout is especially important for remote access virtual private network (VPN) connections over the Internet. Malicious users on the Internet can attempt to access an organization intranet by sending credentials (valid user name, guessed password) during the VPN connection authentication process. During a dictionary attack, the malicious user sends hundreds or thousands of credentials by using a list of passwords based on common words or phrases. With remote access account lockout enabled, a dictionary attack is thwarted after a specified number of failed attempts.
The remote access account lockout feature does not distinguish between malicious users who attempt to access your intranet and authentic users who attempt remote access but have forgotten their current passwords. Users who have forgotten their current password typically try the passwords that they remember and, depending on the number of attempts and the MaxDenials setting, might have their accounts locked out.
If you enable the remote access account lockout feature, a malicious user can deliberately force an account to be locked out by attempting multiple authentications with the user account until the account is locked out, thereby preventing the authentic user from being able to log on.
Remote access account lockout variables include the following:

The number of failed attempts before future attempts are denied.

After each failed attempt, a failed attempts counter for the user account is incremented. If the user account’s failed attempts counter reaches the configured maximum, future attempts to connect are denied.

A successful authentication resets the failed attempts counter when its value is less than the configured maximum. In other words, the failed attempts counter does not accumulate beyond a successful authentication.

How often the failed attempts counter is reset.

You must periodically reset the failed attempts counter to prevent inadvertent lockouts due to normal mistakes by users when typing in their passwords.
The remote access account lockout feature is configured by changing settings in the Windows 2000 registry on the computer that provides the authentication. If the remote access server is configured for Windows authentication, modify the registry on the remote access server computer. If the remote access server is configured for Remote Authentication Dial-In User Service (RADIUS) authentication and Windows 2000 Internet Authentication Service (IAS) is being used, modify the registry on the IAS server computer.
To enable account lockout, you must set the MaxDenials entry in the registry (HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\AccountLockout) to 1 or greater. MaxDenials is the maximum number of failed attempts before the account is locked out. By default, MaxDenials is set to 0, which means that account lockout is disabled.
To modify the amount of time before the failed attempts counter is reset, you must set the ResetTime (mins) entry in the registry (HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\AccountLockout) to the required number of minutes. By default, ResetTime (mins) is set to 0xb40, or 2,880 minutes (48 hours).
To manually reset a user account that has been locked out before the failed attempts counter is automatically reset, delete the following registry subkey that corresponds to the user’s account name:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\AccountLockout\domain name:user name
Note   The remote access account lockout feature is not related to the Account locked out setting on the Account tab on the properties of a user account and the administration of account lockout policies using Windows 2000 group policies.
For information about how to establish secure remote access connections or for more information about VPN connections, see Windows 2000 Professional Help.
Remote Access Tunneling Protocols
Windows 2000 uses the Point-to-Point Tunneling Protocol (PPTP), Layer Two Tunneling Protocol (L2TP), and Internet Protocol security (IPSec) to create VPNs. For more detailed information about VPNs and their protocols, see the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
PPTP
The Point-to-Point Tunneling Protocol (PPTP) encapsulates Point-to-Point Protocol (PPP) frames into IP datagrams for transmission over an IP-based internetwork, such as the Internet or a private intranet. PPTP is documented in RFC 2637.
The PPTP uses a TCP connection known as the PPTP control connection to create, maintain, and terminate the tunnel and a modified version of Generic Routing Encapsulation (GRE) to encapsulate PPP frames as tunneled data. The contents of the encapsulated PPP frames can be encrypted or compressed or both.
PPTP assumes the availability of an IP internetwork between a PPTP client (a VPN client using the PPTP tunneling protocol) and a PPTP server (a VPN server using the PPTP tunneling protocol). The PPTP client might already be attached to an IP internetwork that can reach the PPTP server, or the PPTP client might have to dial into a network access server (NAS) to establish IP connectivity as in the case of dial-up Internet users.
Authentication that occurs during the creation of a PPTP-based VPN connection uses the same authentication mechanisms as PPP connections, such as Extensible Authentication Protocol (EAP), Microsoft Challenge-Handshake Authentication Protocol (MS-CHAP), CHAP, Shiva Password Authentication Protocol (SPAP), and Password Authentication Protocol (PAP). PPTP inherits encryption or compression, or both, of PPP payloads from PPP. For Windows 2000, either EAP-Transport Level Security (EAP-TLS) or MS-CHAP must be used in order for the PPP payloads to be encrypted using Microsoft Point-to-Point Encryption (MPPE).
MPPE provides only link encryption, not end-to-end encryption. End-to-end encryption is data encryption between the client application and the server hosting the resource or service being accessed by the client application. If end-to-end encryption is required, IPSec can be used to encrypt IP traffic from end-to-end after the PPTP tunnel is established.
L2TP
Layer Two Tunneling Protocol (L2TP) is a combination of PPTP and Layer 2 Forwarding (L2F), a technology proposed by Cisco Systems, Inc. Rather than having two incompatible tunneling protocols competing in the marketplace and causing customer confusion, the Internet Engineering Task Force (IETF) mandated that the two technologies be combined into a single tunneling protocol that represents the best features of PPTP and L2F. L2TP is documented in RFC 2661.
L2TP encapsulates PPP frames to be sent over IP, X.25, Frame Relay, or ATM networks. Currently, only L2TP over IP networks is defined. When sent over an IP internetwork, L2TP frames are encapsulated as User Datagram Protocol (UDP) messages. L2TP can be used as a tunneling protocol over the Internet or over private intranets.
L2TP assumes the availability of an IP internetwork between a L2TP client (a VPN client using the L2TP tunneling protocol and IPSec) and a L2TP server (a VPN server using the L2TP tunneling protocol and IPSec). The L2TP client might already be attached to an IP internetwork that can reach the L2TP server, or the L2TP client might have to dial into a NAS to establish IP connectivity as in the case of dial-up Internet users.
Authentication that occurs during the creation of L2TP tunnels must use the same authentication mechanisms as PPP connections such as EAP, MS-CHAP, CHAP, SPAP, and PAP.
For Internet-based L2TP servers, the L2TP server is an L2TP-enabled dial-up server with one interface on the external network, the Internet, and a second interface on the target private network.
Internet Protocol Security
Windows 2000 incorporates Internet Protocol security (IPSec) for data protection of network traffic. IPSec is a suite of protocols that allow secure, encrypted communication between two computers over an insecure network. The encryption is applied at the IP network layer, which means that it is transparent to most applications that use specific protocols for network communication. IPSec provides end-to-end security, meaning that the IP packets are encrypted by the sending computer, are unreadable en route, and can be decrypted only by the recipient computer. Due to a special algorithm for generating the same shared encryption key at both ends of the connection, the key does not need to be passed over the network. 
IPSec Policies can be applied at a local level or at the domain level, as is the case with other parts of security policy. Experience configuring network security will help in determining what is entailed in an effective IPSec Policies.
For more information about Internet Protocol security, see “TCP/IP in Windows 2000 Professional” later in this book.
How IPSec Works
IPSec has many intricate components and options that are worthy of detailed study but at a high level the process operates in this manner:

An application on Computer A generates outbound packets to send to Computer B across the network. 

Inside TCP/IP, the IPSec driver compares the outbound packets against IPSec filters, checking to see if the packets need to be secured. The filters are associated with a filter action in IPSec security rules. Many IPSec security rules can be inside one IPSec policy that is assigned to a computer. 

If a matched filter has to negotiate security action, Computer A begins security negotiations with Computer B, using a protocol called the Internet Key Exchange (IKE). The two computers exchange identity credentials according to the authentication method specified in the security rule. Authentication methods can be Kerberos authentication, public key certificates, or a preshared key value (much like a password). The IKE negotiation establishes two types of agreements, called security associations, between the two computers. One type (called the phase I IKE SA) specifies how the two computers trust each other and protects their negotiation. The other type is an agreement on how to protect a particular type of application communication. This consists of two SAs (called phase II IPSec SAs) that specify security methods and keys for each direction of communication. IKE automatically creates and refreshes a shared, secret key for each SA. The secret key is created independently at both ends without being transmitted across the network.

The IPSec driver on Computer A signs the outgoing packets for integrity, and optionally encrypts them for confidentially using the methods agreed upon during the negotiation. It transmits the secured packets to Computer B.

Note   Firewalls, routers, and servers along the network path from Computer A to Computer B do not require IPSec. They simply pass along the packets in the usual manner.

The IPSec driver on Computer B checks the packets for integrity and decrypts their content if necessary. It then transfers the packets to the receiving application.
IPSec provides security against data manipulation, data interception, and replay attacks. 
IPSec is important to strategies of data confidentiality, data integrity, and nonrepudiation.
Prerequisites for Implementing IPSec
The computers in your network need to have an IPSec security policy defined that is appropriate for your network security strategy and for the type of network communication that they perform. Computers in the same domain might be organized into groups with IPSec Policies applied to the groups. Computers in different domains might have complementary IPSec security policies to support secure network communications. For more information about using the Internet Protocol Security Policy Management snap-in and selecting an IP Policy for a workstation, see Windows 2000 Professional Help.
How to Implement IPSec
You can view the default Internet Protocol security policies in the Group Policy snap-in to MMC. The policies are listed under IP Security Policies on Active Directory, or under IP Security Policies (Local Computer):
Group Policy object
 X Computer Configuration
 X Windows Settings
 X Security Settings
 X IP Security Policies on Local Computer
You can also view IPSec policies by using the Internet Protocol Security Policy Management snap-in to MMC. Each Internet Protocol security policy contains security rules that determine when and how traffic is protected. Right-click a policy and select Properties. The Rules tab lists the policy rules. Rules can be further decomposed into filter lists, filter actions, and additional properties.
When planning for IPSec, make the following determinations:

Identify clients and servers to use IPSec communications.

Identify whether client authentication is based on Kerberos trust, digital certificates, or a pre-shared key.

Describe how each computer will initially receive the proper IPSec policy and will continue to receive policy updates.

Describe the security rules inside each IPSec policy. Consider how Certificate Services are needed to support client authentication by digital certificates.

Describe enrollment process and strategies to enroll computers for IPSec certificates.
For more information about Internet Protocol security, see the Windows 2000 Server Help. See also “Internet Protocol Security” in the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.
Considerations for IPSec
IPSec provides encryption of outgoing and incoming packets, but at a cost of additional central processing unit (CPU) utilization when encryption is performed by the operating system. For many deployments, the clients and servers might have considerable CPU resources available or might have network interface cards that handle IPSec encryption, so there is no noticeable impact on performance. For servers supporting many simultaneous network connections or servers that transmit large volumes of data to other servers, the additional cost of encryption is significant. For this reason, you need to deploy IPSec wisely. Consider evaluating the effects of simulated network traffic before deploying IPSec. Testing is also important if you are using third-party hardware or software product to provide Internet Protocol security.
Windows 2000 provides device interfaces to allow hardware acceleration of IPSec per-packet encryption by intelligent network cards. Network card vendors might provide several versions of client and server cards, and might not support all combinations of IPSec security methods. Consult the product documentation for each card to be sure that it supports the security methods and the number of connections you expect in your deployment.
You can define local IPSec policy on computers that do not have domain IPSec policy assigned to them, or, if your computer is a member of a domain, domain administrators can define Internet Protocol security (IPSec) policies for each domain or organizational unit. You can configure IPSec policies to:

Specify the levels of authentication and confidentiality required between IPSec clients. 

Specify the lowest security level at which communications are allowed to occur between IPSec-aware clients.

Allow or prevent communications with non-IPSec-aware clients. 

Require all communications to be encrypted for confidentiality or you can allow communications in plaintext.
Consider using IPSec to provide security for the following applications:

Peer-to-peer communications over your organization’s intranet, such as legal department or executive committee communications.

Client-server communications to protect sensitive (confidential) information stored on servers. For file share points that require user access controls, consider using IPSec to ensure that other network users cannot see the data as it is being communicated.

Remote access (dial-up or virtual private network) communications. (For virtual private networks using IPSec with L2TP, remember to set up Security Policy to permit auto-enrollment for IPSec computer certificates. For detailed information about computer certificates for L2TP over IPSec VPN connections, see Windows 2000 Help.)

Secure router-to-router WAN communications.
Encrypting File System
Encrypting File System (EFS) is a new feature in Microsoft Windows 2000. EFS protects sensitive data in files that are stored on disk using the NTFS file system. It uses symmetric key encryption in conjunction with public key technology to provide confidentiality for files. It runs as an integrated system service, which makes EFS easy to manage, difficult to attack, and transparent to the file owner and to applications. Only the owner of a protected file can open the file and work with it, just as with a normal document. Others are denied access to the protected file. However, recovery administrators (whom you can designate) have the ability to recover protected files if that becomes necessary.
How Encrypting File System Works
EFS uses an encryption attribute to designate files for EFS protection. When a file’s encryption attribute is on, EFS stores the file as encrypted ciphertext. When an authorized user opens an encrypted file in an application, EFS decrypts the file in the background and provides a plaintext copy to the application. The authorized user can view or modify the file, and EFS saves any changes transparently as ciphertext. Other users are denied permission to view or modify EFS-encrypted files. EFS-protected files are bulk encrypted to provide confidentiality even from intruders who bypass EFS and attempt to read files by using low-level disk tools.
Because EFS operates in the background at the system level, applications can save temporary files as plaintext to non-EFS-protected folders and inadvertently compromise confidentiality. Therefore, encryption usually must be enforced at the folder level rather than the file level. This means that you do not encrypt individual files, but instead designate folders as EFS-protected folders. All files that are added to EFS-protected folders are encrypted automatically. To specify EFS protection for a folder, use the properties page for the folder in Windows Explorer.
EFS is supported only for the version of NTFS that is included with Windows 2000. It does not work with any other file system, including the previous versions of NTFS. For more information about EFS, see Windows 2000 Professional Help. See also “Encrypting File System” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
File Encryption and Public Key Technology
For EFS to work, the EFS user must have a valid EFS user’s certificate, and at least one EFS recovery agent account must have a valid EFS recovery certificate. EFS does not require a certification authority (CA) to issue certificates because EFS automatically generates its own certificates to users and to default recovery agent accounts. The EFS private key is generated and managed by Microsoft Cryptographic Application Programming Interface (CryptoAPI) in conjunction with the base Microsoft cryptographic service provider (CSP).
When EFS encrypts a file, it does the following:

Generates a bulk symmetric encryption key.

Encrypts files by using the bulk encryption key.

Encrypts the bulk encryption key by using the EFS user’s public key.

Stores the encrypted bulk key in a special field called the data decryption field (DDF), which is attached to the EFS file.
EFS can then use the user’s private key to decrypt the bulk encryption key and decrypt the file as necessary. Because only the user has the private key, others cannot unlock the DDF.
In addition, EFS enables designated recovery agent accounts to decrypt and recover the file in case the user’s private key is lost or damaged. For each designated recovery agent account, EFS does the following:

Encrypts the bulk encryption key by using the public key from each recovery agent certificate.

Stores the encrypted bulk key in a special field called the data recovery field (DRF), which is attached to the EFS file.
The data recovery field can contain information for multiple recovery agent accounts. Every time a file system operation is complete for a file, such as viewing, opening, copying, or moving the file, EFS generates and saves a new DRF with the most current public keys for the current recovery agent certificates. You can designate recovery agent accounts by configuring Encrypted Data Recovery Agents Group Policy settings.
Encrypted Data Recovery
You might want to recover encrypted files, for example, when an employee is terminated for cause or when a user’s private key for EFS is damaged. You can use the command-line tool, Cipher, to recover files on a recovery computer where a current recovery agent account, certificate, and private key are located. To recover a file, a recovery administrator must log on to the recovery computer as the recovery agent account and then use Cipher to decrypt the file. Cipher only works for the recovery agent accounts that are listed in the files DRF. Cipher also only works if the private key for recovery is installed on the computer.
Encrypted Data Recovery Agent Group Policy settings are a subset of Public Key Group Policy. You can configure Encrypted Data Recovery Agent settings to designate recovery agent accounts for domains, organizational units (also known as OUs), or stand-alone computers. Trusted recovery administrators that you designate can then use the recovery agent accounts to recover EFS encrypted files for the domains or organizational units where the EFS recovery settings apply.
When Group Policy is downloaded to computers, the Encrypted Data Recovery Agent Group Policy settings contain the certificates for each designated recovery agent account within the scope of the policy. EFS uses the information in the current Encrypted Data Recovery Agent Group Policy settings to create and update DRFs. A recovery agent certificate contains the public key and information that uniquely identifies the recovery agent account.
By default, the domain Administrator’s account on the first domain controller that is installed in the domain is the recovery agent account for computers that are connected to the network. On stand-alone computers, the local Administrator’s account is the default EFS recovery agent account. EFS generates EFS recovery certificates automatically for default Administrator accounts.
Considerations for Encrypting File System
Keep the following considerations in mind when planning to deploy Windows 2000-based computers. You have the option to disable EFS and to designate alternate recovery agent accounts. You also need to protect recovery keys from misuse as well as to maintain archives of obsolete recovery agent certificates and private keys.
Disabling EFS for a Set of Computers   You can disable EFS for a domain, organizational unit, or stand-alone computer by applying an empty Encrypted Data Recovery Agents policy setting. Until Encrypted Data Recovery Agent settings are configured and applied through Group Policy, there is no policy, and the default recovery agents are used by EFS. However, EFS must use the recovery agents that are listed in the Encrypted Data Recovery Agents Group Policy after the settings have been configured and applied. If the policy that is applied is empty, EFS does not operate. For more information about configuring Encrypted Data Recovery Agents policy settings, see Windows 2000 Professional Help or Windows 2000 Server Help.
Designating Alternate Recovery Agents   You can configure Encrypted Data Recovery Agents policy to designate alternative recovery agents. For example, to distribute the administrative workload in your organization, you can designate alternative EFS recovery accounts for categories of computers grouped by organizational units. You might also configure Encrypted Data Recovery Agents settings for portable computers so that they use the same recovery agent certificates when they are connected to the domain and when they are operated as stand-alone computers. For more information about configuring Encrypted Data Recovery Agents policy settings, see Windows 2000 Professional Help or Windows 2000 Server Help.
Before you can designate alternate recovery agent accounts, you must deploy Windows 2000 Server and Certificate Services to issue recovery agent certificates. For more information about Certificate Services, see “Windows 2000 Certificate Services and Public Key Infrastructure” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Securing Recovery Keys   Because recovery keys can be misused to decrypt and read files that have been encrypted by EFS users, it is recommended that you provide additional security for private keys for recovery. The first step in providing security for recovery keys is to disable default recovery accounts by exporting the recovery agent certificate and the private key to a secure medium and select the option to remove the private key from the computer. When the recovery certificate and key are exported, the key is removed from the computer. You then store the exported certificate and key in a secure location to be used later for file recovery operations. Securing private keys for recovery ensures that nobody can misuse the recover agent account to read encrypted files. This is especially important for mobile computers or other computers that are a high risk to fall into the wrong hands. For more information about how to export and secure private keys for recovery, see Windows 2000 Professional Help or Windows 2000 Server Help. 
Maintaining Archives of Recovery Keys   For EFS encrypted files, the recovery agent information is refreshed every time the file system performs an operation on the file (for example, when the file is opened, moved, or copied). However, if an encrypted file is dormant for a long time, the recovery agents expire. To ensure that dormant encrypted files can be recovered, maintain archives of the recovery agent certificates and private keys. To create an archive, export the certificate and its private key to a secure medium and store it in a safe location. When you export private keys, you must provide a secret password for authorizing access to the exported key. The secret key is stored in an encrypted format to protect its confidentiality.
To recover dormant files with expired recovery agent information, import the appropriate expired recovery agent certificate and private key from the archive to a recovery account on a local computer and then perform the recovery. To view recovery agent information for an encrypted file, use the efsinfo tool. For more information about efsinfo, see Windows 2000 Tools Help.
Public Key Technology
Windows 2000 includes a public key infrastructure (PKI) that can support a wide range of public key information security needs. A public key infrastructure provides the framework of services, technology, protocols, and standards that enable you to deploy and manage a strong and scalable information security system based on public key technology. The basic components of a public key infrastructure include digital certificates, certificate revocation lists, and certification authorities. Before public key cryptography can be widely used and easily managed on public networks, a public key infrastructure must be in place. Without a public key infrastructure, public key technology is not generally suitable for large-scale enterprise deployment.
The Windows 2000 public key infrastructure is based on the open standards that are recommended by the Public Key Infrastructure for X.509 Certificates (PKIX) working group of the IETF. Because Windows 2000 security is based on open standards, the security solutions you implement can operate with many standards-compliant, third-party operating systems and security products.
For more information about public key technology, see “Cryptography for Network and Information Security,” “Choosing Security Solutions That Use Public Key Technology,” and “Windows 2000 Certificate Services and Public Key Infrastructure” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Overview of Public Key Security in Windows 2000
Many Windows 2000 distributed security systems use public key technology. You can deploy a wide variety of security solutions that take advantage of the benefits of public key technology.
Security Technologies That Use Public Key Technology
The following Windows 2000 distributed security systems use public key technology:

A network logon authentication that uses the Kerberos v5 authentication protocol, including logging on with smart cards (a permitted extension to the Kerberos protocol).

A Routing and Remote Access service that supports secure remote access to network resources. Routing and Remote Access supports the following:

Integration with Active Directory, the Windows 2000 directory service that makes it possible to manage remote user authentication through the use of domain network user accounts and Group Policy settings.

Remote Authentication Dial-In User Service (RADIUS), which makes it possible to manage remote user authentication through a variety of authentication protocols.

User authentication that is based on the Extensible Authentication Protocol and Transport Layer Security (EAP-TLS). Supports the authentication of users through public key certificates and the smart card logon process.

Confidential communication over public Internet lines by using the Layer 2 Tunneling Protocol (L2TP) and the Point-to-Point Tunneling Protocol (PPTP).

Remote network access and logging on through the virtual private networks and public Internet service providers.

Microsoft® Internet Information Services, which supports Web site security through certificate mapping and secure channel communications with the Secure Sockets Layer (SSL) protocol, Transport Layer Security (TLS) protocol, and Server Gated Cryptography (SGC) protocol.

IPSec, which supports IP-level, end-to-end authentication, integrity, anti-replay, and encrypted communication over open IP networks, including the Internet.

Encrypting File System, which makes it possible for a user to encrypt folders and files for safekeeping and allows an administrator to recover files when the user’s private key is damaged or lost.
Public key security in Windows 2000 is based on industry-standard public key technologies, such as the Diffie-Hellman Key Agreement algorithm, the RSA public key algorithms developed by RSA Data Security, and the Digital Signature Algorithm. Windows 2000 security also makes use of the industry-standard, X.509 version 3 digital certificates that are issued by the certification authorities that you choose to trust. Many Windows 2000 security features use public key technology as well as certificates to provide authentication, integrity, confidentiality, and nonrepudiation for network and information security.
Public Key Security Benefits
The Windows 2000 public key infrastructure enables you to deploy strong security solutions that use digital certificates and public key technology. Security solutions can include the following:

Secure mail, which uses certificates and the Secure/Multipurpose Internet Mail Extensions (S/MIME) protocol to ensure the integrity, origin, and confidentiality of e-mail messages.

Secure Web sites, which use certificates and certificate mapping to map certificates to network user accounts for controlling user rights and permissions for Web resources.

Secure Web communications, which use certificates and the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) protocols to authenticate servers, to optionally authenticate clients, and to provide confidential communications between servers and clients.

Software code signing, which uses certificates and digital signing technology (such as Microsoft® Authenticode®) to ensure the integrity and authorship of software that is developed for distribution on an intranet or on the Internet.

Smart card logon process, which uses certificates and private keys stored on smart cards to authenticate local and remote access network users.

Internet Protocol security (IPSec) client authentication, which has the option to use certificates to authenticate clients for IPSec communications.

Encrypting File System (EFS), which uses certificates for both EFS user and EFS recovery agent operations.

Custom security solutions, which use certificates to provide confidentiality, integrity, authentication, or nonrepudiation.
Major Components of the Public Key Infrastructure
The major components of the Windows 2000 public key infrastructure include the following:

Windows 2000 Certificate Services 

Microsoft CryptoAPI and cryptographic service providers (CSPs)

Certificate stores

Certificates console

Certification authority trust model

Certificate enrollment and renewal methods

Public key Group Policy

Certificate revocation lists

Preinstalled trusted root certificates

Smart card support
Windows 2000 Certificate Services
You can deploy Windows 2000 Server and Certificate Services to issue and manage certificates for your organization. You can also obtain Certificate Services from a variety of third-party vendors. 
Windows 2000 Certificate Services support two types of Certification Authorities (CAs): enterprise CAs and stand-alone CAs. Enterprise CAs are integrated with Active Directory and use certificate templates to specify the types of certificates that are issued by the CA. Stand-alone CAs do not require Active Directory and do not use certificate templates. For more information about Certificate Services, see “Windows 2000 Certificate Services and Public Key Infrastructure” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Microsoft CryptoAPI and Cryptographic Service Providers
Microsoft CryptoAPI provides a secure interface for the cryptographic functionality that is supplied by the installable cryptographic service provider (CSP) modules. CSPs perform all cryptographic operations and manage private keys. CSPs can be implemented in software as well as in hardware. Windows 2000 Certificate Services uses CryptoAPI and CSPs to perform all cryptographic and private key management operations. CryptoAPI and CSP services are available to all services and applications that require cryptographic services. 
CSPs can be software-based, hardware-based, or a combination of both. Hardware-based cryptography and key management is more secure than software-based cryptography and key management because cryptographic operations and private keys are isolated from the operating system. However, hardware-based CSPs (such as smart card CSPs) often store only a limited number of private keys and can take a long time to generate keys.
Software CSPs usually provide more flexibility than hardware CSPs, but are somewhat less secure. Nevertheless, software-based CSPs provide ample security to meet a wide range of needs. You usually use hardware-based CSPs only for special security applications, such as for logging on with smart cards or for secure Web communications with smart cards.
Vendors can develop hardware or software CSPs that support a wide range of cryptographic operations and technologies. However, Microsoft must certify and digitally sign all CSPs. CSPs do not work in Windows 2000 unless they have been digitally signed by Microsoft.
How Private Keys Are Stored
Private keys for the Microsoft RSA-based CSPs, including the Base CSP and the Enhanced CSP, reside in the user profile under RootDirectory\Documents and Settings\<username>\Application Data\Microsoft\Crypto\RSA. In the case of a roaming user profile, the private key resides in the RSA folder on the domain controller and is downloaded to the user’s computer until the user logs off or the computer is restarted.
Unlike their corresponding public keys, private keys must be protected. Therefore, all files in the RSA folder are automatically encrypted with a random, symmetric key called the user’s master key. The user’s master key is generated by the RC4 algorithm in the Base or Enhanced CSP. RC4 generates a 128-bit key for computers with the Enhanced CSP (subject to cryptography export restrictions) and a 56-bit key for computers with only the Base CSP (available for all Windows 2000 computers). The master key is generated automatically and is renewed periodically. It encrypts each file in the RSA folder automatically as the file is created.
The RSA folder must never be renamed or moved because this is the only place the CSPs look for private keys. Therefore, it is advisable to provide additional security. The administrator can provide additional file system security for users’ computers or use roaming profiles.
You should protect private keys for recovery, which is critical for backup, by exporting the certificate and private key to a floppy disk or other medium, storing the floppy disk or other medium securely, and then deleting the private key from the computer. This preserves the file from a system crash and makes it unavailable for cracking. To decrypt a data file, the recovery agent administrator inserts the floppy disk or other medium and imports the certificate and private key to the recovery agent account. For more information about how to secure recovery keys, see Windows 2000 Server Help.
Protect Folder
The user’s master key is encrypted automatically by the Protected Storage service and stored in the user profile under RootDirectory\Documents and Settings\<username>\Application Data\Microsoft\Protect. For a domain user who has a roaming profile, the master key resides on the domain controller and is downloaded to the user’s profile on the local computer until the computer is restarted.
The user’s master key is encrypted twice, and each instance of encryption is stored in one of two parts of the Protect file. The first part, the password encryption key, is produced by the Hash-Based Message Authentication Code (HMAC) and SHA1 message digest function and is a hash of:

A symmetric encryption of the user’s master key produced by 160-bit RC4.

The user’s security identifier (SID).

The user’s logon password.
The second part is to create a backup form of the master key. This is needed if the user’s password changes on one computer but the keys are in the user profile on another computer, or if the administrator resets the user’s password. In either case, the Protected Storage service, which cannot detect password changes, uses the backup/restore form of the master key to regenerate the password encryption key.
To create the backup form of the master key, the user’s encrypted master key is sent to the Protected Storage service on the domain controller. That service uses HMAC and SHA1 again to make a hash of the master key and the domain controller’s own backup master key, and sends that back to the user’s computer to store in the Protect file. These transmissions are authenticated (signed and encrypted) by remote procedure calls so that the user’s master key is never sent over the network as plaintext.
The domain controller’s backup master key is stored on the system as a global Local Security Authority (LSA) secret in the HKEY_LOCAL_MACHINE/SAM key in the registry and is replicated over the network using Active Directory. (Global LSA secrets are objects provided by the LSA to enable system services to store private data securely.)
The System Certificates, RSA, and Protect folders have their system attributes set. This prevents the files in them from being encrypted by EFS, which would make them inaccessible.
System Key
You can provide another level of protection for master keys and various other secrets through use of the system key. The system key protects the following sensitive information:

Master keys that are used to protect private keys.

Protection keys for user account passwords stored in Active Directory.

Protection keys for passwords stored in the registry in the local Security Accounts Manager (SAM) registry key.

Protection keys for LSA secrets.

The protection key for the administrator account password that is used for system recovery startup in safe mode.
For all computers in a domain, the secret key is enabled by default and all master keys and protection keys stored on a computer are encrypted with the unique 128-bit symmetric random system key. The system key must be stored in volatile memory on the operating system during system startup to unlock the password protection key. There are three ways to configure the system key for computers:

Use a computer-generated random key as the system key and store it on the local system by using a complex obfuscation algorithm that scatters the system key throughout the registry. This option allows you to restart the computer without having to enter the system key. This is the default configuration for the system key.

Use a computer-generated random key, but store it on a floppy disk. The system key is not stored anywhere on the local computer, and the floppy disk must be inserted for the system to start. It is inserted when prompted after Windows 2000 begins the startup sequence, but before it is available for users to log on to the system.

Use a password to derive the system key. The password is created by the system administrator and is not stored anywhere on the computer. Windows 2000 prompts the administrator for the password when the system is in the initial startup sequence, but before the system is available for users to log on.
The system key configuration options are available from the system key dialog boxes that appear when you run syskey. For computers in a domain, you must be a member of the Domain Admin group to run syskey. For stand-alone computers, you must be logged on as the local Administrator to run syskey. You can configure the system key differently for each computer in the domain.
System key protection is enabled by default in each Windows 2000 domain, but you might want to change the default system key option for various computers in a domain. You also might need to enable system key protection for stand-alone computers.
Certificate Stores
The Windows 2000 certificate stores include physical stores and logical stores.
Physical certificate stores are where public key objects such as certificates, certificate revocation lists (CRLs), and certification trust lists (CTLs) are physically stored either locally in the system registry or remotely in Active Directory. Many of the public key objects in the physical stores are shared among users, services, and computers through the use of logical certificate stores.
Logical certificate stores group certificates together in logical, functional categories for users, computers, and services. Logical certificate stores contain pointers to the physical certificate stores. Use the Certificates console (an MMC snap-in) to manage certificates in certificate stores. Changes to the logical certificate stores are made to the appropriate physical stores that are located in either the system registry or Active Directory. Because you use only the logical certificate store for a user, service, or computer, you neither have to keep track of where the certificates are actually stored, nor do you have to edit the system registry to manage the certificate stores.
The use of logical certificate stores eliminates the necessity of storing duplicates of common public key objects, such as trusted root certificates, CTLs, and CRLs for users, computers, and services. Users and services share many public key policy objects in common with the local computer. The common public key objects are stored in sections of the registry of the local computer. However, some certificates, CTLs, or CRLs, are issued for use only by an individual service, user, or local computer. Therefore, users, computers, and services also have individual stores that provide a place to store certificates, CTLs, or CRLs that are not shared in common. For example, a user can request and obtain a certificate or a CRL, which appears in the individual’s logical store and is physically stored in the user’s unique certificate store in the registry. Such individual user certificates and CRLs are not shared with local computers or with services.
In addition, some public key objects, such as trusted root certificates and CTLs, can be distributed through Public Key Group Policy. Public key objects that are distributed through Group Policy are stored in special areas of the system registry and appear in the logical stores for users, computers, and services. When you use Group Policy, separate CTLs can be created for users and computers. The CTLs for users are not shared with services or the computer. However, the CTLs for computers are shared with users and services.
The logical certificate stores include the following categories for users, computers, and services:

Personal: Contains individual certificates for the user, service, or computer. For example, when an enterprise CA issues you a User certificate, the certificate is installed in the Personal store for your user account. User certificates reside in Documents and Settings\<username>\ApplicationData\Microsoft\SystemCertificates\My\Certificates for each user profile. These certificates in the user profile are written to the user’s personal store in the system registry each time the user logs on to the computer. For roaming profiles, the user’s certificates are located on the domain controller so the certificates follow users when they log on to different computers in the domain.

Trusted Root Certification Authorities: Contains certificates for root CAs. Certificates with a certification path to a root CA certificate are trusted by the computer for all valid purposes of the certificate.

Enterprise Trust: Contains CTLs. Certificates with a certification path to a CTL are trusted by the computer for purposes specified in the CTL.

Intermediate Certification Authorities: Contains certificates for CAs that are not trusted root certificates (for example, certificates of subordinate CAs), but that are required to validate certification paths. This store also contains CRLs for use by the user, service, or computer.

Active Directory User Object: Contains certificates that are published in Active Directory for the user. This store appears in the Certificates console for users only, not for computers or services.

Request: Contains pending or rejected certificate requests. This store appears only in the Certificates console after a certificate request has been made for the user, computer, or service.

SPC: Contains certificates for software publishers that are trusted by the computer. Software that has been digitally signed by publishers with certificates in this store is downloaded without prompting the user. By default, this store is empty. When Microsoft® Internet Explorer downloads for the first time software that has been signed by a software publisher, users are prompted to choose whether they want to trust all software that is signed by this publisher. If a user chooses to trust all software signed by the publisher, the publisher’s software publisher certificate (SPC) is added to the SPC store. This store appears in the Certificates console for the local computer only, not for users or services.
Certificates Console
The Certificates console is an MMC snap-in, which you can use to manage the certificate stores for users, computers, and services.
You can use the Certificates console to perform the following tasks:

View information about certificates, such as certificate contents and the certification path.

Import certificates into a certificate store.

Move certificates between certificate stores.

Export certificates and, optionally, export private keys (if key export is enabled).

Delete certificates from certificate stores.

Request certificates from an enterprise CA for the Personal certificate store.
For more information about how to use the Certificates console, see Certificate Manager Help.
Certification Authority Trust Model
The Windows 2000 public key infrastructure supports a hierarchical CA trust model and CTLs. To control the certificates that are trusted in the enterprise, you can deploy Windows 2000 Certificate Services to create CA trust hierarchies and you can create CTLs.
Certification Authority Hierarchies
The Windows 2000 public key infrastructure supports a hierarchical CA trust model, called the certification hierarchy, to provide scalability, ease of administration, and compatibility with a growing number of commercial third-party CA services and public key-aware products. In its simplest form, a certification hierarchy consists of a single CA. However, the hierarchy usually contains multiple CAs that have clearly defined parent-child relationships. Figure 13.1 shows some possible CA hierarchies.
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Figure 13.1   Certification Hierarchies
The CA at the top of the hierarchy is called a root CA. Root CAs are self-certified by using a self-signed CA certificate. Root CAs are the most trusted CAs in the organization, and it is recommended that they have the highest security of all. There is no requirement that all CAs in an enterprise share a common top-level CA parent or root. Although trust for CAs depends on each domain’s CA trust policy, each CA in the hierarchy can be in a different domain.
Child CAs are called subordinate CAs. Subordinate CAs are certified by the parent CAs. A parent CA certifies the subordinate CA by issuing and signing the subordinate CA certificate. A subordinate CA can be either an intermediate or an issuing CA. An intermediate CA issues certificates only to subordinate CAs. An issuing CA issues certificates to users, computers, or services.
There is no restriction with regard to how deep the certification hierarchy can be. However, for many organizations, a three-level certification hierarchy (root CA, intermediate CA, and issuing CA) meets most needs.
Certification Path
A certification hierarchy forms a trust chain, called the certification path, from the certificate back to the root CA. Figure 13.2 illustrates a certification path for a four-level path that corresponds to the three-level CA hierarchy in Figure 13.1.
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Figure 13.2   Trusted Certification Path
In the example, an EFS Recovery Agent certificate that was issued by Issuing CA-D has a certification path to Root CA 2 at the top of the path. The EFS Recovery Agent certificate is trusted because the certificate for Root CA 2 is contained in the Trusted Root Certification Authorities store.
The certification path links each certificate in the chain back to the root CA. Certificates that have a valid certification path to a root certificate that is in the Trusted Root Certification Authorities store are trusted for all purposes listed in the certificate. If the root CA’s certificate for a certification path is not in the Trusted Root Certification Authorities store, the certification path is not trusted until the certificate of the root CA is added to the Trusted Root Certification Authorities store.
Before it trusts a certificate, Microsoft CryptoAPI validates the certification path from the certificate to the certificate of the root CA by checking each certificate in the path. Each certificate contains information about the parent CA that issued the certificate. CryptoAPI retrieves the certificate of each parent CA in the path from either the Intermediate Certification Authorities store or the Trusted Root Certification Authorities stores (if the certificates are present in the stores), or from an online location (such as an HTTP or LDAP address) that is specified in the certificate. If CryptoAPI discovers a problem with one of the certificates in the path, or if it cannot find a certificate, it does not trust the certification path.
When CryptoAPI retrieves a subordinate CA certificate for certificate path validation and the certificate is not located in the Intermediate Certification Authorities store, the API stores the certificate in the Intermediate Certification Authorities store for future reference. However, for computers that operate offline, such as portable computers that are used by mobile users, you might have to import subordinate CA certificates into the Intermediate Certification Authorities store to ensure that nonroot CA certificates are available to validate certification paths.
Figure 13.3 shows an example of a nontrusted certification path where the root certificate is not in the Trusted Root Certification Authorities store.
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Figure 13.3   Nontrusted Certification Path
By default, certificates that are issued by trusted CAs are trusted for all of the intended purposes that are listed in the certificate. You can use the Certificate Details dialog box to restrict the purposes for which local certificates can be used. You can also use CTLs to establish trust for certificates and restrict the purposes for which certificates are trusted.
Certificate Trust Lists
You can use the Certificate Trust List wizard that is available from the Public Key Policy section of the Group Policy console (an MMC snap-in) to create CTLs. By using CTLs, you can choose to trust certificates that have certification paths to root CAs that are listed in the CTL. You can create CTLs for computers and users. CTLs for computers apply to all computers, users, and services within the scope of the Group Policy. However, CTLs for users apply only to users within the scope of the Group Policy. Figure 13.4 shows an example of a certification path with a CTL.
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Figure 13.4   Trusted Certification Path with a CTL
In the example, the certification path from EFS Recovery Agent to Root CA 2 is identical to the certification path shown in Figure 10.3, but the certificate for Root CA 2 is not in the Trusted Root Certification Authorities store. The certification path also includes the CTL, the trust list signing certificate (“CTL Signing” in the example), and the root CA certificate that issued the signing certificate (“Root Issuing CA” in the example). The EFS Recovery Agent certificate is trusted because the certificate for Root Issuing CA (which issued the CTL Signing certificate) is contained in the Trusted Root Certification Authorities store.
A CTL must be signed by an administrator who has a valid certificate for trust list signing, such as the Administrator and Trust List Signing certificates that can be issued by enterprise CAs. By default, CTLs are valid until the trust list signing certificate expires and the CTL becomes invalid. However, to limit the time that certificates are trusted, you have the option of specifying a shorter lifetime for the CTL.
By default, members of the Domain Admins and Enterprise Admins security groups are granted permissions to enroll for Administrator and Trust List Signing certificates. To change the default certificate enrollment settings, modify the ACLs for the Administrator and Trust List Signing certificate templates.
For the CTL to be valid, the trust list signing certificate must have a certification path to a root CA in the Trusted Root Certification Authorities store. Figure 13.5 shows an example of a CTL that is invalid because the trust list signing certificate is invalid. This might be the situation because either the certification path for the trust list signing certificate does not validate to a trusted root certificate or the trust list signing certificate has expired.
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Figure 13.5   Invalid CTL
CTLs are stored in the Enterprise Trust store and you can use the Certificates console to view them.
In addition, you can use CTLs to restrict the purposes for which certificates can be used. For example, even though a certificate permits the purposes of software code signing, secure mail, and client authentication, you can use a CTL to restrict certificate use to client authentication only. CTLs are frequently used to restrict trust for certificates that are issued and managed by other organizations. For example, you might configure a CTL to trust a business partner’s CA for only code signing and client authentication on an extranet that you manage.
Certificate Validation Process
Before it trusts certificates, Windows 2000 performs a validation check to ensure that certificates are valid and that they have a valid certification path. Figure 13.6 shows the basic certificate validation process.
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Figure 13.6   Basic Certificate Validation Process
Certificates can be invalid or are not trusted for a variety of reasons, including the following:

The start and expiration dates are improper or expired.

The certificate format is improper (does not conform to the X.509 version 3 standard for digital certificates).

The information in certificate fields is improper or incomplete.

The certificate’s digital thumbprint and signature fail the integrity check, indicating that the certificate has been tampered with or corrupted.

The certificate is listed as revoked in a published certificate revocation list.

The issuing CA is not in either a trusted certification hierarchy or a CTL.

The root CA for the certification path is not in the Trusted Root Certification Authorities store.

The certificate is not permitted for the intended use as specified in a CTL.
Certificate Enrollment and Renewal Methods
Windows 2000 Certificate Services supports the following certificate enrollment and renewal methods:

Manual certificate requests that use the Certificate Request wizard (only for Windows 2000 users, computers, and services).

Automatic certificate requests, which use the Automatic Certificate Request Setup wizard (only for Windows 2000 computer certificates).

Manual certificate requests that use the Web Enrollment Support pages (for Web browser users).

Smart card enrollment, which uses the Smart Card Enrollment Station available in the Web Enrollment Support pages.
The enrollment methods and types of certificates that are supported by third-party Certificate Services depend on the features and functions of each third-party product. For more information, contact the vendor for the certificate service.
Manual Certificate Requests for Windows 2000-based Clients
You can request or renew certificates for Windows 2000 users, computers, and services by using the Certificate Request wizard that is available in the Certificates console. The Certificate Request wizard does not function unless an enterprise CA is online to process and issue certificate requests. The ACLs for the certificate templates determine which user accounts or computer accounts can enroll for the various types of certificates.
You can also use the Certificate Renewal wizard that is available in the Certificates console to renew certificates either before or after they expire. The Certificate Renewal wizard does not function unless an enterprise CA is online to process and issue certificate requests. You have the option of renewing certificates with the same private key and public key set. You must not renew certificates with the same private and public key sets if the maximum safe key lifetime would be exceeded.
Automatic Computer Certificate Enrollment and Renewal
You can use the Automatic Certificate Request Setup wizard (available from the Public Key section of the Group Policy console) to configure auto-enrollment for computer certificates. Auto-enrollment is not available for user certificates and does not function unless an enterprise CA is online to process certificate requests. You can configure auto-enrollment for Computer, Domain Controller, and IPSec certificates.
When auto-enrollment is configured, the specified certificate types are issued automatically to all computers that are within the scope of the Public Key Group Policy and to all computers that have Enroll permissions for that certificate type. Auto-enrollment certificates are issued the next time the computer logs on to the network.
For example, if you configure auto-enrollment for Computer certificates, the certificates are issued to all computers in the Domain Computers security group that are within the scope of the Public Key Group Policy. By default, all Windows 2000 computers are members of the Domain Computers security group, except for domain controllers, Routing and Remote Access servers, and Internet Authentication Service (IAS) servers. You can control which computers receive the Computer certificates by modifying the ACLs for the Computer certificate templates, for example, to grant Enroll permissions to a special security group composed of computers that you designate. Computers within the scope of the Public Key Group Policy that are members of the special security group are then issued Computer certificates the next time they log on to the network.
In addition, you also can use organizational units (OUs) and Public Key Group Policy for those OUs to restrict auto-enrollment to certain groups of computers. For example, you might create an IPSec Authentication OU that contains the Windows 2000 clients that you designate for IPSec authentication with certificates. To limit the scope of auto-enrollment for IPSec certificates, configure Public Key Group Policy and auto-enrollment for the IPSec Authentication OU.
When auto-enrollment is configured, the Computer certificates that are issued by auto-enrollment also are automatically renewed from the enterprise-issuing CA. You can also renew Computer certificates manually with the Certificate Renewal wizard or through the Certificate Services Web Enrollment Support pages.
Web Enrollment Support Pages
The Windows 2000 Certificate Services Web Enrollment Support pages are composed of Active Server Pages and ActiveX controls that provide a Web-based user interface to a CA. By default, the Web Enrollment Support pages are automatically installed on the computer where the CA is installed, but you also have the option of installing the Web Enrollment Support pages on another Windows 2000 Server computer.
You can use the Web Enrollment Support pages to perform the following tasks:

Request and obtain a basic user certificate.

Request and obtain other types of certificates by using advanced options.

Request a certificate by using a certificate request file.

Renew certificates by using a certificate renewal request file.

Save a certificate request to a file.

Save the issued certificate to a file.

Check on pending certificate requests.

Retrieve the CA’s certificate.

Retrieve the latest certificate revocation list from the CA.

Enroll for smart card certificates on behalf of other users (for use by trusted administrators).
The Web Enrollment Support pages that are installed for stand-alone CAs are similar to the pages that are installed for enterprise CAs, but they differ in the respect that stand-alone CAs do not use certificate templates. For stand-alone CAs, all information about the certificate, including information about the requestor, must be specified in the certificate request. The Web Enrollment Support pages for stand-alone CAs support a number of types of certificates that have much of the same functionality as certificate types that are based on templates. You can deploy stand-alone CAs and Web Enrollment Support pages to issue most of the types of certificates that enterprise CAs can issue. However, certificates for logging on by using smart cards logon and for auto-enrollment require an enterprise CA to issue and renew the certificates.
The Web Enrollment Support pages work with Microsoft® Internet Explorer 4 and Microsoft® Internet Explorer 5. Use of the Microsoft Enhanced Cryptographic Provider requires Internet Explorer browsers with nonexportable cryptography. Internet Explorer browsers with exportable cryptography work only with the Microsoft Base Cryptographic Provider.
Netscape Navigator version 4.x and Netscape Communicator version 4.x work with most of the Web Enrollment Support pages. Netscape browsers do not work with the Advanced Certificate Requests form and the Smart Card Enrollment Station page because these pages use ActiveX controls. In addition, Netscape browsers use their own cryptographic security modules rather than CSPs and might not support all of the features that are available for the Microsoft CSPs.
Public Key Group Policy
Public Key settings are a subset of Group Policy. You can configure Public Key Group Policy to specify automatic enrollment for computer certificates, trusted root certificates, CTLs for computers and users, and EFS recovery agents and apply the Group Policy to sites, domains, or organizational units.
The Group Policy console is an MMC snap-in. You can use MMC to manage Public Key Group Policy for multiple sites, domains, and organizational units. You can configure Public Key Group Policy separately for users and for computers. You can use the Group Policy console to configure the following Public Key Group Policy settings for computers:

Specify the certificates in Trusted Root Certification Authorities stores.

Create CTLs to trust CAs and restrict the uses of certificates issued by the CAs.

Specify automatic enrollment and renewal for computer certificates.

Specify alternative Encrypted Data Recovery Agents for EFS.
Public Key Group Policy settings apply for computers within the scope of the Group Policy. For example, you can create an organizational unit and configure Public Key settings that apply only to the computers in that organizational unit.
You also can use the Group Policy console to configure CTLs that apply only to users within the scope of the Group Policy. For example, you can create an organizational unit and configure CTLs that apply only to the users in that organizational unit. For more information about Group Policy, see Windows 2000 Professional Help and Windows 2000 Server Help.
Certificate Revocation Lists
Windows 2000 supports industry standard X.509 version 2 CRLs. Each CA maintains a CRL for the certificates it issues and publishes the CRL-to-CRL distribution points. CRL distribution points can include Web pages, network shares, or Active Directory. An X.509 version 3 certificate usually contains the CRL distribution point for its issuing CA.
Certificate revocation checking is supported by Internet Explorer 5, Internet Information Services, and Active Directory mapping services. When revocation checking is enabled, CRLs are automatically cached on local computers to enhance revocation checking performance. If a certificate lists the CRL distribution point, the revocation checking process checks the local cache to determine whether the CRL is in the cache. If not, the revocation checking process then checks the network for the CRL. If a certificate does not list the CRL distribution point, revocation checking checks the issuing CA for a CRL, if one is available. You also can use the Web Enrollment Support pages to request the latest CRL from a CA.
When revoked certificates expire, they are removed from the next published CRL. For some large organizations with high certificate revocation rates, CRLs might become so large that it places a significant load on the network and computers during CRL publication. However, you can prevent large CRLs by deploying multiple issuing CAs to distribute the certificate load among your users and by issuing certificates with reasonably short lifetimes.
Preinstalled Trusted Root Certificates
The root CA certificates that are contained in the Trusted Root Certification Authorities store are trusted for all Windows applications that use public key certificates for security functions. Windows 2000–based computers include many preinstalled certificates in the Trusted Root Certification Authorities stores. The preinstalled trusted root certificates include root certificates from a variety of commercial CAs and Microsoft. Certificates that are issued by these trusted CAs are trusted on local computers for valid purposes. However, you might not want to trust the preinstalled root certificates, or you might want to add other certificates as trusted root certificates.
You can use the Certificates console to delete or add certificates manually for Trusted Root Certification Authorities stores on each local computer. You also can add trusted root certificates for groups of computers by using Public Key Group Policy.
In addition, you can use the Internet Explorer Administration Kit (IEAK) to create and deploy custom builds of Internet Explorer that have only the root certificates that you want for your enterprise. For example, you can create custom builds that include only a few trusted root certificates and then deploy those custom builds to groups of computers. The computers where the custom builds of Internet Explorer are installed have only the trusted root certificates that you specified. You can create different custom builds to meet the requirements of different groups in your organizations. For more information about using the IEAK, see the Microsoft® Windows® 2000 Server Resource Kit Internet Explorer Resource Guide.
Smart Card Support
Smart cards are credit card–sized and contain integrated circuit cards (ICCs). They can be used to store certificates and private keys and to perform public key cryptography operations, such as authentication, digital signing, and key exchange. Smart cards offer the following security enhancements and benefits:

They provide tamper-resistant storage for protecting private keys and other forms of personal information.

They isolate security-critical computations involving authentication, digital signatures, and key exchange from other parts of the system that do not have a specific purpose for this data.

They enable the portability of credentials and other private information between work, home, and remote computers.
In addition, smart cards use Personal Identification Numbers (PINs) rather than passwords. The smart card is protected from misuse by the PIN, which is known only to the owner of the smart card. To use the smart card, a user inserts the card in a smart card reader that is attached to a computer and, when prompted, enters the PIN. The smart card can be used only by someone who possesses the smart card and knows the PIN.
PINs offer more protection than standard network passwords. Passwords (or derivations such as hashes) are sent over the network and are vulnerable to attacks. The strength of the password depends on its length, how well it is protected, and how difficult it is to guess. In contrast, PINs never travel on the network, so they cannot be stolen.
Windows 2000 supports industry standard Personal Computer/Smart Card (PC/SC)–compliant Plug and Play smart cards and smart card readers that conform to specifications that have been developed by the PC/SC Workgroup. To work with Windows 2000, a smart card must conform physically and electrically to the International Organization for Standardization (ISO) 7816-1, 7816-2, and 7816-3 standards.
Smart card readers attach to standard personal computer peripheral interfaces such as RS–232, PS/2, PCMCIA, and Universal Serial Bus (USB). Readers are considered standard Windows 2000 devices, and they carry a security descriptor and a Plug and Play identifier. Smart card readers are controlled through standard Windows device drivers and are installed and removed by using the Hardware wizard.
Windows 2000 includes drivers for various commercially available Plug and Play smart card readers that are certified to display the Windows-compatible logo. Some manufacturers might provide drivers for noncertified smart card readers that currently work with Windows 2000. Nevertheless, to ensure continued support by Microsoft, it is recommended that you purchase only those smart card readers that display the Windows-compatible logo.
The Windows 2000 CSPs includes smart card CSPs from Gemplus SCA and Schlumberger Limited. These CSPs support smart cards from the respective vendors and work with all smart card readers that display the Windows-compatible logo. The smart card CSPs store the issued certificate and the private key on the smart card.
Each smart card vendor provides software that you must install and use to initialize and configure smart cards before they can be deployed. You can use the vendor’s software to configure PINs and to configure the number of PIN attempts that are allowed to occur before the smart card locks. You also can use the vendor’s software to return locked smart cards to service.
For more information about smart cards, see “Choosing Security Solutions That Use Public Key Technology” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Considerations for Public Key Security
Keep the following considerations in mind when planning to deploy Windows 2000–based computers. You have the option to deploy smart cards for higher security or to map certificates to user accounts in Active Directory. You also have the option to deploy secure mail with Microsoft® Outlook® Express.
Deploying Smart Cards
You can deploy smart cards and smart card readers to provide stronger user authentication and nonrepudiation for a range of security solutions, including logging on over a network, secure Web communication, and secure e-mail.
Smart Card Configuration Options
You have the following options when deploying smart cards:
Force Users to Use the Smart Card Logon Process   Allowing the CTRL+ALT+DEL secure logon sequence for smart card users defeats the purpose of using smart cards. During the transition to smart cards, you must enable both logon methods until users are trained and the smart card logon process has been tested for your domains. Thereafter, however, you can configure individual user accounts (but not security groups) so that the CTRL+ALT+DEL secure logon process is disabled and users are forced to use their smart cards to log on to their computers. To configure individual user accounts, use the Active Directory Users and Computers console (a snap-in to MMC).
Force Systems to Lock Upon Removal of the Smart Card   When a user walks away from a computer with an active logon session and the user fails to secure the computer by logging off or locking the computer, an intruder might use the computer for malicious purposes. If you are requiring the use of smart cards for logging on to computers, you can force the systems to lock when users remove their smart cards from the readers. Use this option as necessary to meet your security needs, especially when computers are used in an environment with easy access by the public. You can configure security options under Security Settings in Group Policy to force groups of computers to lock upon the removal of smart cards.
Deploying Secure Mail
In Windows 2000, secure mail is based on the Secure/Multipurpose Internet Mail Extensions (S/MIME) protocol, which extends the original Multipurpose Internet Mail Extensions (MIME) standard. The S/MIME standard enables the digital signing and encryption of confidential mail. Secure mail can be exchanged between S/MIME clients that run on any platform or operating system. Secure mail clients can send S/MIME messages over the Internet without regard to the types of mail servers that handle the messages between the origin of the message and the final destination, because all cryptographic functions are performed on the clients, not on the servers. Mail servers treat S/MIME messages as standard MIME. The only function of Internet mail servers is to route MIME messages; they do not alter the contents of messages in transit.
Secure Mail Clients
Microsoft supports S/MIME in the Microsoft® Outlook® 98 messaging and collaboration client as well as in Microsoft® Outlook Express version 4 and Outlook Express version 5.
Secure mail with S/MIME uses the industry-standard X.509 version 3 digital certificates and public key technology. To provide message authentication, data integrity, and nonrepudiation, secure mail clients can sign messages with the sender’s private key before sending the messages. The recipients then use the sender’s public key to verify the message by checking the digital signature. Clients require a valid secure mail certificate before they can send signed mail. Recipients must have a copy of the originator’s secure mail certificate (which contains the public key) before they can verify the originator’s signature.
In addition, secure mail clients can send and receive confidential mail. Clients generate random secret bulk (symmetric) encryption keys and use the secret key to encrypt messages for confidentiality. Then they protect the secret bulk encryption key by encrypting it with the public key of each recipient and sending the encrypted key along with the encrypted message to each recipient. Message originators must have a copy of the recipient’s secure mail certificate (which contains the public key) before they can send confidential mail. Recipients use their private keys to decrypt the secret bulk encryption key; then they use the secret key to decrypt the message.
By using secure mail, senders are assured that the integrity of their messages is preserved and that only the intended recipients can read the encrypted mail. Recipients are assured that the message is genuine and originated from the sender. 
The strength of the encryption cryptography that is available for secure mail clients depends on the current export or import restrictions for cryptography that are required by many governments. The actual cryptographic strength that is available to your mail clients depends on the cryptography restrictions that apply for the locality where the mail clients are deployed and for the locality where the mail clients are installed. In general, mail clients with exportable technology provide much weaker security than mail clients with nonexportable cryptography.
Trust for Secure Mail
For secure mail to work, each mail client must have a valid certificate for secure mail and each client must trust the root CA in the certification path of the other client’s secure mail certificates. Certificates can be published in Lightweight Directory Access Protocol (LDAP) directories, public folders, and Web pages to facilitate the distribution of certificates and public keys. In Windows 2000, secure mail certificates are published to Active Directory for the user account that is issued a certificate. You also have the option of configuring Certificate Services to publish certificates to public folders, Web pages, or other LDAP-compliant directory services. Users with mail clients that support LDAP, such as Outlook 98 or Outlook Express, can browse directory services to locate and obtain the published certificates of others.
Secure mail clients must trust the certificates from other correspondents. You can configure secure mail for your organization to trust secure mail certificates that are issued by CAs in your organization or to trust secure mail certificates that are issued by third-party CAs. If you trust only the secure mail root CAs in your organization, secure mail communications are limited to transactions between employees. However, you can enable secure mail transactions with third parties by trusting their secure mail root CAs.
Certificate Services for Secure Mail
You can deploy Certificate Services so that it issues secure mail certificates that work with S/MIME-compliant secure mail clients such as Outlook 98 or Outlook Express. You can use the Certificate Services Web enrollment pages to enroll users and issue secure mail certificates. For more information about Certificate Services, see “Windows 2000 Certificate Services and Public Key Infrastructure” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
In addition, you can use a mail service, such as the Microsoft® Exchange Server version 5.5 client/server messaging and groupware, to provide management services for secure mail. You can deploy Exchange Server and use the Key Management server (KM server) to manage secure mail certificate enrollment for Certificate Services. You can also use KM server to provide key recovery services as described in the following section. For more information about KM Server, see Exchange Server Help and the Microsoft® BackOffice® Resource Kit.
Protecting User Data on Portable Computers
You can take the following steps to protect user data on portable computers in case of theft:

Encrypt all user data with EFS.

Configure the system key.

Secure the private key for recovery.
Encrypting User Data
To provide EFS security for user data on a portable computer, do the following:

Make sure the user’s My Documents folder is empty, and then apply EFS protection to this folder. Therefore, all new files that are stored in the EFS-protected folder are encrypted, and all new subfolders that are created in the EFS-protected folder are protected. Users can create as many folders in My Documents as they need. If you add encrypted files to the folder, the user cannot read those files.

Apply EFS protection for temporary folders that are used by applications. Applications work with only plaintext because EFS operates in the background. If EFS protection is not applied to the folders where the temporary files are stored, applications can save their temporary files as plaintext to the folders. You can also configure applications to store temporary files in EFS-protected folders.

Configure NTFS file system ACLs to prevent users from creating non-EFS-protected folders and from changing EFS settings.
Configuring System Key
Use the Windows 2000 System Key (SysKey) to protect EFS private keys. SysKey uses strong encryption techniques to increase the protection of users’ protected stores, including users’ private keys for EFS.
To configure system key protection 
 1.
Type syskey at the command prompt. This brings up the dialog box shown in Figure 13.7.
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Figure 13.7   System Key Dialog Box

After system key protection is enabled, it cannot be disabled.
 2.
If it is not already selected, click Encryption Enabled, and then click OK. After a reminder that you should create an updated emergency repair disk, you are presented with options for the Account Database Key as shown in Figure 13.8. The default option is a system-generated password that is stored locally.
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Figure 13.8   Account Database Key Dialog Box
 3.
Select the system key option that you want, and then click OK.
 4.
Restart the computer.
When the system restarts, you might be prompted to enter the system key, depending on the key option you chose. Windows 2000 detects the first use of the system key and generates a new random password encryption key. The password encryption key is protected with the system key, and then all account password information is strongly encrypted.
At subsequent startups:

Windows 2000 obtains the system key, either from the locally stored key, the password entry, or insertion of a floppy disk, depending on the option you chose.

Windows 2000 uses the system key to decrypt the master protection key.

Windows 2000 uses the master protection key to derive the per-user account password encryption key that is then used to decrypt the password information in Active Directory or the local SAM registry key.
The syskey command can be used again later to change the system key storage option or to change the password.
Securing the Private Key For Recovery
It is recommended that you remove private keys for recovery agent accounts from the computers by exporting the keys to removable media and then putting the keys in locked storage. This should be done with the default recovery keys before any changes are made to recovery policy.
The Certificate Export wizard accomplishes this purpose. This wizard is available through the Certificates console. For more information about using the Certificates console and the Certificate Export wizard, see Windows 2000 Professional Help or Windows 2000 Server Help.
You must log on as Administrator, because the EFS recovery agent certificate is contained in the personal certificate store for the Administrator account. You can then use the Certificate Export wizard to export the certificate and private key to a removable medium. For information about how to export a certificate and its private key, see Certificates Help.
To delete the private key from the computer, you must select the Delete the private key if the export is successful check box on the Export File Format page of the wizard. When you have completed the wizard, the private key is deleted from the computer and the recovery agent certificate and private key resides in a .pfx file in the folder or drive that you have specified. Now you need to protect the .pfx file by putting it into secure storage.
To protect a .pfx file
 1.
If you created the .pfx file on a floppy disk, the file is right where it should be — on a medium that can be physically removed and locked away in another location. If you did not create the .pfx file on a floppy disk, copy it to a floppy disk and delete it from your hard disk drive.
 2.
Remove the floppy disk and make a backup copy of the .pfx file on another floppy disk. Store both floppy disks in safes or in a secure place. One floppy disk should be stored in a secure offsite location.
You then can use the Certificates console to import the .pfx file to a recovery computer and perform recovery operations. After recovering encrypted files, secure the private key again.
Additional Resources

For information about Active Directory, see “Active Directory” in the Microsoft Windows 2000 Server Resource Kit Distributed Systems Guide. Active Directory stores security data and authenticates users in a domain environment.

For more information about security, see “Distributed Security” in the Microsoft Windows 2000 Server Resource Kit Distributed Systems Guide.

For information about networking, see “Windows 2000 TCP/IP Networking” in the Microsoft Windows 2000 Server Resource Kit Core Networking Guide. Understanding networking is important when establishing secure connections.
