Chapter 18 - Removable Storage and Backup
Managing data allows you to create storage hierarchies and provides ready access to information. Microsoft® Windows® 2000 Professional includes a feature called Removable Storage that can be used to manage the data that is stored in your system. Because backing up the data on your system is one of the most important aspects of data management, Windows 2000 Professional also includes Backup, a tool that uses Removable Storage technology to ensure that up-to-date copies of your data can be readily restored.
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
For more information about the NTFS file system and the FAT file system, see “File Systems” in this book.

For more information about disaster recovery, see “Troubleshooting Tools and Strategies” in this book.
Quick Guide to Removable Storage
Backing up and managing data are essential tasks in maintaining an efficient system, whether you are working on a stand-alone computer or you are working within a network. Use this guide to determine your storage management needs and to learn how to use the backup and storage management features that are included with Windows 2000 Professional.
Understand the basic concepts of data storage management in Windows 2000 Professional.
Removable Storage provides a single interface for managing the data that is stored in stand-alone drives and in storage libraries, and it allocates media to applications. Understand how this feature can help you manage your data and storage media.

See “Overview of Removable Storage” in this chapter.
Use Removable Storage to manage your data.
Review the options provided by the Microsoft Management Console (MMC) Removable Storage snap-in, including those for installing new storage devices and applications and for preparing media. Understand this tool and how to use it to manage the Removable Storage service.

See “Administering Removable Storage” in this chapter.
Troubleshoot problems in using Removable Storage.
Problems in using Removable Storage can be caused by either hardware or software. If Removable Storage cannot configure your devices or if operator requests are failing, review common troubleshooting procedures.

See “Troubleshooting Removable Storage” in this chapter.
Back up your data to protect against disasters.
Regular backups are integral to planning a reliable configuration. Review the types of backup and media that you can use and their relative advantages and disadvantages. Also review the security considerations for backups.

See “Overview of Backups” in this chapter.
Determine the most appropriate backup schedules and methods for your system.
The type of backup that you choose and the backup schedule that you implement depend on several factors, including whether you are working as part of a network or on a stand-alone computer and how often the data on your computer changes. Review some common backup scenarios, and determine which methods best fit your needs.

See “Establishing a Backup Plan” in this chapter.
Back up important system data.
System State data includes protected system files and registry files. Review the methods and important considerations for backing up this type of data.

See “Backing Up System State Data” in this chapter.
Use the Backup tool that is included with Windows 2000 Professional.
Backup allows you to schedule backup jobs on local and remote computers. Review the options for backing up data that this tool provides, and note some important differences between it and the backup tool that is included with Microsoft® Windows NT® 4.0.

See “Using the Backup Tool” in this chapter.
Overview of Removable Storage
Removable Storage provides services to applications and system administrators that facilitate the use, sharing, and management of removable media devices, such as tape drives and robotic storage libraries. The availability of Removable Storage technology eliminates the need for independent software vendors (ISVs) to develop customized solutions and support for these devices on a per-device basis. More importantly, Removable Storage enables multiple applications to share expensive removable media storage devices. This allows the focus of storage applications to be directed to customer features rather than hardware issues.
As shown in Figure 18.1, Removable Storage provides a single set of application programming interfaces (APIs) that allow applications to catalog all removable media (except floppy disks and similar small-capacity media), such as disk, tape, and optical media, which are either stored on shelves (offline) or in libraries (online). Also, by disguising the complexities of underlying robotic library systems, Removable Storage both lowers the costs of developing and operating storage applications and provides consistency to customers who purchase these applications.
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Figure 18.1   Removable Media with and Without Removable Storage
Removable Storage uses media pools to organize media. Media pools control access to media; group media by their use; allow media to be shared across applications; and allow such sharing to be tracked.
Basic Concepts
Removable Storage can be described in terms of five basic concepts: media, physical location, media pools, work queue items, and operator requests. The first item in this list, “media,” is the most fundamental and affects all others. The remaining four items in the list are the top-level nodes in Removable Storage.
Media
Units of media store information. Each unit of media (or “medium,” also referred to as a “cartridge”) is of a certain type, such as 8mm tape, magnetic disk, optical disk, or CD-ROM.
Most types of cartridges have a single side, but some, such as magneto-optic (MO) disks, have two sides. Cartridges and the sides they contain are tracked in Removable Storage and can take on various states as they are entered into a library and used. For more information about cartridges and side states, see “Media Handling and Usage” later in this chapter.
Physical Location
Removable Storage manages two classes of physical locations: libraries and offline media physical locations. Libraries include both cartridges and the means to read and write them. The offline media physical location is a special holder for cartridges that are cataloged by Removable Storage but do not reside in a library.
Libraries
In its simplest form, a library consists of data storage cartridges and a means of reading and writing to the cartridges. A CD-ROM drive is a simple library with one drive, no slots, an insert/eject (IE) port, and no transport. A more complex example of a library is a robotic-based tape library, which can hold up to several thousand tapes, have one or more tape drives, and have a mechanical means of moving tapes into and out of the drives.
Specifically, libraries consist of the following:
Slots   Slots are storage locations in the library. For example, a tape library has one slot for each tape that the library can hold. A stand-alone drive library has no slots. However, most libraries have at least four slots. Sometimes slots are organized into collections of slots called magazines. Magazines are usually removable.
Drives   A drive is a device that can read or write to a cartridge. A tape drive, for example, can read and write to a tape that is inserted into it. All libraries have at least one drive.
Transports   A transport is the robotic device that moves a cartridge from its slot to a drive and back again. Robotic libraries usually have only one transport.
Bar Code Readers   A cartridge can have a bar code label attached, which is a label that can be read by both humans and computers. Libraries that hold cartridges with bar codes attached might have a bar code reader. The single reader is usually mounted on the transport.
Doors   A door is a means for gaining unconstrained access to cartridges in a library. For larger libraries, a door might resemble an actual door. Some libraries have no doors, while others have several.
Insert/Eject Ports   In contrast to doors, which allow unconstrained access to the cartridges in a library, IE ports, also called “mailslots,” control access. When an administrator adds cartridges to a library through an IE port, the cartridges are placed in the IE port and then the library uses the transport to move the cartridges from the IE port to a slot. Some libraries have no IE ports; others have several. Some IE ports handle only one cartridge at a time; others can handle several at one time.
Types of Libraries
A robotic library can have any of the components described in the preceding list. The minimum that a robotic library contains is cartridges, slots to hold the cartridges, one or more drives, a transport, and either a door or an IE port. Robotic libraries are sometimes referred to as changers or jukeboxes. No human intervention is required to place a cartridge in a library in one of its drives.
A stand-alone drive library, or stand-alone drive, is a special kind of library. A cartridge must be placed in a drive manually. The CD-ROM drive on most desktop computers is a stand-alone-drive library. Removable Storage treats stand-alone drives as libraries with one drive and an IE port. An application does not need to know whether a cartridge is mounted by a transport or a human.
Offline Media Physical Location
The offline media physical location is where Removable Storage lists the cartridges that are not in a library. The physical location of cartridges in an online library is the library in which it resides. Cartridges that are not in any of these libraries, such as archived backup tapes on a shelf, are offline media and reside in the offline media physical location. When a user or administrator moves an offline medium into a library, Removable Storage changes its physical location to be the library into which it was placed. When a cartridge is taken out of an online library, Removable Storage designates its locations as the offline media physical location.
Media Pools
A media pool is a logical collection of cartridges that share some common attributes. A media pool contains media of only one type, but media in the media pool can reside in more than one library. Each cartridge is in a media pool. Both sides of a two-sided cartridge are always in the same pool.
Each media pool can control access to the media that belong to it. Although these permissions do not control access to the data that is contained on the cartridges, they do control the how the cartridges are manipulated, including an application’s ability to move a cartridge from the pool or to allocate a cartridge for its own use.
Media pools can be used hierarchically. A media pool can be used to hold other media pools, or it can be used to hold cartridges. An application that needs to group media of several types into one collection can create one application media pool for the whole collection and then additional media pools within the original pool — one for each media type. The free pool, for example, contains a media pool for each media type. There are two classes of media pools: system and application. System media pools are created by Removable Storage for its own use and include the free pools, import pools, and unrecognized pools. Application media pools are created by applications to group media. Grouping media is especially important if several applications share the libraries that are attached to a system.
System Pools
The system pools are used to hold cartridges that are not currently in use. The free pool holds unused cartridges that are available to applications, and the unrecognized and import pools are temporary holding places for cartridges that have been newly placed in a library. For more information about how Removable Storage uses these pools, especially the unrecognized pools and import pools, see “Media Handling and Usage” later in this chapter.
Free Pools   The free pools support sharing cartridges among applications. They contain cartridges that are freely available to any application, and they hold no useful data. An application can draw cartridges from the free pools, and it can return cartridges to the free pools when the cartridges are no longer needed.
Unrecognized Pools   When a cartridge is placed in a library, Removable Storage tries to identify it. If it has not seen this particular cartridge before, has not identified the format of the cartridge, or has not identified the application that last wrote data to the cartridge, Removable Storage places the cartridge in the unrecognized pool for its media type. Blank cartridges are treated this way. Cartridges in the unrecognized pools might have data on them, but Removable Storage cannot read any data on these cartridges, and they are not cataloged.
Import Pools   If Removable Storage can identify the format or the application that is associated with a cartridge that has just been placed in a library but has not been seen before, it places the cartridge in the import pool. For example, if an administrator places a tape written by Backup on one system into a library that is attached to a second system, the instance of Removable Storage on the second system recognizes that the tape was written using Microsoft Tape Format (MTF) and places it in the proper media type import pool.
Application Pools
Each application that uses cartridges managed by Removable Storage uses one or more application pools. Applications can create these pools, or they can be created by using Removable Storage. Permissions for application pools can allow applications to share pools or to assign each application its own set of pools.
Work Queues
When applications make a library request, Removable Storage places the requests in a queue and processes them as resources become available. For example, a request to mount a tape in a library results in a mount work queue item, which might wait until a drive is available.
Table 18.1 describes the states that a work queue item can have while it is being handled by Removable Storage.
Table 18.1   Work Queue States
State
Description
Queued
A work item is queued from the time an application issues a request until the time Removable Storage examines the request.
In Process
A work item is in process when Removable Storage is actively working on completing it.
Waiting
If Removable Storage examines the request and finds that one or more of the resources that are needed to satisfy the request is busy (for example, the requested drive is being used by another application), the request enters the waiting state.
Completed
When Removable Storage completes the request, the work queue item for that request enters the completed state.
Failed
If Removable Storage is unable to complete the request, the work queue item for that request enters the failed state.
Operator Requests
Note   “Operator” as used here, is synonymous with “administrator.”
Sometimes, even with robotic libraries, manual assistance is needed to complete a request or perform maintenance or support. If an application requests that a cartridge in the offline media physical location be mounted, the cartridge has to be manually entered into an online library; this generates a request to the operator to enter the cartridge.
A Removable Storage operator request is a request for an administrator to perform a task. Operator requests can be issued by Removable Storage or by Removable Storage client applications, and they are displayed in the Removable Storage console. Removable Storage generates operator requests in the following situations:

Cartridges must be moved online because an application has initiated a mount request for a cartridge that is offline.

There are no available cartridges online. The administrator can supply either new cartridges or available offline cartridges to satisfy the request.

A device failed and requires service.

A drive needs to be cleaned, and there is no usable cleaner cartridge available.
Operator requests can be presented to an administrator through the Windows 2000 Messenger Service or through the system tray. An administrator can complete or refuse the request. The operator request states are described in Table 18.2.
Table 18.2   Operator Request States
State
Description
Submitted
The operator request is waiting for the operator to complete the requested operation.
Refused
An operator has indicated that the requested action is not going to be performed.
Completed
An administrator has indicated that the action was completed, or Removable Storage has detected that the action was completed.
Administrators can satisfy or cancel operator requests. After he or she satisfies an operator request, the administrator must acknowledge the request in the Removable Storage console. When an administrator cancels an operator request, Removable Storage notifies the application that generated the request. Removable Storage saves operator requests for less than one hour after they have been satisfied or canceled.
Removable Storage Service
Removable Storage can perform the following requests made by client applications:

Mount and dismount cartridges

Clean drives

Add and remove cartridges

Check the inventory of the library

Enable and disable libraries, drives, or cartridges

Provide access to media and library attributes
Removable Storage provides these services to client applications by means of an API that hides the details of the various drives and libraries. Removable Storage implements a generic changer model, which incorporates all essential aspects of libraries and drives. Removable Storage drivers map real drives and changers to this model.
Removable Storage can move cartridges within a robotic-based library. The cartridge-moving hardware (usually referred to as a “transport”) on robotic libraries varies widely. Some robotic libraries have hands that grab cartridges and move them from a home storage location (usually referred to as a “slot”) to a drive. Other types of robotic libraries move magazines that contain cartridges and then push individual cartridges into drives. A mount request from a Removable Storage application mounts cartridges of either description. Figure 18.2 shows the Removable Storage components.
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Figure 18.2   Removable Storage Components
Media Handling and Usage
The primary function of Removable Storage is to move cartridges within and between libraries and control access to those cartridges. While Removable Storage is handling the cartridges, they have states associated with them that determine which operations are permitted and which are prevented. While a cartridge is available, for example, any application can claim the cartridge for its own use; however, a cartridge that is in use by one application cannot be claimed by another application.
There are two sets of media-related states that govern most of the handling and usage by Removable Storage and its applications: media states and side states.
Media Naming
When new cartridges are placed in a library, Removable Storage assigns an initial display name to the cartridge. This name is derived from several sources, including the on-cartridge label and the bar code. The rules include the following:

If the cartridge has a bar code label, its alphanumeric value is used as the display name.

If the cartridge is single-sided and has a recognized label type, the name is taken from the label. If the format is Microsoft Tape Format (MTF), the label is taken from the MTF header. If the format is a file system, the name is taken from the volume name.

The sequence number is used.
Media States
The states associated with cartridges reflect the fact that the operations performed on them mostly involve movement. Table 18.3 describes the Removable Storage media states.
Table 18.3   Media States in Removable Storage
Physical Media State
Description
Idle
The cartridge is in a slot in a library or on a shelf in the offline physical location.
In Use
Removable Storage is in the process of moving the cartridge.
Mounted
The cartridge is in a drive, but it might not be accessible yet.
Loaded
The cartridge is in a drive, and the contents of one of its sides are accessible.
Unloaded
The cartridge is still in a drive, but the contents of the side that was loaded are no longer accessible.
A side is accessible if an application can perform input/output (I/O) operations on it. This definition is important because inserting a tape into a drive does not necessarily make its contents accessible. For some tape drives, a portion of the tape must be pulled out of the cartridge and wrapped around the tape drive head, a process that is sometimes referred to as loading.
Side States
Because data is stored on a cartridge side, the states associated with the sides reflect usage rather than physical location. Table 18.4 lists and describes the Removable Storage side states.
Table 18.4   Side States in Removable Storage
Side State
Description
Allocated
A side that has been claimed for use by an application. The side is not available to any other application.
Available
A side that is available to be claimed and used by any application. 
Completed
A side that is in use, but can no longer be used for write operations. The side is physically or logically full.
Decommissioned
A side that can no longer be used because it has crossed a usage threshold. It has reached its allocation maximum (specified by the administrator or an application) and cannot be used again.
Unrecognized
A side whose label types and label IDs are not recognized by Removable Storage.
Imported
A side whose label type is recognized by Removable Storage, but whose label ID is not recognized. It is a new side that Removable Storage has not seen before, but whose format is recognized by Removable Storage.
Inaccessible
An inaccessible side of a multisided cartridge that is in a drive.
Incompatible
A side that is not compatible with the pool in which its cartridge was identified. The cartridge that contains this side must be ejected immediately from the library. 
Reserved
The second side of a two-sided cartridge. It is unavailable for allocation to all but the application which already has the first side allocated.
Unprepared
A side that is not claimed or used by any application but does not have a free label on it. This is a temporary state. Applications cannot allocate unprepared cartridges. See the following discussion about the interplay between media states and pools.
Free Media
Sides that are freely available for any application to use are in the available state in the free pool. Removable Storage writes a special label (called a “free label”) on these cartridges to clearly identify that these cartridges hold no useful data. While Removable Storage is in the process of writing a free label, it marks the side as “unprepared.” This is usually a transitory state, but it can persist if, for example, the cartridge with the side being labeled is in the offline physical media location. Such a side stays in this state until it is inserted into a library. Any transition into the available state causes a free label to be written and, therefore, passes through the unprepared state.
When an application needs to claim a side, it allocates an available side, which changes the state of the side from “available” or “imported” to “allocated.” An application allocates a cartridge that is in the imported state when it needs data that is on the new side. When the application no longer needs any of the data on the side, it deallocates the side, which returns the state of the side to available.
When a cartridge is full — either the side can hold no more data, or the application can write no more data  —  an application can mark the cartridge as complete.
Removable Storage keeps track of the number of times that a side is allocated. When this count crosses a certain threshold, the side is decommissioned. This count is checked each time a side is deallocated. To set the threshold for the number of times that a side can be allocated, right-click the media pool that contains the cartridge, and select Properties.
Because the sides of a two-sided cartridge are allocated separately, it is possible for an application to try to allocate both sides or to have the second side claimed by a different application. This can be problematic, especially when cartridges are moved between systems. To eliminate this problem, Removable Storage places the second side of a two-sided cartridge in the reserved state when an application allocates the first side of the cartridge. Only the application that allocated the first side can allocate the reserved second side. If the application determines that it does not need the second side, it can change the state of the second side back to available.
When an application deallocates one side of a cartridge that contains reserved sides, Removable Storage changes the state of all reserved partitions to available.
Administering Removable Storage
Systems with a few stand-alone drives and a single Removable Storage-aware application usually require no Removable Storage administration. Systems with more complex configurations, such as those with tape or optical disk libraries or with multiple Removable Storage-aware applications, do require administration, however. There are also rare cases in which a Removable Storage-aware application requires some administration on a system with a simple configuration.
For information about drives and robotic libraries that are supported for use with Windows 2000, see the Hardware Compatibility List (HCL) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. Each supported robotic library has its own configuration method and options. See the HCL for the proper configuration settings for all supported drives and robotic libraries.
Installing and Configuring Removable Storage-aware Applications
Removable Storage-aware applications usually can perform any Removable Storage configuration or setup that they need when they are installed. If such an application requires an application media pool, for example, the pool must be created and the permissions set at the time the application is installed.
Some applications use their own format or labeling scheme. For Removable Storage to correctly process on-media identifiers (OMIDs) on the sides that are written by these applications, it requires a special dynamic-link library (DLL) file that can read the label and determine the OMID. Such a DLL is called a media label library (MLL), and the client applications that use them must install them.
Preparing Media
Most applications draw available cartridges from the free pool. Placing cartridges in the free pool is also called “preparing” the media, and it must be done either by a Removable Storage-aware application or by an administrator. If your Removable Storage-aware applications do not prepare media automatically, you might have to use Removable Storage to do so manually. You can prepare media in the unrecognized pool, and if you are certain that the cartridges contain no useful data, you can prepare media in the import pool. You can also prepare available cartridges in application pools, but Removable Storage does not prepare allocated media.
To prepare a tape, in the Removable Storage console, right-click the media in the details pane, and then click Prepare.
Controlling the Service
Removable Storage is configured to start when you start your computer. Although you can change the service to be started manually, this is not recommended because starting the service manually creates problems with several applications that are included with Windows 2000, such as Backup. As with other Windows 2000 services, Removable Storage can be stopped, started, and restarted by means of the service control manager.
Device Configuration
Removable Storage relies on Plug and Play to tell it what devices are attached to a system, but it must match drives with robotic libraries. If Plug and Play indicates that a robotic library is attached to a system, Removable Storage reviews the list of drives that are also attached and detects which ones are inside the robotic library and which ones are stand-alone drive libraries. If the rules for autoconfiguration are followed, Removable Storage can do this mapping entirely on its own; if these rules cannot be followed, you must manually map drives to robotic libraries.
Auto-Configuration
Removable Storage auto-configures robotic libraries if the following are true:

Robotic library hardware units support drive element address reporting with the small computer system interface (SCSI) command ReadElementStatus. Consult the manufacturer to find out whether your library hardware unit supports this feature.

All drives inside a robotic library are on the same SCSI bus as the library.
Manual Configuration
Because not all library hardware units and system configurations support the auto-configuration feature, Removable Storage provides a method for manually configuring library hardware units. However, use this method only when it is necessary because Removable Storage cannot detect manually configured changes. In general, configure Removable Storage manually only when it detects a robotic library that it cannot configure. After you set it for manual configuration, a changer cannot be autoconfiguration even if its configuration is changed.
In most cases, Removable Storage starts autoconfiguration after you install, move, or remove hardware. This happens automatically when you restart after adding a device. For changers that cannot be auto-configured, Removable Storage adds incomplete registry entries and generates an operator request for manual configuration.
To manually configure Removable Storage
You must complete all of the following steps to manually configure Removable Storage:
 1.
Stop Removable Storage.
 2.
Back up the Removable Storage database by copying the files in %SystemRoot%\System32\NtmsData to a secure temporary folder.
 3.
Restart Removable Storage. Removable Storage displays all drives that are not mapped to a changer as stand-alone drive libraries, including ones that are actually in the changer but are unmapped.
 4.
Empty all drives on your system.
 5.
Place a cartridge in a drive in the library that you are trying to configure, either by opening the library door or through a front panel and IE port. (See your changer’s documentation for details about how to do this.) In the console, click Refresh for each stand-alone drive, and then find the drive that shows that it contains cartridges. On the Device Info property page, note the device name. Complete this step for each drive in the changer that you are trying to configure.
 6.
From the Start menu, click Run, and then type one of the following:

regedt32.exe

– Or –

regedit.exe
 7.
Click OK.

Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
 8.
In the Removable Storage configuration information in the registry subkey HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\NtmsSvc\Config, create a REG_DWORD entry called AutoCfg and set the value to 0.
 9.
Stop Removable Storage.
10.
The Config subkey contains a subkey for each changer (such as Changer0) and a subkey for each stand-alone drive. Each changer subkey contains an entry for each drive bay in the changer, such as DriveBay0.
11.
For each drive bay entry that has the value “???”, replace that value with the device name (without any initial “\” or “.” characters — for example, “Tape3”) of the drive in that bay.
12.
Close the registry editor.
13.
Restart Removable Storage. Removable Storage reads the new configuration information and initializes the devices. After Removable Storage is initialized, mount a cartridge in each drive in the library.

If a configuration is incorrect, Removable Storage generates an error message either during initialization or when the cartridge is mounted.

If Removable Storage does not generate any error messages, the manual configuration was successful.
14.
If the manual configuration was unsuccessful, stop Removable Storage. Copy your backup version of the Removable Storage database files back to the %SystemRoot%\System32\NtmsData\ folder to restore the database, and restart the manual configuration process.
Using the Removable Storage Console
The snap-in can be started from the storage node in Computer Management or directly from the command line, by running Ntmsmgr.msc. It allows you to perform several tasks, including inserting and ejecting media, setting inventory methods, and cleaning drives.
Inserting and Ejecting Media
Removable Storage uses a library’s IE port or door for inserting and ejecting cartridges. When you use a door access to enter or remove cartridges, consult the property page for the library and the documentation for the changer to determine the proper slot numbers. Most changers label each slot clearly, but some do not.
Caution   If during a door access you exchange cartridges in libraries that do not have bar codes, run a full inventory after you complete the door access. The change is not detected by a fast inventory, and an identity mismatch occurs the next time a cartridge in the slot is mounted.
Table 18.5, Table 18.6, and Table 18.7 show the results of moving CD media, tape media, and optical/rewritable media among the media pools.
Note   Because CDs are read-only, Removable Storage does not allow them to be placed in the free pool.
CDs appear in the unrecognized pool only if they are formatted with a file system that Windows 2000 does not recognize. For more information about Windows 2000 file systems, see “File Systems” in this book.
Table 18.5   Moving CD Media Among Media Pools
From/To
Import Pool
Unrecognized Pool
Application Pool
Import
N/A
Not Allowed
OK
Unrecognized
Not Allowed
N/A
Not Allowed
Application
OK
Not allowed
N/A
Table 18.6   Moving Tape Media Among Media Pools
From/To
Free Pool
Import Pool
Unrecognized Pool
Application Pool
Free
N/A
Not Allowed
Not Allowed
Retains Free Label until application writes new label.
Import
Write Free Label
N/A
Not Allowed
Not Allowed.
Unrecognized
Write Free Label
Not Allowed
N/A
Not Allowed.
Application
Write Free Label
Not Allowed
Not Allowed
Retains current label.
Table 18.7   Moving Optical/Rewritable Media Among Media Pools
From/To
Free Pool
Import Pool
Unrecognized Pool
Application Pool
Free
N/A
Not Allowed
Not Allowed
Retains Free Label until application writes new label.
Import
Write Free Label
N/A
Not Allowed
Retains label already on media.
Unrecognized
Write Free Label
Not Allowed
N/A
Not Allowed.
Application
Write Free Label
Not Allowed
Not Allowed
Retains current Label. Both sides are moved.
Inventories
There are two types of inventories, fast and full. You can set the default inventory method in the library’s property page in the Removable Storage console.
Note   In the Removable Storage console, all nodes beneath Physical Locations, except Off-line Media, are considered libraries.
A fast inventory checks for slot state changes between full and empty. If the Removable Storage database indicates that a slot has a cartridge in it, but the fast inventory shows that it no longer has a cartridge, Removable Storage marks the cartridge that was in the slot as offline. If a slot was empty and is now full, Removable Storage identifies the cartridge in the slot. Slots that remain full are assumed to contain the same cartridge. Full inventory actually identifies each cartridge. This can take time, unless the cartridges have bar code labels. A full inventory of bar code–labeled cartridges reads only the bar codes. A full inventory of cartridges that are not bar coded reads the on-media identifier on each cartridge in the library.
Cleaning Drives
Some drives, especially tape drives, require periodic cleaning. A light on the front of the drive usually indicates whether a drive is dirty; a dirty drive can cause most I/O operations to fail. In most circumstances, a drive detects that it is dirty while a Removable Storage client application is running. How the client application handles this situation is usually described in the documentation for that application; for some changers, Removable Storage can clean the drive automatically after the application has finished using it.
In the Removable Storage model of device maintenance, each library unit can contain one cleaner cartridge. There is a wizard available through the console, which you can use to insert a cleaning cartridge into each library that supports automatic cleaning.
Removable Storage maintains a usage count for each cleaner cartridge. When a cleaner reaches its maximum usage count, Removable Storage generates an operator request. If the administrator ejects a cleaner cartridge before it has reached its maximum usage count, Removable Storage displays the usage count information. To see the remaining number of available cleanings without ejecting the cleaner cartridge, right-click the media pool that contains the cleaner cartridge and select Properties. Click the Media tab; the remaining number of cleanings available is displayed.
Caution   Problems occur if Removable Storage attempts to identify a cleaning cartridge as a regular cartridge. These problems might appear if the database becomes inconsistent or is restored from an old backup. Most drives treat cleaning cartridges differently from regular cartridges, and this behavior can cause error messages that make it appear as if Removable Storage or the library is malfunctioning. Never start Removable Storage for the first time with a cleaning cartridge in the library or attach a new library that has a cleaning cartridge inside. In both cases, Removable Storage performs a full inventory of the library, which includes trying to identify each cartridge. In addition, never insert a cleaning cartridge by using the same mechanism that is used for ordinary cartridges. If there is any doubt about the consistency of the Removable Storage database, remove the cleaning cartridges from the attached libraries.
Work Queue Items
You can use the property page for the work queue item to control how long completed and failed work queue items are retained. You can set the work queue to retain failed items to investigate problems. The property page for each failed item shows the reason for the failure.
During startup you might see a number of canceled work queue items. If there are work queue items still queued when Removable Storage is shut down, they are canceled the next time Removable Storage starts.
Operator Requests
The two available methods for making an operator request are Windows 2000 Messenger Service and a system tray icon. When the messenger service is selected, an message appears whenever there is an operator request. Make sure that the Messenger Service is running if this option is selected, and then open Removable Storage to view the operator request queue.
If the system tray method is selected, a system tray icon appears whenever there is an outstanding operator request. Clicking the system tray icon displays the Removable Storage snap-in operator requests node that is used to refuse or complete requests. All operator requests must be completed or refused.
The property page of the operator request node in Removable Storage allows you to set how long to retain completed and failed (including canceled) operator requests. It also provides buttons that can be used to process deleted, completed, and failed operator requests immediately. The Default button deletes all requests that are specified by the controls on the properties sheet; the Delete all now button deletes all completed and failed requests.
Library and Drive States
A library is online while it is operating and connected to the computer that is running Removable Storage. A library is not present if it is not operating or if it is disconnected from the computer. Both robotic and stand-alone libraries can be either online or not present. If a library is removed, delete the library from Removable Storage manually. Removable Storage does not delete libraries automatically in case the library is disconnected inadvertently or temporarily.
Drives in offline libraries are offline, but cartridges in offline libraries are considered online because they reside in a library. Offline media physical locations, then, are different from offline libraries.
Troubleshooting Removable Storage
Problems with Removable Storage can be caused by either hardware or software. The information that is required for you to resolve either type of problem is contained in the following paragraphs.
Configuration
If you are having problems with Removable Storage configuring your devices, please consult the HCL to make sure your device is supported. If the device is supported, make sure you have configured it according to the guidelines that are listed in the HCL. Many changers support multiple operational configurations, but Removable Storage requires specific settings.
Make sure that the hardware is configured correctly. If the device is attached to the host by means of a SCSI bus, ensure that the bus is configured correctly, with no SCSI ID collisions, with proper termination, in accordance with all cable length and SCSI controller parameters, and so on. Advanced Technology Attachment (ATA) devices must be properly configured as master, slave, or stand-alone devices.
If the hardware is configured properly, make sure that Windows 2000 has found the devices and has loaded the drivers for them. Make sure you see your changer under Media Changers in Device Manager and that you see any drives under Disk drives or Tape drives. If a driver is loaded, check the system Event Log to see if the driver encountered an error when it initialized the device.
If all the devices are working properly but Removable Storage is still unable to configure them automatically, configure the devices manually.
Operation
If a work queue item is failing, check its property page for the reason for the failure.
If your library is configured correctly, but it begins malfunctioning, check the system log. Look for Removable Storage messages and for changer, drive, and controller error messages. If these devices are experiencing errors, take appropriate actions to clear the errors, such as power cycling or resetting the device.
Operations can begin failing when the system runs low on system resources, such as memory or disk space. Check the system Event Log to determine whether this is the case.
If the devices and the system appear to be operating normally, try stopping and restarting Removable Storage.
If known cartridges are always placed in the unrecognized pool when they are inserted, or if mount requests fail because of an OMID mismatch, the MLL might be missing or installed incorrectly. Information about MLLs is contained in the registry entry HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NTMS\OMID\Tape.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
The folder %SystemRoot%\System32 usually contains all media label library DLLs and is accessible only by administrators.
Overview of Backups
Regular backups of local hard disks prevents data loss from disk drive failures, disk controller errors, power outages, virus infection, and other possible problems. Backup operations that are based on careful planning and reliable equipment make file recovery easier and less time consuming.
Windows 2000 Professional provides a tool called “Backup” for use with your computer. It can back up data to tape or to a compressed file. You can even store your backup file on a network share.
Backup Types
Backup can perform several types of backups:
Normal   A normal backup copies all selected files and marks each as having been backed up. Normal backups are the easiest to use for restoring files because you need only the most recent backup file or tape to restore all of the backed up files. Normal backups take the most time because every file that is selected is backed up, regardless of whether it has changed since the last backup.
Incremental   An incremental backup backs up only those files that have been created or changed since the last normal or incremental backup, which can reduce the amount of time that is required to complete the backup process. It marks files as having been backed up. You should create a complete normal backup of your system before you run incremental backups. If you use a combination of normal and incremental backups, you must have the last normal backup set as well as every incremental backup set that has been made since the last normal backup — in chronological order — to restore your data.
Differential   A differential backup copies files that have been created or changed since the last normal or incremental backup, which can reduce the amount of time that is required to complete the backup process. It does not mark files as having been backed up. You should create a complete normal backup of your system before you run differential backups. If you are doing normal and differential backups, you must have the last normal backup set and the last differential backup sets to restore your data.
Copy   A copy backup copies all selected files, but it does not mark each file as having been backed up. Copying is useful to back up files between normal and incremental backups because it does not affect other backup operations.
Daily   A daily backup copies all selected files that have been modified on the day that the daily backup is performed. The backed up files are not marked as having been backed up.
Some backup types use a backup marker, also known as an “archive attribute,” to track when a file has been backed up. When the file changes, Windows 2000 marks the file to be backed up again. Files or directories that have been moved to new locations are not marked for backup. Backup allows you to back up only files with this marker set and to choose whether or not to mark files when they are backed up.
Make sure that all applications are closed and that no one is using network shares on your computer when you perform backups. Any files that are open or in use when the backup process is run probably are not going to be backed up, which negates the value of the backup.
Caution   Backups protect against data loss that is caused by a virus. Because some viruses take weeks to appear, keep normal backup tapes for at least a month to make sure that you can restore a system to its uninfected status.
Storage Devices and Media
Windows 2000 can back up files to a variety of storage devices, including tape drives. Data can be backed up to disk volumes, removable disks, or network shares, or to a library of disks or tapes that are organized into a media pool and controlled by a robotic changer. If you do not have a separate storage device, you can back up to another local hard disk or to floppy disks.
Storage Devices
Storage technology changes rapidly, so it is important to research the merits of various media before you make a purchase. Take into account drive and media costs, as well as reliability and capacity, when you select a storage device. Ideally, a storage device should have more than enough capacity to back up all of the combined space of all local hard drives and be able to detect and correct errors during backup-and-restore operations. For information about supported storage devices, see the Hardware Compatibility List (HCL) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Tip   To make sure that your storage devices and cartridges are working correctly, verify your backups by performing test restores.
Media Types
The most common type of medium is magnetic tape. The tape drives that are commonly used for backup include a quarter-inch cartridge (QIC), digital audio tape (DAT), 8mm cassette, and digital linear tape (DLT). High-capacity, high-performance tape drives usually use SCSI controllers. Other types of media include magnetic disks, optical disks, and CD-ROMs (CD-R and CD-RW).
Security Considerations
There are several steps that you can take to enhance the security and operation of your backup-and-restore operations. You should also take steps to secure your backup cartridges.
When you develop a backup plan, consider the following methods:

Secure both the storage device and the backup cartridges. Data can be retrieved from stolen cartridges and restored to another computer.

Back up an entire volume by using the normal backup procedure. In case of a disk failure, it is more efficient to restore the entire volume in one operation.

Always back up the System State data to prevent the loss of local user accounts and security information.

Keep at least three current copies of backup cartridges. Store one copy at an off-site location in a properly controlled, secure environment.
Backup and Restore Rights
In many cases, the local administrator performs backup and restore operations on Windows 2000 Professional systems. However, when Windows 2000 Professional is used as a file server in a peer-to-peer, local area network (LAN), backup and restore rights can be given to a user without granting full administrative privileges.
Important   You must be a member of the Administrators group to restore the System State, but members of the Backup Operators group can restore files.
If you are the system administrator of a networked computer with shared volumes or of a publicly-used computer, you should extend backup and restore rights only to those users who are responsible for backing up the computer. This is done by adding the user to the Backup Operators local group. In a high-security environment, only you should restore files, although it is a good idea to train personnel to perform all restore tasks in the even that you are unavailable.
Caution   A person who does not have permission to write to a file might have permission to restore the file. During restoration, such permission conflicts are ignored and the existing file can be overwritten.
File Permissions
In Windows 2000, access to NTFS files is limited by NTFS file and folder permissions, share permissions, and file attributes. You cannot back up or restore NTFS files to which you do not have access rights unless you are a member of either the Administrators or Backup Operators local group.
Note   Neither of the file allocation table (FAT) file systems (FAT16 and FAT32) provides file permissions.
Storing Backup Media
You should store some data off-site for long-term storage or to have available in the event of a disaster; however, other data needs to be readily available.
Caution   Backup cartridges lasts longer in cool, humidity-controlled locations. Your storage area should also be free of magnetic fields, such as those near the backs of computer terminals and telephone equipment.
Daily backups, whether full or incremental   Store cartridges in a fireproof safe or cabinet to protect against natural disaster, theft, and sabotage.
Copies of cartridges   If more than one copy of a software program is purchased, store one off-site if this is possible. If you have only one copy, back it up to a cartridge, label it as a backup, and store the original off-site. If you have to reinstall software, you can restore it from the backup to a computer that is running Windows 2000.
For highly confidential data that must be stored off-site, consider assistance from a company that specializes in secure data storage. If the cost or logistics of such protection is too great, use an alternative solution, such as a safe-deposit box or an off-site fireproof safe that is designed to protect magnetic media (assuming your backups are not stored on writable CD-R disks).
For maximum security, store the following items off-site:

A full, normal backup of the entire system, performed weekly.

Original software that is installed on computers. (Keep only copies on-site.)

Documents that are required for processing an insurance claim, such as purchase orders or receipts.

Information that is required to get network hardware reinstalled or reconfigured.

Information that is required to reconfigure your storage subsystem.
Tip   Make sure that your off-site storage location is bonded.
Establishing a Backup Plan
When you develop your backup plan, keep the following in mind:

Be sure you have spare hardware and cartridges on hand in case of a failure.

Test backed-up data regularly to verify the reliability of your backup procedures and equipment.

Include stress testing of backup hardware (storage drives, optical drives, and controllers) and software (backup program and device drivers).
There is a range of system configurations that can affect your backup strategies. At one end of the range is a simple, stand-alone computer with one user. At the other is a workgroup network with a computer that is hosting a network public file share.
Caution   Backup does not back up files on computers that are running MS-DOS. Consider reserving some space on a network share so that users of MS-DOS and Microsoft® Windows® version 3.1 can copy important files. After these files are on the network share, they can be backed up during regular file server backups.
You can work out a backup solution by following these four steps:
 1.
Research and select a device on which to record your backups. When considering new backup hardware, be sure to consider its reliability, speed, capacity, cost, and compatibility with Windows 2000. The cartridges should provide more than enough space to back up all of your data.
 2.
If necessary, install a controller card in the computer. If you choose to use a SCSI-based tape drive, put the tape drive on its own controller.
 3.
Connect your new backup drive to the computer so that you can back up the System State data. If you are using an external SCSI drive, start the drive before you start the computer so that the driver can be loaded properly.
 4.
Establish a backup cartridge rotation schedule. You need to continue making backups as long as data is created or changed.
Over a period of time, you should use several separate disks or tapes when you run your backup regimen. By using multiple disks or tapes instead of repeatedly using the same disk or tape, you gain additional benefits with your backup program:

It preserves access to multiple versions of data files in case a user needs to restore an older copy of a data file.

If the last backup fails as a result of a bad cartridge, you have a backup from the previous process.

You extend the useful life span of each cartridge.
Tip   Have several extra, new, blank, formatted media available in case of cartridge failure. Regularly scan the Backup log for errors that might indicate that a backup cartridge is beginning to fail.
Be sure to clean a tape drive’s recording heads regularly. Failure to do so can lead to unusable backups and the premature failure of the tape drive. See the tape drive manufacturer’s recommendations for the proper method and frequency of cleaning.
Stand-alone Computer
You need to choose a backup medium to use. If the quantity of data that you need to backup is small, a removable hard disk or writable CD might be all that you need. However, for more flexibility and capacity for growth, tape is still the backup medium of choice.
After your tape drive is installed, decide on a backup schedule and the types of backups. If the data that is created on a daily basis is irreplaceable, daily backups are recommended. If the data is less valuable, the frequency of backups can be less often. It should be recognized, however, that the longer the period between backups, the greater the potential for loss. Just as it is unwise to work on a document all day without saving the file, it is unwise to work on a document all week with backing it up. The value of the data should help you determine the appropriate frequency of backups.
The type of backups you make determines how easy or difficult it is to restore the data in an emergency. The compromise is between security and convenience. If you choose to run full, normal backups every day, you can restore lost data easily, but the backups can take a substantial amount of time (depending upon the quantity of data to be backed up and the data transfer speed of the recording device). If you choose to make incremental backups for a month after making a full backup, you save substantial time in the backup process. However, to fully restore a corrupted hard disk, it is likely to require that you restore the normal backup, then each incremental backup in successive order. Substituting a differential backup for the incremental backup shortens the restore process, but as each day’s backup process takes more time than the previous day, the total accumulation of changed files continues to grow. In addition, you can lose the ability to retrieve earlier versions of document files, unless you use separate cartridges for each differential backup.
Method One
Computers that contain frequently changing data, that contain data that is hard to replace or reproduce, or that provide a public network share should be backed up daily. Run a full, normal backup every Friday. Every Monday through Thursday run a differential backup to a different tape or disk. After the second Friday, full backup has been successfully made, put the first full backup away as a temporary archive. Then after every following Friday’s full backup, alternate the full backups as temporary archives. On every eighth Friday, save the full backup as a permanent archive, which should be stored in a secure, off-site location. Over the course of a year, this method uses at least 14 tapes or disks.
Note   If the computer is used seven days a week, add a Saturday and Sunday differential backup to the schedule.
Use new tapes if you choose to make permanent archives on tape.
Method Two
If the computer is used less often or if the data is not as valuable, consider making one incremental backup each week for three weeks and one full, normal backup every fourth week, alternating the full backups between two cartridges to ensure that at least one always exists. This reduces the amount of time spent creating backups, but it also reduces protection against data corruption or erasure. Over the course of a year this method uses at least fives tapes or disks.
Workgroup LANs
The following scenario illustrates a possible approach for backing up a small network that consists of a computer that is running Windows 2000 Professional and that is hosting a public file share for 20 other client computers.
Connect a tape drive to the share host computer. From the share host computer, you can back up user files on remote computers that are running Microsoft® Windows for Workgroups, Microsoft® Windows 95, Microsoft® Windows 98, Microsoft® Windows NT®, and Microsoft® Windows 2000. (See the two suggested methods for doing this that follow.) Establish a tape rotation schedule. If conserving tapes is a requirement, back up clients less frequently than you back up the share host and encourage users to copy critical files to the network share at the end of the day.
In the descriptions of the following methods for backing up remote computers, the computer that contains the data to be backed up is called “Data.” The computer that runs the backup process is called “Target.”
Method One
Back up Data locally to disk. Use a networked backup or Xcopy to move the resulting backup file to Target. Make sure you run a backup verification pass that compares the data on Data and the data on Target on a regular basis. Ethernet or Token Ring transfer speeds usually are approximately 1 megabyte (MB) per second if the network is not busy. You can use this transfer rate and the total amount of data being transferred to estimate the transfer time. If the transfer time is too long, you might need to use a faster network connection or a different backup method.
Method Two
Copy the data that you want to back up to another disk or disks on Data. Bring Data online, and copy the data by using a backup device that is connected to Data. You can also back up Data over the network to Target. Whether to perform the backup from Data or from Target depends on the following factors:

The availability of a target computer.

Any backup policies that require that backups be performed on designated computers.

The time and cost of performing the backup from Data versus transferring the files to Target.
Backup Schedule
Important   Back up file servers often. If the data is critical, it must be mandatory for users to close their files at the end of the day.
After you have determined the best method for giving Target access to the data it needs to back up, you can begin your backup schedule plan. On Target, run a full, normal backup every Friday. Every Monday through Thursday, run a differential backup to a different tape. Run this program for four weeks before you reuse tapes in the backup program. On every fourth Friday, save the full backup as a permanent archive, which should be stored in a secure, off-site location. Over the course of a year, this method uses at least 31 tapes.
Note   To allow users access to even more old versions of document files, you can lengthen the backup program to six weeks before tapes are reused. This increases the number of tapes used in a year to at least 41.
If the computer is used seven days a week, add a Saturday and Sunday differential backup to the schedule.
Documenting Backup-and-Restore Procedures
Keeping accurate backup records is essential for locating backed up data quickly, particularly if you have accumulated a large number of backup cartridges. Thorough records include cartridges labels, catalogs, and online log files and log books.
Cartridges labels   Labels for write-once cartridges should contain the backup date, the type of backup (normal, incremental, or differential), and a list of contents. If you are restoring from differential or incremental backups, you need to be able to locate the last normal backup and either the last differential backup or all incremental backups that have been created since the last normal backup. Label reusable media, such as tapes or removable disks, sequentially, and keep a log book in which you note the content of cartridges, the backup date, the type of backup, and the date the medium was placed in service. If you have to replace a defective cartridge, label it with the next unused sequential ID, and record it in the log book.
Catalogs   Most backup software includes a mechanism for cataloging backup files. Backup stores backup catalogs on the backup cartridge and temporarily loads them into memory. Catalogs are created for each backup set or for each collection of backed up files from one drive.
Log files   Log files include the names of all backed up and restored files and directories. A log file is useful when you are restoring data because you can print or read this file from any text editor. Keeping printed logs in a notebook makes it easier to locate specific files. For example, if the tape that contains the catalog of the backup set is corrupted, you can use the printed logs to locate a file.
Conducting Verify Operations
A verify operation compares the files on disk to the files on the backup cartridge. It occurs after all files are backed up or restored, and it takes about as long as the backup procedure. It is recommended that you perform a verify operation after every backup, especially if you back up to a set of cartridges for long-term storage. A verify operation is also recommended after file recovery.
Note   If a verify operation fails for a given file, check the date that the file was last modified. If the file changes between a backup operation and a verify operation, the verify operation fails. Other factors also might cause a verify to fail, such as a change in the size of a file or corruption of the data on the disk or backup cartridge.
Backing Up System State Data
System State data includes the following:

Boot files, including the system files, and all files protected by Windows File Protection (WFP).

The registry.

Performance counter configuration information.

Component Services Class registration database.
Restoration of the System State replaces boot files first and commits the system hive of the registry as a final step in the process.
System State backup and restore operations include all System State data. You cannot choose to backup or restore individual components because of dependencies among the System State components. However, you can restore System State data to an alternate location in which only the registry files and system boot files are restored. The Component Services Class Registration database is not restored to the alternate location.
Although you cannot change which components of the System State are backed up, you can back up all protected system files with the System State data by setting advanced backup options.
To back up System State data 
 1.
Click Start, Programs, Accessories, and System Tools, and then click Backup.
 2.
Click the Backup tab, and then select the System State check box.

This backs up the system state data along with any other data that you have selected for the current backup operation.
Keep the following in mind when you are backing up System State data:

You must be an administrator or a backup operator to back up files and folders.

You can back up the System State data only on a local computer.

You can use the Backup wizard to back up System State data.
Boot and System Files
Backup considers the functionality of WFP when backing up and restoring boot and system files. System files are backed up and restored as a single entity. The WFP service catalog file, which is located in the folder %SystemRoot%\System32
\catroot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}, is backed up with the system files.
In Windows NT 4.0 and earlier, backup programs could selectively backup and restore operating system files as they would data files, allowing for incremental backup and restore operations of most operating system files. Windows 2000, however, does not allow incremental restoration of operating system files.
The Advanced Backup option Automatically back up system protected files with the System State backs up all system files that are in your %SystemRoot% folder in addition to the startup files that are included with the System State data.
To set advanced backup options
 1.
In the Backup dialog box, click the Backup tab, and then select the files and folders that you want to back up.
 2.
Click Start Backup.
 3.
In the Backup Job Information dialog box, click Advanced.
 4.
Set the advanced backup options that you want, and then click OK.
The advanced backup options are described in Table 18.8.
Table 18.8   Advanced Backup Options
Option
Description
Back up data that is in Remote Storage.
Backs up data that has been designated for Remote Storage. You can restore Remote Storage data only to an NTFS volume that is used with Windows 2000.Note that Remote Storage is available only on Windows 2000 Server–based networks.
Verifies data after backup.
Verifies that the backed up data is exactly the same as the original data. This can substantially increase the time it takes to perform a backup. 
If possible, compresses the backup data to save space.
Compresses the data that you are backing up so you can save more data on a tape. If this option is disabled, you do not have a tape drive on your computer or your tape drive cannot compress data. 
Automatically backs up system protected files with the system state.
Backs up all of the system files that are in your %SystemRoot% folder in addition to the boot files that are included with the System State data. This can substantially increase the size of your backup job. 
Registry
The contents of the registry are backed up and restored when you back up and restore System State data. When you back up the System State data, a copy of your registry files is also saved in the folder %SystemRoot%\Repair\Regback. If your registry files become corrupted or are accidentally erased, you can use these files to repair the registry without performing a full restore of the System State data. This method of repairing the registry is recommended only for advanced users. For more information about restoring the registry from the backup stored in the Regback folder, see “Troubleshooting Tools and Strategies” in this book.
Important   It is important that you have current, reliable backup copies of the registry. Back up the registry before you edit the registry and as part of your regular backup routine. If you select the System State check box on the Backup tab in Backup, the registry is backed up automatically.
Performance Counter Configuration
The performance counter configuration files are also backed up and restored as part of the System State data.
Component Services Class Registration Database
Component Object Model (COM) is a binary standard for writing component software in a distributed systems environment. The Component Services Class Registration Database is backed up and restored with the System State data.
Component Services have special backup and restore considerations. There are two Component Services elements on each system: the component binaries, including DLLs and executable files (EXEs), and the Component Services database. The components are backed up as a part of normal file enumeration. The Component Services database, however, is backed up and restored as a part of the System State data.
Using the Backup Tool
Backup is a graphical tool that is used with a variety of storage media to back up and restore files on volumes using any file system supported by Windows 2000. Backup also simplifies archiving and allows you to use the Windows 2000 Job Scheduler for automating backup jobs.
Tasks such as mounting and dismounting a tape or disk are done by Removable Storage. It tracks and controls backup cartridges, which are usually organized into pools, on storage devices and allows applications such as Backup to share robotic changers and cartridge libraries. After it is started, Removable Storage is transparent, so you only need access to it when you change cartridges, not when you perform a backup or restore operation.
Note   Backing up to files on random access media, such as hard or removable disks, is not managed by Removable Storage.
Because of the use of Removable Storage technology, the target media of Backup is not drive-oriented in Windows 2000 as it is in versions of Backup that are included in Windows NT. In the past, backup data was written to drives (for example, tape or disk drives).
In Windows 2000, Backup uses cartridges in media pools to store backed up data. Backup still writes backup data to tapes or files on disks; however, the media is managed by Removable Storage, which references media instead of drives. Backup recognizes each cartridge to which it gains access as either a member of an existing media pool or as unallocated media. The significance of this change can be seen when a user sets up a regular backup schedule.
In the past, users scheduled Backup to run on specified days, and they could use any cartridge for that day’s job. Removable Storage tracks the use of all cartridges, so it does not allow indiscriminate use of unrecognized cartridges in the applications it manages.
Each cartridge that is used by Backup must be added to Backup’s application media pool and it requires its own scheduled job to be automated. If you choose to backup your data to a different cartridge each night over the course of a week, you have to create seven scheduled jobs, or one job for each tape. This is because the Job Scheduler feature included with Backup requires that you specify a particular cartridge name in the scheduled job. (Each cartridge has a unique name recorded in the header of the data area.) If you place the Tuesday cartridge in the recording drive on Friday, the scheduled job fails because not all of the required criteria for completing the job were met.
You can avoid this potential problem in one of two ways. You can run the backup job manually the first time the cartridge is used and assign the cartridge a unique name (such as “Monday”) in the process. You can also use the Removable Storage console to assign a unique name to the cartridge and place that cartridge in Backup’s application media pool. After the cartridge has a unique name assigned to it, you can create a set of scheduled backup jobs, one for the name of each cartridge that is to be used. As long as the specified cartridge is used with the correct scheduled job, all scheduled backups can run normally.
Note   If you use a multicartridge library drive (such as a tape drive that contains a magazine of tapes) and set Backup to always draw cartridges from the free media pool, you only need to schedule one job. However, each previously used cartridge must be erased, which places it back into the free media pool, before it can be used again.
Selecting Backup Media
Backup displays a list of all available storage devices on the Backup destination list in the Backup tab. If no external devices are detected, you can back up to a file on disk. If you want to back up to media that is not managed by Removable Storage, make sure that the disk is loaded in an appropriate storage device.
Note   If you are backing up to cartridges that are managed by Removable Storage, the Removable Storage system service must be running (you can confirm this in the Services console). To back up to new cartridges, first make the cartridges available in the media pool. If you want to back up to an existing media pool, the cartridges must be loaded in the library. For more information about using Removable Storage, see “Removable Storage ” earlier in this chapter.
Files Skipped During Backup
Backup skips the following types of files during the backup and restore processes:

Files that are skipped by default by Backup.

Files that are held open by other applications.
Files Skipped by Default

Backup skips certain files by default, including the following:

Files that you do not have permission to read. Only users with backup rights can copy files that they do not own.

Files that are temporary in nature, such as Pagefile.sys, Hiberfil.sys, Win386.swp, 386spart.par, Backup.log, and Restore.log. These files are neither backed up nor restored by Backup. The list of skipped files is embedded in Backup and cannot be changed.

Registry files on remote computers. Windows 2000 backs up only local registry files.
Locked Files
Windows 2000 lets you back up local files that are exclusively locked by the operating system, such as event logs and registry files. However, Backup skips those files that are held open by other processes. It is a good practice to avoid running applications while Backup is running to minimize the number of files that are not backed up.
Encrypted Files
If the files to be backed up are encrypted, they remain encrypted when they are backed up. Therefore, it is important to ensure that user keys, particularly the recovery agent keys, are also stored safely on backup cartridges. The Certificates console provides methods for exporting keys to floppy disks or to other removable media so that they can be secured in a trusted location.
For information about Encrypting File System (EFS), see “File Systems” in this book.
Backing Up Files on Your Local Computer
Backup lets you back up any file on your local disk system.
Most changes on a server occur as users add, modify, or delete files from their computers. It is recommended that you back up changes to users’ folders daily.
Some users keep most of the files that they want backed up on network shares. Other users require that data on local computers be backed up. Your backup procedures need to take into account both situations.
Network users primarily use applications such as Microsoft® Word. You can reinstall the executable files from the original distribution media, but the time and productivity that is lost doing this make the approach less than ideal. In addition, if you have customized the applications to suit the needs of your organization, reproducing those settings can be more difficult than reloading the programs themselves. Because the applications rarely change, backing them up as part of your backup procedure ensures that the latest version is always available without using a lot of offline storage space.
Backing Up Files On Remote Computers
You can use Backup to back up files on any computers to which you can connect remotely. This allows a single media drive to be shared across an entire network and one backup policy to be in effect for the entire network.
You can only back up files and folders on a remote computer by using a shared folder. It is not possible to back up System State data from a remote computer directly by using Backup. If you want to back up the System State data of a remote computer, run Backup locally on the remote computer to save the System State data to a file on a shared volume; then back up the System State data file remotely on the shared volume. To restore the remote computer’s System State data, restore the System State data file remotely to the shared volume, and then  restore the System State data locally on the local computer.
Note   Backup does not recognize computers that are running MS-DOS or Windows 3.1.
