Chapter 21 - Local and Remote Network Connections
The Microsoft® Windows® 2000 Professional Network and Dial-up Connections feature provides connectivity to local and remote networking resources, as well as Internet resources. Network and Dial-up Connections improves upon the dial-up networking functionality in Microsoft® Windows® 98 and Microsoft® Windows NT® version 4.0 by providing improved autoconfiguration of networking components and devices, and a single folder in which to configure all networking options. Tools, such as local Group Policy and Connection Manager, can assist you in managing connections in your enterprise. This chapter describes the Network and Dial-up Connections feature and includes a remote networking scenario.
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
For more information about TCP/IP, see “TCP/IP in Windows 2000 Professional” in this book.

For more information about troubleshooting network and dial-up connections with diagnostic tools, see “Troubleshooting Tools and Strategies” in this book.
Related Information in the Windows 2000 Server Resource Kit

For more information about remote access server issues, see “Remote Access Server” in the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
Quick Guide to Local and Remote Network Connections
Use the quick guide to configure connections for local and remote network connectivity, and learn about the new features and functionality improvements upon previous versions of Windows. Also use the quick guide to learn how to configure security Group Policy settings and to use the Internet Connection Sharing feature.
Understand local and remote network connections.
Learn about the Network and Dial-up Connections folder, which combines features that were formerly configured in the Network Control Panel with functionality found in Windows 98 and Windows NT 4.0 Dial-up Networking. Learn what a connection is and what types of connections you can configure. Read an overview of the Connection Manager and Connection Point Services tools, which provide the opportunity for you to deploy preconfigured connections and customized dialers to your enterprise users.

See “Overview to Local and Remote Network Connections” later in this chapter.
How do I create and configure connections?
Setup automatically creates a local area connection for each network adapter. This connection is preconfigured with the services needed for file and print sharing and the TCP/IP protocol. All other types of connections can be created by using Make New Connection in the Network and Dial-up Connections folder. Review the process of logging on and authentication for connections, and find out how to view the status of a local area connection. Determine which clients, services, and protocols are installed by default with a local area connection. Learn how to configure protocols, remote connections, and advanced settings.

See “Creating, Configuring, and Monitoring Connections” later in this chapter.
Understand network security.
Connection security for dial-up, virtual private network (VPN), and direct connections is implemented through a combination of password authentication, data encryption, and callback options. Authentication options range from unencrypted passwords to the use of public key authentication methods, such as smart cards and certificates. Review the available authentication protocols and data encryption, and learn how authentication and encryption work. Review the process of callback.

See “Remote Network Security” later in this chapter.
Review and use Group Policy settings.
You can use Group Policy to manage the configuration of connections in your enterprise. For example, a Group Policy can be set to prevent your users from deleting their connections. Review the Group Policy settings that affect the Network and Dial-up Connections folder.

See “Local Group Policy Settings” later in this chapter.
Learn how to share an Internet connection.
If you are in an environment in which it is not cost-effective or feasible to provide direct Internet access for all computers, such as a small office or branch office network environment, you can use the Internet Connection Sharing (ICS) feature to share one Internet connection between all of your computers.

See “Internet Connection Sharing” later in this chapter.
Review an Internet Connection Sharing scenario.
Learn how to establish a shared connection and review a scenario in which a fictitious organization establishes and uses a shared connection.

See “Internet Connection Sharing Scenario: Connecting Your Branch Office’s Intranet to the Internet” later in this chapter.
Use diagnostic tools to troubleshoot networking problems.
Diagnostic tools allow you to record modem or Point-to-Point Protocol (PPP) activity, or to diagnose networking problems. Learn which tools to use, and review solutions to common problems.

See “Troubleshooting” later in this chapter.
Overview of Local and Remote Network Connections
Network and Dial-up Connections combines functionality found in Windows 98 and Windows NT 4.0 Dial-up Networking, with features that were formerly configured in the Network Control Panel, such as network protocol and service configuration. Each connection in the Network and Dial-up Connections folder contains a set of features that creates a link between your computer and another computer or network. System-wide configuration settings that were formerly configured in the Network Control Panel, such as network protocol configuration, are now established per-connection and are accessed by right-clicking a connection in the folder, and then selecting Properties. All of the connection’s settings are configured in its properties. As a result, there is no longer a need for the Network Control Panel.
What Is a Connection?
All of the connections that appear in the Network and Dial-up Connections folder contain a set of features that you can use to create a link between your computer, and another computer or network. These features are used to establish end-to-end connectivity, and, for those connections configured for remote access, to define authentication negotiation and data encryption rules. For example, a dial-up connection might be configured with the following settings:

A standard modem, capable of 56 kilobits per second (Kbps), for dialing.

A phone number to dial.

Any encrypted authentication protocol. Your computer will negotiate with the server to decide whether to use Challenge-Handshake Authentication Protocol (CHAP), Microsoft Challenge-Handshake Authentication Protocol (MS-CHAP), or Microsoft Challenge-Handshake Authentication Protocol version 2 (MS-CHAP v2).

Data encryption required.

TCP/IP protocol enabled, with the address obtained automatically.
When you double-click this connection, it dials the number by using the specified modem. The connection only allows the session to continue if the remote access server uses one of the specified encrypted authentication methods, and if the remote access server agrees to encrypt data. When connected, the remote access server assigns the connection a unique IP address. This ensures a unique and non-conflicting address for the connection, so that remote network resources, such as file shares, can be accessed. A dial-up connection’s properties provide all of the parameters required to dial the connection, negotiate password and data handling rules, and provide remote network connectivity.
You can modify a local area connection at any time, but you cannot create one. A local area connection is created for each network adapter detected by the Plug and Play service.
Connection Types
Five types of connections can be created in the Network and Dial-up Connections folder. A permanent local area connection is automatically created for each network adapter that Plug and Play detects. You can also create dynamic connections, including dial-up, VPN connections, direct connections, and incoming connections. Except for local area connections, these other types of connections are created by double-clicking Make New Connection in the Network and Dial-up Connections folder. If you upgraded from Windows NT 4.0 or Windows 98, each Dial-up Networking phonebook entry is automatically converted into the appropriate connection type in the Network and Dial-up Connections folder.
Local area connections are created automatically. The network adapter is detected, the connection is created and placed in the Network and Dial-up Connections folder, and so on. By default, clients, protocols, and services are installed with a local area connection.
Note   Certain conditions, such as a malfunctioning network adapter card, can keep your connection from appearing in the Network and Dial-up Connections folder.
Table 21.1 provides an example of each type of connection, and the possible communication methods you can use to establish connectivity.
Table 21.1   Connection Types
Connection Type
Communication Method
Example
Dial-up connections
Modem, Integrated Services Digital Network (ISDN), X.25
Connect to a corporate network or the Internet by using dial-up access.
Local area connections
Ethernet, Token Ring, cable modem, digital subscriber line (DSL), Fiber Distributed Data Interface (FDDI), IP over Asynchronous Transfer Mode (ATM), IrDA, wireless, wide area network (WAN) technologies (T1, Frame Relay)
Typical corporate user.
Virtual private network (VPN) connections
VPNs, over Point-to-Point Tunneling Protocol (PPTP) or Layer Two Transfer Protocol (L2TP), to corporate networks or the Internet
Connect securely to a corporate network over an existing connection to the Internet.
Direct connections
Serial cabling, infrared link, DirectParallel cable
Synchronize information between a handheld Windows CE computer and a desktop computer.
Incoming connections
Dial-up, VPN, or direct connections
Allow other computers to dial into this computer.
Deploying Managed Connections Using Connection Manager and the Connection Manager Administration Kit
Windows 2000 Server includes a set of tools that enables a network manager to deliver preconfigured connections to network users. These tools are the  Connection Manager Administration Kit (CMAK) and Connection Point Services (CPS). A related feature, the Connection Manager dialer, is included in Windows 2000 Professional.
Connection Manager
Connection Manager is a client dialer with several advanced features over basic dial-up networking. A network manager can tailor the appearance and behavior of connection made with Connection Manager by using CMAK. By using it, an administrator can develop client dialer and connection software that allows users to connect to the network by using only the connection features that the administrator defines for them. In addition, CMAK allows the administrator to create a phone book that is available to each user when the user runs the Connection Manager. This phone book support allows the administrator to define local and remote connections to your network by using a network of dial-up access points, such as those available through Internet service providers worldwide. If the administrator requires secure connections over the Internet, users can also use Connection Manager to establish virtual private network (VPN) connections.
CMAK
Connection Manager is brandable, meaning that you can customize the installation package that you deliver to your customers, so that Connection Manager reflects the identity of your organization; you determine which functions and features you want to include and how Connection Manager appears to your customers. You can do this by using the Connection Manager Administration Kit (CMAK) wizard to build custom service profiles.
A service profile consists of all of the files required by Connection Manager to run the installation file, which then enables users to establish connections with your service. You can maximize or minimize the identification of your service or organization, depending on what you decide to include in a service profile. For example, you can include custom corporate logos or other graphics, custom icons, and your own online Help. You can also add autoapplications, specify actions to run before, during, and after a connection, and customize other features available in Connection Manager.
CPS
With Connection Point Services (CPS), you can automatically distribute and update custom phonebooks to your users. These phonebooks contain one or more Point of Presence (POP) entries, with each POP entry supplying a telephone number that provides dial-up access to an Internet access point. The phonebooks provide users with complete POP information, so they can connect to different Internet access points rather than being restricted to a single POP during travel.
Without the ability to update phonebooks (a task CPS handles automatically), users typically must contact technical support to be informed of changes in POP information, and to reconfigure their client dialer software.
Remote Security
To secure dial-up, VPN, and direct connections, various levels of password authentication and data encryption can be enforced. In addition, callback options can increase dial-up security. Advanced settings, such as Autodial and callback preferences, network identification, and binding order, are configured from the Advanced menu in the Network and Dial-up Connections folder. Optional networking components, such as SNMP Services, can also be installed from the Advanced menu.
Management
As an administrator, you can apply local Group Policy settings to your Network and Dial-up Connections users. These settings affect to what extent your users can or cannot manipulate their connections. Additionally, tools such as Connection Manager can be used to deploy customized versions of dial-up connections for your users.
Diagnostic tools such as Point-to-Point Protocol (PPP) logging, modem diagnostics, and the Netdiag tool can be used to troubleshoot connections. For more information about troubleshooting, see “Troubleshooting Tools” later in this chapter.
What's New
In addition to the improvements upon the features and functionality available in Windows NT 4.0 and Windows 98 Dial-up Networking, new networking component functionality in Network and Dial-up Connections automatically installs and configures networking components and devices, such as network adapters, modems, and protocols.
New features introduced with Network and Dial-up Connections enable the following tasks:

Sharing a single Internet connection among your branch office network.

Using the L2TP protocol in conjunction with IPSec to establish and use secure Windows 2000 virtual private network (VPN) connections.

Enabling your computer to function as a dial-in server by creating an Incoming connection.

Dynamic multilink connections for dialing multiple devices as you need them.
New Ways to do Familiar Tasks
Network and Dial-up Connections unifies local and remote networking into a single folder. Whether you are configuring connectivity to a corporate local area network (LAN), a dial-up Internet service provider (ISP), or granting rights so that others can connect to your computer, these tasks are completed by creating or modifying individual connections. For example, your corporate LAN connection and your dial-up ISP connection are defined with different TCP/IP addresses. In previous versions of Windows operating systems, these functions required modifying settings in Dial-up Networking and the Network Control Panel. In Network and Dial-up Connections, the TCP/IP addresses are assigned to each connection.
Table 21.2 compares how and where specific tasks are accomplished between Windows NT 4.0, Windows 98, and Windows 2000.
Table 21.2   New Ways to Do Familiar Tasks
Task
Windows 2000 Network and Dial-Up Connections 
Windows NT 4.0
Windows 98
Configure connectivity to a corporate local area network.
Local area connection 
Network Control Panel
Network Control Panel
Allow others to connect to my computer by modem, VPN, or direct cabling.
Incoming connections 
Feature not available
Install Dial-up Server in Dial-up Networking
Configure TCP/IP.
Connection properties, Networking tab
Network Control Panel, Protocols tab
Network Control Panel
Add a client, service, or protocol.
Connection properties, Networking tab
Network Control Panel
Network Control Panel
Add optional networking components, for example, Simple Network Management Protocol (SNMP) service or the TCP/IP Print Server.
Advanced menu, Optional Networking Components
Network Control Panel, Services tab
Feature not available
Monitor connections.
Right-click active connection, click Status.
Dial-up Monitor
Right-click active connection, click Status
Enable sharing of my files.
Connection properties, Networking tab, enable File and Print Sharing for Microsoft Networks
Server Service in Network Control Panel
Network Control Panel, File and Print Sharing
Configure bindings.
Advanced menu in Network and Dial-up Connections
Network Control Panel, Bindings tab
Network Control Panel, TCP/IP properties
Change computer name or domain.
Advanced menu, Network Identification
Network Control Panel 
Network Control Panel
Configure an adapter.
Connection properties, General tab
Network Control Panel
Network Control Panel
Configure bindings.
Advanced menu, Advanced Settings
Network Control Panel, Bindings tab
Network Control Panel
New Networking Support
Windows 2000 has automated the configuration of many networking components and devices, with functionality unified into a single folder. Modems and COM ports are automatically detected and configured. In addition, TCP/IP includes enhancements that make it a better transport protocol for networking in high bandwidth LAN and WAN environments.
Autoconfiguration of Networking Components and Devices
The Network and Dial-up Connections folder is installed by default, so the feature is immediately available for your users. In Windows NT 4.0, the Remote Access Service (RAS) must be installed before remote connectivity can be established. In Windows 98, the Dial-up Server had to be installed separately to enable incoming connectivity. Where devices previously might have been manually installed and configured, the Plug and Play service now automatically detects and enumerates devices, such as modems and COM ports.
Tip   In Windows NT 4.0, some modems had to be set to legacy mode to work. For the same modem to automatically be detected by Windows 2000, set the modem to Plug and Play mode.
Table 21.3 demonstrates how networking support in Windows 2000 Professional has improved upon Windows NT 4.0 and Windows 98.
Table 21.3   Comparing Networking Support
Windows 2000 Professional
Windows NT 4.0
Windows 98
Network and Dial-up Connections installed by default.
Must install Remote Access Service (RAS).
Dial-up Networking installed by default, but must install Dial-up Server to create incoming connectivity.
Modem detected and configured by Plug and Play.
Must install modem in Modems in Control Panel.
Modem detected and configured by Plug and Play.
COM port detected and enumerated by Plug and Play.
Must configure COM port.
COM port detected and enumerated by Plug and Play.
Protocol change does not require restart.
Restart when RAS is installed or protocol changes.
Protocol change requires restart.
VPN connections can be configured to automatically dial a connection to the ISP before establishing the VPN connection.
VPN connections may require activating two connections.
VPN connections may require activating two connections.
Unified Networking Configuration
The functionality of the Network Control Panel and Dial-up Networking has been combined into the single Network and Dial-up Connections folder.
Because all services and communication methods are configured within each connection, you do not need to use external components to configure connection settings. For example, the settings for a dial-up connection include features to be used before, during, and after connecting. These include the modem used to dial, the type of password encryption to be used upon connecting, and the network protocols to use on the remote network after you connect. Connection status, which includes the duration and speed of a connection, is viewed from the connection itself; you do not need to use an external status tool. For more information about configuring a connection, see “Creating, Configuring, and Monitoring Connections” later in this chapter.
In addition, you do not have to restart your computer, as you did when you installed RAS in Windows NT 4.0 or added or changed a protocol.
TCP/IP Improvements
Windows 2000 Professional’s TCP/IP is the default protocol installed by Setup. It includes several performance enhancements, new features, and services that make it a better transport protocol for networking in high-bandwidth LAN and WAN environments and makes Windows 2000 Professional Internet-ready. Some of these features are self-adjusting, such as TCP window size, and others require configuration, such as Quality of Service (QoS).
Internet Connection Sharing
Using the Internet Connection Sharing (ICS) feature, all of the clients on your branch office network can use the same connection to access the Internet. For more information, see “Internet Connection Sharing” and “Internet Connection Sharing Scenario: Connecting Your Branch Office’s Intranet to the Internet” later in this chapter.
L2TP
Windows NT 4.0 and Windows 98 enabled you to use the Point-to-Point Tunneling Protocol to access a private network through the Internet or other public network by using a VPN connection. Windows 2000 also enables you to use the Layer Two Tunneling Protocol (L2TP) for the same purpose. L2TP is an industry-standard Internet tunneling protocol with roughly the same functionality as PPTP. The Windows 2000 implementation of L2TP is designed to run natively over IP networks. The Microsoft implementation of L2TP does not support native tunneling over X.25, Frame Relay, or ATM networks.
Based on the Layer Two Forwarding (L2F) and PPTP specifications, L2TP can be used to set up tunnels through intervening networks. Like PPTP, L2TP encapsulates Point-to-Point Protocol (PPP) frames, which in turn encapsulate IP, AppleTalk, Internetwork Packet Exchange (IPX), or NetBIOS Extended User Interface (NetBEUI) protocols, thereby allowing users to remotely run applications that are dependent upon specific network protocols. Figure 21.1 shows an L2TP tunnel through an intervening network.
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Figure 21.1   L2TP Tunneling
With L2TP, the computer running Windows 2000 Server that you are logging on to performs all security checks and validations. Data encryption is enabled using IPSec, a strong encryption mechanism, which makes it much safer to send information over non-secure networks. For more information about IPSec, see “IPSec” later in the chapter.
Note   VPNs use encryption depending on the type of server to which they are connecting. If the VPN connection is configured to connect to a PPTP server, then Microsoft Point-to-Point Encryption (MPPE) is used. If the VPN is configured to connect to an L2TP server, then IPSec encryption methods are used. If the VPN is configured for an Automatic server type, which is the default selection, L2TP and its associated IPSec encryption, are attempted first, then PPTP and its associated MPPE encryption are attempted.
For more information about VPNs, see Windows 2000 Help.
IPSec
Internet Protocol security (IPSec) provides machine-level authentication, as well as data encryption, for VPN connections that use L2TP. IPSec negotiates a secure channel of communication between your computer and its remote tunnel server before an L2TP connection is established, which secures both the user authentication phase — including user name and passwords — and the data phase. For more information about IPSec, see “Data Encryption” later in this chapter.
Dynamic Multiple Device Dialing
Network and Dial-up Connections can dynamically control the use of multilinked lines. The Network and Dial-up Connections feature uses PPP Multilink dialing over multiple ISDN, X.25, or modem lines and the use of Bandwidth Allocation Protocol (BAP). Multilink combines multiple physical links into a logical bundle and the resulting aggregate link increases your connection bandwidth. To dial multiple devices, both your connection and your remote access server must have Multilink enabled. BAP enables the dynamic use of multiple-device dialing by allocating lines only as they are required, thereby limiting communications costs to the bandwidth requirements. You can realize a significant efficiency advantage by doing this. The conditions under which extra lines are dialed, and underused lines are disconnected, are configured through the Options property page of a dial-up connection. For more information, see Windows 2000 Help.
Incoming Connections
By creating an incoming connection, a computer running Windows 2000 Professional can act as a remote access server. You can configure an incoming connection to accept the following connection types: dial-up (modem, ISDN, X.25), virtual private network (VPN) (PPTP, L2TP), or direct (serial, infrared). On a computer running Windows 2000 Professional, an incoming connection can accept up to three incoming calls, up to one of each of these types. This can be an effective, low-cost option in a small environment, such as a remote sales office to which the corporate network occasionally needs to dial in to upload sales data.
Creating, Configuring, and Monitoring Connections
Each connection in the Network and Dial-up Connections folder contains a set of features that you can use to create a link between your computer and another computer or network. Outgoing connections contact a remote access or VPN server by using a configured access method (LAN, dial-up modem, ISDN line, and so on) to establish a connection with the network. Conversely, an incoming connection enables a computer running Windows 2000 Professional to be contacted by other computers, effectively turning your computer into a dial-in server. Whether you are connected locally (by a LAN), remotely (by dial-up, ISDN, and so on), or both, you can configure a connection so that it performs any network function that you want. For example, you can print to network printers, access network drives and files, browse other networks, and access the Internet. If you have upgraded to Windows 2000 Professional, Network and Dial-up Connections, shown in Figure 21.2, detects Windows 98 and Windows NT 4.0 Dial-up Networking phonebooks and creates a connection for each phonebook entry.
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Figure 21.2   Network and Dial-up Connections
The Make New Connection wizard always appears in the Network and Dial-up Connections folder. It launches the Network Connection Wizard, which guides you through the process of creating all connection types, except for local area connections. Figure 21.3 shows the Network Connection Wizard.
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Figure 21.3   Network Connection Wizard
The steps in the wizard guide you through the selection of the configuration options that are required for each type of connection. The wizard enables you to select among five common tasks to create a connection type. Each connection type is then automatically configured with the most appropriate defaults for most cases. The following types of connections are available:
Dial-up to private network
This type of connection enables you to connect to a corporate network, rather than the Internet. File and Printer Sharing is enabled.
Dial-up to the Internet
This type of connection enables you to connect to the Internet. It launches the Internet Connection Wizard. File and Printer Sharing for Microsoft Networks is disabled. This protects your computer’s file and print share from computers on the Internet.
The Internet Connection Wizard automatically connects you to the Microsoft Referral Service to help you select an ISP if you choose Dial-up to the Internet and either:

I want to sign up for a new Internet account. (My telephone line is connected to my modem.)

I want to transfer my existing Internet account to this computer. (My telephone line is connected to my modem.)
The Microsoft Referral Service automates the process and provides the phone numbers to you.
Note   Before you create an Internet connection, check with your Internet service provider (ISP) to verify the required connection settings. A connection to your ISP might require one or more of the following settings:

A specific IP address.

An IP header compression (for PPP).

A DNS addresses and domain names.

Other optional settings, such as Internet Protocol security (IPSec).
Connect to a private network through the Internet
This type of connection enables you to create a VPN. By default, it is set to automatically detect whether to create a VPN using L2TP or PPTP.
Accept incoming connections
This type of connection enables other users to dial into your computer.
Connect directly to another computer
This type of connection enables you to connect through a serial port, parallel port, or infrared.
Note   Local area connections cannot be created, because they are automatically created when the Plug and Play service detects network adapters. However, local area connections can be configured at any time.
Accessing Network Resources
Network and Dial-up Connections provides data communications-level access to your network, based on the user name and password credentials that you supply. This access does not imply privilege to use resources on the network. The network authorization process confirms your access rights to any network resource each time that you attempt to access it. For more information about authentication and authorization methods, see “Authentication” later in this chapter.
After you have connected to your network, access to resources is further controlled by various administrative controls on both your own computer and on the servers you are trying to access. These include File and Printer Sharing, Local Group Policy, and Group Policy through the Active Directory™ directory service.
The way network authentication credentials are processed depends on whether you use the Log on using dial-up connection option when you log on. The authentication process can be streamlined and made more complete by using this option.
Note   If your computer is connecting to a domain-protected network, you must have a user account on that network before you can be granted access to network resources.
Log On Using Dial-Up Connection
You can connect to your network using a dial-up or VPN connection, and log on to the network simultaneously by using the Log on using dial-up connection option. If your remote access server user name and password are the same as your domain user name and password, which they usually are, then you can provide a single set of credentials, and simultaneously log on to your network and provide information needed to access network resources. This provides maximum network access. Your computer and user accounts are authenticated, applicable computer and user account policies are invoked, and logon scripts are run.
If you do not choose the Log on using dial-up connection option, but log on to the computer and then invoke a connection after logon, you can be connected to the remote network if your credentials are acceptable to the remote access (dial-in) server, but your access to network resources may be limited. Consider the following cases:
In one case, if you logged onto your computer using domain credentials, then these credentials enable access to most network resources. However, your functionality might not be complete because your domain policy settings (such as IPSec policies) were not applied, and domain logon scripts were not run.
In another case, if you logged onto your computer using the account of a local user on the computer, then your logon credentials will not be appropriate for network access, so you will be challenged to provide domain credentials each time you attempt to access a network resource. As before, your access may be further limited by the fact that domain policy settings were not applied and that domain logon scripts were not run.
Note   If you are in a local area network environment, you can also simultaneously log on to your local computer and your network domain by logging on with domain credentials. For more information, see “Interactive Logon Process” later in this chapter.
Administrative Controls That Affect Network Access
After you have connected to your network, access to network resources such as files and printers might be affected by one or more administrative controls.
File and Printer Sharing is established by each resource, and permissions depend on user name or group membership.
Group Policy enforces specified requirements for your users’ environments. For example, by using Group Policy, you can enforce local and domain security options, specify logon and logoff scripts, and redirect user folder storage to a network location. Local Group Policy can be applied at the local computer or workgroup level. In the domain environment, Local Group Policy, and Group Policy can be applied by means of Active Directory.
For more information about Group Policy in Windows 2000, see “Security” in this book.
What Can I Configure?
Your ability to configure connections depends on several factors, including your administrative rights, whether a connection was created by using Only for myself or For all users, and depending on what Group Policy settings are applied to you. If you have rights to configure your connections, you can modify settings on the General, Options, Security, Networking, and Sharing properties pages.
Configuration Privileges
If you are logged on with administrator-level rights, the Network Connection Wizard prompts you to choose whether a connection that you are creating is to be made available For all users, or Only for myself. If a connection is For all users, then this connection is available to any user who logs on to that computer, and only an administrator-level user who is logged on to that computer can modify the connection. If a user creates a connection Only for myself, then only the creator of that connection can modify or use it.
Note   If you choose Log on using dial-up connection when you start your Windows 2000 session, you only see the connections that are made available For all users. This is because before you log on, you are not authenticated to the network and your identity has not been verified. After you have logged on and proven your identity, you see the connections available as Only for myself.
Group policy settings, which are designed to help manage large numbers of users in enterprise environments, can be used to control access to the Network and Dial-up Connections folder, and the connections in it. Settings can be used that enable or disable the ability to create connections, delete connections, or modify connection properties. For more information about these Group Policy settings, see “Local Group Policy Settings” later in this chapter.
Property Pages
When a connection is created, its default properties are appropriate for most uses; however, property pages are available for any connection-specific settings you need to make. All of the following property pages apply to dial-up, VPN, and direct connections. A local area connection has General and Sharing property pages only.
To configure dialing devices, phone numbers, host address, country/region codes, or dialing rules, click the General tab,shown in Figure 21.4.
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Figure 21.4   General Tab of the Dial-up Connection Properties Page
To configure dialing and redialing options, multilink configuration, or X.25 parameters, click the Options tab, shown in Figure 21.5. If you are connecting to a network that is protected by a domain controller, check the Include Windows logon domain box so you are prompted for the domain name.
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Figure 21.5   Options Tab of the Dial-up Connection Properties Page
To configure identity authentication, data encryption, or terminal window and scripting options, click the Security tab, shown in Figure 21.6. The Typical option is appropriate for most connections. Using that option, you can determine how your credentials are passed by selecting Validate my identity as follows. You can also use your logon credentials as credentials for this connection by selecting Automatically use my Windows logon name and password.
You only need to use the Advanced settings if you need more precise encryption and authentication settings. It is used for Extensible Authentication Protocol (EAP), discussed in “Remote Security” later in this chapter.
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Figure 21.6   Security Tab of the Dial-up Connection Properties Page
To configure the dial-up server and protocols used for this connection, click the Networking tab, shown in Figure 21.7. This tab provides access to more advanced configuration, allowing you to install, uninstall, and configure protocols. For a VPN connection, you would use this tab to manually select PPTP or L2TP rather than allowing these VPN protocols to be selected automatically.
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Figure 21.7   Networking Tab of the Dial-up Connection Properties Page
To enable or disable Internet Connection Sharing and on-demand dialing, click the Sharing tab, shown in Figure 21.8. By selecting Enable Internet Connection Sharing, you enable sharing and enable this computer to become your default gateway and name server for your network.
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Figure 21.8   Sharing Tab of the Dial-up Connection Properties Page
Local Area Connections
A local area connection is automatically created for each network adapter in your computer that is detected by the Plug and Play service. After a card is physically installed, it is detected by the Plug and Play service. Network and Dial-up Connections enumerates the adapter and populates the Network and Dial-up Connections folder with a local area connection. Because local area connections are dependent upon a network card being recognized in the computer, they cannot be created by using Make New Connection.
For the adapter to be detected and the connection created, the Plug and Play service, Network and Dial-up Connections service, and Remote Procedure Call (RPC) services must be started. All of these services start automatically, no user interaction is required.
If a local area connection does not appear in the Network and Dial-up Connections, there might be several reasons:

The network adapter was removed. (A local area connection only appears if an adapter is detected.)

The installed network adapter is malfunctioning.

If your network adapter is a legacy adapter that is not detected by the Add New Hardware wizard or the Plug and Play service, then you might need to set up the adapter manually in Device Manager before you see a local area connection in the Network and Dial-up Connections folder.

If the driver is not recognized, the adapter appears in Device Manager but you cannot see a local area connection.
If your network adapter driver needs to be updated, use the Update Driver feature in the adapter’s properties.
If your computer has one network adapter, but you need to connect to multiple LANs (for example, when traveling to a regional office), your local area connection network components need to be reconfigured each time you connect to a different LAN. However, you do not need to restart when you change TCP/IP or other connection settings.
Tip   Use the network adapters that are listed in the Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Also, use network adapter drivers that are supported by Windows 2000 Professional.
Clients, Services, and Protocols
By default, the following clients, services, and protocols are installed by default with a local area connection:

Clients: Client for Microsoft Networks (allows you to access file and print shares of other Windows computers).

Services: File and Print Sharing for Microsoft Networks (allows you to share your own computer resources).

Protocols: TCP/IP, with automatic addressing enabled.
Any other clients, services, and protocols, including Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX), must be installed separately.
To configure TCP/IP for a local area connection
 1.
In Network and Dial-up Connections, shown in Figure 21.9, right-click the local area connection, and then click Properties.
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Figure 21.9   Network and Dial-up Connections
 2.
In Local Area Connection Properties, shown in Figure 21.10, select Internet Protocol (TCP/IP), and then click Properties.

[image: image10.png]Genetl | Shaing |

Connest using

67 3 el <L 10/100 P T NIC (5058 T4)

Components checked are used by this connection:

1 ) Cient for Microsaft Netwarks
File and Priner Shaing for Mictosoft Networks

Instal Urinstall Fiopeties

Desciption

Transrission Cantal Potacal/Iteret Protocol. The default
wide area netviork prtacal tha pravides cammunicalion
across dverse interconnected netwarks

™ Show icon i taskbat when connected

ok | Caea






Figure 21.10    Local Area Connection Properties
 3.
Do one of the following:

If you want IP settings to be assigned automatically, click Obtain an IP address automatically, and then click OK.

If you want to specify an IP address or a DNS server address, do the following in the Internet Protocol (TCP/IP) Properties dialog box, shown in Figure 21.11:

Click Use the following IP address, and in the IP address field, type the IP address.

Click Use the following DNS server addresses, and in Preferred DNS server and Alternate DNS server, type the IP addresses of the preferred and alternate DNS servers.
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Figure 21.11   Internet Protocol (TCP/IP) Properties
 4.
To configure advanced TCP/IP options, such as multiple DNS server addresses, WINS addresses, and other options, click Advanced.
Whenever possible, use automated TCP/IP settings, such as automatic addressing, for the following reasons:

Automatic addressing is enabled by default.

If your location changes, you do not have to modify your IP settings.

Automated IP settings are used for all connections, and they eliminate the need to configure settings such as DNS, WINS, and so on.
Limiting Protocols to Enhance Network Performance
Limiting the number of protocols on your computer enhances network performance and reduces network traffic. Windows 2000 attempts to establish connectivity by using every network protocol that is installed. By only installing and enabling the protocols that your system can use, Windows 2000 does not attempt to connect with additional protocols and creates connections more efficiently.
Local Area Connection Status
Like other connections, the appearance of the local area connection icon changes according to the status of the connection. The icon appears in the Network and Dial-up Connections folder, or if the network cable is disconnected, an additional icon appears in the taskbar. By design, if a network adapter is not detected by your computer, a local area connection icon does not appear in the Network and Dial-up Connections folder. Table 21.4 describes the different local area connection icons.
Table 21.4   Local Area Connection icons
Icon
Description
Location
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The local area connection is active.
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The cable is unplugged from your computer, or from the wall or hub.
Network and Dial-up Connections folder
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The cable is unplugged from your computer, or from the wall or hub.
Taskbar
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The driver is disabled.
Network and Dial-up Connections folder
None
The network adapter was not detected.
No icon appears in the Network and Dial-up Connections folder
To view the status of a local area connection
 1.
Right-click the local area connection, and then click Status.
 2.
To automatically enable the Status monitor each time the connection is active, right-click the local area connection, click Properties, and then select the Show icon in taskbar when connected check box. By default, the Status monitor is disabled for local area connections, but enabled for all other types of connections.
WAN Adapters
Permanent connection WAN adapters such as T1, Frame Relay, and ATM, also appear in the Network and Dial-up Connections folder as local area connections. For these adapters, some settings are autodetected, and some need to be configured. For example, for a Frame Relay adapter, the appropriate management protocol, Committed Information Rates (CIR), Data Link Connection Identifiers (DLCIs), and line signaling, must be configured. For these settings, refer to the product documentation included with the adapter or contact the manufacturer. Defaults might vary according to the adapter.
Configuring Remote Connections
Because all services and communication methods are configured within the connection, you do not need to use external management tools to configure dial-up, VPN, or direct connections. For example, the settings for a dial-up connection include the features to be used before, during, and after connecting. These include the modem you use to dial, the type of password authentication and data encryption you use upon connecting, and the remote network protocols you use after you connect.
Because settings are established per connection, you can create different connections that apply to different connection scenarios and their specific needs. For example, if you use a reserved TCP/IP address when you dial into your corporate office, you can configure a connection with a static TCP/IP address. You might also have a connection configured for an ISP. If your ISP allocates TCP/IP addresses using PPP, that connection’s TCP/IP settings are set to Obtain an IP address automatically.
Connection status, which includes the duration and speed of a connection, is viewed from the connection itself; you do not need to use an external status tool. For more information about configuring connections, see Windows 2000 Help.
All connections are configured by right-clicking the connection, and then clicking Properties.
Configuring Advanced Settings
The settings in Advanced apply to all Network and Dial-up Connections. You can specify manual dialing preferences, network identification options such as your computer name or the domain to which your computer belongs, and you can install optional networking components such as the Simple Network Management Protocol (SNMP) service or the TCP/IP Print Server.  You can also modify the order in which connections are accessed by network services, or the order in which your computer accesses network information.
Operator-Assisted Dialing
If you choose this setting, automatic dial-up settings are overridden where intervention is required. For example, if you are using a dial-up connection where you have to call through a manually operated switchboard.
Dial-Up Preferences
The settings in Dial-up Preferences affect connection creation privileges, Autodial options, and callback options.
You can enable or disable the Dial-up Preferences menu on your users’ desktops by using the Enable the Dial-up Preferences item on the Advanced menu Group Policy setting. For more information, see “Local Group Policy Settings” later in this chapter.
Autodial
This preferences lists the available locations where you can enable Autodial. Autodial maps and maintains network addresses to connection destinations, which allows the destinations to be automatically dialed when referenced, whether from an application or from a command prompt. To enable Autodial for a location, select the check box next to the location. To disable Autodial for a connection, clear the check box next to the location.
The following is an example of how Autodial works:

You are not connected to your ISP, and you click on an Internet address which is embedded in a word processing document.

You are asked to choose which connection is used to reach your ISP, that connection is dialed, and then you access the Internet address.

The next time you are not connected to your ISP and you click on the Internet address in the word processing document, the connection that you selected the first time is automatically dialed.
The Autodial feature works only when the Remote Access Auto Connection Manager service is started.
To start the Remote Access Auto Connection Manager service
 1.
Right-click My Computer, and then click Manage.
 2.
In the console tree, double-click Services and Applications, and then click Services.
 3.
In the details pane, right-click Remote Access Auto Connection Manager, and then click Start.
 4.
Started displays in the Status column.
Callback
The settings in Callback indicate the conditions under which you want to use the feature. For example, you can configure callback to prompt you for a phone number during the dialing process, or you can specify that callback always call you back at a specific number.
Callback options are also configured by your remote access server system administrator on a per-user basis. The Always Callback to server setting overrides Network and Dial-up Connections settings. Therefore, if you have specified Ask me during dialing when the server offers in Network and Dial-up Connections, but your account on the remote access server designates Always Callback to (with a corresponding phone number), callback does not prompt you for a number when you dial in; it always calls you back at the number specified on the server.
Note   If you have specified No callback, but the remote access server is set to Always Callback to, you cannot connect. With this combination of settings, the remote access server requests callback, your computer refuses, and then the remote access server disconnects your connection.
How Callback Works
Callback behavior is determined by a combination of the settings that you specify in Network and Dial-up Connections, and by the remote access server settings designated by your system administrator.
After your call reaches the remote access server, the server determines whether your user name and password are correct. If they are, what happens next depends upon the settings that you have specified in Network and Dial-up Connections, and your remote access server callback settings. Table 21.5 illustrates callback behavior based on these settings.
Table 21.5   Callback Behavior
Your Computer’s Callback Setting
Remote Access Server Callback Setting
Behavior
No callback
No callback
The connection stays up.
No callback
Set by caller 
The remote access server offers callback, the client declines, the connection stays up.
No callback
Always callback to
The remote access server offers callback, the client declines, the remote access server disconnects the connection.
Ask me during dialing when the server offers
No callback
The connection stays up.
Ask me during dialing when the server offers
Set by caller 
The Callback dialog box appears on your computer. You then type the current calback number in the dialog box and wait for the server to disconnect and return the call.Optionally, you can press Esc at this point to cancel the callback process and remain connected.
Ask me during dialing when the server offers
Always callback to
The remote access server disconnects and then returns the call, using the number specified on the remote access server.
Always call me back at the number(s) below
No callback
The connection stays up.
Always call me back at the number(s) below
Set by caller 
The remote access server disconnects and then returns the call, using the number specified in Network and Dial-up Connections. 
Always call me back at the number(s) below
Always callback to
The remote access server disconnects and then returns the call, using the number specified on the remote access server.
For more information about how to configure your callback options, see Windows 2000 Help.
Note   If your computer is configured to accept incoming connections, you can enforce callback options on that computer.
Network Identification
Network Identification displays your computer name, and the workgroup or domain to which the computer belongs. You can change the name of your computer, or join a domain by clicking Properties.
Advanced Settings
Windows 2000 uses network providers and bindings in the order specified in  Advanced Settings. By changing your provider order, and by changing the order of protocols bound to those providers, you can improve performance. For example, if your LAN connection is enabled to access NetWare and Microsoft Windows networks, which use IPX and TCP/IP, but your primary connection is to a Microsoft Windows network that uses TCP/IP, you can move Microsoft Windows Network to the top of the Network providers list on the Provider Order tab, and move Internet Protocol (TCP/IP) to the top of the File and Printer Sharing for Microsoft Networks binding on the Adapters and Bindings tab.
You can enable or disable the Advanced Settings option on the Advanced menu by using the Enable the Advanced Settings item on the Advanced menu setting in Group Policy. For more information, see “Local Group Policy Settings” later in this chapter.
Optional Networking Components
Optional networking components support network operations performed by Windows 2000 that are not automatically installed with Windows 2000. Some of these components include the Route Listening Service, Simple TCP/IP Services, SNMP Services, and Print Services for UNIX.
Remote Network Security
You can configure your dial-up, virtual private network (VPN), and direct connections to enforce various levels of password authentication and data encryption. Authentication methods range from unencrypted to custom, such as the Extensible Authentication Protocol (EAP). EAP provides flexible support for a wide range of authentication methods, including smart cards, certificates, one-time passwords, and public keys. You can also specify the type of data encryption, depending on the type of  authentication protocol (MS-CHAP or EAP-TLS) that you choose. Finally, if allowed by your system administrator, you can configure callback options to save telephone charges, and to increase dial-up security.
On the server to which you are connecting, remote access permissions on a Windows 2000 remote access server are granted based on the dial-in settings of your user account and remote access policies. Remote access policies are a set of conditions and connection settings that give network administrators more flexibility in granting remote access permissions and usage. If the settings of your connection do not match at least one of the remote access policies that apply to your connection, the connection attempt is rejected, regardless of your dial-in settings.
The network administrator can configure Windows 2000 user accounts and domains to provide security by forcing encrypted authentication and encrypted data for remote communications. For more information about Windows 2000 security, see Windows 2000 Server Help.
How Security Works at Connection
The following steps describe what happens during a call to a remote access server:
 1.
Your computer dials a remote access server.
 2.
Depending on the authentication methods you have chosen, one of the following happens:
If You Are Using PAP or SPAP
 1.
Your computer sends its password to the server.
 2.
The server checks the account credentials against the user database.
If You Are Using CHAP or MS-CHAP
 1.
The server sends a challenge to your computer.
 2.
Your computer sends an encrypted response to the server.
 3.
The server checks the response against the user database.
If You Are Using MS-CHAP v2
 1.
The server sends a challenge to your computer.
 2.
Your computer sends an encrypted response to the server.
 3.
The server checks the response against the user database, and sends back an authentication response.
 4.
Your computer verifies the authentication response.
If You Are Using Certificate-based Authentication
 1.
The server requests credentials from your computer, and sends its own certificate.
 2.
If you configured your connection to Validate server certificate, it is validated. If not, this step is skipped.
 3.
Your computer presents its certificate to the server.
 4.
The server verifies that the certificate is valid, and that it has not been revoked.
 1.
If the account is valid, the server checks for remote access permission.
 2.
If remote access permissions have been granted, the server accepts your connection. For a Windows 2000 server, permission is granted based on the remote access permission of the user account and the remote access policies.

If callback is enabled, the server calls your computer back and repeats steps 2 through 4.
Note   If you are using an L2TP-enabled VPN, IP Security (IPSec) authenticates your computer account and provides encryption before any of these steps take place. For more information about IPSec, see “Data Encryption” later in this chapter.
Authentication
For dial-up, virtual private network (VPN), and direct connections, Windows 2000 authentication is implemented in two processes: interactive logon and network authorization. Successful user authentication depends on both of these processes.
Interactive Logon Process
The interactive logon process confirms the user’s identity to either a domain account or a local computer. Depending on the type of user account and whether the computer is connected to a network protected by a domain controller, the process can vary as follows:

A domain account

A user logs on to the network with a password or smart card, using credentials that match those stored in Active Directory. By logging on with a domain account, an authorized user can access resources in the domain and any trusting domains. If a password is used to log on to a domain account, Windows 2000 uses Kerberos v5 for authentication.  If a smart card is used instead, Windows 2000 uses Kerberos v5 authentication with certificates.

A local computer account

A user logs on to a local computer, using credentials stored in Security Account Manager (SAM), which is the local security account database. Any workstation  can maintain local user accounts, but those accounts can only be used for access to that local computer.
Network Authorization
Network authorization confirms the user’s identification to any network service or resource that the user is attempting to access. To provide this type of authorization, the Windows 2000 security system supports many different mechanisms, including Kerberos v5, Secure Socket Layer/Transport Layer Security (SSL/TLS), and, for compatibility with Windows NT 4.0 and Windows NTLM.
Users who have logged onto a domain account do not see network authorization challenges during their logon session. Users who have logged onto a local computer account must provide credentials (such as a user name and password) every time they access a network resource.
Logging On Using Domain Credentials
The credentials that you use to initially log on to your computer are also the credentials that are presented to a domain when attempting to access a network resource. Therefore, if your local logon and network authorization credentials differ, you are prompted to provide Windows 2000 domain credentials each time you access a network resource. You can avoid this by logging on to your computer by using your Windows 2000 domain name, your Windows 2000 domain user name, and your Windows 2000 domain password before you try to connect to a network resource. If you log on without being connected to the network, Windows 2000 recognizes that your credentials match a previous successful logon, and you receive the following message: “Windows cannot connect to a server to confirm your logon settings. You have been logged on using previously stored account information.” When you connect to your network, the cached credentials are sent to your Windows 2000 domain and you are able to access network resources without having to provide a password again.
Authentication Protocols
With Network and Dial-up Connections, you can use the following authentication methods and protocols.
PAP
Password Authentication Protocol (PAP) uses plaintext (unencrypted) passwords and is the least sophisticated authentication protocol. PAP is typically used when your connection and the server cannot negotiate a more secure form of validation. You might need to use this protocol when you are calling a non-Windows-based server.
SPAP
With Shiva Password Authentication Protocol (SPAP), Shiva clients can dial in to computers running Windows 2000 Server, and Windows 2000 clients can dial into Shiva servers.
CHAP
The Challenge Handshake Authentication Protocol (CHAP) negotiates a secure form of encrypted authentication, by using Message Digest 5 (MD5), an industry-standard hashing scheme. A hashing scheme is a method for transforming data (for example, a password) in such a way that the result is unique and cannot be changed back to its original form. CHAP uses challenge-response with one-way MD5 hashing on the response. In this way, you can prove to the server that you know your password without actually sending the password over the network. By supporting CHAP and MD5, Network and Dial-up Connections is able to securely connect to almost all third-party PPP servers.
Note   If your server requires you to use PAP, SPAP, or CHAP, you cannot require data encryption for dial-up or PPTP connections.
If the connection is configured to require encrypted authentication, and connects to a server that is only configured for cleartext authentication, the connection hangs up.
MS-CHAP
Microsoft created Microsoft Challenge Handshake Authentication Protocol (MS-CHAP), an extension of CHAP, to authenticate remote Windows workstations, providing the functionality to which LAN-based users are accustomed while integrating the encryption and hashing algorithms used on Windows networks. Like CHAP, MS-CHAP uses a challenge-response mechanism with one-way encryption on the response.
Where possible, MS-CHAP is consistent with standard CHAP. Its response packet is in a format specifically designed for networking with computers running Microsoft® Windows NT and Windows 2000, and Microsoft® Windows 95 and Microsoft® Windows 98.
Your system administrator can define authentication retry and password changing rules for the users connecting to your server.
A version of MS-CHAP is available specifically for connecting to a Windows 95 server. This is required only if your connection is being made to a Windows 95 server.
MS-CHAP v2
A new version of the Microsoft Challenge Handshake Authentication Protocol (MS-CHAP v2) is available. This new protocol provides mutual authentication, stronger initial data encryption keys, and different encryption keys for sending and receiving. To minimize the risk of password compromise during MS-CHAP exchanges, MS-CHAP v2 supports only a newer, more secure, version of the MS-CHAP password change.
For VPN connections, Windows 2000 Server offers MS-CHAP v2 before offering MS-CHAP. Updated Windows clients accept MS-CHAP v2 when it is offered. Dial-up connections are not affected.
In Windows 2000, both dial-up and VPN connections can use MS-CHAP v2. Windows NT 4.0 and Windows 98-based computers can use only MS-CHAP v2 authentication for VPN connections.
EAP
The Extensible Authentication Protocol (EAP) is an extension to the Point-to-Point Protocol (PPP). EAP was developed in response to an increasing demand for remote access user authentication that uses third-party security devices. EAP provides a standard mechanism for support of additional authentication methods within PPP. By using EAP, support for a number of authentication schemes might be added, including token cards, one-time passwords, public key authentication using smart cards, certificates, and others. EAP is a critical technology component for secure virtual private network (VPN) connections, because it can offer stronger authentication methods (such as public key certificates) that are more secure against brute-force attacks, dictionary attacks, and password guessing than older password-based authentication methods.
To find out if you can use EAP, see your system administrator.
Smart Card and Other Certificate Authentication
If a user certificate is installed either in the certificate store on your computer or on a smart card, and the Extensible Authentication Protocol Transport Level Security (EAP-TLS) is enabled, you can use certificate-based authentication in a single network logon process, which provides tamper-resistant storage of authentication information.
A certificate is an encrypted set of authentication credentials. A certificate includes a digital “signature” from the certificate authority that issued the certificate. In the certificate authentication process, your computer presents its certificate to the server, and the server presents its certificate to your computer, enabling mutual authentication. Certificates are authenticated by verifying the digital signature by means of a public key, which is contained in a trusted authority root certificate that is already stored on your computer. These root certificates are the basis for certificate verification, and are supplied only by a system administrator. Windows 2000 provides a number of trusted root certificates. Add or remove trusted root certificates only if your system administrator advises.
Certificates can reside either in the certificate store on your computer or on a smart card. A smart card is a credit card–sized device that is inserted into a smart card reader, which is either installed internally in your computer or connected externally to your computer.
By setting the security options of a connection, you can choose to use a smart card or other certificate, and you can specify particular certificate requirements. For example, you can specify that the server’s certificate must be validated, and you can also specify the server’s certificate root authority, which is trusted.
When you double-click Make New Connection in the Network and Dial-up Connections folder, if a smart card reader is installed, Windows 2000 detects it and prompts you to use it as the authentication method for the connection. If you decide not to use the smart card at the time you create a connection, you can modify the connection to use the smart card or other certificate at a later time.
Data Encryption
You can think of encryption as locking something valuable into a strong box with a key. Sensitive data is encrypted by using a key algorithm, which renders it unreadable without the knowledge of the key. Data encryption keys are determined at connect time between a connection and the computer on the other end. The use of data encryption can be initiated by your computer or by the server to which you are connecting.
For dial-up, virtual private network (VPN) and direct connections, Network and Dial-up Connections supports two types of encryption: Microsoft Point-to-Point Encryption (MPPE), which uses Rivest-Shamir-Adlemen (RSA) RC4 encryption, and an implementation of Internet Protocol security (IPSec) that uses Data Encryption Standard (DES) encryption. Both MPPE and IPSec support multiple levels of encryption.
Server controls are flexible and can be set to deny the use of encryption, require a specific encryption method, or allow your computer to select an encryption method. By default, most servers allow encryption and allow clients to select their encryption methods. This works for most computers. For a Windows 2000-based remote access or VPN server, the system administrator sets encryption requirements through settings on remote access policies. To determine your encryption settings, contact your system administrator.
To enable MPPE-based data encryption for dial-up or VPN connections, you must select the MS-CHAP, MS-CHAP v2, or Extensible Authentication Protocol-Transport Level Security (EAP-TLS) authentication methods. These authentication methods generate the keys used in the encryption process.
Virtual private networks (VPNs) use encryption depending on the type of server to which they are connecting. If the VPN connection is configured to connect to a PPTP server, MPPE is used. If the VPN is configured to connect to an L2TP server, IPSec encryption methods are used. If the VPN is configured for an automatic server type (which is the default selection), then L2TP is attempted first, followed by PPTP.
MPPE
Microsoft Point-to-Point Encryption (MPPE) encrypts data in PPP-based dial-up connections or PPTP VPN connections. Strong (128-bit key) and standard (56-bit key or 40-bit key) MPPE encryption schemes are supported. MPPE provides data security between your computer and your dial-up server (for dial-up PPP connections) and between your computer and your PPTP-based VPN server (for VPN connection).
Note   MPPE requires common client and server keys as generated by MS-CHAP, MS-CHAP v2, or EAP-TLS authentication.
IPSec
IP security (IPSec) is a suite of cryptography-based protection services and security protocols. Because it requires no changes to applications or protocols, you can easily deploy IPSec for existing networks.
IPSec provides machine-level authentication, as well as data encryption, for L2TP-based VPN connections. IPSec negotiates a secure connection between your computer and its remote tunnel server before an L2TP connection is established, which secures user names, passwords, and data.
IPSec encryption does not rely on the authentication method to provide initial encryption keys. Therefore, L2TP connections use all standard PPP-based authentication protocols, such as EAP-TLS, MS-CHAP, CHAP, SPAP, and PAP,  to authenticate the user after the secure IPSec communication is established.
Encryption is determined by the IPSec Security Association, or SA. A security association is a combination of a destination address, a security protocol, and a unique identification value, called a Security Parameters Index (SPI). The available encryptions include:

Data Encryption Standard (DES) with a 56-bit key.

Triple DES (3DES), which uses three 56-bit keys and is designed for high-security environments.
Note   The IP security settings that are associated with TCP/IP properties apply to all connections for which TCP/IP is enabled.
Callback
The callback feature provides cost advantages to you. Callback instructs your dial-in server to disconnect, and then to call you back after you dial in. By immediately hanging up and then calling you back, your phone charges are reduced.
If the feature is required by your system administrator, it also provides security advantages to your network. Requiring callback to a particular number enhances network security by ensuring that only users from specific locations can gain access to the server. Dropping the call and then immediately calling back to the preassigned callback number makes impersonation more difficult.
For more information about callback, see “Configuring Advanced Settings” earlier in this chapter.
Group Policies for Network and Dial-up Connections
You can use Group Policy settings or a combination of policies to control access to the Network and Dial-up Connections folder, and how it can be used. For example, a Group Policy setting can be applied which makes the Advanced Settings menu unavailable in the Network and Dial-up Connections folder. For more information about using Group Policy with Windows 2000 Server, see Windows 2000 Server Help.
The following sections describe the local Group Policy settings that can be applied in Windows 2000 Professional, including a description of each setting and registry information.
Computer Configuration Group Policy Settings
The location in the Group Policy that the setting modifies is shown in Figure 21.12.
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Figure 21.12   Computer Configuration in Group Policy
Allow configuration of connection sharing
This setting determines whether administrators can enable, disable, and configure the Internet Connection Sharing feature of a dial-up connection.
If you enable this setting or do not configure it, the system displays the Sharing tab in the Properties for a dial-up connection. On Windows 2000 Server, it also displays the Internet Connection Sharing (ICS) page in the Network Connection Wizard. (This page is available only in Windows 2000 Server.) If you disable this setting, the Sharing tab and Internet Connection Sharing wizard page are removed.
Caution   Allowing users in your organization to enable ICS means that they could create an unauthorized DHCP server on the subnet on which the computer is located. The ICS-enabled computer will allocate incorrect IP address configurations to all other DHCP clients on the same subnet and prevent them from communicating with other computers located on different subnets.
Note   This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration. Also, this setting applies only to users in the Administrators group.
User Configuration Group Policy Settings
The location in the Group Policy that these policies modify is shown in Figure 21.13.
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Figure 21.13   User Configuration in Group Policy
Enable deletion of RAS connections
This setting determines whether users can delete their private dial-up network connections. If you enable this setting or do not configure it, users can delete their private dial-up connections. Private connections are those that are available only to one user. (By default, only administrators can delete connections available to all users, but you can change the default by using the Enable deletion of RAS connections available to all users setting.) If you disable this Group Policy setting, users (including administrators) cannot delete any dial-up connections. This setting also disables the Delete option on the context menu for a dial-up connection and on the File menu in Network and Dial-up Connections.
Note   When disabled, this setting takes precedence over the Enable deletion of RAS connections available to all users setting. Users cannot delete any dial-up connections, and the Enable deletion of RAS connections available to all users setting is ignored.
Enable deletion of RAS connections available to all users
This setting allows users to delete shared dial-up (RAS) connections. Shared connections are available to all users of the computer.
If you enable this setting, users can delete shared dial-up connections. If you do not configure this setting, only administrators can delete shared dial-up connections. If you disable this setting, no one can delete shared dial-up connections. (By default, users can still delete their private connections, but you can change the default by using the Enable deletion of RAS connections setting.)
Note   When disabled, the Enable deletion of RAS connections setting takes precedence over this setting. Users (including administrators) cannot delete any dial-up connections and this setting is ignored.
Enable connecting and disconnecting a RAS connection
This setting determines whether users can connect and disconnect dial-up connections.
If you enable this setting, the Connect and Disconnect options for dial-up connections are available to users in the group. Users can connect or disconnect a dial-up connection by double-clicking the icon representing the connection, by right-clicking it, or by using the File menu. If you disable this setting, then double-clicking the icon has no effect, and the Connect and Disconnect menu items are disabled.
Enable connecting and disconnecting a LAN connection
This setting determines whether users can connect and disconnect local area connections.
If you enable this setting, the Connect and Disconnect options for local area connections are available to users in the group. Users can connect or disconnect a local area connection by double-clicking the icon representing the connection, by right-clicking it, or by using the File menu. If you disable this setting, then double-clicking the icon has no effect, and the Connect and Disconnect menu items are disabled.
Enable access to properties of a LAN connection
This setting determines whether users can view and change the properties of a local area connection. It also determines whether the Local Area Connection Properties dialog box is available to users.
If you enable this setting, the Local Area Connection Properties dialog box appears when users right-click the icon representing a local area connection, and then click Properties. Also, when users select the connection, Properties is available on the File menu. If you disable this setting, users cannot open the Local Area Connection Properties dialog box.
Important   This setting supersedes settings that remove or disable parts of the Local Area Connection Properties dialog box, such as those that hide tabs, remove the check boxes for enabling or disabling components, or that disable the Properties button for components that a connection uses. If you disable this policy, then the settings that disable parts of the Local Area Connection Properties dialog box are ignored.
Allow access to current user’s RAS connection properties
This setting determines whether users can view and change the properties of their private dial-up connections.
Private connections are those that are available only to one user. To create a private connection, on the Connection Availability page in the Network Connection Wizard, click Only for myself. This setting determines whether the Dial-up Connection Properties dialog box is available to users.
If you enable this setting, the Local Area Connection Properties dialog box appears when users right-click the icon representing a local area connection, and then click Properties Also, when users select the connection, Properties is available on the File menu. If you disable this setting, users cannot open the Local Area Connection Properties dialog box.
Important   This setting supersedes settings that remove or disable parts of the Dial-up Connection Properties dialog box, such as those that hide tabs, remove the check boxes for enabling or disabling components, or that disable the Properties button for components that a connection uses. If you disable this setting, it overrides these subsidiary policies.
Enable access to properties of RAS connections available to all users
This setting determines whether a user can view and change the properties of dial-up connections that are available to all users of the computer. This setting also determines whether the Dial-up Connection Properties dialog box is available to users.
If you enable this setting, the Local Area Connection Properties dialog box appears when users right-click the icon representing a local area connection, and then click Properties. Also, when users select the connection, Properties is available on the File menu. If you disable this setting, users cannot open the Local Area Connection Properties dialog box.
To create a dial-up connection that is available to all users, on the Connection Availability page in the Network Connection Wizard, click the For all users option. To find connections available to all users, see the Connections folder on your system drive (Documents and Settings\All Users\Application Data\Microsoft\Network\Connections).
Important   This setting supersedes settings that remove or disable parts of the Dial-up Connection Properties dialog box, such as those that hide tabs, remove the check boxes for enabling or disabling components, or that disable the Properties button for components that a connection uses. If you disable this setting, it overrides these subsidiary policies.
Enable renaming of connections, if supported
This setting determines whether users can rename the dial-up and local area connections available to all users.
If you enable this setting, the Rename option is enabled. Users can rename connections by clicking the icon representing a connection or by using the File menu. If you disable this setting, the Rename option is disabled.
Enable renaming of RAS connections belonging to the current user
This setting determines whether users can rename their private dial-up connections.
Private connections are those that are available only to one user. To create a private connection, on the Connection Availability page in the Network Connection Wizard, click Only for myself.
If you enable this setting, the Rename option is enabled for users' private dial-up connections. If you disable this setting, the Rename option is disabled on the user's private connections.
Enable adding or removing components of a RAS or LAN connection
This setting determines whether administrators can add and remove network components.
If you enable this setting, the Install and Uninstall buttons for components of connections in Network and Dial-up Connections are enabled. Also, administrators can gain access to network components in the Windows Components Wizard. If you disable this setting, the Install and Uninstall buttons for components of connections are disabled, and administrators are not permitted access to network components in the Windows Components Wizard.
The Install button opens the dialog boxes used to add network components. Clicking the Uninstall button removes the selected component in the components list (above the button). The Install and Uninstall buttons appear when administrators right-click a connection, and then click Properties. These buttons are on the General tab for local area connections and on the Networking tab for dial-up connections.
Tip   The Windows Components wizard permits administrators to add and remove components. To use the wizard, double-click Add/Remove Programs in Control Panel. To go directly to the network components in the Windows Components wizard, click the Advanced menu in Network and Dial-up Connections, and then click Optional Networking Components.
Allow connection components to be enabled or disabled
This setting determines whether administrators can enable and disable the components used by dial-up and local area connections.
If you enable this setting, the Properties dialog box for a connection includes a check box beside the name of each component that the connection uses. Selecting the check box enables the component, and clearing the check box disables the component. Disabling this setting dims the check boxes for enabling and disabling components. As a result, administrators cannot enable or disable the components that a connection uses.
Enable access to properties of components of a LAN connection
This setting determines whether administrators can change the properties of components used by a local area connection.
This setting determines whether the Properties button for components of a local area connection is enabled. If you enable this setting or do not configure it, the Properties button is enabled. If you disable this setting, the Properties button is disabled.
To find the Properties button, right-click the connection, and then click Properties. You will see a list of the network components that the connection uses. To view or change the properties of a component, click the name of the component, and then click Properties.
Note   Not all network components have configurable properties. For components that are not configurable, the Properties button is always disabled.
Enable access to properties of components of a RAS connection
This setting determines whether users can view and change the properties of components used by a dial-up connection.
This setting determines whether the Properties button for components used by a dial-up connection is enabled. If you enable this setting or do not configure it, the Properties button is enabled. If you disable this setting, the Properties button is disabled.
To find the Properties button, right-click the connection and then click Properties, and then click the Networking tab. You will see a list of the network components that the connection uses. To view or change the properties of a component, click the name of the component, and then click Properties.
Not all network components have configurable properties. For components that are not configurable, the Properties button is always disabled.
Display and enable the Network Connection Wizard
This setting determines whether users can use the Network Connection Wizard, which creates new network connections.
If you enable this setting, Make New Connection appears in the Network and Dial-up Connections folder. Clicking Make New Connection starts the Network Connection Wizard. If you disable this setting, Make New Connection does not appear. As a result, users cannot start the Network Connection Wizard.
Enable status statistics for an active connection
This setting determines whether users can view the Status page for an active connection.
Status displays information about the connection and its activity. It also provides buttons to disconnect and to configure the properties of the connection.
If you enable this setting, Status appears when users double-click an active connection. Also, an option to display Status appears on a menu when users right-click the icon for an active connection, and the option appears on the File menu when users select an active connection. If you disable this setting, Status is disabled, and Status doesn't appear.
Enable the Dial-up Preferences item on the Advanced menu
This setting determines whether Dial-up Preferences on the Advanced menu in Network and Dial-up Connections is enabled.
If you enable this setting, Dial-up Preferences is enabled. If you disable this setting, it is disabled. By default, Dial-up Preferences is enabled.
Dial-up Preferences allows users to configure Autodial and callback features.
Enable the Advanced Settings item on the Advanced menu
This setting determines whether Advanced Settings on the Advanced menu in Network and Dial-up Connections is enabled.
If you enable this setting, Advanced Settings is enabled. If you disable this setting, it is disabled. By default, Advanced Settings is enabled.
Advanced Settings allows administrators to view and change bindings and view and change the order in which the computer accesses connections, network providers, and print providers.
Allow configuration of connection sharing
This setting determines whether administrators and can enable, disable, and configure the ICS feature of a dial-up connection.
If you enable this setting or do not configure it, the system displays the Sharing tab in the properties for a dial-up connection. On a computer running Windows 2000 Server, it also displays the Internet Connection Sharing page in the Network Connection Wizard. (This page is available only in Windows 2000 Server.) If you disable this setting, the Sharing tab and the Internet Connection Sharing Wizard page are removed.
This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.
Important   This setting applies only to users in the Administrators and group.
For more information about disabling the configuration of ICS at the computer level, see “Computer Configuration Group Policy Settings” earlier in this chapter.
Allow TCP/IP advanced configuration
This setting determines whether users can use Network and Dial-up Connections to configure TCP/IP, DNS, and WINS settings.
If you enable this setting, the Advanced button on Internet Protocol (TCP/IP) Properties is enabled. As a result, users can open Advanced TCP/IP Settings and modify IP settings, such as DNS and WINS server information. If you disable this setting, the Advanced button is disabled and the users cannot open Advanced TCP/IP Settings.
Important   If the Enable access to properties of a LAN connection setting or the Enable access to properties of components of a LAN connection setting are disabled, users cannot gain access to the Advanced button. As a result, this setting is ignored.
Internet Connection Sharing
With the Windows 2000 Internet Connection Sharing (ICS) feature of Network and Dial-up Connections, you can use Windows 2000 to connect your branch office network to the Internet. For example, you might have a home network, with only one of the home network computers connected to the Internet by using a dial-up connection. By enabling Internet Connection Sharing on the computer that uses the dial-up connection, you are providing Internet access to all of the computers on your home network, with only one computer physically connected to the Internet. ICS provides network address translation, IP address allocation, and name resolution services for all computers on your small office or branch office network that are configured for automatic addressing. For a detailed scenario that discusses setting up ICS in a branch office network, see “Internet Connection Sharing Scenario: Connecting Your Branch Office’s Intranet to the Internet” later in this chapter.
After ICS is enabled and users verify their networking and Internet options, branch office network users can use applications, such as Internet Explorer and Outlook Express, as if they were already connected to the ISP. If the ICS computer is not already connected to the ISP, it dials the ISP and creates the connection so that the user can reach the specified Web address or resource.
The computer enabled with ICS needs two connections: One connection is for a network adapter, and connects to the computers on the home network. The other connection connects the home network to the Internet. You need to ensure that ICS is enabled on the connection that connects your home network to the Internet. As a result, the home network connection appropriately allocates TCP/IP addresses to its own users, the shared connection connects your home network to the Internet, and users outside your home network are not at risk of receiving inappropriate addresses from your home network. By enabling ICS on a connection, the ICS computer becomes a Dynamic Host Configuration Protocol (DHCP) allocator for the home network. DHCP distributes TCP/IP addresses to users as they start up. If Internet Connection Sharing is enabled on the wrong network adapter, users outside your home network might be granted TCP/IP addresses by the home network DHCP allocator, causing problems on their own networks.
The ICS feature is intended for use in a small office or branch office networking environment, where network configuration and the Internet connection are managed by the computer running Windows 2000 (where the shared connection resides). It is assumed that on its network, this computer is the only connection and gateway to the Internet, and that it sets up all internal network addresses. The Internet Connection Sharing feature does not work if the network contains DHCP or DNS servers.
The following protocols, services, interfaces, and routes shown in Table 21.6 are configured when you enable Internet Connection Sharing.
Table 21.6   Internet Connection Sharing Settings
Item
Configuration
IP address 192.168.0.1
Configured with a subnet mask of 255.255.255.0 on the network adapter that is connected to the small office or branch office network.
Autodial feature
Enabled.
Static default IP route
Created when the dial-up connection is established.
Internet Connection Sharing service
Started automatically.
DHCP allocator
Enabled with the default range of 192.168.0.2 to 192.168.0.254 and a subnet mask of 255.255.255.0.
DNS proxy
Enabled.
To use the Internet Connection Sharing feature, users on your branch office network must configure TCP/IP on their local area connection to obtain an IP address automatically. For more information about configuring Internet Connection Sharing, see Windows 2000 Help.
Note   For branch office clients to access the Internet, the computer with Internet Connection Sharing (ICS) enabled on it must either have an active connection, or the shared connection must have on-demand dialing enabled.
Internet Connection Sharing Scenario: Connecting Your Branch Office's Intranet to the Internet
This scenario describes how to connect a branch office of a corporation to the Internet. It also explains the differences between setting up an analog modem or ISDN connection, and setting up a cable modem or DSL connection. It also discusses how to configure a computer on the branch office’s intranet to connect to the corporate network using a virtual private networking (VPN) connection.
Overview
This section describes the basics of this scenario: the branch office’s current configuration, and the proposed solution using Windows 2000 Internet Connection Sharing (ICS). Figure 21.14 shows the current configuration for a branch office.
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Figure 21.14   Current Configuration of a Branch Office
Using Internet Connection Sharing
The Internet Connection Sharing (ICS) feature in Windows 2000 provides a simple solution to allow all of the computers on a local intranet to share the same external connection to the Internet.
Using ICS, you designate one branch office computer as the ICS computer. Typically, this is the computer with the fastest external connection, such as a DSL or cable modem. You use the ICS computer to establish the connection to the Internet. All of the other computers on your branch’s intranet — referred to from this point as “clients” to distinguish them from the ICS computer  — use the shared connection on the ICS computer to access the Internet. In general, this is a three step process:
 1.
Configure the ICS computer for Internet access. How you set up the ICS computer depends on whether it uses an analog modem or ISDN connection, or a DSL or cable modem connection to the outside world.
 2.
Enable Internet Connection Sharing on the ICS computer to provide Internet access to everyone on the branch intranet.
 3.
Configure your client computers for automatic IP addressing.
Note   Never turn off the ICS computer while any of the clients are running, as the ICS computer provides IP address configuration, name resolution services, and a gateway to the Internet. If you do lose power to the ICS computer, the other branch office clients cannot access the Internet because the shared connection on the ICS computer is not available.
Configuring the ICS Computer
How you configure the ICS computer depends on whether it connects to the Internet using an analog modem or ISDN connection, or a high-speed device such as a DSL or cable modem.
Note   The ICS computer automatically assigns IP addresses, forwards DNS names to the Internet for resolution, and assigns itself as the default gateway for connecting to the Internet. If any of the clients on the branch office’s intranet are providing these functions, Internet Connection Sharing might not work.
Configuring an ICS Computer with an Analog Modem or ISDN Connection
In this configuration, the ICS computer connects to the Internet using an analog modem or ISDN connection. The ICS computer and all of the other computers in the Seattle branch office, are connected to the branch office’s intranet using network adapters. Figure 21.15 shows how an Internet connection is shared using an analog modem or an ISDN connection.
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Figure 21.15   Internet Connection Sharing Using an Analog Modem or ISDN Connection
Install the analog modem (or make sure you have a modem installed) on the ICS computer you want to use to access the Internet. If you are installing an analog modem in the ICS computer for the first time, Windows 2000 Plug and Play automatically detects and configures it.
Open the Network and Dial-Up Connections folder, and then double-click Make New Connection. This starts the Windows 2000 Network Connection Wizard to set up the connection to your Internet service provider (ISP). Configure the connection by using the settings provided by your ISP.
After the wizard has created the new connection to your ISP, Windows 2000 adds a new icon for the connection in the Network and Dial-Up Connections folder. Test the new Internet connection by connecting to your ISP and verifying that you can browse the World Wide Web.
Next, open the Properties of the new connection, click the Sharing tab, and then select the Enable Internet Connection Sharing for this connection check box.
Next, check the configuration of the clients, as described in “Configuring the Branch Office Client Computers” later in this section. Finally, verify the shared ICS connection by browsing the World Wide Web from one of the clients on the branch office intranet.
Configuring an ICS Computer with a DSL or Cable Modem Connection
In this configuration, the ICS computer connects to the Internet using a second network adapter connected to a high-speed DSL or cable modem. The ICS computer connects to the other computers in the Seattle branch office’s intranet using the first network adapter. The rest of the computers in the branch office connect to the local intranet using other network adapters. Figure 21.16 shows how an Internet connection is shared by using a DSL or cable modem connection.
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Figure 21.16   Internet Connection Sharing Using a DSL or Cable Modem Connection
Rename the local area connection for the branch intranet (“Office Intranet,” for example) on the ICS computer that you want to use to access the Internet, and then install the second network adapter (or make sure you have a second network adapter installed) to connect to the DSL or cable modem connection. If you are installing the second network adapter for the first time, Windows 2000 Plug and Play automatically detects and configures it.
Next, open the Properties of the new connection, and configure the connection by using the settings provided by your ISP. Next, click the Sharing tab, and then select the Enable Internet Connection Sharing for this connection check box. 
Note   Rename the new external connection to the Internet to differentiate it from the branch office’s intranet.
Test the new Internet connection by connecting to your ISP and verifying that you can browse the World Wide Web.
Finally, check the configuration of the clients (as described in the following section) and then verify the shared ICS connection by browsing the World Wide Web from one of the clients.
Configuring the Branch Office Client Computers
To verify that the network settings on each client in the branch office are configured properly to use the new ICS computer to connect to the Internet, do the following:

Verify that the local area connection to the branch office intranet uses the Client for Microsoft Networks, File and Printer Sharing, and Internet Protocol (TCP/IP) components. (These are the default settings in Windows 2000.)

Verify that the TCP/IP properties for the connection are configured to obtain an IP address and a DNS server address automatically. (These are the default settings in Windows 2000.)

After the ICS computer has been initially configured and tested, restart all of the clients. Do not restart the ICS computer.
Tip   If you have trouble accessing the Internet from a client, verify that the client’s Internet browser is configured to connect using the LAN. If this is not the problem, ping the ICS computer by typing ping 192.168.0.1 at a command prompt. If this also fails, verify the client’s physical connection to the office intranet. Finally, you can use IPConfig, a diagnostic tool included with Windows 2000 Professional, to view details of the client’s IP configuration. Open a command window, and then type ipconfig. If you want help with using the tool, type ipconfig /?.
The only necessary modification for client applications is to configure Internet Explorer to use the branch office LAN connection to the Internet.
To configure Internet Explorer to use a shared ICS connection
 1.
On the Tools menu, click Internet Options, and then click the Connections tab.
 2.
In Dial-Up Settings, click Never dial a connection, and then click LAN Settings.
 3.
In Automatic Configuration, check the Automatically detect settings check box and clear the Use automatic configuration script check box.
 4.
In Proxy Server, clear the Use a proxy server check box.
Configurations to Avoid
ICS is designed to enable a computer to be a translating gateway to the Internet. In some configurations involving cable modems or DSL, the equipment provided and the setup is contrary to this purpose. To properly use ICS, do not connect a cable or DSL modem, the ICS computer, and all of the other clients on the branch office intranet directly into a network hub, as shown in Figure 21.17.
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Figure 21.17   Do Not Connect a Cable or DSL Modem Directly into a Network Hub
Note   You can use this type of configuration when your ISP has assigned a static IP address to each client on your intranet. In this scenario, ICS is not needed for Internet access. However, in this configuration, you must disable File and Printer Sharing on all computers to prevent access to your computers from Internet users. Most branch offices avoid this configuration because it disables file and printer sharing between the clients on the branch’s intranet.
Some cable or DSL modems provide a built-in network hub. In this scenario, do not connect the network adapters of all the computers on your intranet directly into the cable modem, as shown in Figure 21.18.
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Figure 21.18   Do Not Connect Multiple Computers Directly into a Cable Modem
Creating a VPN Connection to the Corporate Network
As network administrator of the branch office, you want to configure a few individual clients for access to the corporate network to send and receive e-mail, install software updates, transfer files, and otherwise access network servers and company-wide resources.
You can create a virtual private network (VPN) connection from one of the branch office’s clients that tunnels through the Internet (using PPTP) to the corporate network by using a VPN connection. It is a safe, secure way of connecting directly to the corporate network from a computer on the branch office network. Figure 21.19 shows how one client on the office intranet is connected to a corporate network by means of a PPTP tunnel.
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Figure 21.19   Connect a Branch Office Client to the Corporate Network Using a VPN Connection
Note   Do not create a VPN connection to the corporate network from the ICS computer. If you do, then by default all traffic from the ICS computer including traffic from intranet clients will forwarded over the VPN connection to the corporate network. This means that Internet resources will no longer be reachable and all the branch office computers will be sending data over a logical connection created with the credentials of the ICS computer user, a questionable security practice.
The first time you launch a new VPN connection, it takes a few moments to connect using L2TP and IPSec, and then tries to connect using PPTP. Subsequent connections do not take as long because the VPN connection memorizes which VPN protocol was successful for the initial connection.
After the VPN connection is made, the client on the branch office’s intranet has access to the shared resources (such as file servers and printers) on the corporate network.
Note   While the client computer is connected to the corporate network using VPN, the client is logically disconnected from the Internet unless the corporate network provides its own Web access. To access the Web through the corporate network, a branch office client must be configured to use the rules established for Web access from the corporate network. For example, many corporations use a proxy server. In this scenario, you need to configure the client’s browser to use the corporate proxy server to access the Web. You can configure Internet Explorer to use specific proxy settings with specific Internet connections. After doing so, the client computer can easily shift between accessing the Internet by using the shared connection on the ICS computer, or accessing the Internet through a VPN connection to the corporate network.
Troubleshooting
The following sections describe the common problems with Network and Dial-up Connections and the troubleshooting tools provided with Windows 2000.
Troubleshooting Tools
There are many tools within Windows 2000 that allow you to monitor and diagnose network and dial-up connections. PPP logging records the series of programming functions and PPP control messages during a PPP connection. You can verify whether your modem is working properly by using modem diagnostics and logging. The Netdiag tool can be used to test many networking components. It can be configured to run and report on tools such as Ping, IPConfig, and so on.
PPP Logging
You can troubleshoot Windows 2000 Professional PPP client connections by using PPP logging on Windows 2000. PPP logging records the series of programming functions and PPP control messages during a PPP connection and is a valuable source of troubleshooting information when you are troubleshooting the failure of a PPP connection. To enable PPP logging on your Windows 2000 remote access server, select the Enable Point-to-Point Protocol (PPP) logging option on the Event Logging tab from the properties of a remote access server using the Routing and Remote Access administrative tool.
To enable PPP logging on the client that is initiating the connection, use the Netsh command. The syntax for the command is:
Netsh ras set tracing ppp enabled
Conversely, if you want to stop PPP logging, the command syntax is:
Netsh ras set tracing ppp disabled
Modem Logging
By using Phone and Modem Options in Control Panel, you can record a log of commands as they are sent to your modem by communication programs or the operating system. On Windows 2000 Professional, logging is always turned on and the log is overwritten at the beginning of every session unless you select the Append to Log check box.
Note   Commands sent to the modem are captured in the file %SystemRoot%\ModemLog_Model.txt. %SystemRoot%is usually C:\Winnt\System32\. Model is the name of the modem as it appears in the list of installed modems on the Modems tab of Phone and Modem Options.
Modem Diagnostics
You can verify whether your modem is working properly by using the diagnostics that are available by means of Phone and Modem Options in Control Panel.
When you query a modem, Windows 2000 runs the commands and displays the results, as shown in Table 21.7.
Table 21.7   Modem Query Commands and Responses
Command
Response
ATQ0V1E0
Initializes the query.
AT+GMM
Model identification (ITU V.250 recommendation is not supported by all modems).
AT+FCLASS=?
Fax classes supported by the modem, if any.
AT#CLS=?
Shows whether the modem supports the Rockwell voice command set.
ATIn
Displays manufacturer’s information for n = 1 through 7. This provides information such as the port speed, the result of a checksum test, and the model information. Check the manufacturer's documentation for the expected results.
NetDiag
The Netdiag tool is available in the \support tools directory of your Windows 2000 Professional operating system CD. Netdiag isolates networking and connectivity problems by performing a series of tests to determine the state of your network client and its functionality. Optionally, it can generate a report of the results. For example, it can report on the network adapter configuration details, including the adapter name, configuration, media, globally unique identifier (GUID), and statistics. Using it, you can run a comprehensive sequence of networking tools such as Ping, IPConfig, and so on. For more information about Netdiag, see “Troubleshooting Tools and Strategies” in this book.
Device Manager
Device Manager provides you with information about how the hardware on your computer is installed and configured. It can help you determine the source of resource conflicts, and the status of COM ports. You can also use Device Manager to check the status of your hardware and update device drivers, such as modem drivers, on your computer.
Troubleshooting Configuration Problems
The following sections describe common problems that you might encounter, and possible causes and solutions for them.
The modem does not work.

The modem is incompatible. If you have access to another computer with an Internet connection, check the list of compatible modems in the Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.

The modem is not connected properly or is turned off. Verify that the modem is connected properly to the correct port on your computer. If the modem is external, verify that the power is on.

The remote access server is not running. Ask your system administrator to verify that the remote access server is running. If the server is down, the administrator needs to check the error and audit logs to see why the service stopped. After the problem is fixed, restart the service. If the service is running, the administrator needs to check whether other remote access clients can connect properly. If other clients can connect, the problem might be specific to your workstation.

You do not have a valid user account, or you do not have remote access permission. Verify with your system administrator whether your user account has been established, and that you have remote access permission.

You dialed the wrong number, or you dialed the correct number but forgot to dial an external line-access number, such as 9. Verify that the number is correct as dialed.

Your modem cannot negotiate with the modem of the server. Try using the same type of modem as the server.

The modem cabling is faulty. Do not use the 9-to-25-pin converters that are included with most mouse hardware because some of them do not carry modem signals. To be safe, use a converter made especially for this purpose.

The telephone line (for example, in your hotel room) does not accommodate your modem speed. Select a lower bits-per-second (bps) rate (or call the hotel manager to request a direct line).

The line you are trying to use is digital. Most modems work only with analog phone lines. Verify that you have analog phone lines installed or, if you have digital phone lines installed, verify that the servers and clients have digital modems.
When trying to connect, a message is received that says the remote access server is not responding.

At higher bits-per-second (bps) rates, your modem is incompatible with the modem of the server.

There is a lot of static on the phone line, which prevents a modem from connecting at a higher bps rate.

There is some kind of switching equipment between the client and server that prevents the two modems from negotiating at a higher bps rate. Adjust the speed of your modem to a lower bits-per-second (bps) rate.

The remote access server is not running. Ask your system administrator to verify that the server is running. The modem always connect at a lower bit-per-second (bps) rate than specified.

The modem and telephone line are not operating correctly. Excessive static on the telephone line causes sessions to be dropped. You can use modem diagnostics to confirm correct modem operation.

The destination server is not running properly. Ask your system administrator to verify that the destination server is running properly. Try connecting to the same server from another workstation. If other workstations are having the same problem, there might be problems with server applications or hardware. If not, the problem is specific to your workstation.

The quality of your line is insufficient. Contact your telephone company to verify the quality of your line.

The line you are dialing is affecting the speed. If you can connect to your remote access server by using more than one number, try another number and see if the speed improves.

Your modem software needs to be updated. Check with your modem manufacturer for modem software updates.
The sessions with a remote access server on the network keep getting dropped.

Call waiting is disrupting your connection. Verify that the phone has call waiting. If so, disable call waiting and try calling again.

The remote access server disconnected you because of inactivity. Try calling again.

Someone picked up the phone. Picking up the phone automatically disconnects you. Try calling again.

Your modem cable is disconnected. Verify that the modem cable is connected properly.

Your modem software needs to be updated. Check with your modem manufacturer for modem software updates.

Your modem settings need to be changed because of a remote access server change. Verify the modem settings with your system administrator.
Connections are disconnecting abnormally.

The remote access server is not running. Ask your system administrator to verify that the server is running.

Your modem is unable to negotiate correctly with the modem of the remote access server. The serial port of the computer cannot keep up with the speed you have selected. Try to connect at a lower initial port speed.

Your modem software needs to be updated. Check with your modem manufacturer for modem software updates.
When trying to connect, a hardware error is received.

The modem is turned off. Verify that the modem is turned on. If the modem is turned off, turn it on and redial.

Your modem is not functioning properly. Enable modem logging to test the connection.

Your cable is incompatible. If your modem communicates through Terminal, but not through Network and Dial-up Connections, the cable that attaches your modem to the computer is probably incompatible. You need to install a compatible cable.
Connections do not appear in the Network and Dial-up Connections folder.

The folder might need to be refreshed. Press F5 to refresh the folder.
Conflicts between serial ports are causing connection problems.

The serial ports are conflicting. COM1 and COM3 share interrupt request (IRQ) 4. COM2 and COM4 share IRQ 3. As a result, for serial communications, you cannot use COM1 and COM3 simultaneously, or COM2 and COM4 simultaneously. For example, you cannot use Network and Dial-up Connections on COM1 and Terminal on COM3.

This rule applies if you are using the mouse in addition to other serial communications programs such as Network and Dial-up Connections or the Windows 2000 Terminal program. The rule does not apply if you are using an intelligent serial adapter such as a DigiBoard serial card.
When trying to connect by using ISDN, a “No Answer” message is received.

The remote access server did not answer because it is turned off or the modem is not connected. Contact your system administrator.

The line is busy. Try calling later, or contact your system administrator.

There is a problem with the hardware. Verify that the ISDN adapters are installed and configured correctly.

Your phone number is not configured correctly. In some cases, each B channel on an ISDN line has its own number, while in other cases both B channels share a single number. Your telephone company can tell you how many numbers your ISDN line has.

If you are located in the United States or Canada, your Service Profile Identifier (SPID) is configured incorrectly. The SPID normally consists of the phone number with additional digits added to the beginning, the end, or both. The SPID helps the switch understand what type of equipment is attached to the line and routes calls to appropriate devices on the line. If an ISDN channel requires a SPID, but it is not entered correctly, then the device cannot place or accept calls. Verify that the SPID is entered correctly.

A poor line condition (for example, too much static) interrupted your connection. Wait a few minutes and try dialing again.

You did not enable line-type negotiation, or a connection cannot be made with the line type you selected. Enable line-type negotiation.

Your ISDN switching facility is busy. Try again later.

Your DigiBoard card is too old. If you do not have the latest PCIMAC-ISA DigiBoard card, serial number A14308 or greater, contact DigiBoard for a replacement.
Connections made by using X.25 fail.

The dial-up PAD is configured with the wrong X.3 parameters or serial settings. If the remote access server is running and you cannot connect to it directly through an X.25 smart card or an external PAD, modify the dial-up PAD X.3 parameters or serial settings. Ask your system administrator for the correct settings.

New Pad.inf entries are incorrect. You can check other Pad.inf entries for direct connections and external PADs, and view the comments that go with them. You might need a line analyzer or a terminal program to see the response for the PAD. For dial-up PAD entries, you can use an entry in Pad.inf as an example, paying attention to the comments that go with the example.

Your modem is incompatible. If the modem that connects to a dial-up PAD connects at a lower speed than it should, replace the modem with a compatible one.

The line for the remote access server is congested. If a connection has been established, but the network drives are disconnecting, and you are dropping sessions or getting network errors, the cause might be congestion on the leased line for the remote access server.

For example, four clients connecting at 9,600 bps (through dial-up PADs) require a 38,400-bps (four times 9,600) leased line on the server end. If the leased line does not have adequate bandwidth, it can cause time-outs and degrade performance for connected clients. This example assumes that Routing and Remote Access is using all the bandwidth. If Routing and Remote Access is sharing the bandwidth, fewer connections can be made.

Your system administrator needs to verify that the speed of the leased line can support all the COM ports at all speeds clients use to dial in.
Connections through PPTP fail.

TCP/IP connectivity problems are keeping you from connecting to the PPTP server. You or your system administrator can use the ipconfig and ping commands to verify a connection to your server.

A Winsock Proxy client is active. A VPN connection cannot operate with an active Winsock Proxy client. Winsock Proxy immediately redirects packets to the proxy server before they can be processed by a virtual private network connection for encapsulation. Ask your system administrator to disable the Winsock Proxy client.

You do not have the appropriate connection and domain permissions on the remote access server. Contact your system administrator.

If you are using the TCP/IP protocol, you do not have a unique TCP/IP address. Contact your system administrator.

Name resolution problems are keeping you from resolving names to IP addresses. Specify fully qualified domain names and IP addresses in your connection.
Connections made by using PPP or TCP/IP utilities are failing.

The server does not support LCP extensions. If you cannot connect to a server by using PPP, or the remote computer terminates your connection, the server might not support LCP extensions. In Network and Dial-up Connections, clear the Enable LCP extensions check box.

IP header compression is keeping TCP/IP tools from running. If you successfully connect to a remote server by using PPP, but TCP/IP tools do not work, the problem might be IP header compression. Try to reconnect after turning off IP header compression.
Connections made by using Internet Connection Sharing are failing.

The wrong LAN network adapter is shared. A computer with Internet Connection Sharing needs two connections. One connection, typically a LAN adapter, connects to the computers on the home network and the other connection connects the home network to the Internet. You need to ensure that Internet Connection Sharing is enabled on the connection that connects your home network to the Internet.

TCP/IP is not installed on home network computers. By default, the TCP/IP protocol is installed on computers running Windows 2000, Windows 98, and Windows NT 4.0. If users on your home network are running operating systems other than these, verify that TCP/IP is installed on their computers.

If users on your home network cannot reach the Internet, TCP/IP is incorrectly configured on their home network computers. Verify that the following TCP/IP settings are established on home network local area connections:

IP address: Obtain an IP address automatically (through DHCP).

DNS server: Obtain DNS server address automatically.

Default gateways: None specified.

For computers running Windows 95, Windows 98, or Windows NT 4.0, you can find the TCP/IP settings in Network Control Panel.

If users on your home network cannot reach the Internet, their Internet options need to be modified. Home network user Internet options must be modified for use on the local area network. For more information, see Windows 2000 Help.

The Internet Connection Sharing service is not started. Use Event Viewer to verify that the Internet Connection Sharing service is started.

The Internet Connection Sharing computer is not properly configured for name resolution. You might need to configure the DNS name resolution services on the computer. If computers on the branch office network cannot resolve names to IP addresses, you can check the name resolution configuration of the Internet Connection Sharing computer by using the ipconfig command.

There are two ways that your ISP can configure name resolution:

Statically assigned name servers

You must manually configure the TCP/IP protocol with the IP address (or addresses) of the name servers provided by the ISP. If you have statically assigned name servers, you can use the ipconfig command at any time to get the IP addresses of your configured name servers.

Dynamically assigned name servers

Manual configuration is not required. The IP addresses of the name servers provided by the ISP are dynamically assigned whenever you dial the ISP. If you have dynamically assigned name servers, you must run the ipconfig command after a connection to the ISP has been made.

If you cannot play a game across the Internet, the protocol used by the application is not translatable. Try running the application from the ICS computer. If the application works from the ICS computer but not from a computer on the home network, then the application might not be translatable.

If you cannot play a game across the Internet, the application is not configured on the computer running Internet Connection Sharing. Verify that the application, including port numbers, is configured correctly.

For more information, see Windows 2000 Help.

If Internet users cannot see services on your home network, such as a Web server, the service is not configured correctly. Verify that the service, including port numbers and TCP/IP addresses, is configured correctly.

If users on your home network cannot reach the Internet sites by using friendly names, there is a DNS resolution problem. Users on your home network must use fully qualified domain names or IP addresses when accessing Internet resources.
When using a local area network connection, there is no response.

There might be problems with your network adapter. Check the appearance of the local area connection icon. Depending on the status of the local area connection, the icon appears in different ways in the Network and Dial-up Connections folder. Also, if the local area connection media is disconnected (for example, the cable is unplugged), a status icon is displayed in the taskbar. Also, use Device Manager to verify that your network adapter is working correctly.

The LAN cable might not be plugged into the network adapter. Check to make sure the LAN cable is inserted into the network adapter. When using a laptop to connect to an ISP, some or all of the applications do not run properly.

The Winsock Proxy client might be preventing your applications from running properly when you use the ISP connection. If you are a mobile user and use your portable computer in your corporate environment, you might need to disable the Microsoft Winsock Proxy client (WSP Client in Control Panel) when you use the same computer to dial to an ISP or other network. For example, if you use a portable computer in your office and use the same computer to connect to an ISP or other network from your home, you might have problems running all of your applications when you use the ISP connection. (For example, your applications might not be able to find the resources or servers they need.) If this is the case, disable the Microsoft Winsock Proxy client (WSP Client in Control Panel) to run the applications that you typically run when you use your portable computer in the corporate office.
I can connect to my ISP, but I cannot browse the Internet.

DNS options might need to be configured. Check with your ISP or your system administrator to see if you need to configure DNS settings in the TCP/IP settings for their connection. For example, you might need to specify a preferred or alternate DNS server address, rather than letting the DNS server address be obtained automatically.
Incoming connection clients cannot see resources beyond the incoming connection computer.

If the addresses that are being allocated to incoming clients are not a subset of the network to which the incoming connection computer is attached, you must create a route to the incoming clients on the intranet computers.

Reconfigure your range of IP addresses that are being allocated to incoming clients so that it is a subset of the network to which the incoming connections computer is attached. If you cannot do this, then configure your intranet hosts with the IP address of the incoming connection computer as a default gateway.

If your intranet hosts are configured to obtain an IP address automatically and a DHCP server is present, you can configure your DHCP server to assign the default gateway.

If your intranet hosts are configured to obtain an IP address automatically and a DHCP server is not present (you are using the Automatic Private IP Addressing feature of Windows 2000 and Windows 98), then you must manually configure all of your intranet hosts with an IP address, subnet mask, and default gateway.

The calculated range of addresses allocated to connecting clients is larger than the range that you configured. Most TCP/IP networks use subnets to effectively manage routed IP addresses. For the range that you specified in From and To, Windows 2000 calculates the closest matching subnet. The range of addresses in the closest matching subnet might exceed the range that you specified. Unless the addresses specified in From and To are subnet boundaries, the range based on the calculated subnet is larger than the range that you specified. To avoid this, specify a range that falls on subnet boundaries. For example, if you are using the 10.0.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 10.0.1.168 to 10.0.1.175. Or, if you are using the 192.168.0.0 private network ID for your intranet, a range that falls on subnet boundaries is 192.168.1.0 to 192.168.1.255.
