Chapter 23 - Windows 2000 Professional on Microsoft Networks
Microsoft® Windows® 2000 Professional can be a member of a variety of network configurations, from a small home network consisting of two computers, to a large enterprise network comprising thousands of computers worldwide. This chapter describes the network environments where you can use Windows 2000 Professional.
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
For more information about configuring TCP/IP in Windows 2000 Professional, see “TCP/IP in Windows 2000 Professional” in this book.

For more information about account authentication in Windows 2000 domains, see “Security” in this book.

For more information about implementing Windows 2000 Group Policy on a Windows 2000 Professional client, see “Defining Client Administration and Configuration Standards” in the Microsoft® Windows® 2000 Server Resource Kit Deployment Planning Guide.
Quick Guide to Windows 2000 Professional on Microsoft Networks
This section provides a quick glance at the topics and tasks related to adding a Windows 2000 Professional client to a Windows domain or workgroup. Use the quick guide to find the information or task you are seeking.
Assess the current networking environment.
To add a Windows 2000 Professional–based computer to a network, you must determine if the computer is to be added to a Windows 2000 domain, a Microsoft® Windows NT® domain, or a workgroup consisting of computers running Microsoft network-compatible software, including Microsoft® Windows® 95 and Microsoft® Windows® 98. The network environment determines the authentication methods you choose to access the network, the means you choose to enforce desktop and security rules (group and system policies), and the method you use to handle logon scripts.

See “Overview of Microsoft Networking” later in this chapter.
Ensure that the network protocol (NetBEUI or TCP/IP) is installed and properly configured.
Before you can add a Windows 2000 Professional computer to the existing network environment, you must first establish client connectivity. Two common protocols used for network connectivity are NetBIOS Enhanced User Interface (NetBEUI) and Transmission Control Protocol/Internet Protocol (TCP/IP). Although NetBEUI is commonly used in small-sized to medium-sized networks, TCP/IP is a more scalable network protocol and the standard protocol for access to the Internet. Install and configure the protocol to meet the connectivity needs of the Windows 2000 Professional client.

See “Configure Transport Protocols” later in this chapter.
Join the network environment that meets your specifications.
A user with appropriate permissions can join a domain or workgroup by using a number of different methods. You can create the computer account during Windows 2000 Professional installation. Use the Network Identification wizard to join the Windows 2000 Professional–based computer to a specified domain or workgroup. You can manually add a computer to a network by using the Network Identification tab of the My Computer properties sheet. Specify the name of the domain or workgroup to be joined.

See “Join Network Environment” later in this chapter.
Verify that a Windows 2000 Professional–based computer has successfully joined the network environment.
To verify that a Windows 2000 Professional–based client has been added to the network, attempt to log on to the domain where you added the computer, or log on locally if you added the computer to a workgroup. In a domain environment, verify that logon scripts function as designed and that no conflicts occur between local Group Policy and Windows NT system policy or Windows 2000 domain Group Policy settings

See “Confirm Group Membership” later in this chapter.
Perform troubleshooting tasks for Windows networks.
If a user is unable to log on to a workgroup by using a local account or to a domain by using an account residing at a domain controller, perform troubleshooting tasks to determine the nature of the problem and to resolve the problem.

See “Troubleshooting Microsoft Networking” later in this chapter.
Overview of Microsoft Networking
This section describes the features and technical aspects of Microsoft networking including new networking features implemented in Windows 2000 Professional. The authentication methods, logon procedures, policy procedures, protocols, and resource allocation used in each environment are also explored.
What's New
The networking capabilities of Windows 2000 are built upon the foundation of features found in Windows NT. The improvements made in Windows 2000 result in a scalable networking platform that you can implement in a variety of environments, from a small office/home office configuration, to a powerful workstation within a multidomain enterprise.
The improvements made in Windows 2000 Professional can be categorized into three areas, each of which is presented in this chapter:

Directory services

Account authentication

Policy handling
Directory Services
A directory service provides information about objects in a network environment, including user and computer accounts, and shared resources such as printers and directories. Active Directory™, the directory service included with Windows 2000, is the Microsoft domain-based directory service found in Windows 2000 domains, which presents domain information in a hierarchical, object-oriented fashion. Active Directory provides several advantages not found in the Security Access Manager (SAM) account database used in the Windows NT 4.0 domain environment: 

Active Directory can be accessed by a variety of domain clients, by Active Directory–aware applications and by non–Active Directory applications that use industry protocols, such as Lightweight Directory Access Protocol (LDAP).

The Active Directory hierarchy is flexible and configurable, so organizations can organize resources in a way that optimizes data usability and manageability. 

Active Directory stores network-related information as objects. These objects can be assigned attributes, which describe specific characteristics about the object. This allows administrators to assign a wide range of information in the directory and tightly control access to it. 

Active Directory can be scaled to meet the requirements of many enterprises, having been tested with up to one million objects per directory. 

Active Directory uses multiple-master replication, where changes made to any of the copies of the directory are automatically replicated throughout the enterprise. This is an advantage over the replication process in Windows NT, where all changes must be made through a master directory replica.
Active Directory is available only on Windows 2000 domain controllers, although an Active Directory domain can consist of heterogeneous clients, including Microsoft Windows NT version 4.0, Windows 95 and Windows 98, and UNIX workstations. For more information about Active Directory, see “Windows NT Domain Environments” later in this chapter.
Account Authentication
Windows 2000 uses Kerberos security as the default authentication method for domain and local access. The Kerberos v5 authentication protocol is an industry-supported distributed security protocol based on Internet standard security. 
Windows 2000 also supports NTLM security as a method for account authentication. NTLM is used as the account authentication method in Windows NT domains. For more information about Kerberos security, see “Account Authentication” in this chapter.
Policy Handling
In a Windows NT domain, administrators use system policy to control the user work environment and to enforce system configuration settings. In a Windows 2000 domain, Group Policy settings are the administrator’s primary method for enabling centralized change and configuration management. A domain administrator can create Group Policy settings at a Windows 2000 domain controller to create a specific system configuration for a particular group of users and computers. Group policy can be used to:

Enable IntelliMirrorTM management technologies to automatically install assigned applications and provide location independence for roaming users. 

Permit desktop customization and lockdown.

Configure security policies.
Group Policy settings can also be created locally for individual workstation, and for customized environments that differ from the domain’s.
For more information about Group Policy, see “Group and System Policies” in this chapter.
Comparison of Windows 2000 Features
Table 23.1 compares the features implemented in Windows 2000 to those in Windows 98 and Windows NT 4.0.
Table 23.1   Comparison of Windows 2000 Networking Features
Windows 2000 Networking Feature
Windows 98
Windows NT 4.0
Directory Services



Can be a member of a Windows 2000 domain.
Yes
Yes
Can be a member of a Windows NT domain.
Yes
Yes
Can access Active Directory.
Yes1
No
Account Authentication



Uses Kerberos default account authentication.
No
No
Uses NTLM default account authentication.
Yes
Yes
Policy Handling



Can use Windows 2000 Group Policy settings. 
No
No
Can use Windows NT system policies.
Yes
Yes
1You must install Active Directory client software before a Windows 98–based client can access Active Directory.
Peer-to-peer Network Environments
A peer-to-peer network (also known as a workgroup) is a single-subnet network that is used as a convenient way to connect a small number of users to share resources. Peer-to-peer clients have the identical level of authority on a network, which eliminates the need for domain controllers. User authentication is decentralized, with the local account database located on each client. A user must have a user account on each computer in order to gain access. Figure 23.1 shows an example of a peer-to-peer network.
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Figure 23.1   Peer-to-Peer Network
Peer-to-peer networks are ideal for small office/home office (SOHO) configurations consisting of two to ten users, where a user needs to use more than one computer and also needs to be able to share resources from one computer to another, such as files, applications, or printers.
Windows 2000 Professional is compatible with all Microsoft products that use the server message block (SMB) protocol. This includes support for peer-to-peer networking with other Microsoft networking products, including Microsoft® LAN Manager, Microsoft® Windows® 3.x, Microsoft® Windows® for Workgroups, Windows 95, Windows 98, Microsoft® Windows NT® Workstation, and Microsoft® Workgroup Add-on for MS-DOS® networking software for computers running MS-DOS.
Windows 2000 Professional in a peer-to-peer environment performs account authentication locally. Windows 2000 Professional attempts Kerberos authentication first, searching for the local Kerberos Key Distribution Center (KDC). If the KDC service is not found for Kerberos authentication, Windows 2000 Professional uses NTLM security to authenticate users in the local account database. For more information about account authentication, see “Account Authentication” later in this chapter.
Peer-to-peer networks communicate with clients and servers that share a common protocol. Although they are independent of any networking protocol, the NetBEUI protocol was historically chosen because of its small size, speed, and minimal setup requirements. However, a peer-to-peer network with NetBEUI as its only transport protocol is unable to access the Internet or communicate with any workgroups or domains outside its subnet. Therefore, TCP/IP is now seen as the preferred protocol choice. For more information about configuring these protocols, see “TCP/IP In Windows 2000 Professional” in this book and also see “Configuring Transport Protocols” later in this chapter.
Windows NT Domain Environments
A domain is a logical grouping of networked computers that share a central directory database that contains user account and security information for resources within the domain. 
In a domain, the directory database resides on computers that are configured as domain controllers. A domain controller manages all security-related aspects of user/domain interactions. Security and administration are centralized. Figure 23.2 shows an example of a domain configuration.
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Figure 23.2   Example of a Domain-based Network
In a domain with more than one domain controller, the domain accounts database is replicated between domain controllers within the domain for better scalability and fault tolerance.
The primary difference between domains implemented in Windows NT and those implemented in Windows 2000 is the centralized security database. In Windows 2000, Active Directory is the database used to validate user objects. Additionally, differences in authentication methods, network naming methods, and handling of system policies differentiate the two network operating systems. 
Windows 2000 Professional provides full compatibility with Windows NT and Windows 2000 domains. 
Note   For a complete discussion of whether to migrate an existing Windows NT domain to Windows 2000, see “Determining Domain Migration Strategies” in the Microsoft® Windows® 2000 Server Resource Kit Deployment Planning Guide.
Windows 2000 Active Directory
A directory service provides a place to store information about network-based entities, such as applications, files, printers, and users. It provides a consistent way to name, describe, locate, access, manage, and secure information about these individual resources. 
Active Directory is the Microsoft implementation of a domain-based directory service found in Windows 2000 domains. Active Directory presents domain information in a hierarchical, object-oriented fashion. Active Directory also protects network data from unauthorized access and replicates directory data across a network so that data is not lost if one domain controller fails. 
Active Directory is available only on Windows 2000 domain controllers. An Active Directory domain can consist of heterogeneous clients, including Windows NT 4.0, Windows 95 and Windows 98, and UNIX workstations. Clients have full access to shared resources within the domain. However, only Windows 2000 Professional–based, Windows 95–based, or Windows 98–based clients with the Active Directory client software can use Active Directory to query information about these shared resources.
Active Directory uses objects to represent network resources such as users, groups, and computers. Active Directory objects are the entities that make up a network. An object is a distinct, named set of attributes that represents something concrete, such as a user, a printer, or an application. Each object is defined by a set of rules, or schema. When you create an Active Directory object, Active Directory generates values for some of the object's attributes, and you provide other values. For example, when you create a user object, Active Directory assigns the globally unique identifier (GUID), and you provide values for such attributes as the user’s given name, surname, and the logon identifier.
You can place Active Directory objects in containers so that you can organize them according to their use or to your enterprise’s organizational structure. Active Directory containers can represent organizations, such as the marketing department, or collections of related objects, such as printers. Active Directory organizes information into a tree structure made up of these objects and containers, similar to the way the Windows operating system uses folders and files to organize information on a computer. Figure 23.3 shows an example of an Active Directory domain.
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Figure 23.3   Active Directory Domain 
Active Directory objects and containers can be created at the Windows 2000 domain controller by the domain administrator. You can create Active Directory objects from the Windows 2000 Professional client if you have sufficient permissions. 
Note   For more information about Active Directory objects, see “Active Directory Logical Structure” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Active Directory Security
A security identifier (SID) is a unique number created by the security subsystem of the Windows 2000 and Windows NT operating systems and assigned to security principal objects such as user, group, and computer accounts. Every account on a network is issued a unique SID when that account is first created. For example, when an administrator joins a computer to a Windows 2000 domain, a SID is created for that computer account. Internal processes in the Windows 2000 operating system refer to an account's SID rather than to the account's user or group name.
Each directory object is protected by access control entries (ACEs) that identify which users or groups can access that object. An ACE is created for an object by assigning permissions to a shared resource. Each ACE contains the SID of each user or group who has permission to access that object and defines what level of access is allowed. For example, a user might have read-only access to certain files, read-and-write access to others, and no access to others. 
If you create an account, delete it, and then create an account with the same user name, the new account does not have the rights or permissions previously granted to the old account because the accounts have different SID numbers. 
Note   For more information about planning and implementing access permissions, see “Security” in this book.
DNS and Active Directory Domains
The integration of the Domain Name System (DNS) and Active Directory is a central feature of the Windows 2000 Server operating system. Active Directory is integrated with DNS for the following reasons:

The hierarchical structure of DNS reflects the structure of Active Directory domains.

DNS zone information can be copied to Active Directory domain controllers to speed name resolution and provide security within the domain.

DNS is the standard for name resolution, making Windows 2000 clients accessible to non–Windows 2000 clients.

DNS is the name resolution method of the Internet, making Windows 2000 clients available universally.
To implement Active Directory, one or more DNS servers must be available to the Windows 2000 domain, and DNS client software must be configured at each member computer.
Domain names for Windows 2000 domains are based on the DNS hierarchical naming structure, which is an inverted tree structure: a single root domain, underneath which can be parent and child domains (branches and leaves). For example, a Windows 2000 domain name such as child.parent.reskit.com identifies a domain named child, which is a child domain of the domain named parent, itself a child of the domain reskit.com. 
Each computer in a DNS domain is uniquely identified by its fully qualified domain name (FQDN). The FQDN of a computer located in the domain child.parent.reskit.com is computername.child.parent.reskit.com. Figure 23.4 shows an example of a Windows 2000 domain that uses the DNS hierarchical naming structure.
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Figure 23.4   Windows 2000 Domain Hierarchy
Every Windows 2000 domain has a DNS name (for example, supplier01-int.com), and every Windows 2000-based computer has a DNS name (for example, AcctServer.supplier01-int.com). Thus, domains and computers are represented both as Active Directory objects and as DNS nodes (a node in the DNS hierarchy represents a domain or a computer). When a computer is added to a Windows 2000 domain, the FQDN name, consisting of the computer name and domain name, must be specified. This information is provided when the computer account is added to the domain during initial Windows 2000 Setup or after installation, by using the Network Identification wizard or the Identification Changes dialog box. For more information about adding Windows 2000 Professional–based clients to a Windows 2000 domain, see “Join Network Environment” later in this chapter.
Although the two namespaces share an identical domain structure, it is important to understand that they are not the same namespace. Each stores different data and therefore manages different objects. DNS stores zones and resource records; Active Directory stores domains and domain objects.
For more information about DNS, see “TCP/IP in Windows 2000 Professional” in this book.
Windows NT 4.0 Account Database
In addition to using the Active Directory account database, Windows 2000 Professional can access the account database used in Windows NT 4.0 domains. As with Active Directory, the Windows NT 4.0 account database includes two types of accounts in its domain environment: 

Computer accounts. Determines which Windows NT–based and Windows 2000–based computers can access the domain. 

User accounts. Lists the users who can access the domain. 
Shared resources defined within the domain are associated with accounts through ACEs, which determine the permissions to domain resources such as shared files and printers. A Windows 2000 Professional–based computer can access objects stored in a Windows NT account database without modification.
In a Windows NT 4.0 domain, an administrator creates and manages user and computer accounts at a Windows NT domain controller. Additionally, you can create user and computer accounts if the account performing the installation has the administrative rights to do so. After you perform the initial Windows 2000 Professional Setup, you can change domain membership at the client by using the Network Identification wizard or the Identification Changes dialog box. For more information about adding Windows 2000 Professional–based clients to a Windows NT domain, see “Join Network Environment” in this chapter.
Note   For more information about Windows 2000 Professional Setup, see “Windows 2000 Professional Setup” in this book.
A Windows 2000 Professional–based computer attempts to find a Windows 2000 domain controller by using Kerberos authentication. If a domain controller running the Kerberos Key Distribution Center (KDC) service is not found, Windows 2000 Professional looks for a Windows NT 4.0 domain controller and uses NTLM security to authenticate users in the domain’s account database. 
Account Authentication
A computer and its information should be protected from unauthorized access. Windows 2000 secures the computer through account authentication, which restricts the ability of a user to access a computer or domain. Account authentication is the process of confirming the identity of a user — either by typing in a user name and password or by inserting a smart card into a card reader — and comparing it with an entry in the account database. After authentication identifies the user, the user is granted access to a specific set of network resources based on permissions. Authorization takes place through the mechanism of access control, using access control lists (ACLs) that define permissions on file systems, network file and print shares, and entries in the account database. 
Account authentication is performed in two methods:

Authentication by the local account database for computers in workgroups and stand-alone computers

Authentication by a domain account database located on a domain controller for computers in a domain.
Note   Creation of a user account in a Windows NT 4.0 domain does not automatically grant local logon rights to a Windows 2000 Professional–based computer. To grant local logon rights to a computer, a local user account must be explicitly created. For more information about creating local user accounts, see “Security” in this book.
Windows 2000 uses Kerberos security as the default authentication method for domain and local access. The Kerberos v5 authentication protocol is an industry-supported distributed security protocol based on Internet standard security. 
Windows 2000 Professional also supports NTLM security as a method for account authentication. NTLM is used as the account authentication method when users log on to Windows NT, either locally or through a domain.
When you log on to a Windows domain, Windows 2000 Professional uses both authentication procedures. Windows 2000 Professional attempts to use Kerberos as the primary source of user authentication, searching for the Kerberos Key Distribution Center (KDC) service at the domain controller. KDC is the account authentication service that runs on all Windows 2000 domain controllers.
If the KDC service is not found at the domain controller for Kerberos authentication, Windows 2000 uses NTLM security to authenticate users in the domain’s Windows NT account database by using the Security Account Manager (SAM) service at the Windows NT domain controller. 
When users log on locally, the procedure is similar, but all authentication takes place locally. If the KDC service is not available when a user logs on to a computer, Kerberos cannot authenticate the user. Windows 2000 Professional then attempts authentication by using the NTLM security system for compatibility with Windows NT domain controllers. 
Logon authentication to a Windows NT domain uses the following steps: 
 1.
The user types a user name and password. The Graphical Identification and Authentication (GINA) component collects the user name and password.
 2.
GINA passes the secure information to the Local Security Authority (LSA) for authentication.
 3.
The LSA passes the information to the Security Support Provider Interface (SSPI). SSPI is an interface that communicates to both Kerberos and NTLM services.
 4.
SSPI passes the user name and password to the Kerberos security support provider. 
 5.
The user name and password is passed to a nonexistent Kerberos server, which generates an error message.
 6.
The internal error message triggers SSPI to start the process over again with GINA. GINA passes the information to LSA again, and then LSA passes the information to SSPI again.
 7.
SSPI passes the user name and password to the NTLM driver. The NTLM driver uses the Net Logon service to validate the user against the local Security Access Manager (SAM) database.
 8.
The local Net Logon service sends the request to the Net Logon service on the domain controller.
 9.
The domain controller’s Net Logon service passes the request to the domain controller’s SAM.
10.
The SAM queries the directory database for user name and password approval.
11.
The SAM of the domain controller passes the result of the logon attempt to the domain controller’s Net Logon service.
12.
The Net Logon service of the domain controller passes the result to the Net Logon service of the client.
13.
The Net Logon service passes the result to the Local Security Authority of the client, which generates an access token with the granted access rights.
The user will receive the following error message only if both Kerberos and NTLM fail to authenticate your user account:
The system could not log you on. Make sure your User name and domain are 
correct, then type your password again. Letters in passwords must be 
typed using the correct case. Make sure that Caps Lock is not 
accidentally on.
Note   This error message is the same whether the password is typed incorrectly or the user name is not in the local SAM database. This is done to increase security.
Logon Names
A unique logon name is required for users to gain access to a domain and its resources. In a domain environment, a user is a type of security principal. A security principal is an object to which Windows security is applied in the form of authentication and authorization. Users are authenticated (their identity is verified) at the time they log on to the domain or local computer. They are authorized (allowed or denied access) when they use resources.
A user security principal can have two types of logon names, depending on the user’s domain or workgroup membership: a SAM account name and/or a user principal name:

SAM Account Name. A SAM account name is a name that is required for compatibility with Windows NT 4.0 domains and workgroups. In a Windows NT domain or workgroup, every account name must be unique. 

User Principal Name. In a Windows 2000 domain, an account can have a user principal name in addition to its SAM account name. The user principal name consists of the user name, the “at” sign (@), and a user principal name suffix. For example, the user James Smith, who has a user account in the reskit.com domain, might have the user principal name JSmith@reskit.com. The user principal name usually reflects the hierarchical structure of the domain; however, an account administrator might choose an alternative naming convention if the domain structure is complex or is difficult to remember. 

The user principal name is independent of the distinguished name of the user object, which is the name that identifies the object and its location within Active Directory. As it is the distinguished name that differentiates the object, not the SAM or user principal names, two accounts can have the same SAM account name. Additionally, a user object can be moved or renamed without affecting the user principal name and can have multiple user principal names.
Group and System Policies
In Windows NT 4.0, Microsoft introduced System Policy Editor, which is used to specify user and computer configurations that are stored in the Windows NT registry. With the System Policy Editor, administrators can create a system policy to control the user work environment and to enforce system configuration settings for all computers running either Windows NT 4.0 Workstation or Windows NT 4.0 Server. 
There are 72 policy settings in Windows NT 4.0. These settings:

Are limited to assigning the values of registry entries based on .adm files.

Can only be applied to users on Windows NT–based computers, or Windows 95–based and Windows 98–based computers within a domain.

Are controlled by user name and membership in security groups.

Are not secure.

Remain in users’ profiles until the specified policy is reversed or until the user edits the registry.

Are primarily used to customize desktop environments.
In Windows 2000, Group Policy settings are the administrator’s primary method for enabling centralized change and configuration management. A domain administrator can use Group Policy at a Windows 2000 domain controller to create a specific desktop configuration for a particular group of users and computers. You can also create local Group Policy settings for individual workstations to customize environments that differ from the domain’s. The Microsoft® Management Console (MMC) Group Policy snap-in replaces the Windows NT 4.0 System Policy Editor and gives the administrator greater control over configuration settings for groups of computers and users.
With more than 100 security-related settings and more than 450 registry-based settings, Windows 2000 Group Policy provides a broad range of options for managing the user’s environment. Windows 2000 Group Policy has the following attributes:

Defined in a Windows 2000 domain or defined locally. 

Extended using Microsoft Management Console (MMC) or .adm files.

Is secure.

Does not leave settings in the users’ profiles when the effective policy is changed or removed.

Applied to users or computers in a specified Active Directory container (sites, domains, and organizational units).

Further controlled by user or computer membership in security groups.

Used to configure many types of security settings. 

Used to apply logon, logoff, startup, and shutdown scripts.

Used to install and maintain software (Windows 2000 domain-based policies only).

Used to redirect folders (such as My Documents and Application Data).

Used to perform maintenance on Microsoft® Internet Explorer (Windows 2000 domain-based policies only).
You can use the Group Policy MMC snap-in to edit local Group Policy objects to make the following changes at the local computer:

Define security settings for a local computer only, not for a domain or network.

Use administrative templates to set more than 450 operating system behaviors.

Use scripts to automate computer startup and shutdown as well as automate how a user logs on and off.
On a stand-alone computer running Windows 2000 Professional, local Group Policy objects are located at \%SystemRoot%\System32\GroupPolicy.
For more information about implementing Group Policy within a Windows 2000 domain, see “Group Policy” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
System Policy and Group Policy Coexistence
You might have instances where Windows NT system policy must coexist with Windows 2000 Group Policy. Two possible scenarios are:

A Windows 2000 Professional–based computer uses local Group Policy with Windows NT 4.0 system policy to enable Windows 2000 security settings.

A Windows 2000 Professional–based computer is in a Windows NT 4.0 domain that you are in the process of migrating to Windows 2000; user and computer accounts are split between the two domains.
In an environment where Windows NT system policy exists with Windows 2000 Group Policy, the resulting computer and user configuration is dependent on the following factors:

The location of the user account (Windows NT or Windows 2000 domain controller).

The location of the computer account (Windows NT or Windows 2000 domain controller).

The activity taking place (a computer starting up, a user logging on, or a refresh of the user or system accounts).
Table 23.2 summarizes the expected behavior of computer and user accounts in an environment where Windows NT system policy coexists with Windows 2000 Group Policy.
Table 23.2   Expected Behaviors of System Policies/Group Policy Settings
Environment
Account Object Location 
Result at Windows 2000 Professional Client
Pure Windows NT 4.0
Computer: Windows NT 4.0
At computer startup: Computer local Group Policy (only if changed).
Every time the user logs on: Computer system policy.

Computer refresh
Before Control-Alt-Delete: Computer local Group Policy only.
After the user logs on: Computer local Group Policy and computer system policy.

User: Windows NT 4.0
When the user logs on: User system policy.
If local Group Policy changes: User local Group Policy and user system policy.

User refresh
User local Group Policy and user system policy.
Mixed (migration)
Computer: Windows NT 4.0
At computer startup: Computer local Group Policy (only if changed).
Every time the user logs on: Computer system policy. 

Computer refresh
Before Control-Alt-Delete: Computer local Group Policy only.
After the user logs on: Computer local Group Policy and computer system policy.

User: Windows 2000
When the user logs on: Group Policy is processed after computer system policy.

User refresh
User Group Policy.
Mixed (migration)
Computer: Windows 2000
During system startup: Group Policy.

Computer refresh
Computer Group Policy.

User: Windows NT 4.0
When the user logs on: User system policy.
If local Group Policy changes: User local Group Policy and user system policy.

User refresh
User local Group Policy and user system policy.
Windows 2000
Computer: Windows 2000
During computer startup and when the user logs on: Group Policy.

User: Windows 2000


Workgroup
Local
Local Group Policy only.
Note   In a system environment where local Group Policy on a Windows 2000 Professional–based computer exists with a Windows NT 4.0 domain policy, you must check that the policies do not conflict or override each other. For example, in a Windows NT 4.0 domain with computer system policies enabled, a Windows 2000 Professional–based computer with local Group Policy processes both policies at computer refresh and after the user logs on.
For more information about implementing Windows 2000 Group Policy on a Windows 2000 migration client, see “Defining Client Administration and Configuration Standards” in the Microsoft® Windows® 2000 Server Resource Kit Deployment Planning Guide.
Logon Scripts
A logon script is a batch file (*.bat or *.cmd), executable, or procedure (including VBScript, JavaScript or Windows Script Host) that you can use to configure the user environment after the system or Group Policy is enabled. Logon scripts are often used to set up network directory and printer shares or start maintenance applications, such as an antivirus application.  
The functionality of logon scripts that were designed for a Windows NT domain does not change in the Windows 2000 Professional–based client; however, you need to test logon scripts after you perform migration to verify that your applications and procedures are compatible with Windows 2000 Professional.
Transport Protocols
You need to configure the Windows 2000 Professional–based client to use the same transport protocol used by other clients within its domain or workgroup in order to communicate with the other clients. If other clients already exist within the network, simply install the same protocol on the workstation that you are configuring and specify the appropriate settings. However, if this is the first Windows 2000 Professional–based computer in a workgroup environment, the administrator must decide which protocol to use. This section describes the most widely used networking protocols in a workgroup environment: TCP/IP and NetBEUI.
Note   For more information about installing and configuring the Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) protocol on a Windows 2000 Professional–based client, see “Interoperability with NetWare” in this book.
TCP/IP
Transmission Control Protocol/Internet Protocol (TCP/IP) is the most widely used network protocol. Windows 2000 includes a complete implementation of the standard, routable TCP/IP protocol suite, which is often the protocol of choice for medium-sized to enterprise-sized networks. TCP/IP provides the following benefits:

Support for Internet connectivity.

Ability to route packets, which allows you to divide networks into subnets to optimize networking performance or to facilitate network management.

Connectivity across interconnected networks that use different operating systems and hardware platforms, including communication with many non-Microsoft systems, such as Internet hosts, Apple Macintosh systems, IBM mainframes, UNIX systems, and Open Virtual Memory System (VMS) systems.

Support for automatic TCP/IP configuration by using Dynamic Host Configuration Protocol (DHCP).

Support for Automatic Private IP Addressing (APIPA), allowing computers in small networks without a DHCP server to automatically assign themselves IP addresses.

Support for automatic mapping of IP addresses to NetBIOS names by using Windows Internet Name Service (WINS) servers.

Support for the network basic input/output system (NetBIOS) interface, commonly known as NetBIOS over TCP/IP.

Performance enhancements, including a larger default TCP receive window size and selective acknowledgments.

TCP/IP is used for Internet access, including HTTP, FTP and other communications protocols.
TCP/IP is installed in the default installation of Windows 2000 Professional and can be configured during Setup or after system installation.
For more information about features of TCP/IP in Windows 2000 Professional, see “TCP/IP in Windows 2000 Professional” in this book.
NetBEUI
Windows 2000 Professional includes an implementation of the NetBIOS Enhanced User Interface (NetBEUI). This protocol is fully compatible with previous versions of Microsoft networking products, including Windows NT, Windows for Workgroups, LAN Manager, and Windows 98. In Windows 2000, NetBEUI includes support for the NetBIOS programming interface. 
NetBEUI is often selected as the transport protocol for single-subnet Windows NT domains and workgroups consisting of 2 to 200 computers where Internet access is not required. As such, NetBEUI is optimized for high performance when you use it in departmental local area networks (LANs) or LAN segments. In Windows 2000, NetBEUI is completely self-tuning and is a simple protocol to implement, requiring no configuration of subnets or addresses for operability. 
NetBEUI is a nonroutable protocol that cannot cross routers although it can cross bridges and source routing bridges. This feature makes NetBEUI vulnerable to broadcast storms and restricts network design because subnets cannot be created.
You can install NetBEUI with other protocols to enhance client flexibility. For example, on a computer that requires Internet connectivity or access to computers across a router, you can install NetBEUI with TCP/IP. If you set NetBEUI as the default protocol, Windows 2000 Professional uses NetBEUI for communication within the LAN and uses TCP/IP for communication across routers to other parts of the network.
For more information about installing and configuring NetBEUI in Windows 2000 Professional, see “Configure Transport Protocols” later in this chapter.
Locating Resources in Microsoft Networks
After users log on to the network, they need to locate shared resources. Windows 2000 provides shared resources by publishing objects in domains and by using the browse function in server message block (SMB)–based networks, such as Windows NT. 
Publishing Objects in Active Directory
Publishing is the act of creating Active Directory objects that directly contain the information you want to make available or that provide a reference to it. For example, a user object contains useful information about users, such as their telephone numbers and e-mail addresses, and a volume object contains a reference to a shared file system volume. Published objects are available to Windows 2000–based, Windows 95–based, and Windows 98–based clients that have Active Directory client software installed. Publishing can only be implemented in an Active Directory domain where TCP/IP is the transport protocol.  
The following provides two examples of publishing file and print objects in Active Directory:
Share publishing. Network administrators and authenticated users can publish a shared folder as a volume object (also called a shared folder object) in Active Directory by using the Active Directory Users and Groups snap-in. This means that users can now easily and quickly query Active Directory for a shared folder.
Printer publishing. In a Windows 2000 domain, the easiest way to manage, locate, and connect to printers is through Active Directory. When you add a printer by using the Add Printer wizard and you elect to share the printer, Windows 2000 Server publishes it in the domain as an object in Active Directory. Publishing (listing) printers in Active Directory lets users locate the most convenient printer. Users can now easily query Active Directory for any of these printers, searching by printer attributes, such as type (PostScript, color, legal-sized paper, and so on) and location. When you remove a printer from the server, it is unpublished by the server.
The Windows 2000 operating system introduces the global catalog, a database that resides on one or more domain controllers. The global catalog plays major roles in logging on users and querying.
In an enterprise that contains many domains, the global catalog allows clients to quickly and easily perform searches across all domains without having to search each domain individually. The global catalog makes directory structures within an enterprise transparent to end users seeking information. 
Computer Browser and Browsing Roles
The Computer Browser service provides a method of locating shared resources within a domain or workgroup environment. Computers running the Server service (which includes both workstations and servers) announce their availability by means of broadcast messages, which are captured by computers designated as browsers. The function of the browser is to create, maintain, and distribute a browse list, which is a directory of all shared resources used on the network. 
Browsing is required by network applications that use SMB block messaging in Windows 2000 and previous versions of Windows, such as My Network Places, the net view command, and Windows NT Explorer. 
Domains that allow browsing are likely to be controlled by computers running earlier versions of Windows operating systems, such as Windows 98 or Windows NT. For purposes of compatibility, Windows 2000 domains support browsing with clients that use these operating systems; however, you can enhance the functionality of browsing by publishing shared resources in Active Directory and in global catalogs. 
In an environment that supports browsing, computers can perform the following roles:

Domain master browser

Master browser

Backup browser

Potential browser

Nonbrowser
Table 23.3 describes the browser roles and functions that computers operating this service can perform.
Table 23.3   Browser Roles and Functions
Browser Role
Function
Domain master browser
Used only in domain environments. By default, the primary domain controller (PDC) for a domain operates in this role. Collects and maintains the master browse list of available servers for its domain, as well as any names for other domains and workgroups used in the network. Distributes and synchronizes the master browse list for master browsers on other subnets that have computers belonging to the same domain. A Windows 2000 Professional–based computer cannot become a domain master browser.
Master browser
Collects and maintains the list of available network servers in its subnet. Fully replicates its listed information with the domain master browser to obtain a complete browse list for the network. Distributes its completed list to backup browsers located on the same subnet. 
Backup browser
Receives a copy of the browse list from the master browser for its subnet. Distributes the browse list to other computers upon request. 
Potential browser
Under normal conditions, operates similarly to a nonbrowser. Capable of becoming a backup browser if instructed to by the master browser for the subnet. This is the default configuration for a Windows 2000 Professional–based computer.
Nonbrowser
Does not maintain a browse list. Can operate as a browse client, requesting browse lists from other computers operating as browsers on the same subnet. Configured so it cannot become a browser. 
Under some conditions, such as failure or shutdown of a computer that is designated for a specified browser role, browsers (or potential browsers) might change to a different role of operation. This is typically performed through a process known as browser election.
When a Windows 2000 Professional–based computer starts up, it first checks the registry entry MaintainServerList to determine whether a computer can become a browser. This entry is found in:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters
Table 23.4 describes the values that you can assign to the MaintainServerList entry to specify how a computer participates in browser services.
Table 23.4   Allowable Values for the MaintainServerList Registry Entry
Value
Description
No
Prevents the computer from participating as a browser.
Yes
Makes the computer a browser. Upon startup, the computer attempts to contact the master browser to get a current browse list. If the master browser cannot be found, the computer forces a browser election. The computer becomes either an elected master browser or a backup browser. 
Auto
Makes the computer a potential browser. It might become a browser, depending on the number of currently active browsers. The master browser notifies the computer whether it is to become a backup browser. This value is the default for computers running Windows 2000 Professional and Windows NT Workstation 4.0.
Tip   It is a good idea to set the MaintainServerList entry to No on computers that are frequently powered off or removed from the network, such as portable computers. This ensures that a browse server is always available and helps to reduce browser elections. Disabling browsing on client computers also reduces the network overhead that results from browser announcements.
Another entry in this registry location, IsDomainMaster, determines if a Windows 2000 Professional computer can become a preferred master browser. A preferred master browser has priority over other computers in master browser elections. Whenever a preferred master browser starts, it forces an election. The default setting for a Windows 2000 Professional–based computer is False. 
Browser Elections
After the browsing role for a Windows 2000 Professional–based computer is determined, the computer checks to see if a master browser is already on the domain. If a master browse server does not exist, a browser election determines which computer becomes a master browse server for the workgroup. Browser elections occur under the following circumstances:

When a computer cannot locate a master browser.

When a preferred master browser comes online.

When a Windows NT domain controller starts.
If a master browse server already exists, Windows 2000 checks the number of computers in the workgroup and the number of browse servers present. If the number of computers in the workgroup exceeds the defined ratio of browse servers to computers (usually one browse server for every 32 computers) and the MaintainServerList registry entry is set to Auto, the master browser can select a Windows 2000 Professional–based computer to act as a backup browser. 
For more information about the selection criteria used in browser elections, see “Browser Service” in the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.
Building the Browse List for Microsoft Networks
In Windows 2000 Professional, the browse service maintains an up-to-date list of domains, workgroups, and computers and provides this list to applications when requested. The user sees the list in the following circumstances: 

If a user requests a list of computers in a workgroup, the browse service on the local computer randomly chooses a browse server and sends the request. 

If a user selects a workgroup in which the user’s computer does not belong:

Windows 2000 Professional requests a list of the computers that belong in the selected workgroup, obtaining the list from a browse server in the selected workgroup. 

The selected browse server also sends a list of the workgroups that are on the network and a list of computers in the user’s workgroup.
The browse list is displayed anywhere that Windows 2000 Professional presents lists of browsable resources. The browse list can also be displayed by using the net view command. The list can contain the names of domains, workgroups, and computers that run the file and printer sharing service, including the following: 

Computers running Windows 98, Windows 95, Windows for Workgroups, and Windows NT Workstation. 

Windows NT domains and servers. 

Workgroups defined in Windows 98, Windows 95, Windows for Workgroups, Windows NT Server, and Windows NT Workstation. 

Workgroup Add-on for MS-DOS peer servers. 

LAN Manager 2.x domains and servers. 
Adding New Computers to the Browse List
When a computer running Windows 2000 Professional is started on the network, it announces itself to the master browse server for its workgroup, and the master browse server adds that computer to the list of available computers in the workgroup. The master browse server then notifies backup browse servers that a change to the browse list is available. The backup browse servers then request the new information to update their local browse lists. It might take as long as 15 minutes before a backup browse server receives an updated browse list, and new computers on the network do not show up in a user’s request for a browse list until after this time period.
Removing Computers from the Browse List
When a user shuts down a computer properly, the operating system informs the master browse server that it is shutting down. The master browse server then notifies backup browse servers that a change to the browse list is available. The backup browse servers then request the changes to the browse list.
If a user turns off the computer without shutting down, the computer does not get a chance to send the message to the master browse server. In such cases, the computer name continues to appear in the browse list until the name entry times out, which can take up to an hour.
Configure Transport Protocols
This section discusses the configuration requirements that enable TCP/IP or NetBEUI to be used as the transport protocol for network connectivity.
Configure TCP/IP
Setup installs TCP/IP in a default configuration. Perform the following steps if you need to install TCP/IP on a Windows 2000 Professional–based computer.
To install Windows 2000 TCP/IP after you have installed Windows 2000 Professional 
 1.
In Control Panel, double-click the Network and Dial-up Connections icon.
 2.
Right-click the connection you want to modify, and then click Properties.
 3.
On the General tab, click Install.
 4.
In the Select Network Component Type dialog box, select Protocol, and then click Add.
 5.
In the Select Network Protocol dialog box, select TCP/IP, and then click OK.
To connect to other TCP/IP clients within your local subnet, you must configure the IP address and subnet mask at a minimum. If your network crosses multiple subnets, you must configure these additional options:

Name resolution method (WINS, DNS, Lmhosts or Hosts files)

Default gateway 
Other configuration options, such as IP security and IP filtering, might be required in advanced configurations. Ask your network administrator what options are required for full Windows 2000 Professional client functionality. The tasks necessary for configuring TCP/IP can be found in the chapter “TCP/IP in Windows 2000 Professional” in this book. 
If a DHCP server is available, configure Windows 2000 Professional to use DHCP. The benefits of using DHCP are:

You do not have to manually change the IP settings when a client, such as a roaming user, travels throughout the network. The client is automatically given a new IP address no matter which subnet it reconnects to, as long as a DHCP server is accessible from each of those subnets.

You do not need to manually configure the settings for DNS or WINS servers or for other options. The DHCP server can give these settings to the client if the DHCP server is configured to issue such information to DHCP clients. For more information about DNS and WINS, see “TCP/IP in Windows 2000 Professional” in this book.

You do not have conflicts caused by duplicate IP addresses.
Install NetBEUI
Windows 2000 Professional Setup does not install a default configuration of the NetBEUI protocol. To install NetBEUI on a Windows 2000 Professional–based computer, follow these steps:
To install NetBEUI after you have run Windows 2000 Professional Setup
 1.
In Control Panel, double-click the Network and Dial-up Connections icon.
 2.
Right-click the connection you want to modify, and then click Properties.
 3.
On the General tab, click Install.
 4.
In the Select Network Component Type dialog box, select Protocol, and then click Add.
 5.
In the Select Network Protocol dialog box, select NetBEUI Protocol and then click OK.
NetBEUI functionality requires no additional protocol configuration.
Configure Protocol Binding Order
If multiple network protocols are installed on your Windows 2000 Professional computer, you can determine the binding order of each protocol with each service that uses the protocol. The binding order determines which protocol a service uses to connect to another client or service. Place the most-used protocol first, because this reduces the amount of time needed to find required clients and services.
Multiple services can bind with each protocol, but the service that controls access to the network is the Client for Microsoft Networks. The binding order is displayed in the Adapters and Bindings page of the Advanced Settings property sheet of a selected network adapter. Bindings are shown in the area labeled Bindings for <connection name>. Figure 23.5 shows the binding order for a selected network adapter.
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Figure 23.5   Configure Protocol Binding Order
To change the binding order of network protocols
 1.
In Control Panel, double-click the Network and Dial-up Connections icon.
 2.
Select the connection you want to modify. 
 3.
On the Advanced menu, click Advanced Settings.
 4.
On the Adapters and Bindings tab and in Bindings for <connection name>, click the protocol that you want to move up or down in the list, and then click the Up or Down button. 
Join Network Environment
The act of adding a Windows 2000 Professional computer to a logical grouping of computers, such as a domain or workgroup, is called joining the domain or workgroup. The following section discusses the procedures for joining a Windows 2000 Professional computer to an existing domain or workgroup.
Network Identification Wizard
The Network Identification wizard, which is illustrated in Figure 23.6, provides a simple interface for joining a Windows 2000 Professional–based computer to a Windows NT or Windows 2000 domain or workgroup. 
To add a computer to the domain, you must be logged on to the computer with an account that is a member of the Administrators group. Additionally, the account must have administrative rights at the domain controller, or another administrative account must be used.
Note   In a Windows 2000 domain, permission to add computers to a domain can be delegated to nonadministrative user accounts. Contact your domain administrator to determine the delegation strategy used in your enterprise. For more information on delegation, see “Security” in this book.
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Figure 23.6   Network Identification Wizard
To start the Network Identification wizard
 1.
Right-click My Computer, and then click Properties.
 2.
Click the Network Identification tab.
 3.
Click Network ID, and then click Next.
 4.
 Select This computer is part of a business network, and I use it to connect to other computers at work, and then click Next.
 5.
If you are joining a domain, select My company uses a network with a domain, and then click Next twice.

– Or –

If you are joining a workgroup, select My company uses a network without a domain, and then click Next.
 6.
If you are joining a domain, enter the following information and then click Next:

User name

Password

Name of the domain that contains the user account

– Or –

If you are joining a workgroup, type the name of the workgroup and then click Next.
 7.
Click Finish to complete the wizard and restart the computer.
Manually Join a Windows Domain
To add a computer to the domain, you must be logged on to the computer with an account that is a member of the Administrators group. Additionally, the account must also be a member of the Domain Admins group in the domain, or another account that is a member of the Domain Admins group must be available. Figure 23.7 shows the Network Identification dialog box that is used to perform this task.
Note   In a Windows 2000 domain, permission to add computers to a domain can be delegated to nonadministrative user accounts. Contact your domain administrator to determine the delegation strategy used in your enterprise. For more information about delegation, see “Security” in this book.
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Figure 23.7   Network Identification Dialog Box
To join a Windows domain
 1.
In Control Panel, double-click the System icon. 
 2.
On the Network Identification tab, click Properties. 
 3.
Under Member of, click Domain, and then type the name of the domain you want to join. Click OK. 
 4.
If the computer account has already been created at the domain controller, enter the user name, password, and domain, and then click Next.

– Or –

If the computer account has not been created at the domain controller, enter the user name, password, and domain name, and then click Next. A dialog box appears and prompts you for the user name and password of an Administrator account. Enter the information and click OK. The new computer account is created at the domain controller. 
 5.
Click OK twice to return to the System Properties dialog box. 
 6.
Click OK. 
 7.
Click Yes to restart the computer.
Manually Join Windows Workgroup
In the default Setup configuration, a Windows 2000 Professional–based computer is a member of a workgroup called WORKGROUP. To change workgroup membership or to move from a domain to a workgroup, you must log on to an account that has administrative privileges.
Important   If your computer was a member of a domain before you joined the workgroup, it will be disjoined from the domain and your computer account will be disabled.
To join a Windows workgroup
 1.
In Control Panel, double-click the System icon. 
 2.
On the Network Identification tab, click Properties. 
 3.
Under Member of, click Workgroup. 
 4.
Type the name of the workgroup that you want to join, and then click OK. 
 5.
Click OK twice to return to the System Properties dialog box. 
 6.
Click OK. 
 7.
Click Yes to restart the computer.
Confirm Group Membership
After you have added the Windows 2000 Professional–based computer to the domain or workgroup, you need to verify that the move was successful. To do so, restart the computer. After you perform the Ctrl+Alt+Del key combination, check the Log on to list. If you have joined a domain, the list should include the logon domain and any of its trusted domains. This is the first step to verify that you have successfully added the computer account to the logon domain. 
To test a valid user account, log on to the logon or trusted domain. If you can log on to the domain by using the logon credentials located at the domain controller, then access to user accounts at the selected domain has been successfully granted. If a message is displayed indicating that you are connected by using cached credentials, it is an indication that the domain controller could not be contacted during the account authentication process. Verify that the physical connection (network adapter and cables) and logical connection (transport protocol configuration) permits access to the domain controller.
The Nltest.exe utility included with the Windows 2000 Professional Resource Kit CD is a command-line utility that can be used to test the logical connection between a Windows 2000 Professional computer and a Windows 2000 or Windows NT domain controller. Nltest.exe can also be used to determine if a user account can be successfully authenticated by a domain controller, to determine which domain controller will perform the authentication, and provide a list of trusted domains.
The “logical connection” between the Windows 2000 Professional computer and the domain controller is known as a secure channel. Secure channels are used to authenticate Windows 2000 and Windows NT computer accounts and to authenticate user accounts when a remote user connects to a network resource and the user account exists in a trusted domain (pass-through authentication). A secure channel must exist in order for account authentication to be performed. Nltest.exe can test secure channels and reset them if necessary. 
The syntax of Nltest.exe is:
nltest [/OPTIONS]
Table 23.5 contains a list of options that are useful in determining authentication and secure channel status.
Table 23.5   Nltest.exe Options and Functions
Nltest Option
Function
/SERVER:<ServerName>
Specifies <ServerName>.
/SC_QUERY:<DomainName>  
Queries secure channel for <Domain> on <ServerName>.
/DCLIST:<DomainName> 
Obtains list of domain controllers for <DomainName>.
/DCNAME:<DomainName>
Obtains the PDC name for <DomainName>.
/DCTRUST:<DomainName>
Obtains name of DC is used for trust of <DomainName>.
/WHOWILL:<DomainName>* <User> [<Iteration>]
Displays which <DomainName> will log on <User>.
/FINDUSER:<User>
Displays which trusted <Domain> will log on <User>.
/USER:<UserName>
Queries User info on <ServerName>.
/TRUSTED_DOMAINS
Queries names of domains trusted by workstation.
The following examples show a Windows 2000 Professional computer, Client1, that is a member of the Windows NT 4.0 domain Main_dom. The account User1 has been created within the domain.
To determine the domain controllers in the Main_dom domain:
C:\>nltest /dclist:Main_dom
List of DCs in Domain Main_dom
    \\NET1 (PDC)
The command completed successfully
To determine if the domain controller Net1 can authenticate the user account User1:
C:\>nltest /whowill:Main_dom User1
[20:58:55] Mail message 0 sent successfully (\MAILSLOT\NET\GETDC939)
[20:58:55] Response 0: S:\\NET1 D:Main_dom A:User1 (Act found)
The command completed successfully
S: indicates the domain controller that will authenticate the account, D: indicates the domain the account is a member of, and A: indicates the account name.
To determine if the workstation Client1 has a secure connection with a domain controller within the Main_Dom domain:
C:\>nltest /server:Client1 /sc_query:Main_Dom
Flags: 0
Connection Status = 0 0x0 NERR_Success
Trusted DC Name \\NET1
Trusted DC Connection Status Status = 0 0x0 NERR_Success
The command completed successfully
For more information about the Nltest.exe utility, including all option parameters, see the Windows 2000 Professional Resource Kit CD. 
After computer and user account authentication has been verified, make sure all logon scripts perform as expected. Check to see that network shares, batch files, and utilities have been configured as indicated by the logon script.
Check to see if existing local Group Policy causes unexpected results when it is configured with a Windows NT system policy or Windows 2000 domain Group Policy. For example, if local Group Policy is configured to remove entries from the Start menu, they will be overridden by the Windows 2000 domain Group Policy when the user logs on to the domain. For more information about local Group Policy coexistence with Windows 2000 domain Group Policy settings or Windows NT system policy, see “Group and System Policies” in this chapter.
To test workgroup membership, log on to the local computer by using a valid user name and password. You should be able to access all local computer resources as well as see other workgroup computers in My Network Places. 
Troubleshooting Microsoft Networking
This section lists tools and techniques that you can use to determine and resolve networking problems. Although this section is not meant to be all-inclusive, it includes many of the problems that you might encounter within a networking environment.
Always perform the following steps when you encounter a problem with a network connection in Windows 2000 Professional: 

Make sure that the cable connection between the network adapter and the port is secure. If it is, restart the computer in case you have temporarily lost connection.

Make sure the network adapter is correctly installed. Use Device Manager to verify that it is functioning correctly.

Check Event Viewer for the system and the application events that might explain the problem. For more information about using Event Viewer and the event logs, see “Troubleshooting Tools” later in this chapter.

Verify that the domain controller(s) are available and functioning. Contact your network administrator if they are not.
For more information about troubleshooting techniques and tools, see “Troubleshooting Tools and Strategies” in this book.
Troubleshooting Tools
For detailed usage and syntax information about each of the troubleshooting tools, see “Troubleshooting Tools and Strategies” in this book.
Event Viewer
Event Viewer allows you to monitor events in your system. It maintains logs about program, security, and system events on your computer. You can use Event Viewer to view and manage the event logs, gather information about hardware and software problems, and monitor Windows 2000 security events. The Event Log service starts automatically when you start Windows 2000. All users can view application and system logs. 
To access Device Manager, click the Start button, and then point to Programs. Point to Administrative Tools, and then click Event Viewer.
Event logs consist of a header, a description of the event (based on the event type), and optionally, additional data. Most Security log entries consist of the header and a description. Figure 23.8 shows a typical entry in the event log.
[image: image8.png]
Figure 23.8   Event Log Entry
Event Viewer categorizes the events by log type (for example, security or system), and displays a separate log of every event. Each line of the log shows information about a single event, including date, time, source, event type, category, event ID, user account, and computer name. 
The log types that directly relate to a user logging on are the security and system logs. Table 23.6 provides a description of the log types and how they can be used in troubleshooting:
Table 23.6   Log Contents
Log Type
Description
Security 
The Security Log records security events, such as valid and invalid logon attempts, and events related to resource use, such as creating, opening, or deleting files or other objects. For example, the Security log records a user’s inability to log on to a domain account due to an incorrect or invalid user ID/password combination.
System 
The System Log records events logged by the Windows 2000 system components. For example, if a driver or other system component fails to load during startup, it is recorded in the System Log. Also, the System Log records a duplicate computer name on the domain as an error message sent by NetBT (NetBIOS over TCP/IP).
For more information about Event Viewer, see Windows 2000 Professional Help.
Network Connectivity Tester (Netdiag.exe) 
This command-line diagnostic tool helps isolate networking and connectivity problems by performing a series of tests to determine the state of your network client and whether it is functional. These tests and the key network status information they expose give network administrators a more direct means of identifying and isolating network problems. Netdiag.exe performs LAN connectivity and domain membership tests, including network adapter status, IP configuration, domain membership and Kerberos security tests. The tests can be performed consecutively as a group or individually. 
For more information about the function and syntax of Netdiag.exe, see “Troubleshooting Tools and Strategies” in this book.
Troubleshooting Joining Networks
This section describes the techniques and procedures that you can use to determine and resolve problems in joining a Windows 2000 Professional–based computer to a Windows NT or Windows 2000 domain, or to a workgroup consisting of other Microsoft networking clients.
Can’t join a domain
The following message is displayed when you attempt to add a computer running Windows 2000 Professional to a Windows NT or Windows 2000 domain: 
Unable to connect to the domain controller for this domain. Either the 
user name or password entered is incorrect.
To join a domain, you must provide an account name that is a member of the Domain Admins group (Windows NT and Windows 2000 domains) or that is a member of a group that has been delegated the permission to add computers to a Windows 2000 domain. Contact your domain administrator if you receive the preceding message.
Can’t find a domain controller
When you attempt to add a computer to a Windows NT or Windows 2000 domain or workgroup by using the Network Identification wizard or by manually adding the computer, the following message is displayed:
The specified domain does not exist or could not be contacted.
Perform the following steps to resolve the problem:

Verify that the correct domain or workgroup name is specified. Check the Workgroup and Domain fields for incorrectly entered names.

If TCP/IP is the transport protocol used, the problem might be caused by the configuration of TCP/IP options at the client. Log on to a local administrative account and use the following procedure to correct the problem:

Attempt to ping the domain controller by name, using the NetBIOS (that is, DomainController1) or fully qualified DNS name (that is, DomainController1.domain1.reskit.com). If unsuccessful, attempt to ping the domain controller by IP address.

If the attempt to ping the domain controller by name was not successful and DNS and/or WINS is used for name resolution, verify the IP addresses of the name servers. Attempt to ping the domain controller by name again.

If the attempt to ping the domain controller by name is unsuccessful and the Windows 2000 Professional–based client is in the same subnet as the domain controller, check the client’s IP address. 

If the Windows 2000 Professional–based computer is in a different subnet than the domain controller, confirm that the you have specified the correct default gateway(s).

If Internet Control Message Protocol (ICMP) Router Discovery is used to configure default gateways, configure ICMP Router Discovery. For more information, see “TCP/IP in Windows 2000 Professional” in this book.

If Routing Information Protocol (RIP)–enabled routers are used in the network, install RIP support. 

A domain controller with an Internet Protocol security (IPSec) policy set at Secure Server denies transfer of IP packets with clients that do not have IPSec enabled through local or domain-based security policies. Contact your network administrator to determine the domain controller’s IPSec policy. For more information about IPSec, see “TCP/IP in Windows 2000 Professional” in this book.
Can’t rename a computer
When you attempt to name or rename a computer with a name that is identical or similar to the domain or workgroup name, the following message is displayed:
The new computer name may not be the same as the Workgroup (Domain) 
name.
In a Windows NT workgroup or domain, or in a Windows 2000 domain where NetBIOS has not been disabled on all clients and servers, the first 15 characters of the Windows 2000 Professional computer cannot be the same as the names of existing clients, workgroups, or domains. For example, if the domain name is Reskit1domainSEA, you cannot use that same name as a computer name in the domain. Select a different computer name.
Troubleshooting Logon Problems
After joining a Windows 2000 Professional–based computer to a workgroup or domain, the computer running Windows 2000 Professional should be able to communicate with other clients in the network environment. This section describes the techniques and procedures that you can use to determine and resolve problems encountered when attempting to log on to a Windows NT or Windows 2000 domain, or to a workgroup consisting of other Microsoft networking clients.
Can’t log on at a local workstation
After creating a computer account at the domain, you attempt to log on locally by using a nonadministrative account. The following message is displayed:
The system could not log you on. Make sure your user name and Domain are 
correct, then type your password again.
Creation of a domain computer account does not migrate domain user accounts to the local computer. The local accounts must be created manually (by hand or through scripting).
Can’t log on to a domain
After joining a Windows 2000 domain, you attempt to log on to the domain. The following message is displayed:
The system cannot log you on due to the following error: There is a time 
difference between the Client and Server. Please try again or consult 
your system administrator. 
Kerberos security inspects the time stamp of the authentication request sent by the client that is logged on. The time stamp is compared to the current time of the domain controller. If there is a significant difference between the two times (the default is five minutes), authentication fails. Log on locally to an administrative account, and synchronize the time between the Windows 2000 Professional client and the domain controller. 
You attempt to log on to a Windows 2000 domain and the following message is displayed:
Your account has been disabled. Please see your system administrator. 
The user account has been configured for logging on by using a smart card. Each user account object in Active Directory contains a User must log on using a smart card option. If this option is selected and you attempt to log on without using a smart card, you receive the preceding message even though your account is not actually disabled. Contact your network administrator to disable the User must log on using smart card option.
Look for these common causes of logon failure:

Incorrectly typed passwords or user names.

Caps Lock is inadvertently turned on when you enter a password.

Lack of a common protocol between a Windows 2000 Professional–based client and a domain controller.
If TCP/IP is the protocol that you used in the network, the client configuration might have changed since initial installation. Look for these causes:

Incorrect static addresses or subnet masks.

DHCP enabled in an environment where no DHCP server is available.

Improperly configured default gateways.

Incorrect addresses for DNS and/or WINS servers.

Incorrectly configured Hosts/Lmhosts files.
Can’t log on to a domain after renaming the computer
To rename a Windows 2000 Professional computer that is a member of a Windows NT domain, perform the following steps:
 1.
Create a new computer account (or have one created for you) by using the new computer name.
 2.
Leave the domain by temporarily joining a workgroup.
 3.
Restart the computer when prompted.
 4.
Join the domain by using the new computer name.
 5.
Restart the computer when prompted.
Troubleshooting Group and System Policies
Configuration conflicts can occur between local Windows 2000 Group Policy settings and Windows NT system policy, which can impede user access to system features and functions. For example, if a Windows 2000 Professional–based computer that was originally a stand-alone computer or a member of a workgroup, is added to a Windows NT domain that uses system policy, both the local Group Policy and Windows NT system policy may be processed at various points in the logon process. To determine the behavior of a Windows 2000 Professional–based computer with local Group Policy in a Windows NT domain with system policies, see “System Policy and Group Policy Coexistence” in this chapter.
For more information about troubleshooting Group Policy settings in a migration environment, see “Troubleshooting Change and Configuration Management” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Troubleshooting Browsing and Publishing
This section discusses how you resolve problems that you have with the browser service in a Windows NT or Windows 2000 domain, or with published objects in a Windows 2000 domain.
Can’t see member computers in a workgroup or domain
After successfully logging on to a workgroup or domain, you attempt to view shared resources in My Network Places or by entering net view from the command prompt. The resulting window shows no computers or does not show all members of the workgroup or domain.
Look for these possible causes for this situation:

If you are in a workgroup, verify that you have specified the correct workgroup name (or have changed the default from WORKGROUP).

A browser election has taken place, and the browse list is being updated on the domain master browser, on master browsers in the domain/workgroup, and on backup browsers. You can attempt to force an update of the browse list by refreshing the My Network Places window. Otherwise, it might take up to 15 minutes for all browsers to receive an updated browse list.
