Chapter 7 - Introduction to Configuration and Management
Microsoft® Windows® 2000 Professional introduces new configuration and management tools, such as Microsoft Management Console (MMC), Group Policy, and more administrative tools. When you use Windows 2000 Professional with Microsoft® Windows® 2000 Server, you can centralize control of workstations easily and effectively.
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
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Quick Guide to Workstation Configuration and Management
Use this quick guide to find information in this chapter about configuration management. Windows 2000 Professional is designed to simplify administration. Understanding the available tools can help you effectively manage Windows 2000 Professional–based workstations.
Learn about new configuration and management tools.
Review descriptions of new technologies that are available to administrators.

See “What’s New” in this chapter.
Powerful features are available with Windows 2000 Server.
Windows 2000 Professional workstations are easier to use when features such as IntelliMirror™, Change and Configuration Management, and Group Policy are centrally managed.

See “Managing Windows 2000 Professional in a Windows 2000 Server Environment” in this chapter.
Using Windows 2000 Professional in Microsoft® Windows NT®, UNIX, and Novell NetWare environments.
Learn about considerations for managing Windows 2000 Professional in environments that are not exclusively Windows 2000 Server environments.

See “Managing Windows 2000 Professional in a Non-Windows 2000 Environment” in this chapter.
Manage workstations by using Group Policy
Know how Group Policy works and how to leverage its power in your organization.
Set up user profiles, rights, and permissions.
Use user profiles and access permissions to successfully configure and manage Windows 2000 Professional systems.

See “Managing Users and Groups” in this chapter.
Use administrator tools.
Use tools, such as Microsoft Management Console (MMC), Administrative Tools, and Control Panel to configure and manage Windows 2000 Professional systems. Learn what tools can be used in Microsoft® Windows® 98 and Microsoft® Windows NT® 4.0 Workstation.

See “Management Tools” in this chapter.
Create, view, and edit documents in multiple languages.
The Windows 2000 Professional multilanguage option offers users the ability to easily view and edit documents in more than one language at a time. Learn how to upgrade to the multilanguage version of Windows 2000 Professional, which product fits your needs, and how the multilanguage option can benefit your organization.

See “Managing Windows 2000 Professional in a Multilanguage Environment” in this chapter.
Configure new tools for users with special needs.
The Accessibility wizard, Utility Manager, On-Screen Keyboard, Narrator, and other options make it easier than ever to configure accessibility options.

See “Making Windows 2000 Professional More Accessible” in this chapter.
Find out more about related topics.
Learn where to find more information about the topics in this chapter.

See “Additional Resources” later in this chapter.
What's New
Windows 2000 Professional provides better tools for managing and configuring workstations. All of the new configuration and management tools are listed here. In this chapter, you'll find details about general management tools and how to use features such as Group Policy. For details about new features in a specific area, such as hardware management, printing, or fonts, see other chapters in this book. 
Add/Remove Programs
The new user interface and wizard make it easy to install programs, get detailed information about program usage, and remove program elements from the hard disk.
Administrative Tools
Administrative Tools, which are available through Control Panel, is the central repository for tools such as Computer Management, Event Viewer, Local Security, and Services.
Color Management System
Image Color Management (ICM) 2.0 ensures that colors are retained between the input and output devices (such as monitors, printers, and platforms) that support ICM 2.0.
Fonts
Support for OpenType fonts combines TrueType and Type 1 fonts in a unified registry. OpenType fonts are secured by using public key signatures, which ensures that fonts are authentic and are not corrupted.
Hardware Tab and Troubleshoot Option in Properties Pages
A separate Hardware tab is provided in the properties pages for Sounds and Multimedia, Mouse, Display, and Fax. The new Troubleshoot option on this tab helps you detect problems with these devices.
Hardware Wizard
You can use the new hardware wizard to add, troubleshoot, uninstall, and unplug devices.
Multilanguage Support
This feature provides the ability to read and write documents in more than one language.
Network And Dial-Up Connections Icon
The Network Connection wizard, Network Protocol, and Network Adapter configurations are now under Network and Dial-up Connections in Control Panel.
Phone And Modem Options
You can use Phone and Modem Options in Control Panel to configure TAPI devices and reconfigure installed modems. Only members of the Administrators group can make changes to these configuration settings.
Power Options Icon
You can use Power Options in Control Panel to reduce the power consumption of individual devices or of the entire system. You can either choose a power scheme (collection of settings that manages the power usage of the computer) that is provided with Windows 2000 or create your own power scheme.
Printers
You can use the new Add Printer wizard for easy installation.
Scanners and Cameras
This new option in Control Panel manages scanners and digital camera devices.
Scheduled Tasks Icon
You can use the new Maintenance wizard to schedule tasks.
System Icon in Control Panel
The System Properties page now includes a Network Identification tab, Hardware tab, User Profiles tab, and Advanced tab. The Advanced tab allows you to configure performance options, environment variables, and startup and recovery settings.
Users and Passwords
Going to Users and Passwords in Control Panel is the fastest, easiest way to set up user accounts, assign permissions, and configure logon options.
Managing Windows 2000 Professional in a Windows 2000 Server Environment
When you use Windows 2000 Professional with Windows 2000 Server, you can centrally manage workstations by using change and configuration management features. Change and configuration management is a set of Windows 2000 features that simplifies basic tasks such as the following:

Installing an initial operating system on a new computer.

Managing how software is deployed and installed on personal computers to ensure that users have the software that they require to perform their jobs.

Managing the configuration of each user’s desktop.

Replacing computers.
In this chapter, the focus of the discussion is managing the configuration of the user desktop and replacing computers. For more information about the other Change and Configuration Management features, see "Using Windows 2000 Professional and Windows 2000 Server" in this book.
Change and Configuration Management
Change and configuration management includes User Data Management, Software Installation and Maintenance, and User Settings Management, which are collectively known as the IntelliMirror management technologies.
IntelliMirror features increase the availability of the user’s computing environment by storing information, settings, and applications.
By using change and configuration management features, you can perform the following tasks:

Define computing environment settings centrally for both groups of users and groups of computers and enforce those settings.

Allow users to log on to any computer on the network and have the same computing environment available to them, including access to data, applications, and preference settings.

Replace a computer quickly and then regenerate its settings, thus restoring data, applications, preferences, and Group Policy settings.
IntelliMirror
IntelliMirror technologies can help you manage user and computer information and settings. IntelliMirror uses Group Policy and Active Directory™ directory service to manage computers using centrally defined settings that are based on user business roles, group memberships, and locations. Depending on the requirements of your organization, you can use the three IntelliMirror features listed earlier either separately or together.
User Data Management
A user’s data can follow the user while he or she is online and connected to the network or is offline in a stand-alone state because Windows 2000 can store the data in specified network locations and still make it appear local to the user. You can manually configure which files and folders are available, set them up on a per-user basis, or configure them through Group Policy.
User Data Management technologies include Group Policy, Offline Files, Folder Redirection, and Synchronization Manager. These technologies ensure that data is protected, is available offline, and is available from any computer on the network.
For more information about User Data Management, see “Applying Change and Configuration Management” in the Deployment Planning Guide.
User Settings Management
You use User Settings Management to set Group Policy settings that define customizations and restrictions that are applied to the operating system, desktop environment, and software for each user. These restrictions include language settings, custom dictionaries, accessibility, desktop configurations, and other user preferences and restrictions.
User Settings Management allows you to centrally define computing environments for organized groups of users and computers and allows or prevents users from making any further customization. When users have the appropriate permissions, they can customize the style and default settings of their computing environment to suit their needs and work habits.
You use IntelliMirror features to restore user settings if a computer fails and to ensure that desktop settings follow the user if he or she logs on to another computer. The settings follow users because IntelliMirror uses Group Policy and roaming user profiles to store all important user settings.
Settings contain three types of information:

Vital settings, which are set by the user and administrator.

Temporary settings.

Local computer settings.
When you manage user settings with roaming user profiles and compatible applications, you ensure that only vital settings are retained and that temporary and local computer settings are dynamically regenerated as required. This ensures that users have the same settings on any Windows 2000–based computer on the network in which they log on.
Note   The information in this chapter refers to technologies that support IntelliMirror on computers running Windows 2000 Professional within a Windows 2000 Server environment. Client computers that are running Microsoft® Windows® 95, Windows 98, or Microsoft® Windows NT® version 4.0 or earlier cannot use these IntelliMirror technologies.
Comparison of Local Features and Windows 2000 Server Features
Table 7.1 compares the management features that are available when a Windows 2000 Professional–based computer is not part of a Windows 2000 Server network and when it is part of a Windows 2000 Server network.
Table 7.1   Comparison of Local and Network Management Features Available in Windows 2000 Professional
Management Feature
Windows 2000 Professional, Managed Locally
Windows 2000 Professional with Windows 2000 Server, Active Directory, and Group Policy
Administrative Templates (registry-based settings)
Available
Available
Security settings
Available
Available
Software installation and maintenance (Assign and Publish)
Not available
Available
Remote installation
Not available
Available
Unattended install
Available
Available
Sysprep
Available
Available
Scripts
Available
Available
Folder redirection 
Not available
Available
Internet Explorer maintenance
Available
Available
User profiles 
Available
Available
Roaming user profiles
Not available
Available
You can use all of the Group Policy snap-ins on a local computer that you can use when Group Policy is focused on an Active Directory container. However, the following activities require Windows 2000 Server, an Active Directory infrastructure, and a client running Windows 2000:

Software installation and maintenance, that is, the ability to centrally manage software for groups of users and computers.

Remote user data and settings management, including folder redirection, which allows special folders to be redirected to the network.

Installation of the operating system on a remote computer.
For more information about change and configuration options, see “Applying Change and Configuration Management” in the Deployment Planning Guide.
Managing Windows 2000 Professional in a Non-Windows 2000 Environment
You can install Windows 2000 Professional on clients in a Windows NT 4.0 Server, Novell NetWare, or UNIX network.
You can use local Group Policy settings to manage Windows 2000 Professional–based workstations outside a Windows 2000 Server Active Directory network. However, this is not the preferred method of implementing Group Policy. For more information, see "Group Policy" later in this chapter.
Windows NT 4.0 Server Environments
Using Windows 2000 Professional in a Microsoft® Windows® NT 4.0 Server environment, you can remotely administer the Windows 2000 Professional–based client either by using Microsoft Management Console (MMC) or by using standard Windows NT 4.0 Server administrative tools. You can integrate Windows 2000 Professional–based systems into an existing set of Windows NT–based management tools and procedures. These tools are as follows:
Event Viewer   You can gain access to the Event, Security, and Application logs of Windows 2000 Professional–based workstations remotely by using Windows NT 4.0 Event Viewer. Management applications that process Windows NT–based event logs, such as Seagate Manage Exec, are also compatible with Windows 2000 Professional–based workstations.
Performance Monitor   You can view Performance Monitor on Windows NT 4.0–based servers and workstations remotely from Windows 2000 Professional–based workstations.
Server Manager   Server Manager views Windows 2000 Professional-based workstations just as it does Windows NT 4.0–based workstations. All Server Manager administrative options are available for Windows 2000 Professional–based systems. By using Server Manager, a remote administrator can view system users and shares and set in-use files and replication settings, as well as start, stop, and pause Windows 2000 Professional services.
Novell NetWare Environments
Many of the Windows 2000 Professional capabilities are based on industry-wide standards, so that organizations using Novell NetWare servers can experience the same levels of time and resource savings as organizations using Windows 2000–based servers. For example, Windows 2000 Professional supports Web-based Enterprise Management (WBEM), an industry initiative that establishes management infrastructure standards and provides a way to combine information from various hardware and software management systems. Deployment and configuration tools include capabilities specific to deploying Windows 2000 Professional in a Novell NetWare environment running ManageWise.
WBEM specifies standards for a unifying architecture that allows access to data from a variety of underlying technologies and platforms and presents that data in a consistent fashion. Management applications can then use this information to create solutions that reduce the maintenance and life cycle costs of managing an enterprise network. WBEM is based on the Common Information Model schema —an industry standard driven by the Desktop Management Task Force.
Microsoft Windows Management Instrumentation (WMI) is the Microsoft implementation of WBEM. WMI provides a consistent and descriptive model of the configuration, status and operational aspects of Windows 2000 Professional. Used in conjunction with other management services provided in Windows 2000 Professional, WMI can simplify the task of developing well-integrated management applications. WMI event notifications are passed to standard WBEM management tools. WMI also allows a management application to configure a device. A management application might have to reconfigure a device as a response to a driver-raised event or data that is collected by the management application.
In order to use Novell’s Zero Effort Network (Z.E.N. Works), you must first register Windows 2000 Professional with Z.E.N. Works; then a workstation record is imported into Novell Directory Services (NDS). The workstation is registered by running WSRED32.exe either from a command line or from a logon script. An example of the logon script code that detects Windows 2000 and runs the correct registry program is as follows:
IF “ %PLATFORM” =” WINDOWS_NT” THEN BEGIN
#F:\PUBLIC\WSREG32.EXE
END
After the workstation is registered, it can be imported into NDS by using NWADMN32.exe. Click Tools, click Import Workstation, and then select the Windows 2000 Workstations container.
You can administer Windows 2000 Professional by using the standard Z.E.N. Works tools. You can use the Network application launcher (NAL.exe) to prepare software distributions, and you can run the Remote Control application by starting the Novell Remote Control Agent. To do this, in Control Panel, click the Services shortcut icon.
UNIX Environments
You can use Windows 2000 Professional on a Unix network. You have many management options that are based on industry standard protocols, such as Simple Network Management Protocol (SNMP) and Telnet.
Standards-based Management
Windows 2000 Professional provides full support for SNMP, a standards-based TCP/IP network management protocol that is implemented in many UNIX environments. With SNMP support, you can easily manage systems that are running Windows 2000 Professional by using a UNIX-based SNMP management suite sold by independent software vendors.
Telnet Client and Server
By using Telnet you can remotely log on to and execute commands on a Windows 2000 Professional–based or UNIX-based system. The Telnet client included with Windows 2000 Professional is character and console–based and is enhanced for advanced remote management capabilities.
Another new feature found in the Windows 2000 Telnet client is the NTLM authentication support. With this feature, a Windows 2000 Telnet client can log on to a Windows 2000 Telnet server that uses NTLM authentication.
Managing Users and Groups
Windows 2000 allows you to manage user accounts and passwords. It also provides you with tools such as the Local Users and Groups management tool, security for users, and user and computer profiles.
Setting Up User Accounts
A local user account gives a user access to resources that are located only on the computer where you create the account. Local user accounts are stored in the security database of the computer where you create them.
Overview of Users and Passwords
Users and Passwords in Control Panel simplifies adding and removing local user accounts, adding and removing users from groups, and working with passwords. It also provides access to certificate management and secure boot settings.
When the Windows 2000 Professional–based computer is connected to a Windows NT or Windows 2000 Server domain, you can use Users and Passwords to add and remove domain user accounts to local groups.
When the Windows 2000 Professional–based computer is not connected to a domain, you can use Users and Passwords to add and remove local user accounts and assign users to a local group. 
In addition, you can specify whether users can log on automatically each time the computer starts. You enable this feature on the Users tab by clearing the Users must enter a user name and password to use this computer check box. Users and Passwords is not available on Windows 2000 Server or when Windows 2000 Professional is running in Terminal Services mode.
Note   You must log on as an administrator or be a member of the Administrators group to add and delete user accounts, assign users to a local group, and change user passwords.
To add users to more than one group or create groups, use the Local Users and Groups MMC snap-in that is available by going to Users and Passwords in Control Panel and clicking Advanced on the Advanced tab.
Users and Passwords allows you to create or change the password for local user accounts, which is necessary when you create a new local user account or when a local user forgets his or her password.
To improve the security of user passwords, the password should contain at least two of the following elements: uppercase letters, lowercase letters, numbers, and punctuation. The longer the password and the more of these elements it contains, the more secure it is.
You can use Group Policy settings to enforce password requirements such as minimum length and expiration time. However, domain controller Group Policy settings override local computer configuration and local user configuration Group Policy settings.
For more information about using Group Policy, see “Group Policy” later in this chapter. For more information about using Local Users and Groups to manage certificates and secure boot settings, see Windows 2000 Professional Help.
Local Users and Groups
The Local Users and Groups MMC snap-in gives you more control setting up and maintaining local user accounts. It is similar to User Manager in Windows NT 4.0 Workstation.
With Local Users and Groups you can assign profiles, add and edit users and groups, assign users to more than one group, and set or modify password restrictions. You can also add a domain user to any local group. This is helpful for assigning domain user accounts to the local Administrators group. This allows domain user account members to have administrator rights on the local computer without giving them administrator rights on the domain.
To gain access to Local Users and Groups, start MMC and then add the Local Users and Group snap-in; or open Users and Passwords in Control Panel, click the Advanced tab, and then click Advanced.
You should review the information about security settings for Windows 2000 before you create or modify user accounts and groups. For more information about security settings, see "Security" in this book.
Security for Users and Groups
To effectively manage users of Windows 2000 Professional, it is important to understand how user rights are defined and set, how privileges and logon rights are granted, and how to change these settings.
User rights are assigned by using the Group Policy MMC snap-in. After you have started MMC and opened the Group Policy snap-in, in the console tree pane under Local Computer Policy/Computer Configuration/Windows Settings/Security Settings/Local Policies, locate the User Rights Assignment folder.
For more detailed information about planning security, see "Security" in this book. For more information about using MMC and Group Policy, see "Group Policy" later in this chapter. For information about configuring security options, see Windows 2000 Professional Help.
User Rights
You can assign specific rights to group accounts or to individual user accounts. These rights authorize users to perform specific actions, such as logging on to a system interactively or backing up files and directories. User rights are different from permissions; user rights apply to user accounts, permissions are attached to objects.
Although user rights can apply to individual user accounts, user rights are best administered on a group account basis. A user who is a member of one or more groups, inherits rights associated with that group. You can simplify user account administration by assigning user rights to groups rather than to individual users. When all users in a group require the same user rights, you can assign the set of user rights once to the group, rather than repeatedly assigning the same set of user rights to each user account.
User rights that are assigned to a group apply to all members of the group. If a user is a member of multiple groups, the user's rights are cumulative, which means that the user has more than one set of rights. Occasionally, some logon rights assigned to one group might conflict with rights assigned to another group. However, this is generally not the case. To remove rights from a user, remove the user from the group that has those rights.
There are two types of user rights:
Privileges. A right that is assigned to a user and specifies allowable actions on the network. An example of a privilege is the right to back up files and directories.
Logon rights. A right that is assigned to a user and specifies the ways in which a user can log on to a system. An example of a logon right is the right to log on to a system locally.
Privileges
To ease the task of user account administration, you should assign privileges primarily to group accounts, rather than to individual user accounts. When you assign privileges to a group account, users are assigned those privileges when they become a member of that group. This method of administering privileges is easier than assigning individual privileges to each user account when the account is created.
Some of these privileges can override permissions set on an object. For example, a user logged on to a domain account as a member of the Backup Operators group has the right to perform backup operations for all domain servers. However, this requires the ability to read all files on those servers, even files for which their owners have set permissions that explicitly deny access to all users, including members of the Backup Operators group. A user right, in this case, the right to perform a backup, takes precedence over all file and directory permissions.
The following list shows the privileges that you can assign to a user by setting user rights. You can manage these privileges by using settings in the MMC Group Policy console in the console tree pane under Local Computer\Windows Settings\Security Settings\Local Policies\User Rights Assignment.

Act as part of the operating system

Add workstations to a domain

Back up files and directories

Bypass traverse checking

Change the system time

Create a token object

Create permanent shared objects

Create a pagefile

Debug programs

Enable trusted for delegation on user and computer accounts

Force shutdown from a remote system

Generate security audits

Increase quotas

Increase scheduling priority

Load and unload device drivers

Lock pages in memory

Manage auditing and security log

Modify firmware environment values

Profile a single process

Profile system performance

Replace a process-level token

Restore files and directories

Shut down the system

Take ownership of files or other objects

Unlock a laptop
For detailed descriptions of these privileges and for information about using Group Policy to manage security settings, see "Security" in this book.
Logon Rights
The special user account called “LocalSystem” has almost all available privileges and logon rights assigned to it because all processes that are running as part of the operating system are associated with this account, and these processes require a complete set of user rights. The logon rights of the local system user account are as follows:

Log on locally

Log on as a batch job

Log on as a service

Deny access to this computer from the network

Deny logon as a batch job

Deny logon as a service

Deny local logon
For more information about logon rights, see “Security” in this book.
User Profile Types
In Windows 2000 Professional, user profiles automatically create and maintain the desktop settings for each user’s work environment on the local computer. A user profile is created for each user when the user logs on to a computer for the first time.
User profiles include all user-specific settings of a user’s Windows 2000 Professional environment, including program items, screen colors, network connections, printer connections, mouse settings, window size and position, and desktop preferences.
User profiles provide several advantages to users. For example, when users log on to their workstations, they receive the desktop settings as they existed when they logged off. Also, when several users log on to the same computer, each receives a customized desktop.
There are three types of user profiles, which are as follows:
Local User Profile   This profile is automatically created the first time a user logs on to the computer, and it is stored on the computer's local hard drive. Any changes made to the local user profile are specific to the computer where the change was made.
Roaming User Profile   You, as the administrator, create this profile, and store it on a network server. This profile is available when a user logs on to any computer on the network. Any changes made to roaming user profiles are automatically updated on the server when the user logs off.
Mandatory User Profile   Mandatory user profiles are stored on a network server and are downloaded each time the user logs on. This profile does not update when the user logs off. It is useful for situations where consistent or job-specific settings are needed Only administrators can make changes to mandatory user profiles. If the mandatory user profile is unavailable, the user cannot log on.
Important   Group policy settings take precedence over user settings.
For more information about roaming user profiles and mandatory user profiles, see “Defining Client Administration and Configuration Standards” in the Deployment Planning Guide.
Creating User Profiles
When you install Windows 2000 Professional, a user profile is created on the %SystemDrive%\Documents and Settings partition.
When a user logs on to a Windows 2000 Professional–based computer, the name of the folder that is created is derived from the user account name, and, if necessary, the user account name is appended with the name of the local computer or domain that is applicable to the user who is logging on.
The user account name in Windows NT 4.0 Server is in NetBIOS format, such as <domain>\jeffsmith. In Windows 2000 Server, you can specify user accounts in the NetBIOS format, or you can use the user principal name (UPN) format. An example of a UPN format is jeffsmith@<domain>.com.
If the NetBIOS name is <domain>\jeffsmith, the user ID is jeffsmith. If the UPN is jeffsmith@<domain>.com, the user ID also is jeffsmith. The user ID portion of the UPN and the user ID portion of the NetBIOS name usually are the same. However, they might not be the same, as shown in the following example:
NetBIOS name: <domain>\jeffsmith
User principal name: jeffreysmith@<domain>.com
Whether the user logs on to a local account or to an account from a domain, if the %UserProfile% folder does not contain a folder with the name of the user who is logging on (in this case jeffsmith), a folder with that name is created and the path is recorded in the registry of the user who is associated with the profile. The folder that is created as a result is the following:
%SystemDrive%:\Documents and Settings\jeffsmith
If another user with the NetBIOS name jeffsmith logs on, another folder is created, but it is created with the name of the local computer or domain in which the user's account originates. The folder that is created as a result is the following:
%SystemDrive%:\Documents and Settings\jeffsmith.NEWDOMAIN.
Or, if the user account is established on the local computer, the folder that is created as a result is the following:
%SystemDrive%:\Documents and Settings\jeffsmith.LOCALBOX.
If another user with an account name jeffsmith logs on to the same Windows 2000 Professional–based computer from an identically named source (either a domain or local computer) and the SIDs of the two accounts are not the same, a new folder is created with an extension indicating how many times the user account name was used. This occurs when the user accounts are re-created and the user logs on to the same computer, as shown in the following example:

For the first user: %SystemDrive%:\Documents and Settings\jeffsmith [NEWDOMAIN].000

For the second user: %SystemDrive%:\Documents and Settings\jeffsmith [NEWDOMAIN].001
For more information about setting and changing local profiles, see Windows 2000 Professional Help.
Upgrading User Profiles from Previous Versions of Windows
The naming convention for user profile folders in Windows 2000 is different from the naming convention that is used in Microsoft Windows NT 4.0 and earlier versions of Windows. There is a new location for user profile folders in Windows 2000 and also a new way to create subfolders for individual user profiles.
If you upgrade from Windows NT, the user profile folders are stored in the same location as in Windows NT. This location is as follows:
%SystemRoot%\Profiles
When you upgrade to Windows 2000 from Windows 95 or Windows 98, a new folder for user profiles is created on the same partition as the Windows 2000 installation:
%SystemDrive%:\Documents and Settings
Note   The appropriate path to the user profiles folder is represented as %UserProfile%.
Group Policy
Group Policy settings allow you to define the customizations and restrictions applied to the operating system, desktop environment, and applications for users, such as language settings, custom dictionaries, accessibility, desktop configurations, and other user preferences and restrictions. You can use Group Policy settings to grant and deny users the ability to customize their own computing environments.
For centralized control of workstations, you should apply Group Policy settings by using Active Directory tools. In addition, each computer has one local Group Policy object that can be used outside an Active Directory domain. When you use Group Policy with Active Directory, you can precisely adjust Group Policy settings on computers and users by using security groups to filter Group Policy objects.
Important   You cannot use security groups to filter Group Policy objects when you use local Group Policy on an individual computer.
This section compares Windows NT 4.0 Workstation System Policy Editor with Windows 2000 Professional Group Policy, describes how to set Group Policy settings on individual workstations, alerts you to migration issues when you move individual workstations to a Windows 2000 Server network, describes where local Group Policy settings are stored and how they are enforced, and points you to resources where you can find more information about Group Policy in a Windows 2000 Server environment.
It is important to understand the difference between local Group Policy, which is set on an individual computer, and centrally managed Group Policy, which is implemented by using Windows 2000 Server with Active Directory. The following sections primarily describe how to use local Group Policy settings on a computer that is not managed by Windows 2000 Server.
Important   Group policy settings take precedence over user settings.
For more information about planning and deploying Windows 2000 Server Active Directory and Group Policy, see “Active Directory Logical Structure” and “Group Policy” in the Distributed Systems Guide.
Note   The Microsoft® Internet Explorer Administration Kit 4.0 in the Microsoft® Internet Explorer 4.0 Resource Kit is used to control some desktop configuration settings on Windows 95 or Windows 98. You should not use Microsoft® Internet Explorer Administration Kit 5 to configure Group Policy on computers that are running Windows 2000 Professional. You should use Group Policy only to control configuration options.
Using Local Group Policy on Individual Computers
Although it is not recommended in large organizations, there might be instances when you need to deploy Group Policy on computers that are not managed in a Windows 2000 Server Active Directory domain.
On a computer running Windows 2000 Professional, local Group Policy objects are located at \%SystemRoot%\System32\GroupPolicy. You can use the following sets of Group Policy settings when the Group Policy snap-in is used on the local computer:
Security settings. Defines security settings only for the local computer, not for a domain or network.
Administrative Templates. These Group Policy settings allow you to set more than 450 operating system behaviors.
Scripts. Allows you to specify scripts to automate what happens at computer startup and shutdown and when the user logs on and off.
For more information about the Group Policy settings you can set in these categories, see the chapters in this book about the type of configuration setting in which you are interested. For example, to learn about Group Policy settings that affect desktop settings, see “Customizing the Desktop” in this book. For complete details about specific Group Policy settings, use the Explain tab on the Properties page of each Group Policy setting; or refer to “Group Policy Reference” on the Windows 2000 Resource Kit companion CD.
To manage Group Policy on local computers, you must have administrative rights on those computers. You can open the Group Policy snap-in by using one of the following procedures.
To gain access to Group Policy snap-in on the local computer
 1.
From the Start menu, click Run, and then type:

MMC
 2.
Click OK.
 3.
In the Console menu of the MMC window, click Add/Remove Snap-in.
 4.
On the Stand-alone tab, click Add.
 5.
In the Add Snap-in dialog box, click Group Policy, and then click Add.
 6.
When the Select Group Policy Object dialog box appears, click Local Computer to edit the local Group Policy object.
 7.
Click Finish.
 8.
Click Close, and then click OK. The Group Policy snap-in opens with its focus on the local Group Policy object.
If you want to open the Group Policy snap-in for setting Group Policy on a remote computer, you must do it when the extension is added to an MMC console file or do it as a command line option.
Note   To use the Group Policy snap-in on a remote computer, you must have administrative rights on both computers and the remote computer must be part of the namespace.
To gain access to Group Policy snap-in on remote computers
 1.
On the Start menu, click Run, and type:

MMC

– Or –

Open an existing saved console (such as Console1.mmc).
 2.
In the Console menu of the MMC window, click Add/Remove Snap-in.
 3.
On the Stand-alone tab, of the Add/Remove Snap-in dialog box, click Add.
 4.
In the Add Standalone Snap-in dialog box, click Group Policy, and then click Add. The Group Policy Object option in the Select Group Policy Object dialog box is, by default, set to Local Computer.
 5.
Click Browse.
 6.
On the Computers tab, select the Another computer option.
 7.
Either type in the name of the remote computer, or click Browse to locate the remote computer. You can use the Look in drop-down list box to select the domains to which you have access.
Note   The Security Settings extension does not support remote management for local policy in Windows 2000.
Computer Name Formats
The supported computer name formats are as follows:

NetBIOS names, for example, %ComputerName%.

DNS-style, for example, %ComputerName.Microsoft.com%.
Starting the Group Policy Snap-in by Using Command Line Options
The Group Policy snap-in can be started with either of the following two command line switches.
Gpcomputer Command Line Switch
You can use the gpcomputer command line switch by using either the NetBIOS name or the DNS name of the destination computer.
The NetBIOS Syntax is as follows:
gpedit.msc/gpcomputer:”computername”
The DNS syntax is as follows:
gpedit.msc /gpcomputer:computername.microsoft.com
Gpobject Command Line Switch
You can use the gpobject command line switch with an Active Directory Services Interface (ADSI) path. The syntax for this command line switch is as follows:
/gpobject:”ADSI path”
This is illustrated in the following example:
gpedit.msc/gpobject:”LDAP://CN={GUID of the 
GPO},CN=Policies,CN=System,DC=microsoft,DC=com”
For these command line options to work with a saved console file, you must select the check box titled Allow the focus of the Group Policy snap-ins to be changed when launching from the command line. This only applies if you save the console. The Gpedit.msc file is saved with this option on.
Security Considerations
Local Group Policy does not allow you to apply security filters or to have multiple sets of Group Policy objects, unlike Active Directory–based Group Policy objects. You can, however, set Discretionary Access Control Lists (DACLs) on the %SystemRoot%\System32\GroupPolicy folder so that specified groups are either affected or are not affected by the settings contained within the local Group Policy object. This option is useful if you have to control and administer computers that are used in situations such as kiosk environments, where the computer is not connected to a local area network (LAN). Unlike Group Policy administered from Active Directory, the local Group Policy object uses only the Read attribute, which makes it possible for the local Group Policy object to affect ordinary users but not local administrators. The local administrator can first set the policy settings he or she wants and then set the DACLs to the local Group Policy object directory so that administrators as a group no longer have Read access. For the administrator to make subsequent changes to the local Group Policy object, he or she must first take ownership of the directory to give him or herself Read access, make the changes, and then remove Read access.
Important   After you make changes to the Group Policy object, remember to remove Read access for the group in which you are a member. If you fail to remove Read access, it can be difficult, if not impossible, to gain access to the Group Policy object.
Setting Local Group Policy Settings
You can apply local Group Policy settings to the computer configuration or to the user configuration.
Computer Configuration   Includes all computer-related Group Policy settings that specify operating system behavior, desktop behavior, application settings, security settings, computer-assigned application options, and computer startup and shutdown scripts. Computer-related Group Policy settings are applied when the operating system initializes and during the periodic refresh cycle.
User Configuration   Includes all user-related Group Policy settings that specify operating system behavior, desktop settings, application settings, security settings, assigned and published applications options, user logon and logoff scripts, and folder redirection options. User-related Group Policy settings are applied when a user logs on to the computer and during the periodic refresh cycle.
By default Group Policy settings are set to Not Configured. You can choose to select the Enable or Disable option for each Group Policy setting.
Note   If you use local Group Policy settings initially and then make the computer a member of a domain that has Group Policy settings implemented, local Group Policy settings are processed first, and domain-based Group Policy settings are processed next. If there is a conflict between the settings, the domain Group Policy setting prevails. However, if a computer subsequently leaves the domain, local Group Policy settings reapply.
Important   If you deploy Windows 2000 Professional in an unmanaged environment and later want to move Windows 2000 Professional computers into a managed Active Directory domain, you might have to reinstall the operating system and applications to ensure that unauthorized changes have not been made to the system configuration.
If a local Group Policy setting is configured for Enabled or Disabled and the Active Directory Group Policy setting is set to Not Configured, the local Group Policy setting prevails on that computer.
Viewing Group Policy Settings
You can view the Group Policy settings in effect on a computer by using the GPResult.exe file that is available on the Microsoft® Windows® 2000 Professional Resource Kit companion CD. This tool gives you information about both domain and local Group Policy settings.
This command-line tool displays information about the Group Policy settings on the computer and the user who is logged on.
GPResult.exe provides the following general information.
Operating System

Type (Professional, Server, Domain Controller).

Build number and Service Pack details.

Whether Terminal Services is installed and, if so, the mode it is using.
User Information

User name and location in Active Directory (if applicable).

Domain name and type (Windows 2000 or Windows NT).

Site name.

Whether the user has a local or roaming profile and location of the profile.

Security group membership.

Security privileges.
Computer Information

Computer name and location in Active Directory (if applicable).

Domain name and type (Windows 2000 or Windows NT).

Site name.
GPResult also provides the following information about Group Policy:

The last time Group Policy was applied and the domain controller that applied the Group Policy, both for the user and for the computer.

The complete list of applied Group Policy objects and their details, including a summary of the extensions that each Group Policy object contains.

Registry settings that were applied and their details.

Folders that are redirected and their details.

Software management information with details about assigned and published applications.

Disk quota information.

Internet protocol security settings.

Scripts.
Note   Gpresult.exe does not display information about Internet Explorer Maintenance Group Policy settings.
Extensions to the Group Policy Snap-in
The Group Policy snap-in includes several snap-in extensions. A Group Policy snap-in extension can extend either or both of the User or Computer Configuration nodes in either the Windows Settings node or the Software Settings node. Most of the snap-in extensions extend both of these nodes, but frequently with different options. The local Group Policy snap-in extensions include the following components:
Administrative Templates   These include registry-based Group Policy settings, which you use to mandate the registry settings that govern the behavior and appearance of the desktop, including the operating system components and applications. Administrative templates are stored in the Gptext.dll file.
Security Settings   You can use the Security Settings extension to define security configuration for computers. You can define local computer, domain, and network security settings. Security settings are stored in the Wsecedit.dll file.
Scripts   You can use scripts to automate computer start up and shut down and the user logon and logoff process. For these purposes, you can use Windows Script Host to include Microsoft® Visual Basic® Scripting Edition programming system (VBScript), and Microsoft® JScript® programming system type scripts. Scripts are stored in the Gptext.dll file.
The following snap-ins are available only in an Active Directory domain.
Software Installation   You use the Software Installation snap-in to centrally manage software in your organization. You can assign and publish software for groups of users and computers. The software installation snap-in is stored in the Appmgr.dll file.
Folder Redirection   The Folder Redirection snap-in allows you to redirect special folders to the network. Folder redirection information is stored in the Fde.dll file.
Internet Explorer Maintenance   Use Internet Explorer Maintenance to define and manage Internet Explorer Group Policy settings.
Administrative Templates
The Administrative Templates folder contains Group Policy settings that manage a variety of Windows 2000 features, components, and services. The settings are stored in an administrative template (.adm) file.
The .adm file is a text file that consists of a hierarchy of categories and subcategories that together define how the options are displayed through the Group Policy snap-in user interface. It also indicates the registry locations of a particular selection, specifies any options or restrictions (in values) that are associated with the selection, and in some cases, specifies a default value to use if a selection is activated.
Windows 2000 includes three .adm files — System.adm, Inetres.adm, and conf.adm — which contain all the settings initially displayed in the Administrative Templates node. The Administrative Templates node of the Group Policy snap-in can be extended by using custom .adm files. However, unlike other Group Policy snap-in extensions, it is not extensible by an MMC snap-in extension.
Local Group Policy Objects
A local Group Policy object exists on every computer, and, by default, only nodes under Security Settings are configured; settings in other parts of the local Group Policy object’s namespace are set to Not Configured. The local Group Policy object is stored in %SystemRoot%\System32\GroupPolicy, and it has the following ACL permissions:

Administrators: full control

Operating system: full control

User: read
Gpt.ini File
At the root of each Group Policy template folder is a file called Gpt.ini. For local Group Policy objects, the Gpt.ini file stores information that indicates the following:

Which client-side extensions of the Group Policy snap-in contain User or Computer data in the Group Policy object.

Whether the User or Computer portion is disabled.

Version number of the Group Policy snap-in extension that created the Group Policy object.
The local Group Policy object Gpt.ini file can contain the following information.
GPCUserExtensionNames   This includes a list of globally unique identifiers (GUIDs) that tells the client-side engine which client-side extensions have User data in the Group Policy object. The format is the following:
[{<GUID of client-side extension>}{<GUID of MMC extension>}{<GUID of second MMC extension if appropriate>}][repeat first section as appropriate]
GPCMachineExtensionNames   This includes a list of GUIDs that tells the client-side engine which client-side extensions have Computer data in the Group Policy object.
Options   This refers to Group Policy object options such as User portion disabled or Computer portion disabled.
GPCFunctionalityVersion   This is the version number of the Group Policy extension tool that created the Group Policy object.
Group Policy Folder
The local Group Policy folder contains the following subfolders:
Adm
Contains the .adm files for the Group Policy template.
User
Includes the Registry.pol file, which contains the registry settings that apply to users. When a user logs on to the computer, the Registry.pol file downloads and applies to the HKEY_CURRENT_USER portion of the registry. The User folder contains the following subfolders:

Microsoft\IEAK contains settings for the Internet Explorer Maintenance snap-in.

Scripts\Logoff contains scripts that run when the user logs off the computer.

Scripts\Logon contains scripts that run when the user logs on to the computer.
Machine
Includes the Registry.pol file, which contains the registry settings that apply to the computer. When the computer initializes, the Registry.pol file downloads and applies to the HKEY_LOCAL_MACHINE portion of the registry. The Machine folder contains the following subfolders:

Microsoft\Windows NT\SecEdit contains the security settings file Gpttmpl.inf.

Scripts\Shutdown contains scripts that run when the computer shuts down.

Scripts\Startup contains scripts that run when the computer starts up.
Note   The User and Machine folders are created when Windows 2000 Professional is installed. Other folders are created as Group Policy settings are set.
Registry.pol Files
The Administrative Templates extension of Group Policy saves information in the Group Policy template in Registry.pol files. These files contain the customized registry settings that you specify (by using the Group Policy snap-in) to be applied to the Machine (HKLM) or User (HKCU) portion of the registry. The Windows 2000 Registry.pol file is analogous to the Windows 95 or Windows 98 Config.pol file and the Windows NT 4.0 NTConfig.pol file.
Note   The format of the .pol files in the Group Policy template differs from that of previous versions of Windows NT and Windows 95 operating systems.
Two Registry.pol files are created and stored in the Group Policy template, one for Computer Configuration, which is stored in the \Machine subdirectory, and one for User Configuration, which is stored in the \User subdirectory.
The .pol files that are created by Windows NT 4.0 and Windows 95 can be applied only to the operating system on which they were created. The .pol file produced by the Windows NT 4.0 System Policy Editor is a binary file, whereas the Registry.pol file produced by Administrative Templates node of the Group Policy snap-in is a text file with embedded binary strings.
To view the effect of a Registry.pol file on a Windows 2000 Professional workstation, use Gpresult.exe /s or Gpresult.exe /v after the Registry.pol file is applied.
For more information about Registry.pol files, see the Microsoft Platform SDK link the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
System Policy Editor
Although System Policy Editor (Poledit.exe) is largely replaced by Group Policy, it is still useful in some circumstances, such as the following:
For Managing Computers That Are Running Windows 95 or Windows 98   You must run the Windows 2000 version of System Policy Editor locally on computers running Windows 98 or Windows 95 to create Config.pol files that are compatible with the local operating system.
For Managing Computers That Are Running Windows NT 4.0 Workstation or Windows NT 4.0 Server   These computers also need their own version of the .pol file (Ntconfig.pol).
For Managing Windows 2000–based Computers That Are Not Connected to a Windows 2000 Server Network   A Windows 2000–based computer that is not joined to any domain is not subject to Group Policy settings by way of Active Directory. The only Group Policy settings that apply to such a computer are those associated with local Group Policy, which contains settings that are applied to that computer and all of its users.
It is possible to provide settings for multiple users by using System Policy Editor to create an Ntconfig.pol file. For information about distributing the Ntconfig.pol file, see the “Implementing Profiles and Policies for Windows NT 4.0” link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
You should use only the Group Policy settings that are intended for use with Windows 2000 Professional (System.adm, Inetres.adm, and Conf.adm), which install by default with the Group Policy snap-in. To prepare these files for use with System Policy Editor, remove the #if ver constructs from the files. Otherwise, the policy settings will not display in the file.
Note   You can use Windows 2000 .adm files only in the System Policy Editor (Poledit.exe) that is included with Windows 2000.
Although earlier versions of System Policy Editor work only with ASCII-encoded .adm files, Group Policy in Windows 2000 also supports Unicode-encoded .adm files.
Windows NT 4.0 and Windows 2000 Policy Comparison
Windows NT 4.0 introduced the System Policy Editor (Poledit.exe), a tool that you use to specify user and computer configurations that it stores in the Windows NT registry. With the System Policy Editor, you control the user work environment and enforce system configuration settings for all domain computers running Windows NT 4.0 Workstation or Windows NT 4.0 Server. System Policy settings are registry settings that define the behavior of various components of the desktop environment.
In Windows 2000, you can create a specific desktop configuration for a particular group of users and computers by using the Group Policy snap-in. For Windows 2000–based clients, the Group Policy snap-in almost entirely supersedes the System Policy Editor. It allows management of desktop configurations for large, possibly nested, and even overlapping groups of computers and users. Group Policy objects that are not local work by being linked to any number of sites, domains, or organizational units in Active Directory.
System Policy in Windows NT 4.0, Windows 95, and Windows 98
The System Policy settings you specify with System Policy Editor (Poledit.exe) have these characteristics:

They are applied to domains.

They can be further controlled by user membership in security groups.

They are not secure. They can be changed by a user with the registry editor (Regedit.exe).

They overwrite user preferences.

They persist in users’ profiles, sometimes beyond their useful lives. After a registry setting is set using Windows NT 4.0 System Policy, the setting persists until the specified policy setting is reversed or the user edits the registry.

They are limited to administratively mandated desktop behavior that is based on registry settings.
With more than 110 security-related settings and more than 450 registry-based settings, Windows 2000 Group Policy provides you with a broad range of options for managing the user’s computing environment. Windows 2000 Group Policy has these characteristics:

It can be based on Active Directory or defined locally.

It can be extended by using MMC or .adm files.

It stores settings in a secure location.

It does not overwrite user preferences.

It does not leave settings in the users’ profiles when the effective policy is changed.

It can be applied to users or computers in a specified Active Directory container (sites, domains, and organizational units).

It can be further controlled by user or computer membership in security groups.

It can be used to configure many types of security settings.

It can be used to apply logon, logoff, startup, and shutdown scripts.

It can be used to install and maintain software.

It can be used to redirect folders (such as My Documents and Application Data).

It can be used to perform maintenance on Internet Explorer.
System policy settings are applied to the user and the computer when the user logs on, whereas Group Policy settings are applied to the computer when the computer starts and to the user when the user logs on. Also, Group Policy settings refresh every 90 minutes by default, with a 30 minute offset.
For more information about setting local security Group Policy settings, see “Security” in this book. For more information about using Group Policy settings see “Group Policy” in the Distributed Systems Guide; or refer to “Group Policy Reference” on the Windows 2000 Resource Kit companion CD.
Migrating from Windows NT 4.0 to Windows 2000
The effect of persistent registry settings in Windows NT 4.0 can be problematic when a user's group membership changes. An advantage of Windows 2000 Group Policy is that this does not occur. This is because in Windows 2000, registry settings that are written to the following two, secure registry locations are removed when a Group Policy object no longer applies:

\Software\Policies

\Software\Microsoft\Windows\CurrentVersion\Policies
If you deploy Windows 2000 Professional in an unmanaged environment and later want to move Windows 2000 Professional computers into a managed Active Directory domain, you might have to reinstall the operating system and applications to ensure that unauthorized changes have not been made to the system configuration.
If a local Group Policy setting is configured for Enabled or Disabled and the Active Directory Group Policy setting is set to Not Configured, the local Group Policy setting prevails on that computer.
For more information about using Windows 2000 Professional in Active Directory environments, see “Introducing Windows 2000 Deployment Planning” in the Deployment Planning Guide.
Management Tools
Windows 2000 Professional has a variety of tools for administrators, including MMC, tools in the Administrative Tools folder, System Tools, Control Panel, scripts, environment variables, Windows Update, and Windows Management Instrumentation.
Microsoft Management Console
Microsoft Management Console (MMC) is a tool you use to create, save, and open collections of administrative tools, called consoles. Consoles contain items such as snap-ins, extension snap-ins, monitor controls, tasks, wizards, and documentation required to manage many of the hardware, software, and networking components of the Windows 2000 Professional–based system. You can add items to an existing MMC console, or you can create new consoles and configure them to administer a specific system component. If you want to do so, you can save and distribute consoles. To start MMC, on the Start menu, click Run, and then type MMC.
After you open the default console, you can the add snap-ins you use frequently and save the console. Console files are saved as *.msc files. To start a saved console, type the name of the console on the Run line.
The following snap-ins are available by default with Windows 2000 Professional:

ActiveX® Control

Certificates

Component Services

Computer Management

Device Manager

Disk Defragmenter

Disk Management

Event Viewer

Fax Service Management

Folder

Group Policy

Indexing Service

IP security policy management

Link to Web Address

Local Users and Groups

Performance Logs and Alerts

Removable Storage and Management

Security Configuration and Analysis

Security Templates

Services

Shared Folders

System Information

WMI Control
For more information about the functions each snap-in provides, see the Windows 2000 Professional MMC Help. To view MMC topics, start Help from MMC. Help for MMC topics is not available by from the Start menu of Windows 2000 Professional.
Administrative Tools
The Administrative Tools folder, in Control Panel, contains shortcuts to tools you can use frequently. With the exception of Data Sources (ODBC) and Telnet Server Administration icons in Administrative Tools, all of the shortcuts start MMC consoles. The following is a list of the available tools.
Component Services   With the Component Services administrative tool, you can configure and administer Component Object Model (COM) components applications. You can use the Component Services administrative tool to perform administrative tasks such as configuring your system, installing applications, and configuring and monitoring services used by your applications.
Computer Management   You can use Computer Management to manage local or remote computers using a single, consolidated desktop tool. It combines several Windows 2000 administration tools into a single console tree, which provides easy access to a specific computer's administrative properties and tools. Use Computer Management to do the following:

Monitor system events such as logon times and application errors.

Create and manage shares.

View a list of users connected to a local or remote computer.

Start and stop system services such as Task Scheduler and Spooler.

Set properties for storage devices.

View device configurations and add new device drivers.

Manage server applications and services such as the Domain Name System (DNS) service or the Dynamic Host Configuration Protocol (DHCP) service.
Note   You must be a member of the Administrators group to take full advantage of Computer Management.
Data Sources (ODBC)   Data Sources (ODBC) adds, deletes, or sets up data sources with user data source names (DSNs). These data sources are local to a computer and are accessible only by the current user.
Event Viewer   Using the event logs in Event Viewer, you can gather information about hardware, software, and system problems and monitor Windows 2000 security events. Windows 2000 records events in three kinds of logs:

Application log: Contains events logged by applications or programs. For example, a database program might record a file error in the application log. The application developer decides which events to record.

System log: Contains events logged by the Windows 2000 system components. For example, if a driver or other system component fails to load during startup, this is recorded in the system log. The event types logged by system components are predetermined.

Security log: Can record security events such as valid and invalid logon attempts, as well as events related to resource use, such as creating, opening, or deleting files. An administrator can specify what events are recorded in the security log. For example, if you have enabled logon auditing, attempts to log on to the system are recorded in the security log.
Local Security Policy   The Security Settings node allows a security administrator to configure security levels assigned to a Group Policy object or local computer policy. You can do this after importing or applying a security template or instead of importing or applying a security template.
Performance   Performance Logs and Alerts contains features for logging counter and event trace data and for generating performance alerts. With counter logs, you can record data about hardware usage and the activity of system services from local or remote computers. Logging can occur manually on demand, or automatically according to a user-defined schedule. Continuous logging, subject to file-size or duration limits, is also available. You can view logged data by using the System Monitor display, or you can export the data to a spreadsheet program or database to analyze it and generate a report. Trace logs record data when activities, such as a disk input/output error or a page fault occurs. When an event occurs, the provider sends the data to the log service.
Note   The Performance snap-in combines the System Monitor snap-in and the Performance Logs and Alerts snap-in.
Services   By using Services, you can start, stop, pause, or resume services on remote and local computers and configure startup and recovery options. You can also enable or disable services for a particular hardware profile.
Telnet Server Administration   Telnet provides user support for the Telnet protocol, a remote access protocol you can use to log on to a remote computer, network device, or private TCP/IP network. To display help for Telnet, type Telnet at a command prompt, and then type Help.
Using Administrative Tools to Manage Remote Windows 2000-based Servers
Many of the administration tools included in Windows 2000 are used to manage the operating-system components common to all Windows 2000–based computers — such as installed services, hard disks, or event logs — and are installed by default for all versions of Windows 2000. You can use these tools to manage and configure many commonly used operating-system settings on remote Windows 2000–based computers.
To manage remote servers from a computer running Windows 2000 Professional, you can install the Windows 2000 administration tools that are included on the Windows 2000 Server and Microsoft® Windows® 2000 Advanced Server installation CDs. These tools are MMC snap-ins that include Active Directory Users and Computers, Distributed file system, and other snap-ins that are not available in Windows 2000 Professional.
To install Windows 2000 administration tools on a local computer
 1.
In the i386 folder on the Windows 2000 Server or Windows 2000 Advanced Server installation CD, double-click the AdminPak.msi file.
 2.
Under Target folder location, type a destination or click Find Target to view locations.
 3.
Run the Windows 2000 Administration Tools Setup wizard.
Using Terminal Services to Manage Remote Computers
If you can connect to the computer you want to administer — either via a LAN connection or a dial-up connection — you can view the administrator's desktop. Windows 2000 Server and Windows 2000 Advanced Server include Terminal Services, a set of software services that provide remote access to the server desktop from a client computer.
Essentially, the server desktop user interface appears in an application window on the client computer; keyboard and mouse clicks are sent to the server and are processed there. By using a Terminal Services client to connect to a Windows 2000–based server (domain controller), you can run any applications — including all administration tools — that reside on the server just as though you were logged on at the server.
Windows 2000 Server and Windows 2000 Advanced Server include the ability to install Terminal Services for remote administration only. This special mode allows up to two concurrent Terminal Services client connections to the server and does not require a Terminal Services Licensing server to be installed on the network.
On client computers, install the appropriate Terminal Services client software to connect to the server. Terminal Services allows you access to a local desktop session on the server from a window on your client computer. You have access to all of the administrative tools and applications on the server computer, and the tools function the same as if you were sitting at the local computer.
To install Terminal Services for remote administration
 1.
In Control Panel, click Add/Remove Programs.
 2.
In the dialog box, click Add/Remove Windows Components.
 3.
In the Windows Components wizard, under Components, select the Terminal Services check box, and then click Next. You do not have to enable Terminal Services Licensing when you enable Terminal Services in remote administration mode. A maximum of two concurrent connections are automatically allowed on a server running Terminal Services in remote administration mode.
 4.
On the Terminal Services Setup page, click Remote Administration Mode, and then click Next.
 5.
When you are prompted to do so, click Finish.
System Tools
Windows 2000 offers a number of system tools. By using these tools, you can perform many necessary system tasks, such as backing up or defragmenting a hard disk and performing schedules tasks or other functions.
To gain access to System Tools, from the Start menu, point to Programs and then Accessories, and then click System Tools. The following tools are available:
Backup   Use Backup to create a copy of data on the hard disk drive, and then use this copy to restore lost or damaged data. Clicking Backup starts an interface that gives you access to the Windows 2000 Backup and Recovery Tools wizards.
Character Map   Use Character Map to copy and paste special characters into documents, such as the trademark symbol, special mathematical characters, or a character from the character set of another language.
Disk Cleanup   This tool helps clear space on the hard disk drive. Disk Cleanup searches the drive, and then shows the temporary files, Internet cache files, and unnecessary program files that you can safely delete. You can direct Disk Cleanup to delete some or all of those files.
Disk Defregmenter   This tool rearranges files, programs, and unused space on the hard disk so that programs run faster and files open more quickly.
Note   Disk Defragmenter is also available in the Computer Management snap-in under Storage.
Getting Started   This starts the online version of “Getting Started,” which introduces the user to Windows 2000 Professional. Topics include learning how to install Windows 2000, how to use the desktop, and new features. Topics also include how to connect to a network and answers to frequently asked questions.
Scheduled Tasks   Schedule any script, program, or document to run at a convenient time. Scheduled Tasks starts each time Windows 2000 starts and runs in the background. By using the Scheduled Task wizard, you can schedule a task to run daily, weekly, or monthly, change the schedule for a task, and customize how a task runs at a scheduled time. When you click Scheduled Tasks, a Windows Explorer window opens and gives you access to the wizard and to any saved scheduled tasks.
System Information   System Information collects and displays the computer's configuration information. It includes a System Summary, Hardware Resources, Components, Software Environment, Internet Explorer 5, and Applications (Microsoft® Office 2000 only).
Note   System Information is a snap-in that opens in MMC. It displays the same system information that is available through the Computer Management snap-in.
For more information about using these tools, see Windows 2000 Professional Help or MMC Help.
Control Panel
Control Panel is the central location for system configuration changes. To reduce clutter and provide easier access to some options, certain tools are no longer located in Control Panel. Table 7.2 lists the feature or function, how to gain access to it from Control Panel or another location, and where the feature or function is located in earlier versions of Windows.
To view a detailed description of each Control Panel item, click Details on the View menu in Control Panel. For additional information about any Control Panel item, see Windows 2000 Help.
Table 7.2   Tasks in Control Panel
Feature or Function
Location in Windows 2000 Professional
Location in Windows 98
Location in Windows NT 4.0 Workstation
Add/Delete Users
Users and Passwords
Control Panel/Users
In User Manager on the Start/Programs/Administrative Tools menu.
Administrative Tools
Programs menu (if enabled) or Control Panel
System Tools\Programs\Accessories
On Start/Programs menu.
Console (MS–DOS)
Programs/Accessories/
Command Prompt
Programs/MS DOS prompt
Under Console in Control Panel
Device configuration
Control Panel/System/
Hardware/Device Manager option
Control Panel/System Device Manager tab
Under Devices in Control Panel.
Dial-up connections
Control Panel/Network and Dial-up Connections
Control Panel/Modems
Under Modem in Control Panel.
Display options: Plus! property page 
Control Panel/Display/Effects property page
Control Panel/Display/Plus!
On the Plus! tab under Display in Control Panel.
Game Controllers
Control Panel/Game Controllers
Control Panel/Game Controllers
On the Devices tab under Multimedia in Control Panel.
Hardware installation
Control Panel/Add/Remove Hardware
Control Panel/Add New Hardware
The Hardware tab of the property page for the device.
Modem configuration
Control Panel/Phone and Modem Options
Control Panel/Modems
Under Modems in Control Panel.
Multimedia
Control Panel/Sounds and Multimedia
Control Panel/Multimedia
Under Multimedia in Control Panel.
Network configuration
Control Panel/Network and Dial-up Connections
Control Panel/Network
Under Network in Control Panel.
Network Connections
Control Panel/Network and Dial-up Connections
My Computer and My Network Places
Under Network in Control Panel.
ODBC Data Sources
Administrative Tools
Control Panel/32bit ODBC
In Control Panel.
Passwords
Control Panel/Users and Passwords
Control Panel/Passwords or Users
In User Manager on the Start/Programs/Administrative Tools menu.
PC Card (PCMCIA)
Control Panel/Add/Remove Hardware
Control Panel/System/Device Manager tab
Under PC Card (PCMCIA) in Control Panel.
Ports
Control Panel\Phone and Modem Options
Control Panel/Modems/Connection tab of device
Under Ports in Control Panel.
Scanners and Cameras
Control Panel\Scanners and Cameras
Not available
Not available.
Scheduled Tasks
Control Panel/Scheduled Tasks
My Computer
Services/Schedule.
SCSI Adapters
Control Panel/System/Hardware tab/Device Manager option
Control Panel/System/Device Manager tab
Under SCSI Adapters in Control Panel.
Services
Control Panel\Administrative Tools
Control Panel\Services
Under Services in Control Panel.
Sounds
Control Panel\Sounds and Multimedia
Control Panel\Sounds
Under Sounds in Control Panel.
Tape Devices
System/Hardware property page/Device Manager option
Control Panel/System//Device Manager tab
Under Tape Devices in Control Panel.
Telephony
Control Panel\Phone and Modem Options
Control Panel\Telephony
Under Telephony in Control Panel.
UPS
Control Panel\Power Options
Control Panel\Power Management
Under UPS in Control Panel.
You can use Group Policy settings to restrict access to Control Panel. Table 7.3 is a list of some of the Group Policy settings that affect Control Panel and a brief description of each policy. For additional information, right-click the policy in MMC, click Properties, and then click the Explain tab; or see “Group Policy Reference” on the Microsoft® Windows® 2000 Resource Kit companion CD.
Table 7.3   Group Policy Settings That Affect Control Panel
Group Policy Setting
Location
Description
Disable programs on Settings menu
Local Computer Policy\User Configuration\Administrative Templates\Start Menu & Taskbar.
Prevents any programs on the Start/Settings menu from running.
Disable Control Panel
Local Computer Policy\User Configuration\Administrative Templates\Start Menu & Taskbar.
Disables all Control Panel programs. This policy prevents Control.exe, the program file for Control Panel, from starting. As a result, users cannot start Control Panel or run any Control Panel programs.
Show only specified Control Panel applets
User Configuration\Administrative Templates\Control Panel
Hides all Control Panel programs and folders except those specified in this setting. This setting removes all Control Panel programs (such as Network) and folders (such as Fonts) from the Control Panel window and the Start menu. It removes Control Panel programs you have added to your system, as well the Control Panel programs that are included in Windows 2000. The only programs that are displayed in Control Panel are those you specify in this setting.
Hide specified Control Panel applets
User Configuration\Administrative Templates\Control Panel
This policy removes Control Panel programs (such as Display) and folders (such as Fonts) from the Control Panel window and the Start menu. It can remove Control Panel programs you have added to your system, as well Control Panel programs that are included in Windows 2000.
Caution   If you enable either Show only specified Control Panel applets or Hide specified Control Panel applets, users still have access to all Control Panel programs from Help.
Scripts
You can use Windows Script Host and Group Policy to manage scripts. Windows 2000 supports the following scripting areas:

Computer Management

Printer Management

Page File

Service Management

Network Configuration

Device Management

Process Management

Thread Management

Event Log Management

User Management

Security

File System

Application Management
Windows Script Host
Windows Script Host enables you to run scripts directly in Windows 2000 by clicking a script file on the Windows desktop or by typing the name of a script file at the command prompt. Just like Internet Explorer 5, Windows Script Host serves as a controller of ActiveX scripting engines. Unlike Internet Explorer 5, however, Windows Script Host has very low memory requirements and is ideal for both interactive and noninteractive scripting needs such as logon scripting and administrative scripting.
Windows Script Host supports scripts written in VBScript or JScript. When a script is run from the Windows desktop or from the command prompt, the script host reads and passes the specified script file contents to the registered script engine. The scripting engine uses file extensions (.vbs for VBScript, .js for JScript) to identify the script instead of using the SCRIPT tag (which is used in HTML). This way, the script writer doesn't have to be familiar with the exact programmatic ID (ProgID) of various script engines. The script host itself maintains a mapping of script extensions to ProgIDs and uses the Windows association model to start the appropriate engine for a given script.
There are two versions of the Windows Script Host: a Microsoft® Windows®-based version (Wscript.exe) that provides a Windows-based property sheet for setting script properties and a command prompt-based version (Cscript.exe) that provides command line switches for setting script properties. You can run one of these by typing either Wscript.exe or Cscript.exe at the command prompt.
Using Group Policy to Run Scripts
The Scripts extensions of Group Policy allows you to assign scripts to run when the computer starts or shuts down or when users log on or off their computers.
The names of scripts and their command lines (in the form of registry keys and values) are stored in the Registry.pol file, as described earlier in this chapter.
The following five script types exist:

Group Policy logon scripts

Group Policy logoff scripts

Group Policy startup scripts

Group Policy shutdown scripts

Legacy logon scripts (those specified on the User object). Because Windows Script Host supports scripts written in either VBScript or JavaScript, you can enter a command line entry such as CheckBios.vbs in the logon script path of the user object.
By default, each of these script types runs asynchronously, and the window is hidden.
Note   Consider carefully how to use scripts if you have a mixed environment that includes Windows NT 4.0, Windows 95, Windows 98, and Windows 2000–based clients. The Windows 2000–based and the Windows 98–based clients properly run .vbs and .js scripts. To run .vbs and .js scripts on Windows NT 4.0–based and Windows 95–based clients, you must embed the scripts in batch (.bat) files. The scripts continue to run in a normal window. A policy exists that allows for scripts to be run as hidden or minimized. You can also install Windows Script Host on Windows NT 4.0–based and Windows 95–based clients.
Table 7.4 describes the Group Policy options that control the behavior of scripts.
Table 7.4   Group Policy Options That Control Script Behavior
Group Policy Setting
Location
Description
Run logon scripts synchronously
Computer Configuration\Administrative Templates\System\Logon
When this option is enabled, the system waits until the script finishes running before it starts Windows Explorer. An equivalent option for this is available under the User Configuration node. The setting you specify in the Computer Configuration node has precedence over the one set in the User Configuration node.
Run startup scripts asynchronously
Computer Configuration\Administrative Templates\System\Logon
By default, startup scripts run synchronously and hidden, which means the user cannot log on until the scripts complete. In some organizations, you might want the scripts to run asynchronously because they can take a long time to complete. This policy allows the you to change the default behavior.
Run startup scripts visible
Computer Configuration\Administrative Templates\System\Logon
If you enable this option, startup scripts run in a command window.
Run shutdown scripts visible
Computer Configuration\Administrative Templates\System\Logon
If you enable this option, shutdown scripts run in a command window.
Maximum wait time for Group Policy scripts
Computer Configuration\Administrative Templates\System\Logon
This policy setting allows you to change the default script timeout period. (By default, scripts time out after 600 seconds). The range is 0 sconds to 32000 seconds.
Run logon scripts synchronously
User Configuration\Administrative Templates\System\Logon/Logoff
When you enable this option, Windows waits for the scripts to finish running before it starts Windows Explorer. Note that an equivalent option for this is available under the Computer Configuration node. The setting you specify in the Computer Configuration node has precedence over the one set in the User Configuration node.
Run legacy logon scripts hidden
User Configuration\Administrative Templates\System\Logon/Logoff
If you enable this option, legacy logon scripts run in hidden mode.
Run logon scripts visible
User Configuration\Administrative Templates\System\Logon/Logoff
If you enable this option, logon scripts run in a command window.
Run logoff scripts visible
User Configuration\Administrative Templates\System\Logon/Logoff
If you enable this option, logoff scripts run in a command window.
Scripts that run hidden (and to a lesser degree minimized) can cause an errant script or one that prompts for user input to wait for 600 seconds. This is the default wait time value and can be changed by using Group Policy. During this time, the system appears to stop responding. If this is a script that is running in a minimized window and the user selects the window, the script stops running.
Changing System Environment Variables
Environment variables specify the computer’s search path, directory for temporary files, and other similar information.
Windows NT 4.0 requires specific information to find programs, to allocate memory space for some programs to run, and to control various programs. You can view this information — called the system and user environment variables — in Control Panel. Under the System icon in Control Panel, click the Advanced tab , and then click Environment Variables. These environment variables are similar to those that you can set in the MS–DOS operating system, such as Path and Temp.
User environment variables can be different for each user of a particular computer. They include any environment variables you define or variables that are defined by applications, such as the path where application files are located.
System environment variables are defined by Windows 2000 Professional and are the same no matter what user is logged on at the computer. If you are logged on as a member of the Administrators group, you can add new variables or change the values.
After you change any environment variables, Windows 2000 Professional saves the new values in the registry so they are available automatically the next time the computer starts.
If any conflict exists between environment variables, Windows 2000 Professional resolves the conflict in this way:

System environment variables are set first.

User environment variables are set next and override conflicting system variables.

Variables that are defined in Autoexec.bat are set last, but they do not override conflicting system or user environment variables.
Note   Path settings, unlike other environment variables, are cumulative. The full path that you see when you type path at the command prompt is created by appending the path that is contained in Autoexec.bat to the paths that are defined in the System Properties sheet under System in Control Panel.
Windows Update
You can download system enhancements such as drivers, service packs, and new functions specifically selected to work with your personal computer from the Windows Update Web site. You can gain access to Windows Update by clicking Windows Update on the Start menu. With Windows Update, users can choose to scan their personal computers to receive a list of software applications that are specific to their computer's hardware and software configuration.
You can use the Disable and remove links to Windows Update Group Policy setting to prevent connections to the Windows Update Web site. This policy is located in the Group Policy console under User Configuration\AdministrativeTemplates\Start Menu & Taskbar.
For additional information, right-click the policy in MMC, click Properties, and then click the Explain tab; or see “Group Policy Reference” on the Microsoft® Windows® 2000 Resource Kit companion CD.
Windows Management Instrumentation
Windows Management Instrumentation (WMI) is the Microsoft implementation of Web-Based Enterprise Management (WBEM), an initiative to establish standards for gaining access to and sharing management information over an enterprise network. WMI is WBEM-compliant and provides integrated support for the Common Information Model (CIM), the data model that describes the objects that exist in a management environment.
WMI includes a CIM-compliant object repository, which is the database of object definitions, and the CIM Object Manager, which handles the collection and manipulation of objects in the repository and gathers information from the WMI providers. WMI providers act as intermediaries between components of the operating system and applications. For example, the registry provider draws information from the registry; the SNMP provider provides data and events from SNMP devices.
For more information about WMI, see Windows 2000 Professional Help and the Deployment Planning Guide.
Managing Windows 2000 Professional in a Multilanguage Environment
Windows 2000 Professional makes the process of deploying and supporting Windows 2000 across language boundaries easier and more flexible. To meet the needs of global businesses, Microsoft offers the following products:

Microsoft® Windows® 2000 Professional English Version

Translated editions of Windows 2000 Professional (available in 24 languages)

Microsoft® Windows® 2000 Professional MultiLanguage Version
Table 7.5 compares the multilanguage support provided by each edition of Windows 2000 Professional.
Table 7.5   Multilanguage Support Provided by Windows 2000
Features and Benefits
English Version of Windows 2000 Professional
Translated Version of Windows 2000 Professional
Multilanguage Version of Windows 2000 Professional
Features for users
User can enter, view, and print data in more than 60 languages.
User can view a translated user interface (menus, help files, dialog boxes and folder names).User can enter, view, and print data in more than 60 languages.
User can switch the user interface, (menus, help files, and dialog boxes) to a preferred language.User can enter, view, and print data in more than 60 languages.
Benefits for Administrators
Provides support for working with documents in other languages.
Provides native-language user environment.Provides support for working with documents in other languages.
Provides flexibility for meeting the needs of a multilingual user base.Requires management of only one operating system code base for the entire organization
The Microsoft MultiLanguage technology consists of two elements: multilingual editing and viewing and the multilanguage user interface that comes with Windows 2000 Professional MultiLanguage Edition.
Multilingual Editing and Viewing Features
The multilingual editing and viewing features allow users to view and edit information in more than 60 languages. For example, a user with the English version of Windows 2000 Professional can work with a Japanese document without requiring a Japanese version of Windows 2000. This feature is part of all editions of Windows 2000 Professional and Windows 2000 Server, including both the English and the translated editions. This function is ideal for users who only occasionally need to communicate in another language. The ability to edit, process, and view documents in multiple languages is possible because of several components of the Windows 2000 Professional architecture, as described in the following sections.
Unicode Support
Windows 2000 Professional uses Unicode version 2.1 as its base character encoding. Unicode is an international standard that represents the characters that are in common use in the world’s major languages. The benefit of Unicode is that it allows for unambiguous, plaintext representation of data, which simplifies sharing of data in a mixed platform environment.
National Language Support API
National Language Support in Windows 2000 Professional consists of a set of system tables that provide the following information:

Locale information such as date, time, number, or currency format or translated names of countries and regions, languages, or days of the month and week.

Character mapping tables that map local character encodings (ANSI or OEM) to Unicode.

Keyboard layout information.

Character typing information.

Sorting information.
With Windows 2000 Professional, users can change their system settings to reflect those of their chosen locale through the Regional Options in Control Panel.
Multilingual API
The multilingual API contains functions to process text input and display — for example, changing the keyboard layout tables or the fonts used to display text. It also handles text layout issues, such as vertical text for Japanese or right-to-left text containing ligatures for Arabic. Applications that use these APIs contain basic, transparent support for creating mixed-language documents.
Resource Files
With Windows 2000 Professional, information that changes from language to language, such as menu text, dialog boxes and Help text, is stored in separate, language-specific resource files. This allows the system code to be shared by all language editions of Windows 2000 Professional—the only change from edition to edition are the translated resources.
Windows 2000 Professional MultiLanguage Version
Windows 2000 Professional MultiLanguage Version is designed with a single worldwide executable file that supports most European and East Asian languages, as well as languages such as Arabic and Hebrew. Instead of deploying a different translated version of Windows for each language that your organization needs, you can deploy Windows 2000 with the MultiLanguage Pack to all international users. The worldwide executable file makes multilanguage set ups much easier because there are few differences in set up routines, registry settings, and component configurations. The single worldwide executable file also streamlines the development and deployment of customized solutions.
The multilanguage version of Windows 2000 offers the following features:

Supports multilingual editing of documents.

Allows you to deploy different language user interfaces within your environment.

Allows users who speak different languages to share workstations.

Decreases the cost of implementing and maintaining multiple language environments.
Windows 2000 Professional MultiLanguage Version is available to Microsoft Open License Program (MOLP/Open), Select, and Enterprise agreement customers only. For more information about these programs, see the Licensing Programs for Enterprises link the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Windows 2000 Professional MultiLanguage Version provides an extra level of multilanguage support by allowing users to change the language of the operating system user interface. This means the user can log on to a workstation and use the Windows 2000 Professional user interface in any of the 24 languages that ship translated editions — provided that the appropriate language files are installed. Additionally, users can edit and view documents in more than 60 languages.
Upgrading to the Multilanguage Version
You can only upgrade to the multilanguage version from international English version of Windows. If you want to replace any other language version of Windows with Windows 2000 Professional MultiLanguage Version, you must perform a clean installation of Windows 2000 Professional MultiLanguage Version.
There are additional version restrictions that you need to be aware of when you are planning an upgrade to the multilanguage version. Table 7.6 provides version compatibility guidelines.
Table 7.6   MultiLanguage Version Upgrade Restrictions
Version of Windows Operating System
Availability of Upgrade Option
Windows 3.x
Not available
Windows for Workgroups
Not available
Windows NT 3.51 Workstation
Available
Windows NT 4.0 Workstation
Available
Windows 95
Available
Windows 98
Available
Windows 2000 Professional
Available
Windows NT 4.0 Terminal Server 
Not available
Windows NT 4.0 Enterprise Edition
Not available
Files and Language Groups
Two distinct collections of language files are necessary for user interface language support in Windows 2000 Professional MultiLanguage Version:

Language groups, which contain all of the necessary fonts and other files that are necessary to process and display a particular group of languages.

Windows 2000 Professional MultiLanguage Version files that provide the language content for the user interface and help system.
For each user interface language that you install, Windows 2000 Professional MultiLanguage Version also requires that you install the relevant language group. For example, to use the German user interface, you must first install the Western Europe and United States language group.
You can install and uninstall Windows 2000 language groups during Windows 2000 setup and, after Windows 2000 setup, under Regional Options in Control Panel. Installing and removing Windows 2000 Professional MultiLanguage Version files is a separate process from installing language groups.
Disk Space Requirements
Each additional language group that you choose to support on a single computer requires additional disk space. Table 7.7 displays the approximate amount of space required for each language group.
Table 7.7   Approximate Disk Space Required for Language Groups
Language Group
Space Required in Megabytes (MB) (estimated)
Arabic
1.6 
Armenian
11.5
Baltic
1
Central European
1.2
Chinese, Simplified
32.5
Chinese, Traditional
13.5
Cyrillic
1.2
Georgian
5.8
Greek
1
Hebrew
1.4
Indic
0.25
Japanese
58
Korean
29.4
Thai
3.9
Turkic
0.9
Vietnamese
0.5
Western Europe and United States
10.1
Note   A number of files (primarily fonts and keyboard layouts) are shared by several language groups. Therefore, if you install multiple language groups, the total amount of space required might be slightly less than a sum of table values.
In addition, allow up to 45 MB of disk space for installation of Windows 2000 Professional MultiLanguage Version files for each user interface language you choose to install.
Setting Up Windows 2000 Professional MultiLanguage Version
To install Windows 2000 Professional MultiLanguage Version, you must first set up Windows 2000 and then set up Windows 2000 Professional MultiLanguage Version files.
If you install the necessary language groups during Windows 2000 setup (before you install the corresponding Windows 2000 Professional MultiLanguage Version files), you avoid the need to swap CD-ROMs when you install Windows 2000 Professional MultiLanguage Version.
The default user interface language (that is, the language applied to all new user accounts created on the computer) is determined when you set up Windows 2000 Professional MultiLanguage Version. You can change the default user interface or add or remove user interface languages using the Muisetup.exe file.
Note   Adding and removing languages using Muisetup.exe affects only Windows 2000 Professional MultiLanguage Version files. To add or remove the files associated with language groups, use Regional Options in Control Panel.
For more information about automating the set up of Windows 2000, see “Automating Server Installation and Upgrade" and “Using Systems Management Server to Deploy Windows 2000” in the Deploymen Planning Guide.
For more information about installing and maintaining Windows 2000 Professional MultiLanguage Version software in Windows 2000 Server environments and Group Policy considerations, see the “Software Installation and Maintenance” in the Distributed Systems Guide.
Using Group Policy to Manage User Interface Languages
Using Windows 2000 Professional MultiLanguage Version to reduce the number of client configurations in the organization can greatly simplify the job of administering clients. However, enabling all users to change the user interface language on their computer can add unnecessary complexity to the environment. For this reason, you might want to restrict some users’ ability to change their user interface language. You can do this by using Group Policy settings from the User Configuration node of the Group Policy snap-in.
If you apply multilanguage Group Policy settings to a local computer by using local Group Policy, the local Group Policy object affects all users of that computer because there is no way to filter local Group Policy objects for individual users.
For more information about Windows 2000 Professional MultiLanguage Version, see the Windows 2000 Professional MultiLanguage Support link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Making Windows 2000 Professional More Accessible
Making software accessible means that you give equal access to all users, including users with cognitive, hearing, physical, or visual disabilities. Windows 2000 Professional makes computers more usable through a flexible, customizable user interface, alternative input and output methods, and better visibility of screen elements.
You can use several built-in technologies and Windows Explorer options to configure user’s computers with the accessibility features that users need. These features are as follows:
Tools   You can set a wider range of accessibility and other options for groups by configuring the settings in Accessibility Options in Control Panel, Accessibility wizard, and Utility Manager.
Navigation Features   Features, such as hot keys and Active Desktop™, allow users to gain access to desktop icons, Windows Explorer, servers on a network, or Internet Explorer. They give users quick access to Windows and help users open folders and create their individualized settings. Keyboard shortcuts and personalized keyboard options assist users in working with programs and applications.
Active Accessibility   With Active Accessibility®, applications work more effectively with system extensions, programs, devices, and other third-party accessibility aids, such as speech recognition systems. Active Accessibility upgrades are invisible to the user.
Customized Input Methods   On-Screen Keyboard, special mouse settings, and other options, allow users to customize their user interface input schemes.
Accessibility Wizard   The Accessibility wizard allows you to quickly customize user’s computers with the features that they use most often.
Enlarged Display   Magnifier makes it possible for users to view the display in a larger format.
Sound Options   Sound options allow you to customize volume adjustment and multimedia options and use ShowSounds and SoundSentry to give users with hearing impairments control of their audio environment.
Visual Aids   Windows 2000 offers several visual aids which help users who have special visual needs. For example, you can use Narrator to convert text to speech, set ToggleKeys to play audio cues when the user presses certain keys; and configure sounds for events in Sounds and Multimedia in Control Panel.
Keyboard Filters   The FilterKeys feature adjusts keyboard response time and ignores accidental key-strokes.
Contrast, Color, Timing, and Sizing Schemes   High-visibility mouse pointers, high-contrast color schemes, and the Accessibility wizard give users options that suit their needs and preference.
Third-Party Hardware Devices   The SerialKeys feature, designed for users who are unable to use standard user interface options, allows users to attach an alternative input device through the computer’s serial port.
For more information about using and configuring accessibility features, see the appendix, “Accessibility for People with Disabilities” in this book.
Enabling Third-Party Hardware Devices
Some users with disabilities might need additional tools for daily use. The Microsoft Active Accessibility (MSAA) application programming interface (API) allows additional accessibility aides to work with Windows user interface elements such as toolbars, menus, text, and graphics.
You can install smaller or larger keyboards, eye-gaze pointing devices, sip-and-puff systems that are controlled by breathing, and augmentative communication devices, which are designed to control a speech synthesizer for users who are nonverbal.
For more information about hardware and software for users with accessibility needs, see the Microsoft Accessibility link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Group Policy and Accessibility Options
Some Group Policy settings can limit the ability to change accessibility options. Table 7.8 lists some of the Group Policy settings that can affect accessibility options:
Table 7.8   Group Policy Settings That Can Affect Accessibility Options
Group Policy Setting
Location in Group Policy Console
Description
Disable changing accessibility settings
User Configuration\Administrative Templates\Windows Components\Internet Explorer
Prevents users from changing accessibility settings. If you enable this setting, the Accessibility option on the General tab in the Internet Options dialog box in the user interface appears dimmed. If you disable this setting or do not configure it, users can change accessibility settings, such as overriding fonts and colors on Web pages. You do not have to enable this setting if you use the Disable the General Page Group Policy setting (located under User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel) because the Disable the General page setting removes the General tab from the user interface.
Disable the General page
User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel
Removes the General tab from the user interface in the Internet Options dialog box. If you enable this setting, users cannot see and change settings for the home page, the cache, history, Web page appearance, or accessibility. If you disable this policy setting or do not configure it, users can see and change these settings.
Show only specified control panel applets
User Configuration\Administrative Templates\Control Panel
Hides all Control Panel programs and folders except those specified in this policy.
Hide specified control panel applets 
User Configuration\Administrative Templates\Control Panel
Hides specified Control Panel programs and folders.
Disable Control Panel
User Configuration\Administrative Templates\Start Menu & Taskbar
Disables all Control Panel programs.
