Chapter 10

Determining Domain Migration Strategies
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Migrating successfully from Microsoft® Windows NT® 3.51 and Microsoft® Windows NT 4.0 to Microsoft® Windows® 2000 requires careful analysis of your current system and in-depth planning. Network engineers involved in the logical design of the upgrade process need to become familiar with the recommended configurations and procedures described in this chapter. Although these recommendations also work for smaller organizations, the emphasis in this chapter is on organizations with at least 2,500 personal computers.

Because the focus of this chapter is on planning for domain upgrade and restructure, and planning your Microsoft® Active Directory™ directory service namespace through an upgrade of Windows NT domains, most of your Active Directory namespace planning needs to be already completed. In addition, as a prerequisite to this chapter, you need to be familiar with the following: the features that can be deployed in Windows 2000, the deployment objectives of your organization, the current domain model of your organization, and the inventory of hardware and software in your current network configuration.
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Chapter Goals

This chapter will help you develop the following planning documents:

(	Migration Project Roadmap

(	Revised Active Directory Namespace Planning Document

(	Domain Migration Plan



Related Information in the Resource Kit

(	For more information about Active Directory, Domain Name System (DNS) namespace design, site topology, or groups, see “Designing the Active Directory Structure” in this book.

(	For more information about automated installation of Windows 2000 Server, see “Automating Server Installation and Upgrade” in this book.

(	For more information about automated installation of Windows 2000 Professional, see “Automating Client Installation and Upgrade” in this book.





Starting the Migration Planning Process

Before proceeding with a domain upgrade or restructure, it is important that you understand the planning process.



Note

The procedures and suggestions in this chapter are based on the upgrade of noncloned computers. Upgrading to Windows 2000 Server is supported only on computers running Windows NT Server 3.51 and Windows NT Server 4.0. Older versions cannot be upgraded to Windows 2000 Server. In this chapter, the term “Windows NT” represents both the 3.51 and 4.0 versions of Windows NT Server.



Planning Process Phases

The planning process for migrating domains consists of the following phases:

	1.	Design the Windows 2000 forest. For information about how to design your Windows 2000 forest, see “Designing the Active Directory Structure” in this book.

	2.	Plan the migration of Windows NT domains to Windows 2000 native domains and deploy new features of Windows 2000 Server.

	3.	Plan the restructure of the Windows 2000 domains. 

This phase might not be necessary, or might be appropriate in the future, depending on the requirements of your organization. For more information about how to restructure domains, see “Planning Domain Restructure” later in this chapter.



Figure 10.1 illustrates the primary steps you must take to migrate to Windows 2000 Server. This chapter takes a close look at each of these steps, from the initial planning phase through the specific tasks for domain upgrade and restructure. 
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Figure 10.1    Migration Plan Flowchart

Determining Your Migration Roadmap

In any planning process it is normal to make and refine important decisions. The choices you make while planning your migration might cause you to defer deployment of some of the system features until a later date. The first steps in creating your migration roadmap are to identify and prioritize your migration goals and to understand the implications of your choices. 



In choosing to migrate to Windows 2000, you no doubt have identified certain features and benefits that you are eager to deploy. The following section lists some typical migration goals and explains key concepts and their implications for these goals. After finishing this section, you should have enough information to complete your Migration Project Roadmap.

Migration Goals

Your migration planning needs to reflect your primary migration goals. These goals might be business related or they might relate to the migration itself.

In most cases, business-related goals drive the initial migration decision. Examples of such goals are greater scalability and improved security. Business-related goals are involved when making implementation choices, and can be used to evaluate possible tradeoffs. Usually some form of compliance table is prepared, which in later stages is used to identify the technologies and product features to be implemented in the final platform. These technologies and features will help you to achieve your business-related goals.

Migration-related goals could include such concerns as the effect of disruption on production systems, final system performance, and ways to increase mean time between failures. These goals can determine how test plans and acceptance criteria are formulated.

Migration-related goals are not driven by the need to implement specific technical features of Windows 2000 Server; but rather are concerned with the migration process itself. Some migration-related goals are listed in Table 10.1.

Table 10.1    Migration-Related Goals

��Goals�Implications for Migration Process����Minimize disruption to the production environment�User access to data, resources, and applications needs to be maintained during and after the migration.

The user’s familiar environment needs to be maintained during and after the migration.��Maintain system performance

�User access to data, resources, and applications needs to be maintained during and after the migration.

The user’s familiar environment needs to be maintained during and after the migration���(continued)��BEGIN   BREAK

�

END   BREAK

Table 10.1    Migration-Related Goals  (continued)

��Goals�Implications for Migration Process����Increase mean time between failures�User access to data, resources, and applications needs to be maintained during and after the migration.

The user’s familiar environment needs to be maintained during and after the migration��Minimize administrative overhead�There needs to be seamless migration of user accounts.���If possible, users need to be able to retain their passwords.���Administrators should only have to visit�the client computer a minimum number of times.���There needs to be minimal setup of new permissions for resources.��Maximize “quick wins”�The enterprise needs to obtain earliest access to key features of the new platform.��Maintain system security�There needs to be minimal impact on security policy.��

To receive maximum benefit from Windows 2000 technologies and fully realize your migration-related goals, it is recommended that you switch your Windows 2000 domains to native mode as soon as possible. However, depending on your existing network configuration, you might not be able to switch to native mode until you have completely eliminated Windows NT backup domain controllers (BDCs) from your domain. For a definition of native mode, see “Determining When to Move to Native Mode” later in this chapter.

Note that you can still deploy Windows 2000 clients and member servers before upgrading the domain infrastructure. See “Upgrading Clients and Servers” later in this chapter.

Migration Concepts

There are two ways to arrive at your desired infrastructure:

(	Domain Upgrade – sometimes referred to as “in-place upgrade” or “upgrade.”

A domain upgrade is the process of upgrading the Primary Domain Controller (PDC) and the BDCs of a Windows NT domain from Windows NT Server to Windows 2000 Server.



(	Domain Restructure – sometimes referred to as “domain consolidation.”

A domain restructure is a complete redesign of the domain structure, usually resulting in fewer, larger domains. This choice is for those who are dissatisfied with their current domain structure or who feel that they cannot manage an upgrade without serious impact to their production environment.



Upgrade and restructure are not mutually exclusive; some organizations might upgrade first and then restructure, while others might restructure from the start. Both require careful thought and planning before choices are implemented.

Upgrading Clients and Servers

Though the focus of this chapter is domain upgrade and restructure, do not interpret this to mean that you must postpone deployment of Windows 2000 clients and member servers until you have upgraded the domain infrastructure. You can use Windows 2000 clients and servers in your existing Windows NT environment and still gain a number of benefits from the new technologies. Table 10.2 lists some of the benefits gained simply by upgrading clients and servers to Windows 2000.

Table 10.2    Benefits from Simple Client or Server Upgrade

��Benefit�Features����Manageability�Plug and Play���Hardware wizard with Device Manager���Support for Universal Serial Bus���Microsoft Management Console���New Backup utility��Setup and troubleshooting tools�Automatic application installation allows an administrator to specify a set of applications that are always available to a user or group of users. If a required application is not available when needed, it is automatically installed in the system.��File system support�NTFS 5.0 enhancements include support for disk quotas, the ability to defragment directory structures, and compressed network I/O���FAT32���(continued)��BEGIN   BREAK

�

END   BREAK

Table 10.2    Benefits from Simple Client or Server Upgrade  (continued)

��Benefit�Features����Application services�Win32® Driver Model���DirectX® 5.0���Windows Script Host��Information sharing and publishing�Microsoft Distributed file system (Dfs) for Windows 2000 Server makes it easier for users to find and manage data on the network.���Integrated Internet Shell��Print server services�Easier location of printer through Active Directory�Printing from the Internet ��Scalability and availability�Improved Symmetric Multiprocessor support��Security�Encrypting File System��

Domain Migration Considerations

This section takes you through the important planning and preparation activities you must undertake for any migration. Your own planning process will determine the exact steps, but the following sections highlight areas you need to consider.

Upgrade Decisions

Consider the following questions when determining how to upgrade your domains:

(	Is upgrade appropriate for you?

You will probably answer “yes” if some or all of the following conditions are true:

(	You are happy with your current domain structure.

(	You are happy with much of your domain structure and can carry out a two-phase migration: upgrade to Windows 2000, then restructure to fix any problems.

(	You feel you can manage the migration without impacting your production environment.

(	In what order do you need to upgrade?

The answer depends on whether you are referring to order of upgrade of domain controllers or order of upgrade of domains:



(	In what order do you need to upgrade domain controllers?

Within a domain, the order of upgrade is straightforward. You need to upgrade the PDC first, but be aware of possible complications, such as the use of LAN Manager Replication Service in the domain to be upgraded, with the PDC hosting the export directory. In this case you need to change the export directory host before upgrading the PDC. For more information on LAN Manager Replication, see “LAN Manager Replication Service Process” later in this chapter.

(	In what order do you need to upgrade domains?

You will experience easier administration and delegation if you upgrade your account domains first. You then need to upgrade your resource domains.

(	In what order do you need to upgrade servers and clients?

You can upgrade servers and clients at any time. This does not depend on a Windows 2000 infrastructure.

(	When do you need to switch the domain to native mode?

You need to switch the domain to native mode as soon as possible to have access to full Windows 2000 functionality, such as better directory scalability, universal and domain local groups, and group nesting.





Note

You cannot switch the domain to native mode until all the domain controllers have been upgraded.



Restructure Decisions

Consider the following questions when determining whether and how to restructure your domains:

(	Do you need to restructure?

You will probably answer “yes” if some or all of the following conditions are true:

(	You are happy with much of your domain structure and can carry out a two-phase migration: upgrade to Windows 2000, then restructure to fix any problems.

(	You are unhappy with your current domain structure.

(	You feel you cannot manage the migration without impacting your production environment.



(	When do you need to restructure?

The answer depends on the reason you are restructuring. 

(	If you can solve your migration requirements by doing a two-phase migration, then you need to restructure after upgrade.

(	If you feel your domain structure cannot be salvaged (for example, if you decide you need to redesign your directory services infrastructure to take advantage of the enhanced capabilities of Active Directory), you need to restructure at the beginning of the migration process.

(	If you feel you cannot avoid impacting your production environment, you need to restructure at the beginning of the migration process.





Note

It is recommended that you restructure after completing the upgrade but before using features such as application deployment or the new Group Policy. If you restructure after some of these features have been used, it can create more difficulties than if the restructure had taken place at the beginning of the migration process.



Application Compatibility

After you have decided how you will perform the overall domain migration, it is important to determine whether your business applications are compatible with Windows 2000. This step is critical to the success of your deployment and must be done before you decide how and when to migrate your application servers. After you have identified your strategic applications, be sure to include them in your test plan. All strategic applications must be tested before beginning the migration process. For more information about migrating application servers, see “Upgrading and Installing Member Servers” in this book.

Some important questions you need to ask about your applications include the following:

(	Will the application run on Windows 2000?

If the answer is “no,” this might have implications for your upgrade plans.

(	Does the application need to run on a BDC?

If the answer is “yes,” and the application will not run on Windows 2000, it will be difficult to switch the upgraded domain to native mode.

(	Do you have contacts with your application software vendors?

If you experience problems running the application on Windows 2000, you need to be aware of how the application vendor plans to provide support for Windows 2000.



(	If the application was internally developed, do you have plans to develop a Windows 2000 version?

If the application cannot run on Windows 2000, you need to be aware of any plans to provide Windows 2000 support.

(	What operating systems do you have deployed on your clients and servers?

The answer to this has implications for your migration path. Certain software upgrade paths to Windows 2000 are not supported (for example, from Windows NT 3.5).





Note

You might not want to maintain Windows NT 3.51 servers in your resource domains, because Windows NT 3.51 does not support universal or domain local group membership. Windows NT 3.51 does not recognize the SIDhistory capability for user accounts that move between Windows 2000 domains.



Knowing the answers to these questions will help you formulate a test plan covering the important test cases. It will also help you develop a project risk assessment that spells out the implications of various applications not functioning correctly, including any proposed mitigation.

For more information about testing your business applications, see “Testing Applications for Compatibility with Windows 2000” in this book. 



Note

Some application services designed for Windows NT, such as Windows NT Routing and Remote Access Service (RRAS), assume unauthenticated access to user account information. The default security permissions of Active Directory do not allow unauthenticated access to account information. The Active Directory Installation Wizard gives you the option of configuring Active Directory security for compatibility by granting additional permissions. If you feel that loosening the security of Active Directory to allow the use of RRAS servers would compromise your security policy, you need to upgrade these servers first.

If you are using LAN Manager Replication Service to replicate scripts within the domain, then you need to upgrade the server hosting the export directory last.



Interoperability Requirements

The next step is to consider the extent to which your Windows 2000 system needs to interoperate with both Windows legacy systems and non-Microsoft operating systems. If you plan to maintain a heterogeneous environment that includes network operating systems other than Windows 2000, you need to determine which legacy applications and services must be retained or upgraded to maintain acceptable functionality across all platforms.



Interoperability considerations have two aspects:

(	What are the interoperability requirements with respect to operating in a heterogeneous environment?

This encompasses the degree to which the migrated environment needs to interoperate with other operating systems and network services.

Important considerations might include:

(	The need to maintain pre–Windows 2000 clients, which means that you have to plan to maintain services such as Windows Internet Name Service (WINS) to support name resolution.

(	The need to maintain pre–Windows 2000 domains, which means that you need to maintain and manage explicit trusts.

(	The need to interoperate with non-Microsoft operating systems, such as UNIX. This could be a reason for rapid migration to enable widespread use of the Kerberos authentication.

(	What are the interoperability requirements with respect to the source environment? (Where you are migrating from?)

Managing a transitional environment can be a complex task and needs careful planning, as described in the following sections.



Disk Storage Requirements for Active Directory Objects

Early in your migration planning, it is important to consider how much disk space you will need to store the objects required by Active Directory. The total disk space required depends on the size of your Windows 2000 forest. For information about designing this forest, see “Designing the Active Directory Structure” in this book.

Table 10.3 shows the disk space requirement for each type of Active Directory object.

Table 10.3    Disk Space Required for Active Directory Objects

��Object�Disk Space Required (bytes)����User object�3.6K��Organizational unit (OU) object�1.1K��Attribute (10 bytes)�100��Public key certificate (X.509 v3 certificate issued by Windows 2000 Certificate Services)�1.7K��



Planning Domain Upgrade

After you have considered the issues involving your domain migration and created a plan for resolving any problems that arise, you are ready to begin planning for the actual upgrade process.



Note

You must complete the design of your Windows 2000 forest before you plan your upgrade. For information about designing this forest, see “Designing the Active Directory Structure” in this book.



Domain upgrade is the process of upgrading the PDC and the BDCs in a Windows NT domain from Windows NT Server to Windows 2000 Server. Upgrading is the easiest and lowest risk migration route because it retains most of your system settings, preferences, and program installations. 

Because Windows 2000 Server is designed to support mixed networks with full interoperability, you do not have to upgrade all servers in a domain to take advantage of Windows 2000 features. Consider the upgrade to your PDC as simply the first stage in the process; you will gain additional, incremental benefits by upgrading your BDCs, and then your member servers.

Because migration involves an operating system upgrade rather than a new installation, the existing domain structure, users, and groups are maintained, though Windows 2000 features are enabled in the process. When you have completed your upgrade and have access to advanced Windows 2000 management tools and features, you might want to consider restructuring your domains. Be aware, however, that domain restructure is not a trivial task. If structural change is one of your goals, consider performing a domain restructure during the initial migration phase rather than after an upgrade. But consider both options carefully before you move forward.

A domain upgrade accomplishes the following:

(	Maintains access to Windows NT domains through existing Windows NT trust relationships.

(	Maintains access to Windows NT servers and to Windows 95 and Windows 98 clients. This access is transparent to users at client computers.

(	Maintains user account passwords so that users log on to the same account domain using the same password.





When planning an upgrade, you need to do the following:

(	Determine which upgrade paths are supported.

(	Examine your existing domain structure.

(	Develop a recovery plan.

(	Determine the order for upgrading domains.

(	Determine your strategy for upgrading domain controllers.

(	Determine when to switch to native mode.





Note

You do not need to upgrade your server infrastructure to Windows 2000 Server before upgrading clients. You can even upgrade clients and member servers before upgrading domain controllers, but you will not be able to access the features of Active Directory until you upgrade your domain controllers.



Determining Supported Upgrade Paths

When planning your upgrade, you must determine if your current operating system can be upgraded directly to Windows 2000. Table 10.4 contains a list of currently supported upgrade paths. If you find that a direct upgrade of your operating system is not supported, you must first upgrade to an operating system such as Windows 95 or Windows 98 for clients, or Windows NT for clients and servers. Make sure that this intermediate step is reflected in your upgrade plan.

For more information about upgrading member servers, see “Upgrading and Installing Member Servers” in this book.

Table 10.4    Supported Upgrade Paths

���Operating System�Upgrade to Windows 2000 Professional�Upgrade to Windows 2000 Server����Windows 3.x�No�No��Windows NT 3.1�No�No��Windows NT Workstation 3.51�Yes�No��Windows NT Server 3.51�No�Yes��Windows 95 and Windows 98�Yes�No��Windows NT Workstation 4.0�Yes�No��Windows NT Server 4.0 �No�Yes��



Examining the Existing Domain Structure

After you have made sure that your current operating system can be upgraded to Windows 2000, your next task is to examine your existing domain structure. To help you understand the concepts being discussed, consider the Windows NT domain structure shown in Figure 10.2. This example is based on a domain design found in many organizations: a multiple-master domain model. This example shows an upgrade that begins with an account domain, which is typically the first domain to be upgraded.
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Figure 10.2    Example Multiple-master Domain Model

Consider the following when you examine your existing Windows NT domain structure:

(	What type of domain structure do you have?

Your existing domain structure helps determine how to plan your domain upgrade.

(	Are there any existing trust relationships (one- and two-way) and domains that you do not want to include in the forest?

These Windows NT domains use explicit one-way trusts to connect to the forest. Domains upgraded to Windows 2000 Server and designated as part of the same forest will be connected by transitive two�way trusts. This is why it is important to know which trusts must remain explicit. Note that all trusts existing before the upgrade will be preserved.



(	How many domain controllers do you have, and where are they located within each domain?

This information will help you project how much effort will be required to upgrade a given domain.

(	What DNS namespace(s) exist within your organization?

Because you cannot rename domains in Windows 2000, you need to know the existing namespace(s) in use in your organization and what additional namespaces your organization allows so that you can create a unique namespace for the forest.



Developing a Recovery Plan

It is important that you develop a recovery plan to prevent accidental data loss during upgrade. This plan needs to detail how you will back up your domain controllers, applications, and other data. How thorough your plan is will determine whether you can completely fall back to the original configuration, if necessary, or whether you have gone past a point of no return. When you are developing your recovery plan, determine if there is a point at which incremental migration can stop and full migration can begin.

Complete the following tasks before you perform your migration:

(	Add a BDC to any Windows NT domain that contains only a single domain controller—the PDC. This will ensure that the domain does not become orphaned if the upgrade to the PDC fails.

(	Determine if services such as file and print services or Dynamic Host Configuration Protocol (DHCP) are running on the PDC and the BDCs.

Back up these services to tape, and test the backup tapes.

(	Fully synchronize all BDCs with the PDC.

Take one BDC offline before you upgrade the PDC and the other BDCs to Windows 2000 Server. As a test, perform the following steps before you begin the migration:

	1.	Promote the offline BDC to a PDC and check the data.

	2.	Keep this PDC offline and available after the migration, and make sure the remaining BDCs are backed up regularly.





Caution

Track all changes to the domain (for example, new accounts and password updates) while the offline PDC remains offline. If a disaster occurs with the Windows 2000 domain controllers, it will be necessary to roll back to the offline PDC. If you have not tracked all domain changes made while the offline PDC remains offline, the changes will be lost when the offline PDC replicates its data to the BDCs. Note that recreated accounts have a different security identifier (SID); therefore, they might not have access to some resources.



(	For each step in the flowchart in Figure 10.1, answer the following questions:

(	How would you roll back the system to a recovery state?

(	What administrative tools do you need to accomplish both the upgrade and recovery state?



Managing the Transition to the Windows 2000 Forest

As part of your domain upgrade plan, you must carefully manage the transition to the Windows 2000 forest you have designed. Be sure to keep the following in mind:

(	Define the forest namespace properly. If not, you will need to restructure the forest to correct the namespace.

(	Create the root domain of the forest carefully. After the root domain is created, it cannot be changed.

(	Create child domains carefully. If you join a child domain to the wrong part of the forest, you will have to perform a restructure that was not part of your plan. 

(	Set up policies, such as those concerning the use of groups and Access Control Lists (ACLs), that do not obstruct your future plans.



For more information about designing your Windows 2000 forest, see “Designing the Active Directory Structure” in this book.





Considering the Upgrade of Resource Domains

If you are performing an in-place upgrade, you might consider upgrading your resource domains. Resource domains were used in Windows NT to hold the computer accounts of resources such as servers and client computers. Resource domains existed primarily to:

(	Limit the size of the account database.

In Windows NT, the maximum size recommended for the Security Account Manager (SAM) account database is 40 MB. In a domain containing user accounts, security groups, and Windows NT client and server accounts, this might equal less than 20,000 user accounts. To scale an organization with more than this number, user and computer accounts need to be stored in separate domains, that is, account domains for user accounts, and resource domains for computer accounts. This is the norm for Windows NT, where resource domains are usually created with explicit one-way trusts to either a single account domain (master domain model) or a number of account domains (multiple-master domain model).

(	Provide local administrative capability.

In a decentralized organization with geographically disparate facilities, it is often desirable to have local personnel authorized to administer resources. To allow this kind of decentralized responsibility in Windows NT systems, it was recommended that resource domains be created with their own administrative structure. As with scaling beyond SAM size limits, this resulted in master or multiple-master domain structures with explicit one-way trusts to the account domains in the organization. The one-way nature of these trusts ensured that resource domain administrators only had administrative scope over the resource domain.





Note

As part of your upgrade plan, your administrative model must reflect the implications of upgrading a resource domain. If you have already upgraded the account domain, and then you upgrade the resource domain as a child of the account domain, a transitive trust is established between them. For this reason, you need to consider how this transitive trust affects local administration of resources.



If you do not want administrative permissions to extend beyond the resource domain, you might consider other options, which include: 

Restructuring resource domains into organizational units

You might rethink your domain structure and consider merging your resource domains as organizational units (OUs) into the upgraded account domain at a later time. This option would obviously influence your thinking on the order of domain upgrade.



Upgrading a resource domain within the existing forest and using Windows 2000 delegation of administration features

You can upgrade your resource domain to be in the same forest as the account domain(s) and use Windows 2000 delegation of administration features to limit the capabilities of the local administrators. Before you do this, check the administrative groups in the resource domain and remove all administrators who are not administrators in the account domains. If there are only local resource domain administrators, add one or more of your account domain administrators. These administrators will be able to administer the domain while it is being upgraded. As a further precaution, make sure that resource domain administrators do not have administrative access to the domain controllers through local computer accounts.

After the PDC is upgraded, you might create a new domain local group to hold your resource administrators, and use Windows 2000 delegated administration to grant them sufficient privilege to carry out their roles.

Upgrading a resource domain as a tree in a new forest

You can upgrade your resource domain and make it a tree in a new forest, linking the tree to the account domain through an explicit one-way trust. This would effectively mirror the structure that existed before the upgrade.

Determining a Strategy for Upgrading Domain Controllers

The first step in the domain upgrade process is to upgrade the PDC to Windows 2000 Server. After you have upgraded the PDC, your next goal is to upgrade all the BDCs in the domain as soon as possible. This step is necessary to minimize the impact of having Windows 2000 features that are not supported on Windows NT BDCs.

Windows 2000 Domain Modes

A domain is considered a Windows NT domain if the PDC has not been upgraded to Windows 2000. During the process of upgrading the PDC and BDCs, the domain is in the intermediate operational state known as mixed mode. You can leave the domain operating in mixed mode indefinitely or move it to the final operational state known as native mode.

Mixed Mode

A domain is considered to be in mixed mode when one of the following conditions exist:

(	The PDC has been upgraded but not all BDCs have been upgraded.

(	The PDC and all BDCs have all been upgraded but the native mode switch has not been enabled.





Table 10.5 summarizes the Windows 2000 features available in mixed mode, and those available only by switching to native mode. If you are hesitant about switching the domain to native mode, review your migration goals to determine whether remaining in mixed mode compromises your goals, or if the tradeoffs are acceptable.

Table 10.5    Availability of Windows 2000 Features in Mixed Mode

��Feature�Available in Mixed Mode?����Transitive trusts for Kerberos authentication�Yes. Windows 2000 Server and Windows 2000 Professional use Kerberos services available on the Windows 2000 domain controller.��Active Directory organizational units (OUs)�Yes, but only visible using Windows 2000 administration tools. Cannot be administered from Windows NT BDCs or member servers.��Active Directory security groups�No, only Global and Local groups available.��IntelliMirror�Yes, but only for client computers running Windows 2000 Professional in an Active Directory environment.��Windows Installer�Yes.��64-bit memory architecture�Yes, with hardware support.��Active Directory scalability�Yes, but only when all BDCs have been upgraded and are running Active Directory. You need to be cautious of taking advantage of this feature, because new Windows NT BDCs can still be added while the domain is in mixed mode. This feature might be an important part of your fallback planning, so it must not be compromised.��Kerberos authentication�Yes, for Windows 2000 computers running Active Directory.��Microsoft Management Console (MMC)�Yes.��Group Policy�Yes, but only for client computers running Windows 2000 Professional in an Active Directory environment.��Security configuration and analysis�Yes.��Active Directory multiple-master replication�Yes, between the PDC and BDCs that have been upgraded.��

Until you decide to switch the domain to native mode, the domain remains in mixed mode even if all the BDCs have been upgraded.



Note that when you set the native mode switch, the domain could still contain member servers running Windows NT Server 4.0 or clients running Windows NT Workstation 4.0 or Windows 95 or Windows 98.

Figure 10.3 shows the transition from a Windows NT domain to a native mode Windows 2000 domain. 
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Figure 10.3    Domain Upgrade Modes

Native Mode

Native mode is the final operational state of a Windows 2000 domain, and is enabled by setting a switch on the user interface. It means that the upgraded domain is now considered a Windows 2000 domain and can take advantage of the full range of Windows 2000 features as described in “Reasons for Moving to Native Mode” later in this chapter. After you have upgraded all domain controllers to Windows 2000, you can then choose to move the domain to native mode. During the switch, the following occurs:

(	Netlogon synchronization is switched off, and the domain uses only Active Directory multiple-master replication between domain controllers.

(	Because Netlogon synchronization is now switched off, you can no longer add Windows NT BDCs to the domain.

(	Because multiple-master replication is enabled, the former PDC is no longer the master of the domain, and all domain controllers can now perform directory updates. Despite this, Windows 2000 still designates the role of PDC emulator to the former PDC. Usually the former PDC continues as PDC emulator, which in a native mode environment means that password changes are replicated to the former PDC preferentially by other domain controllers.

All pre–Windows 2000 clients use the PDC emulator to locate the PDC and perform password changes. In addition, Windows NT resource domains use the PDC location information to establish trusts. The PDC emulator is defined later in this chapter.



Group nesting and Windows 2000 group types, such as universal and domain local groups, are available.
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Upgrading the Windows NT PDC

After synchronizing all BDCs in the domain so that they are completely updated with any recent changes made at the PDC, you can begin the account domain upgrade by upgrading the PDC. After the core operating system is installed on the PDC, Windows 2000 Setup detects that a domain controller is being upgraded. Setup then prompts you to install Active Directory on the server by automatically running the Active Directory Installation Wizard.

For more information about how to install Windows 2000 Server, see “Automating Server Installation and Upgrade” in this book.

The Active Directory Installation Wizard gives you the following options:

(	Creating the first tree in a new forest

(	Creating a new tree in an existing forest

(	Creating a new replica of an existing domain

(	Installing a child domain



The option you choose depends on the outcome of your namespace planning. For more information about planning your namespace, see “Designing the Active Directory Structure” in this book, which is a prerequisite to this chapter.

During the upgrade process, the contents of the Windows NT account database (SAM) are copied into Active Directory. These objects are the security principals (user accounts, local and global groups, and computer accounts). Note that for large account domains, this process can take some time.

Active Directory also incorporates support for Kerberos authentication. After the Active Directory Installation Wizard completes, the Kerberos authentication service is available for Windows 2000 systems. At this time, if you decide to join a domain containing an upgraded PDC to an existing tree, a transitive (two-way) trust relationship is established with the parent domain. Any trust relationships created before the PDC was upgraded still exist, but they remain explicit one-way trusts.



PDC Emulation in Windows 2000

Because Active Directory supports multiple-master updates, a Windows 2000 domain controller is not a PDC in the same manner as a Windows NT 4.0 PDC. When you upgrade a Windows NT PDC to a Windows 2000 domain controller, it then acts as a PDC by holding the role of PDC emulator. In Windows 2000, there is one PDC emulator for each domain in the forest.

The PDC emulator supports Windows NT clients, member servers, and domain controllers; and Windows 95 and Windows 98 clients through the following:

(	A Windows NT, Windows 95 or Windows 98 client performs directory writes (for example, password changes) at the PDC emulator.

(	Password checks.

(	Windows NT BDCs replicate from the PDC emulator.

(	In a network running the Windows NT browser service, the PDC emulator plays the role of Domain Master browser. It registers the NetBIOS name Domain name<0x1B>.



These functions of the PDC emulator become unnecessary after Windows NT clients, member servers, and domain controllers; and Windows 95 and Windows 98 clients are all upgraded.



Note

Windows 2000 clients — and all Windows 95 and Windows 98 clients that have the ADClient package installed — can use any domain controller in the domain to perform directory writes, such as password changes. These activities are no longer limited to the domain controller that advertised itself as the PDC.



The PDC emulator retains some functions in fully upgraded Windows 2000 domains. Password changes performed by other domain controllers in the domain are replicated preferentially to the PDC emulator. When an authentication request fails due to a bad password at the other domain controllers in the domain, the domain controllers forward the authentication request to the PDC emulator before failing the request. This is done in case the password had been recently changed. Account lockouts are processed on the PDC emulator. Group Policy also defaults to the PDC emulator when you edit Group Policy objects on a server.

For more information about security policies, see the Microsoft® Windows 2000 Server Resource Kit Distributed Systems Guide.



PDC Emulator Properties

The PDC emulator provides backward compatibility by exposing the data in Active Directory as a flat store to Windows 95, Windows 98, and Windows NT computers, including BDCs, during replication. This compatibility manifests itself in the following ways:

(	The PDC emulator appears as a Windows 2000 domain controller to other Windows 2000 computers, and as a Windows NT PDC to computers that have not been upgraded.

(	The PDC emulator can still be used to create new security principals and to replicate these changes to the Windows NT BDCs.

(	Windows 95, Windows 98, and Windows NT clients can use the PDC emulator as a possible logon server.

(	If the PDC emulator goes offline or becomes unavailable, and another Windows 2000 domain controller exists in the domain, then that domain controller needs to be made the PDC emulator. If no other Windows 2000 domain controllers exist in the domain, then a Windows NT BDC can be promoted to a PDC, then upgraded to Windows 2000 Server.



Conflict Resolution

Multiple-master replication means that you can perform an update at any Windows 2000 domain controller, even if that domain controller is disconnected from the rest of the network. For instance, if you make an update at a disconnected domain controller, and at the same time, someone else makes an update at another domain controller that conflicts with your update, both updates will replicate when network connectivity is restored. In spite of the conflicting updates, all domain controllers eventually converge to the same value. This convergence process is called conflict resolution.

However, some conflicts are too difficult to resolve. Suppose that different domain controllers have conflicting versions of the directory schema. Schema conflicts can be resolved using the same rules that Active Directory uses to resolve normal conflicts (the “last writer wins”).

Access Control Components

Having moved security principals into Active Directory during the PDC upgrade, one key concern is the effect this move has on access to resources. The following sections describe the components that control resource access.



Security Identifiers 

The Windows NT security model (the basis for Windows NT and Windows 2000 security) identifies security principals such as users, groups, computers, and domains by security identifiers (SIDs). SIDs are domain-unique values, built when the user or group is created, or when the computer or trust is registered with the domain.

The components of a SID follow a hierarchical convention. A SID contains parts that identify the revision number, the authority that assigned the SID, the domain, and a variable number of sub-authority or Relative Identifier (RID) values that uniquely identify the security principal relative to the issuing authority.



Important

Though there are well-known SIDs that identify generic groups and users across all systems, the security principals discussed are identified in the context of a domain. These security principals cannot be moved between domains without their SIDs changing. If SIDs are altered in any way, resource access is affected. During an upgrade, however, security principals remain in the same domain in which they were created, so the SIDs identifying the security principals remain unchanged. As a result, resource access is unaffected by upgrade.



Authentication and Access Tokens

Authentication is an essential component of the Windows NT security model. Authentication is the means by which a user is identified to the domain through the presentation of credentials, usually in the form of a user name and password. Assuming these credentials are acceptable, the security subsystem creates an access token for the user that includes the primary SID (the SID of the user) as well as the SIDs of all the domain and local computer groups of which the user is a member. Every process the user creates, such as running an application, carries the user access token.

The user access token can be thought of as the form of user ID presented to the system. It is used by the system to determine whether the user needs to be granted access to system resources.

Authorization and Security Descriptors

The counterpart of the user access token is the security descriptor attached to resources such as files or printers. A security descriptor contains an access control list (ACL), which consists of access control entries (ACEs). An ACE consists of a SID, together with an indicator that the security principal identified by the SID is granted or denied some sort of access to the resource, such as read, write, and execute permissions. The system performs access check verification by comparing the SIDs in the access token against the SIDs in the ACL to determine whether to grant requested permissions.



Determining the Order for Upgrading Domains

After you have a strategy in place for upgrading domain controllers, your next step is to determine which domain to upgrade first. Your choice depends on your overall upgrade goals. For example, if you plan to restructure certain domains, there might be little point in upgrading those domains first. Also, if an existing domain is to become the forest root, you must upgrade that domain first.

It is recommended that you upgrade your domains in the following order:

	1.	Account domains

	2.	Resource domains



Guidelines for Upgrading Account Domains

Generally, you will get the most benefit from upgrading your account domains first because, in many cases, there are more users to administer than computers. Upgrading your account domains to Windows 2000 offers you the following benefits:

(	Improved scalability of Active Directory — Many organizations are pushing the upper bounds of the recommended SAM size with their existing numbers of users and groups. Active Directory provides improved scalability to support larger user populations running a wide range of applications.

(	Delegated administration — The Windows 2000 infrastructure allows delegation of administrative capability at very fine granularity, without requiring that absolute power be granted to local administrators.



If you have more than one account domain, the following guidelines will help you choose which order to upgrade them:

Mitigate risk and maintain control.

Even when you have tested your upgrade strategy in a lab or through a pilot project migration, the first production migration is the riskiest. To mitigate risk, upgrade the account domains in which you have the easiest access to domain controllers.

Minimize disruption.

First, upgrade the account domains with fewer users and with local control of domain controllers. This will minimize disruption to the greatest number of users, particularly while you are gaining experience in the deployment process.

Get the job done.

After you have gained experience, have confidence in the process, and have reduced the risk factor, move on to upgrading the larger account domains, which most likely will become consolidation points for other domains. As your user base grows, it will experience greater value of Windows 2000 features.
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Identify account domains that are targets for restructure.

If you are planning to restructure your account domains, initially upgrade the ones that are the likely restructure targets. You cannot consolidate domains into a target domain that does not exist. Identify the account domains to be restructured.



Guidelines for Upgrading Resource Domains

If you have more than one resource domain, use the following guidelines to determine which order to upgrade them:

Choose domains in which new applications will require Windows 2000 platform or features.

Your first step is to upgrade domains where you plan to deploy applications that demand Windows 2000 infrastructure or features, such as Active Directory, which is required by Exchange Platinum (the next major release of Microsoft Exchange).

Choose domains with many clients.

Your next step is to upgrade domains that have many Windows NT clients, so that you can take advantage of Windows 2000 infrastructure components such as Microsoft® IntelliMirror™.

Choose domains that are targets for restructure.

As with account domains, if you are planning to restructure your resource domains, first upgrade the domains that are the likely restructure targets. Identify the smaller resource domains to be restructured.



Child Domains and Trusts

The domain controller of the parent domain eventually copies all schema and configuration information to the new child domain. After this information is replicated, the upgraded domain is a fully functional member of the Windows 2000 tree. Note that until you decide to switch the domain to native mode, it remains in mixed mode and has limited access to Active Directory features.



Active Directory–aware clients such as computers running Windows 2000 Professional or Windows 95 or Windows 98 (running Active Directory client software) can now make use of Active Directory and perform tasks such as querying global catalogs (GCs) to locate resources and people. Transitive trusts allow clients existing within the forest to access resources throughout that forest. How this occurs depends on whether the client is running Windows 2000 or a pre–Windows 2000 operating system such as Windows NT, Windows 95, or Windows 98, and also on the upgrade state of the target domain. Resources are available across the forest through transitive trust when the clients reside in any of the following:

(	Native mode domains.

(	Mixed mode domains in which all the domain controllers have been upgraded to Windows 2000.

(	Mixed mode domains in which the domain controller servicing the Kerberos or NTLM authentication request has been upgraded to Windows 2000.



In all other cases, clients have access only to those resources available through existing one-way explicit trusts, which remain unchanged as a result of the upgrade. Figure 10.4 illustrates how transitive trusts work between parent and child domains. The two-way arrows indicate transitive trusts between domains.
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Figure 10.4    Example of Transitive Trusts Between Parent and Child Domains



Using NTLM Authentication

NTLM is an authentication protocol that is the default protocol for network authentication in Windows NT. It is retained in Windows 2000 for compatibility with clients and servers that are running versions of Windows NT.

For example, a user logs onto the domain reskit�acct.reskit.com, a mixed mode domain, from the Windows NT workstation ntws, which is in the same domain, as shown in Figure 10.5. The user then tries to make a network connection to a Windows NT server, nts, in the domain reskit�other.reskit.com, a native mode Windows 2000 domain. Because ntws is a pre–Windows 2000 client, it uses NTLM.

Nts determines that the domain name specified in the credentials passed to it, reskit�acct.reskit.com, does not refer to its own account database. So Nts sends the logon request to a domain controller in its own domain for authentication. The domain controller checks the domain name and, because it does not match the domain name of the domain controller, the domain controller checks to see whether the domain is a trusted domain. Domains reskit�acct.reskit.com and reskit�other.reskit.com are both children of the same root, reskit.com, so transitive trust exists between the two domains. Therefore, the domain controller passes the logon request through to a domain controller in the trusted domain. That domain controller authenticates the user name and password against its domain account database and, assuming the credentials match, passes the account identification information and group membership list back to the domain controller that contacted it, which in turn sends it back to the server.

The server then creates an impersonation access token for the user, containing the user SID and the SIDs of any domain groups of which the user is a member. The server handling the client request uses a thread to impersonate the security context of the user, which bears the impersonation token and attempts to access the resource on behalf of the user.

This example demonstrates that a pre–Windows 2000 client in a mixed mode domain can access a pre–Windows 2000 server in a native mode domain through transitive trusts using NTLM. Because all trees in the same forest are linked by transitive trusts, the same would be true even if the two domains were in different trees.

By extension, it follows that if a user attempts to access a resource on the Windows NT server nts in the mixed mode domain reskit�res1.reskit�other.reskit.com, that resource is accessible across the forest through a transitive trust, as long as the domain controller that receives the logon request from the server is running Windows 2000.



Using Kerberos Authentication

The Kerberos service is the default network authentication protocol for computers running Windows 2000. Secure Sockets Layer (SSL) and NTLM authentication are also available for network authentication within and between Windows 2000 domains. Kerberos authentication is a ticket-based protocol, in which users are issued Ticket Granting Tickets (TGTs) by the Key Distribution Center (KDC) on a Windows 2000 domain controller at initial logon to the domain. TGTs contain authentication information about the user and are encrypted with a key known by the KDC. After the client obtains the TGT, it can be presented back to the domain controller as part of the requests for additional service tickets to connect to other servers in the domain. After the user is granted a TGT, subsequent checks are quick and efficient, since the domain controller only needs to decrypt the TGT to check user credentials. Service tickets are similar to TGTs, but are encrypted using a key shared between the server and the domain controller.

In the example shown in Figure 10.4, the user now logs onto the domain reskit�acct.reskit.com as before, but this time from the computer w2kpro in the same domain, which is running Windows 2000. The user wants to make a network connection to a Windows 2000 Server, w2ksrv, in the reskit�other.reskit.com domain. Because w2kpro is a Windows 2000 client, the client attempts to use the Kerberos protocol.

The Kerberos protocol, like NTLM, can operate across domain boundaries. A client in one domain can authenticate to a server in another domain if the two domains have established a trust relationship. When domains establish trust, they exchange inter-domain keys. The authentication service for each domain uses its inter-domain key to encrypt tickets to the KDC of the other domain.

When a client wants access to a server in a remote domain, the client contacts the domain controller in its home domain for a TGT. The client then presents the TGT to the KDC on the domain controller of the remote domain if the client has a direct trust relationship with the remote domain, or its parent domain. This process is repeated with all intermediate domains until a trust path has been built between the home domain of the client and the remote domain.

The client presents the referral TGT to the KDC of the remote domain controller, asking for a ticket to a server in the client domain. The remote domain controller uses its inter-domain key to decrypt the TGT of the client. If decryption is successful, the remote domain controller can be sure that the TGT was issued by a trusted authority. The remote domain controller then grants the client a ticket to the requested server.



Figure 10.4 shows that a trust path can be built between the two domains reskit�acct.reskit.com and reskit�other.reskit.com because they are children of the same root and a transitive trust exists between them. On receiving the referral TGT, the domain controller in the target domain checks to see if it has a shared key for the server in question. If so, the domain controller issues a service ticket to the client. Because w2ksrv is a Windows 2000 computer, a shared key exists, so a ticket can be issued to w2kpro.

The important factors in this example are the existence of a domain controller in the target domain running the Kerberos KDC, and the existence of a shared key between the domain controller and the server. Windows 2000 domain controllers have the Kerberos service enabled as part of the Active Directory installation process, and adding a member server to a Windows 2000 domain involves the creation of a shared key. From this it follows that w2kpro is able to access w2ksrv.reski�res1.reskit�other.reskit.com using Kerberos as long as there is a Windows 2000 domain controller available to issue the session ticket.

If w2kpro attempts to access a resource on a Windows NT computer such as nts.reskit�res1.reskit�other.reskit.com, Kerberos authentication fails, and the client then attempts NTLM authentication, as described earlier in this section under “Using NTLM Authentication.”

Determining When to Move to Native Mode

It is easy to switch the domain from mixed to native mode, but the switch cannot be undone. To determine when to make the switch, you need to consider all the factors in this section. You cannot switch the domain to native mode if the domain currently contains or will contain any Windows NT domain controllers.

Reasons for Continuing in Mixed Mode

The primary reasons for keeping your domain in mixed mode are as follows:

Cannot Upgrade Application Servers 

You have application servers that cannot be upgraded or demoted to member servers. For example, to achieve high throughput, some applications need to be installed on BDCs to avoid pass-through authentication. BDCs that host such applications are called application servers.



Inadequate Physical Security of BDCs

Security is an important consideration in domain planning. A fundamental aspect of security is the physical security of the computer itself; any computer that is physically easy to access is vulnerable to attack. A consideration here could be the difference between single-master updating of the SAM by the PDC alone, and Active Directory multiple-master updating of the account database by all domain controllers.

Because of the single-master nature of Windows NT directory updates, you might be comfortable with comparatively relaxed security on your BDCs. If this is the case, you need to reconsider this when upgrading them to Windows 2000 domain controllers. If you cannot upgrade security of your BDC appropriately, you might consider demoting the BDC to a member server during upgrade, adding a new Windows 2000 domain controller in a different location, or possibly reconsidering your proposed domain structure.

Complete Fallback to Windows NT Remains Necessary

One of the benefits of mixed mode is the degree of backward compatibility. Mixed mode allows new BDCs to be added to the domain if a problem arises. After the new BDC has joined the domain, you can resynchronize the account database. As long as there are no other Windows 2000 domains, you are able to promote the BDC to a PDC.

You need to plan for fallback or recovery, but at some point you will want to switch over to the new environment completely to take full advantage of Windows 2000 features.

One good reason to move to native mode is to be able to use all Windows 2000 groups, including nested groups. At this point, you need to consider which groups you might want to promote to universal groups.

Reasons for Moving to Native Mode

Though you can benefit greatly from upgrading your PDC and BDCs and by keeping your domain in mixed mode, it is recommended that you make the switch to native mode as soon as possible. Native mode can help you increase the overall functionality of your network as follows:

(	New Windows 2000 group types are available.

(	Native mode domains can use universal groups and group nesting.



As discussed, the switch to native mode is not performed automatically; you must initiate the change through the Active Directory Domains and Trusts snap-in from the Microsoft Management Console (MMC). For details on how to use this snap-in, see the Windows 2000 Server Help files.



Examining Windows 2000 Groups

It is essential that you determine how migration to Windows 2000 will affect security policy and your pre–Windows 2000 group structure. Changes to security policy will most likely require restructuring groups.

Windows 2000 supports four types of security groups:

(	Local

(	Domain local

(	Global

(	Universal



Local Groups

Local groups, which existed in Windows NT, can contain members from anywhere in the forest, in other trusted forests, or in a trusted pre–Windows 2000 domain. However, local groups can only grant resource permissions on the computer on which they exist.

A special case for local groups in Windows NT are those created on a PDC. The replication of the domain SAM among the BDCs resulted in these local groups being shared between the PDC and the BDCs. In mixed mode, local groups behave the same in both Windows NT and Windows 2000. In native mode, local groups on a domain controller become domain local groups, which are described in the next section. Typically, local groups are used to grant specific access to resources on a local computer.

Domain Local Groups

Domain local groups are a new feature of Windows 2000, though similar in concept and use to the local groups created on the PDC in a Windows NT domain.

Domain local groups are only available in native mode domains and can contain members from anywhere in the forest, in trusted forests, or in a trusted pre–Windows 2000 domain. Domain local groups can only grant permissions to resources within the domain in which they exist. Typically, domain local groups are used to gather security principals from across the forest to control access to resources within the domain.

Global Groups

Windows 2000 global groups are effectively the same as Windows NT global groups. Windows 2000 global groups can only contain members from within the domain in which they exist. These groups can be granted permissions to resources in any domain in the forest or in trusted forests.



Universal Groups

Universal groups can contain members from any Windows 2000 domain in the forest, and can be granted permissions in any domain in the forest or in trusted forests. Though universal groups can have members from mixed mode domains in the same forest, members from such domains do not have the universal group added to their access tokens because universal groups are not available in mixed mode. Though you can add users to a universal group, it is recommended that you restrict membership to global groups. Note that universal groups are only available in native mode domains.

You can use universal groups to build groups that perform a common function within an enterprise. An example of this is virtual teams. The membership of such teams in a large company could be nation-wide, or world-wide, and almost certainly forest-wide, with team resources being similarly distributed. In these circumstances, universal groups could be used as a container to hold global groups from each subsidiary or department, with the team resources being protected by a single ACE for the universal group.

Universal groups and their members are listed in the Global Catalog (GC). Though global and domain local groups are also listed in the GC, their members are not. This has implications for GC replication traffic. It is recommended that you use universal groups with care. If your entire network has high-speed connectivity, you can simply use universal groups for all your groups, and benefit from not having to manage global groups and domain local groups. If, however, your network spans wide area networks (WANs), you can improve performance by using global groups and domain local groups.

If you use global groups and domain local groups, you can also designate as universal groups any widely used groups that are seldom changed.

Table 10.6 lists the properties of Windows 2000 groups.

Table 10.6    Windows 2000 Group Properties

���Group Type��Membership from��Scope�Available in Mixed Mode?����Local�The same forest�Other trusted forests�Trusted pre–Windows 2000 domains�Computer-wide�Yes��Domain

Local�The same forest�Other trusted forests�Trusted pre–Windows 2000 domains�The local domain�No�����(continued)��BEGIN   BREAK
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Table 10.6    Windows 2000 Group Properties  (continued)

���Group Type��Membership from��Scope�Available in Mixed Mode?����Global�Local domain�Any trusted domain�Yes��Universal�The same forest�Any trusted native mode domain�No��

Nesting Groups

It is recommended that you limit group size to 5,000 members, because the Active Directory store must be able to be updated in a single transaction. Because group memberships are stored in a single multivalue attribute, a change to the membership requires the whole membership list to be replicated between domain controllers and updated within a single transaction. Microsoft has tested and supports group memberships up to 5,000 members.

However, you can nest groups to increase the effective number of members. Doing this will help reduce traffic caused by replication of group membership changes. Your nesting options depend on whether the domain is in native mode or mixed mode. The following list describes what can be contained in a group that exists in a native-mode domain. These rules are determined by the scope of the group.

(	Universal groups can contain user accounts, computer accounts, universal groups, and global groups from any domain. 

(	Global groups can contain user accounts and computer accounts from the same domain, and global groups from the same domain.

(	Domain local groups can contain user accounts, computer accounts, universal groups, and global groups from any domain. They can also contain other domain local groups from within the same domain. 



Security groups in a mixed-mode domain can contain only the following:

(	Local groups that can contain global groups and user accounts from trusted domains.

(	Global groups that can contain only user accounts.





Group Membership Expansion

When a user logs on to a client or makes a network connection to a server, the group membership of the user is expanded as part of building the user access token. Group expansion occurs as follows:

(	During interactive logon to a client, the client contacts the domain controller to verify user credentials and obtain a Kerberos TGT. The domain controller expands the list of all group memberships for the user for the following group types:

(	Universal groups defined anywhere in the forest

(	Global groups

(	Domain local groups for the same domain as the user account.

These group lists are included in the TGT as authorization data.

(	When the client initiates a network connection to a server, if the server is located in a different domain than the user account, a cross-domain referral is used to get a service ticket from the KDC of the server. When the service ticket is issued, group expansion adds the domain local groups of which the user is a member to the domain of the server. These groups are added to authorization data in the service ticket along with the group list in the TGT. If the server is in the same domain as the user account, the domain local groups are already available in the TGT from the initial interactive logon.

(	When the client connects to the server, expansion of the local groups occurs if the user account, or one of the groups of which the user is a member, is also a member of any local groups on the server.

When the user access token is being created, all the group membership information expanded by the domain controller or the resource server is used to identify the user.

Effects of Upgrade on Groups

Upgrading a PDC to Windows 2000 has no immediate effect on groups: Windows NT local groups become Windows 2000 local groups, and Windows NT global groups become Windows 2000 global groups. The real change occurs when you switch the domain to native mode, at which point local groups on the PDC become domain local groups.



Using NetBIOS with Windows 2000

NetBIOS is a high-level network-programming interface that has been used in pre–Windows 2000 networking components. Network resources are identified in the NetBIOS namespace by unique NetBIOS names. WINS is a service that was supplied as part of Windows NT Server 4.0 to support registration of dynamic mappings of NetBIOS names to IP addresses, and to provide NetBIOS name resolution.

With the release of Windows 2000, support for the NetBIOS naming interface is required only for cluster servers. For this reason, coupled with the use of DNS and the advent of Active Directory, the use of NetBIOS will decline over time.

Note that upgrading your domain to Windows 2000 does not necessarily remove the need for NetBIOS support on your network, nor does it affect the degree of support you currently have. For example, if your network is multisegmented, WINS is required to create the NetBIOS browse list. Without WINS the network must rely on Active Directory for browsing resources. This could have a significant impact on pre–Windows clients.

You can discontinue the use of NetBIOS and WINS after upgrade if the following conditions are met:

(	There are no clients (such as Windows for Workgroups, Windows 95, Windows 98, or Windows NT) and no servers running Windows NT that use NetBIOS. However, clients running earlier versions of Windows operating systems might still require NetBIOS names to provide file and print services and as support for legacy applications.

In your testing plan, be sure you assess the impact of legacy applications and services. For more information about testing, see “Building a Windows 2000 Test Lab” in this book.

(	You have a pure Windows 2000 network and are certain that all computers and applications on your network can function using another naming service, such as DNS. Network naming is a vital service for locating computers and resources throughout your network, even where NetBIOS names are not required.



The Windows 2000 WINS client caches resolved names locally and uses a component called the Caching Resolver to look in the cache before submitting a query to DNS. The HOST file is cached as soon as the client starts running, and any updates to the HOST file are reflected immediately in the cache. The name resolution sequence is as follows:

	1.	Client attempts name resolution from the client cache.

	2.	If resolution from the client cache fails, the client attempts name resolution through DNS.

	3.	If DNS name resolution fails, the client attempts resolution through WINS.



If these criteria are met, the move away from NETBIOS and WINS is seamless, as long as you have removed all legacy conditions and implemented sufficient change control over your newly upgraded clients.

Transitioning to File Replication Service

Windows NT Server provided a replication facility known as LAN Manager Replication Service. The File Replication service (FRS) in Windows 2000 Server replaces the LAN Manager Replication Service.



Note

Windows 2000 Server does not support LAN Manager Replication Service in mixed or native mode, so if you have been using LAN Manager Replication, you need to include a strategy in your upgrade plan for moving to FRS to provide the same functionality.



LAN Manager Replication Service Process

LAN Manager Replication Service uses the concept of import and export directories. You configure LAN Manager Replication Service by selecting a server on which to host an export directory and a number of servers to host import directories. The servers hosting the directories do not need to be domain controllers; they can be ordinary member servers. Figure 10.5 illustrates the LAN Manager Replication Service process.
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Figure 10.5    The LAN Manager Replication Service Process

The FRS Process

FRS in Windows 2000 Server is automatically configured so that every domain controller has a replicated System Volume (SYSVOL). Any change you make to a logon script stored in the SYSVOL of any domain controller is replicated in multiple-master fashion to other domain controllers. Unlike LAN Manager Replication, where ordinary member servers can host import and export directories, with FRS only domain controllers can host the SYSVOL. Figure 10.6 illustrates the FRS process.
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Figure 10.6    The FRS Process

Maintaining LAN Manager Replication Service in a Mixed Environment

During an upgrade, you can maintain a mixed environment of Windows NT BDCs and member servers operating with Windows 2000 domain controllers. Because Windows 2000 Server does not support LAN Manager Replication Service, maintaining in a mixed environment could be an issue. To provide this support, you need to create a bridge between LAN Manager Replication Service and FRS so that both services can operate. You do this by selecting a Windows 2000 domain controller to copy the files that will be replicated to the Windows NT export directory. The copying is done through a regularly scheduled script called L�bridge.cmd.



Note

Do not confuse the term mixed environment with mixed mode, which refers to the PDC and zero or more BDCs within a Windows 2000 domain. A mixed environment refers to a Windows 2000 domain in mixed or native mode and containing pre–Windows 2000 clients or servers.





Setting up the Bridge Between LAN Manager Replication Service and FRS

Before you set up the bridge between LAN Manager Replication Service and FRS, you must do the following:

(	Determine the Windows NT export server for the directory in question.

(	Select a Windows 2000 computer that can push files to that directory.



It is recommended that you manually disable the LAN Manager Replication Service from Services in Control Panel before each domain controller or member server upgrade. Though not recommended, you can disable the Directory Replicator from MMC after the upgrade.

(	To upgrade the export server before upgrading to Windows 2000, perform the following steps:

	1.	Run SrvMgr.exe on the current export server and remove the export directory.

	2.	From the new export server, add the export directory to the export list through SrvMgr.exe.



A batch file provides the link between the Windows NT scripts directory and the Windows 2000 System Volume. The benefit of this approach is that the two replication mechanisms are physically separated from one another, thus no legacy services are being introduced on the Windows 2000 domain controller.

(	To set up a batch file for the bridge between LAN Manager Replication Service and FRS, perform the following steps:

	1.	Select a Windows 2000 domain controller.

	2.	Create a batch file named L�bridge.cmd that copies the logon scripts to the Windows NT export server, as in the following example.

xcopy \\domain.com\Sysvol\domain.com\scripts \\Srv3\Export\scripts /s /D



Note that the /D command line switch tells xcopy to copy only newer files. The /s command line switch tells xcopy to copy the directory and all subdirectories, provided they are not empty.

	3.	Using the Windows 2000 Schedule service, set up a reasonable interval for the batch file to be run. An interval of every two hours is more than sufficient, particularly because using the /D option prevents the creation of unnecessary file copies.



A sample version of L�bridge.cmd is included on the Windows 2000 Resource Kit compact disc.



Keeping LAN Manager Replication Service Available During Upgrade

To keep LAN Manager Replication Service available during upgrade, you need to upgrade the server hosting the export directory only after all the other servers hosting import directories have been upgraded. If the server hosting the export directory is the PDC, you need to select a new export server and reconfigure LAN Manager Replication Service. It is recommended that the new server you select is one that you believe will be the last server to be upgraded to Windows 2000; otherwise, you will need to select another export server and go through the process again, since servers are upgraded sequentially.

Using Routing and Remote Access Service in a Mixed Environment

If you are using Routing and Remote Access Service (RRAS) in a Windows NT environment to provide your users with remote access to the corporate network, consider upgrading your RRAS server early in the process of upgrading member servers. Upgrading early is valuable because of the way the RRAS process works in Windows NT; specifically, the way it checks RRAS properties such as availability of RRAS access or dial-back for a user.

RRAS must run even when there are no users logged onto the system. The service runs as LocalSystem. When a service logs on as LocalSystem, it logs on with NULL credentials, which means the service does not provide a user name or password. This means that the account cannot be used to access network resources relying on NTLM authentication unless the remote computer allows access with NULL credentials (referred to as a NULL session). RRAS in Windows NT uses the LocalSystem account.

By default, Active Directory does not accept querying of object attributes through NULL sessions, so in a mixed environment, a Windows NT RRAS server is not able to retrieve user RRAS properties unless all of the following conditions are met:

(	The domain is in mixed mode and the Windows NT RRAS server is also a BDC. In this case, RRAS has local access to the SAM.

(	The domain is in mixed mode and the Windows NT RRAS server contacts a Windows NT BDC, which results in behavior identical to current Windows NT behavior. This behavior is based on the location of the secure channel.

(	The domain is in mixed or native mode and Active Directory security has been relaxed to grant the built-in user “Everyone” permissions to read any property on any user object. Active Directory Installation Wizard allows the user to select this configuration by means of a “Weaken the permissions” option on certain Active Directory objects.





Use the workaround in the last condition only after understanding its impact on Active Directory security. If this workaround conflicts with your security requirements, it is recommended that you upgrade the Windows NT RRAS server to Windows 2000 and make it a member of a Windows 2000 mixed or native domain. This will prevent inconsistent behavior while the domain is in mixed mode, as described in the second condition.

Planning Domain Restructure

While domain upgrade allows you to maintain as much of your current environment as possible, including your domain structure, domain restructure allows you to redesign the forest according to the needs of your organization. Though domain restructure can have various results, typically your current structure is reorganized into fewer, larger domains.

Windows 2000 provides native functionality to allow domain restructure as follows:

(	Security principals can be moved from one domain to another while maintaining access to resources available before the move.

(	Domain controllers can be moved from one domain to another without complete reinstallation of the operating system.





Note

Domain restructure is not a requirement for deploying Windows 2000 Server. You can restructure over time as needed. It can be an intensive, time-consuming operation to move computers to new domains and update or verify access control.



To assist in your domain migration, Microsoft has created Domain Migration Basic Utilities. These utilities are a set of Component Object Model (COM) objects and sample scripts designed to form the basis of customer-adapted administration utilities, and to support a number of domain migration examples that Microsoft has documented and tested. The examples have been developed based on feedback from customers concerning their migration requirements. The basic utility ClonePrincipal is described later in this chapter.

Determining the Reasons to Restructure Domains

The primary focus of this chapter is the initial migration from Windows NT to Windows 2000. Some of the restructuring methods described later in this chapter might prove useful during the post-migration period.



Though you might have a number of reasons for restructuring your domains, a major reason would be to take full advantage of Windows 2000 features. These features allow you to make better use of your domains to reflect the requirements of your organization. Some key benefits you gain by restructuring your domains include:

Greater Scalability.

You might have designed your previous Windows NT domain structure around the size limitations of the SAM accounts database, leading you to implement a master or multiple-master domain model. With the vastly improved scalability of Active Directory, which scales to millions of user accounts or groups, you could restructure your current Windows NT domains into fewer, larger Windows 2000 domains.

Delegation of Administration.

In your current model you might have implemented resource domains to allow administrative responsibility to be delegated. Windows 2000 OUs can contain any type of security principal, and administration can be delegated as you require. In many instances, converting resource domains into OUs is more appropriate for delegating administration.

Finer Granularity of Administration.

To allow finer granularity of administrative responsibility, perhaps as a result of corporate acquisition, your domain structure could be connected by a complex mesh of trusts. You might consider implementing some of these domains as OUs to simplify administration, or you might redesign your domain model to benefit from fewer explicit trusts.



Note that the examples described in the next section do not require you to have completed an upgrade, though some of the restructuring methods might require that you have already upgraded a BDC in the domain you plan to restructure.

Determining When to Restructure Domains

Depending on your migration plan, you might choose to restructure your domains immediately after upgrade, in place of an upgrade, or as a general domain redesign some time in the future. These options are described as follows:

Post Upgrade

The most likely time for domain restructure is after an upgrade, as the second phase of migration to Windows 2000. The upgrade has then addressed the less complex migration situations, such as groups of domains in which the trust structure is essentially correct and in which there are no administrative issues.

When you choose to restructure after upgrade, most likely your goals involve reworking the domain structure to reduce complexity, or to bring resource domains with low rights administrators into the forest in a secure way.



Instead of Upgrade

You might feel that your current domain structure cannot be salvaged (for example, if you need to redesign your directory services infrastructure to take advantage of Active Directory), or that you cannot afford to jeopardize the stability of the current production environment during migration. In either case, the easiest migration path might be to design and build a pristine forest: an ideal Windows 2000 forest isolated from the current production environment. This ensures that business can carry on normally during pilot project operation and that the pilot project eventually becomes the production environment.

After you have built the pilot project, you can begin domain restructuring by migrating a small number of users, groups, and resources into the pilot. When this phase has been completed successfully, transition the pilot project into a staged migration to the new environment. Subsequently, make Windows 2000 the production environment, decommission the old domain structure, and redeploy the remaining resources.

Post Migration

At this stage, domain restructure takes place as part of a general domain redesign in a pure Windows 2000 environment. This might occur several years down the line, when, for reasons such as organizational change or a corporate acquisition, the current structure becomes inappropriate.

Examining the Implications of Restructuring Domains

After you have determined why and when you need to restructure domains, you need to examine the implications of such a restructure. The following sections describe:

(	Moving security principals, users and global groups, computers, and member servers.

(	Establishing trusts.

(	Cloning security principals.



Moving Security Principals

What makes domain restructure fundamentally possible is the ability to move security principals and domain controllers between domains in Windows 2000. This has a number of important implications on how security principals are identified by the system, and how access to resources is maintained. Such implications could affect your preferred approach to domain restructure.



Effect on SIDs

The domain-relative nature of SIDs has the following consequence: when you move a security principal such as a user or a group between domains, the security principal must be issued a new SID for the account in the new domain.

In the Windows NT security model, access to resources is affected by the way the operating system looks at the user access token and compares the primary SID of the user — as well as the SIDs of any groups the user is a member of — to the ACL on the resource security descriptor. Because the lists of SIDs contained in the ACL have information that can cause access to be granted or denied to the security principals identified by the SIDs, changing the SID has far-reaching implications.

The implications of changing the SID are illustrated in the following example and in Figure 10.7. Bob is an employee of Reskit Corporation and has an account in the Windows NT account domain Reskit�Acct. Bob is a member of the global group “Finance Analysts” in the same domain.

Reskit Corporation uses a Windows NT financial application that runs on a number of Windows NT servers in a resource domain Reskit�Res1. Because local groups created on the PDC are shared among all domain controllers in the domain, the servers running the application are also set up as BDCs for the domain. A shared local group “Financial Resources” has been created on the PDC and is used on the ACLs of the files used by the application. The global group “Reskit�Acct\Finance Analysts” is a member of “Reskit�Res1\Financial Resources.”
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Figure 10.7    Resource Access Example

Bob also has access to a file server, Fin_Files1 in the resource domain. Fin_Files1 is a Windows NT server set up as a member server. Fin_Files1 uses a local group “Finance Files” on the ACLs of files relating to Reskit�Acct\Finance Analysts, which is a member of Fin_Files1\Finance Files. Bob works on some private projects and has a directory on Fin_Files1 that is protected so that only he can access the files in that directory. This directory has an ACL that contains a single entry allowing Bob full control of the directory.



The implications of moving security principals can be seen by tracing what would happen if Reskit�Acct\Bob were moved to another domain as part of a migration involving domain restructure. In this example, Reskit�Acct has been upgraded to Windows 2000, and has joined the Windows 2000 forest as a child of the root domain reskit.com. The domain Reskit�Acct has been switched to native mode, but is restructured and its members moved to a Windows 2000 domain, called Reskit�Acct2, in another part of the forest.



Note

This example illustrates what happens when the Windows 2000 feature known as “SIDhistory” is not available. It is important that you understand how to handle such a situation if it arises during your restructure. Note that SIDhistory is discussed later in this chapter.



Effect on Global Group Membership

Reskit�Acct\Bob is a member of the global group Reskit�Acct\Finance Analysts. Because a global group can only contain members from its own domain, moving Bob to the new domain would cause his new account to be excluded from Reskit�Acct\Finance Analysts. Bob would then lose access to valuable resources available to Reskit�Acct\Finance Analysts.

Assuming sufficient trust exists between the new domain and the resource domain, it would seem that this situation could be fixed in a number of ways.

Adding the new SID to resource ACLs

Access to resources could be maintained by adding the new SID for Bob to the ACLs on all the resources he formerly had access to as a member of Reskit�Acct\Finance Analysts. This fix would be time consuming and complicated for the following reasons:

(	Many domain restructuring operations are carried out incrementally over a period of time. There is no guarantee that during that time new resources will not be created for Reskit�Acct\Finance Analysts. Because of this, “repermissioning” would have to continue for the duration of the restructure.

(	If Bob were to change job function and no longer need to be a member of Reskit�Acct\Finance Analysts, it would be much easier to remove Bob from Reskit�Acct\Finance Analysts than to change the ACLs of the resources referencing him. It is recommended that you set up ACLs using groups rather than individuals, because users and their specific job functions can change over time.



Moving the group

Since security principals can be moved in Windows 2000, Reskit�Acct\Finance Analysts could be moved to the new domain. However, the ACLs referencing the group also reference the group SID, so the resources would have to be repermissioned to refer to the new SID.



Creating a “parallel” group in the target domain

If Reskit�Acct\Finance Analysts is moved to another domain, a problem would occur if all the group members are not moved in one transaction. This would mean that the group would have to be maintained in the old domain, and a new “parallel” group created in the new domain. Resource access would be maintained for the original group and its members, but resources would need to be repermissioned to grant access to the new group. Again, repermissioning would have to continue while the groups existed in both domains.

Note that this is what would occur when SIDhistory is unavailable. SIDhistory is explained later in this chapter.

Effect on ACLs Directly Referencing the User

Reskit�Acct\Bob is also granted direct access to some resources on the member server Fin_Files, because his SID appears on ACLs on that server. It is perfectly legitimate to add users to ACLs on resources, but moving Reskit�Acct\Bob would require repermissioning resources on that server. This would add the new domain SID to Bob’s account.

SIDhistory

In many instances, the activities in the Reskit Corporation example have become unnecessary due to a Windows 2000 feature called SIDhistory. SIDhistory is an attribute of Active Directory security principals, and is used to store the former SIDs of moved objects such as users and security groups.

When a user is moved using Windows 2000 utilities provided by Microsoft, the SIDhistory attribute of the user object in Active Directory is updated with the former SID. When the user then logs onto the system, the system retrieves the entries in the user SIDhistory and adds them to the user access token. Because groups can be moved, the system also retrieves the SIDhistory attributes of all the groups the user is a member of and adds these to the user access token.

The SIDhistory entries in the token appear to the system like normal group memberships during authorization checks, and can grant appropriate access even on pre–Windows 2000 systems that know nothing about Windows 2000 or Active Directory. Figure 10.8 shows how resource access is granted using SIDhistory.
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Figure 10.8    Resource Access Granted Through SIDhistory

Windows NT 3.51 and SIDhistory

There is an issue concerning group membership and the use of Windows NT 3.51 systems in Windows 2000 domains. The issue involves the way Windows NT 3.51 receives group membership SIDs from the domain controller and builds a security access token. When a user is authenticated,  the Windows NT 3.51 access token is built using only SIDs relative to the user account domain and the local groups from the server or client where authentication takes place. The result is that Windows NT 3.51 systems cannot recognize universal groups from outside the account domain, or domain local groups from the resource domain.

Since entries from the SIDhistory of the user or any universal groups of which the user is a member are from domains other than the account domain, these entries are excluded from the token. The implication is that with Windows NT 3.51, group membership SIDs from domains other than the account domain of the user logging on are ignored when evaluated for access control. In most cases, access is denied, though this might not be the desired result.



Moving Users and Global Groups

Because a global group can only contain members from its own domain, when a user moves between domains, any global groups of which the user is a member must also be moved. This must occur to maintain access to resources protected by ACLs that refer to global groups. A corollary of this is that if a global group is moved, its members must also be moved.

In this instance, a closed set of users and global groups is a set in which the following is true:

(	For each user being moved, all the global groups of the set are also being moved.

(	For each group being moved, all of its members are also being moved.



If the source domain is a native mode domain, global groups can also contain other global groups. This means all of the members of each nested group and all of the global groups that have members in that nested group must be moved.

Moving Profiles and SIDhistory

When formulating your domain restructure plan, you must be aware that migrated users receive new SIDs and this can affect their profile use. Users logging onto their computers after migration could lose access to their logon profiles, because their primary SIDs will have changed while their old profiles might still be stored under their old primary SIDs. This could occur under the following circumstances:

(	A user has been cloned from a Windows NT 4.0 domain.

(	A user has been cloned from a Windows 2000 domain.

(	A user has been cloned from a Windows 2000 domain, but is still logging on at a Windows NT 4.0 Workstation.



If users lose access to their logon profiles, you have two options for making a profile available to a migrated user: copying profiles or sharing profiles. The preferred method is to copy the profiles.

Copying Profiles

The first option is to copy the original profile from its current location under the key named after the user’s original SID to a key named after the user’s new SID. Each account is associated with its own separate copy of the profile. Updates to one are not reflected in the other.

The advantage of using this method is that the behavior of Windows 2000 is more predictable. Because data is not shared between the profiles, there is no chance of one profile accessing an account with data appropriate only for another account in another domain or forest.



The disadvantages of using this method include that it:

(	Consumes extra disk space because two profiles are stored.

(	Creates unpredictable fallback results. You must thoroughly test the impact of installing applications that use Group Policy so that you are prepared for any contingency.



Sharing Profiles

This option make the same profile available to both the user’s original account and the new account. Under these circumstances, one copy of the profile is accessed and updated by both accounts. The advantages of using this method include:

(	Updates to the profile (for instance, changes to My Documents, shortcuts, and so on) while a user is logged onto one account are accessible when the user subsequently logs onto another account.

(	Disk space is conserved because only one copy of the profile is stored.



The disadvantage of using this method is that there are unknown variables that could impact its use. For example, if you create a new Windows 2000 account profile that contains Group Policy references, you will need to test the impact of falling back to a source account where Group Policy is different or has not been used.

Moving Computers

Because shared local groups and domain local groups only have scope within the domain in which they were created, moving such a group would leave unresolvable any references to the group in the source domain ACLs.

In this instance a closed set of computers and shared or domain local groups is a set in which the following exists:

(	For each computer being moved, all shared or domain local groups referenced in ACLs on the computer resources are also being moved.

(	For each group being moved, all computers in the domain containing ACLs referencing the group are also moved.





Restrictions on moving populated global groups and closed sets are particularly strict. Depopulating and repopulating large global groups can be time consuming. In some cases, the smallest closed set that can be achieved is the entire source domain. Three possible ways to solve this problem include:

	1.	Creating parallel global groups in the target domain for each group to be moved, then finding all resources in the enterprise containing ACLs referencing the original group and repermissioning them to include reference to the parallel group.

When moving global groups, this method is likely to be a large undertaking in the following instances: 

(	Where the group could be referenced on resources in any trusting domain.

(	With domain local groups from native mode source domains where domain local groups can be used on any computer in the domain.

	2.	Switching the source domain to native mode, then changing the group type of the groups to be moved to universal. Because universal groups have scope across the entire forest, changing the groups to universal groups means that they can be moved safely while still maintaining access to resources left behind.

Be careful when using this method, because universal group membership is stored in the GC, which has implications for GC replication traffic. For this reason, you might want to use this method strictly as a transitional strategy while users and groups are being migrated to the new domain. After migration is complete, you can change the groups back to their original types.

	3.	Cloning groups from the source domain into the target domain while retaining their SIDhistory. This technique has some constraints, and is described in “Cloning Security Principals” later in this chapter.



Moving Member Servers

In the example, Bob has access to some resources on the member server Fin_Files1 through ACLs referencing a computer local group Fin_Files1\Finance Files, and referencing his domain account directly.

The implications of moving domain controllers, including the need to ensure that shared local groups and domain local groups are maintained, have been described earlier in this chapter. However, those implications are different from the ones involved in moving a member server such as Fin_Files or a client.

Assuming the member server is moved to a domain with trust to the new account domain for Bob, SIDhistory would ensure that Bob could access resources with ACLs referencing him directly. ACLs referencing the computer local group would also continue to function because the group exists in the account database of the local computer. This means that the group is unaffected by the move, so its SID would not need to be changed.



Establishing Trusts

During domain upgrade it is assumed that sufficient trust existed from the target domain to any relevant resource domains, so that access to resources is maintained. However, such trusts must first be established in any domain restructure scenario.

Netdom is a tool used to carry out such tasks as enumerating domain trusts and establishing new trusts. This tool is also useful for creating computer accounts and updating the domain membership of a client or server.

Cloning Security Principals

Up to this point, restructure has been involved with moving security principals. Moving security principals creates a new identical account in a destination domain and removes the account from the source domain. The move operation does not allow a return to the old account status if there are problems with the migration.

To ensure that you can recover from problems during the pilot project or production migration, it is recommended that you migrate users incrementally to a Windows 2000 domain while maintaining the old accounts in the source domain. This is possible through cloning, which is creating a duplicate user or group through the use of the ClonePrincipal utility, which contains a set of Microsoft® Visual Basic® (VB) scripts that perform tasks such as cloning global groups and cloning users.

Domain Restructure Scenarios

The two scenarios described in this section satisfy most requirements for domain restructure. Both scenarios facilitate the movement of users and computers from Windows NT source domains to Windows 2000 target domains. The examples are as follows:

(	Migrating Users Incrementally to Windows 2000 (Inter-Forest)

(	Migrating Resources into a Windows 2000 OU (Inter-Forest)



Scenario #1: Migrating Users Incrementally from Windows NT to Windows 2000

In this scenario, you migrate users incrementally to a pristine Windows 2000 environment without impacting the Windows NT production environment. Figure 10.9 illustrates this example. The steps and utilities required for incremental migration are described in this section.
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Figure 10.9    Migrating Users Incrementally



Note

Protecting the current production environment from migration changes ensures that it remains untouched during the process. This will allow you to revert back to the old production environment if the need arises.



After the migration is complete, you can decommission the old account domain and reassign the domain controllers. Then perform the following steps:

	1.	Create the pristine Windows 2000 forest. Use standard procedure to create a Windows 2000 destination forest that reflects the requirements and structure identified in the namespace planning activities of the organization. The domains you create in the new forest will be native mode Windows 2000 domains.

	2.	Establish the trusts required for the forest to maintain resource access. This involves using Netdom to query what trusts currently exist from any resource domains to the Windows NT source domain.

You can then compare the output from Netdom with the list of trusts that are required to allow resource access to users and groups in the target domain. Then use Netdom to establish any trusts that do not already exist.



	3.	Clone all source global groups in the target domain. Most resources are protected using ACLs that reference global groups, usually indirectly through shared or computer local groups. After you have established trusts, you must ensure that the relevant global groups are available in the target domain.

The simplest way to accomplish this is to clone all global groups using ClonePrincipal.

	4.	Identify and clone sets of users. After you have cloned the source global groups to the target domain, you can begin the task of migrating users.

This is an iterative task, because in most instances you want to move sets of users, which involves identifying user sets to migrate and then using ClonePrincipal to clone the source users in the destination domain.

	5.	Decommission the source domain. When all users and groups have been moved permanently to the destination forest, your final task is to decommission the source domain. This involves powering off and removing first the source domain BDCs, and then the source domain PDC. It is recommended that you store the PDC for disaster recovery purposes.

If you intend for these domain controllers to be reassigned in the new forest, you can upgrade them to Windows 2000 and then either promote them to domain controllers or leave them as member servers.



Particularly during the user migration phase, it might be prudent to test logon for certain users during each migration. If an error occurs at any stage before decommissioning, you can suspend the process and work can continue in the source production domain.

Scenario #2: Consolidating a Resource Domain into an OU

In this example, you consolidate a resource domain into an OU within a native mode Windows 2000 domain. You might do this to reduce the costs of administering complex trusts. Figure 10.10 illustrates this example. The steps and basic utilities required for the incremental migration are described in this section.
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Figure 10.10    Consolidating a Resource Domain into a Windows 2000 OU 

In this example, the application servers become member servers in the target OU. It is assumed that the application servers in each domain are making use of shared local groups. It is also assumed that the domains might contain some member servers and clients.

After the domain restructure is complete, you can decommission the old domains. The process to consolidate a resource domain into a Windows 2000 OU is as follows:

	1.	Establish any trusts required from the target domain to account domains outside the forest. This involves using Netdom to query what trusts currently exist from the resource domains to the account domains. You can then compare the output from Netdom with the trusts that already exist from the target domain to the account domains. Then use Netdom to establish any trusts that do not already exist.

	2.	Clone all shared local groups. Shared local groups have scope only within the domain in which they were created, and are shared only between domain controllers in that domain. It is not necessary for you to move all domain controllers to the target domain immediately. To ensure that resource access is maintained while domain controllers and resources are split between source and target domains, you need to clone shared local groups to the target domain using ClonePrincipal.



	3.	Demote application servers to member servers. After you have cloned all the shared local groups, you can start converting the application servers to member servers in the target OU.

Upgrade the PDC of the resource domain to Windows 2000 and run the domain in mixed mode during the transition period. You can then upgrade each BDC to be demoted. During the BDC upgrade, run Active Directory Installation Wizard and choose to make the BDC a member server.

If upgrading the PDC is not possible or desired, for each upgrade you need to take the BDC offline and promote it to PDC. After you have promoted the BDC to PDC you can then upgrade to Windows 2000, effectively making the offline domain controller the PDC in a “cloned” Windows 2000 mixed mode domain. After you have upgraded the PDC offline, you can run the Active Directory Installation Wizard to demote the PDC to a member server. You then join the member server to the target domain.

	4.	Move member servers (including former BDCs) and clients. During this step you can use Netdom to create a computer account in a destination domain OU for the member server or client to be moved. Join the computer to the destination domain.

	5.	Decommission the source domain. When you have permanently moved all groups and computers to the destination forest, your final task is to decommission the source domain. This involves powering off and removing first the source domain BDCs and then the source domain PDC.

If you plan to reassign the source domain controllers in the new forest, you can upgrade them to Windows 2000. You can then either promote them to Windows 2000 domain controllers or leave them as member servers.



Note

For this scenario, when demoting BDCs to member servers, you need to move them over to the target domain as quickly as possible. Unless the domain is in native mode and shared local groups have been converted to domain local groups, resources accessible through these groups will not be available on the member servers.





Domain Migration Tools

This section contains general information about the Domain Migration Basic Utilities and the Windows 2000 Server Resource Kit tools referred to elsewhere in this chapter. Definitive documentation of features and usage can be found in the sources listed in each section.



ClonePrincipal

ClonePrincipal is a utility that consists of the following COM object and sample scripts. You can customize the scripts using Visual Basic.

(	DSUtils.ClonePrincipal, a COM object supporting three methods: 

(	AddSidHistory — copies the SID of a source principal to the SIDhistory of an existing destination principal.

(	CopyDownlevelUserProperties — copies the Windows NT properties of the source principal to the destination principal.

(	Connect — establishes authenticated connections to the source and destination domain controllers.



ClonePrincipal allows you to migrate users incrementally to a Windows 2000 environment without impacting your existing Windows NT production environment. This is done by creating clones of the Windows NT users and groups in the Windows 2000 environment. The benefits achieved using ClonePrincipal in this manner are as follows:

(	Users can log on to the destination account (clone) yet have emergency fallback to the source account during the trial period.

(	Several users can be introduced to the destination Windows 2000 environment at the same time.

(	The source production environment is not disrupted while users are being migrated to the destination Windows 2000 environment.

(	It is not necessary to update ACLs to preserve group memberships and network access for the destination accounts.

(	Multiple groups with the same name or purpose from different source domains can be “merged” into the same destination object.



In addition, you can consolidate large numbers of small resource domains into Windows 2000 OUs by using ClonePrincipal to clone local groups.

Note that the AddSidHistory method is a security-sensitive operation with the following constraints:

(	AddSidHistory requires you to have or provide Domain Administrator credentials in the source and destination domains. The source and destination domains MUST NOT be in the same forest. Though an external trust can exist between the source and destination domains, such a trust is not required for this function.



(	AddSidHistory events can be audited, which ensures that both source and destination domain administrators can detect when this function has been run. Auditing in the source domain is recommended, but is not required, whereas auditing MUST be enabled in the destination domain for AddSidHistory to succeed.

(	ClonePrincipal sample scripts call the underlying AddSidHistory method; therefore the other ClonePrincipal utilities are subject to the same security sensitivity and constraints as AddSidHistory.



Netdom

Netdom is a tool that allows you to manage Windows 2000 domains and trust relationships from the command line.

Use Netdom to do the following:

(	Join a Windows 2000 computer to a Windows NT or Windows 2000 domain, and: 

(	Provide an option to specify the OU for the computer account.

(	Generate a random computer password for the initial join. 

(	Manage computer accounts for domain member clients and member servers: 

(	Add, Remove, and Query.

(	Provide an option to specify the OU for the computer account. Provide an option to move an existing computer account for a member client from one domain to another and maintain the security descriptor on the computer account.

(	Establish (one- or two-way) trust relationships between domains, including trust for the following domain types: 

(	Windows NT domains.

(	Windows 2000 parent and child domains in a domain tree.

(	The Windows 2000 portion of a trust link to a Kerberos realm.

(	Verify and reset the secure channel for the following configurations: 

(	Member clients and servers.

(	BDCs in a Windows NT domain.

(	Specific Windows 2000 replicas.

(	Manage trust relationships between domains 

(	View all trust relationships.

(	Enumerate direct trust relationships.

(	Enumerate all (direct and indirect) trust relationships.





Migration Planning Task List

Table 10.7 is a summary of the tasks involved in planning your migration.

Table 10.7    Summary of Migration Planning Tasks

��Task�Location in chapter����Determine your migration roadmap.�Starting the Migration Planning Process��Determine supported upgrade paths.�Planning Domain Upgrade��Examine your existing domain structure.�Planning Domain Upgrade��Develop your recovery plan.�Planning Domain Upgrade��Determine your strategy for upgrading domain controllers.�Planning Domain Upgrade��Determine the order for upgrading domains.�Planning Domain Upgrade��Determine when to move to native mode.�Planning Domain Upgrade��Determine the reasons for restructuring domains.�Planning Domain Restructure��Determine when to restructure domains.�Planning Domain Restructure��Move users and groups.�Planning Domain Restructure��Move computers.�Planning Domain Restructure��Move member servers.�Planning Domain Restructure��Establish trusts.�Planning Domain Restructure��Clone security principals.�Planning Domain Restructure��Switch to native mode.�Planning Domain Upgrade

Planning Domain Restructure��
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