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Synchronizing Active Directory with Exchange Server Directory Service
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If you are planning to implement Microsoft® Windows® 2000 Server Active Directory™ and you currently maintain the Microsoft® Exchange Server version 5.5 directory service, this is an essential planning chapter for the directory service management personnel in your organization. The directory synchronization concepts and processes presented in this chapter will help you determine the most cost-effective and efficient method to administer Windows 2000 Server Active Directory and Exchange Server 5.5 directory service. Additionally, the examples will help you determine which directory synchronization and administration configuration options are most appropriate for your organization.

Before reading this chapter, it is recommended you read the chapters “Designing the Active Directory Structure” and “Determining Domain Migration Strategies” in this book. These chapters provide you with an understanding of the new concepts and key components of Active Directory and the domain migration-related issues.
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Chapter Goal

This chapter will help you develop the following planning document:

Active Directory Connector (ADC) Connection Agreement Plan



Related Information in the Resource Kit

(	For more information about Active Directory, namespace planning, and domain administration, see “Designing the Active Directory Structure” in this book.

(	For more information about migrating to Windows 2000 Server, see “Determining Domain Migration Strategies” in this book.

(	For more information about Windows 2000 Server security standards, see “Planning Distributed Security” in this book.

(	For more information about creating test plans, see “Building a Windows 2000 Test Lab” in this book.





Overview of Directory Synchronization

Directory synchronization is the process of keeping two separate directory services synchronized, such that changes made to objects in one directory are propagated automatically to the other directory.

Directory synchronization between Windows 2000 Server Active Directory and Exchange Server 5.5 directory service enables you to initially populate a new Active Directory with Exchange Server 5.5 user attributes and objects. In addition, since Exchange Server 5.5 supports third-party e-mail directory services, you can copy third-party directory user attributes and objects into Exchange Server, and then from Exchange Server into Active Directory.

After the initial population of Active Directory, the two directories can sustain a productive coexistence. You can keep information consistent between Active Directory and Exchange Server 5.5 directory using preconfigured, automated synchronization operations. 



Process for Synchronizing the Directories

Before you begin the planning phase of your directory synchronization strategy, consider using the planning process represented in the flow chart in Figure 20.1. 
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Figure �SEQ chapter \c�20�.�SEQ figure�1�    Process For Synchronizing Active Directory and Exchange Server 5.5 Directory Service

Prior to beginning the directory synchronization planning phase, it is important that you thoroughly understand the key components you will use to perform the directory synchronization operation. 



Windows 2000 Server Software Components

The Active Directory Connector (ADC) and the Microsoft Management Console (MMC) are the software components in Windows 2000 Server that enable you to synchronize and manage communications between Active Directory and Exchange Server 5.5 directory service. Using the Lightweight Directory Access Protocol (LDAP), the ADC provides an automated way of keeping directory information between Active Directory and the Exchange Server directory service consistent. You use MMC and ADC-specific MMC snap-ins and extensions to configure ADC and to perform specific functions. Without the ADC, you would have to manually enter new data and updates in both directory services.

The key features and functionality of ADC are as follows: 

(	Bidirectional synchronization

With this feature, changes initiated on the Exchange Server directory are automatically communicated to Active Directory, and vice versa. This allows you to manage changes from either directory.

(	Selective attribute synchronization

You can select specific Active Directory and Exchange Server attributes to be synchronized, while purposely excluding the synchronization of other attributes. 

(	Change synchronization

With regard to synchronizing with Exchange Server, Windows 2000 Server only updates changes on the object level. If, for example, you make changes to 20 user objects for 100,000 users, the system will only update those 20 user objects. This reduces duplication and transmission time as well as network traffic.

(	Attribute-level changes

When synchronizing two objects, the ADC compares attribute values to determine which attributes should be synchronized. For example, if the phone number on an Exchange Server mailbox is modified, the ADC compares the attributes of the mailbox with the corresponding user object in the Active Directory and only synchronizes the modified attributes. In this case, just the phone number is synchronized. 

(	Consistent management tools

Using the Active Directory Users and Computers MMC snap-in, you can manage Users, Contacts, and Groups. 

For more information about the Microsoft Management Console and MMC snap-ins and extensions, see Windows 2000 Server Help.





Key Advantages of Using ADC

Using ADC provides the following advantages:

Single Source Administration

Once you have upgraded a Windows NT Server 4.0 domain to Windows 2000 Server Active Directory, you can easily and automatically configure the ADC to populate a new Active Directory with Exchange Server 5.5 directory information, such as the mailbox user properties shown in Figure 20.2.
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Figure �SEQ chapter \c�20�.�SEQ figure�2�    Single Source Administration

Acute Administration and Delegation Capabilities

You can use the ADC to synchronize and manage the Exchange Server directory through Active Directory, enabling you to take advantage of the more granular delegation of administration that Windows 2000 Server offers. This means that, with Windows 2000 Server, you can set permissions at the attribute level rather than at the object level. This allows administrators to delegate tasks related to particular attributes to different users. 



For example, users have permission to update their department cost center and also to view and update some home phone numbers. Using Exchange Server 5.5 they are able to view properties but cannot update them directly. With Windows 2000 Server, the directory administrator can delegate these tasks so that those users can update the Cost Center field and update the home phone numbers. You can delegate some tasks to authorized users, and restrict them from access to other areas of data, such as group memberships and security permissions. You can then use the ADC to update the Exchange Server directory with the results of these authorized administrative changes.

For more information about the various levels of administration and delegation capabilities in Active Directory, see “Designing the Active Directory Structure” in this book.

Interoperability with Third-Party E-mail Directory Services

Through Exchange Server, you can populate Active Directory with user and group information from third-party e-mail directories. Exchange Server supports bidirectional directory synchronization with third-party e-mail directory services that contain directory synchronization agents. Figure 20.3 shows the interoperability between Exchange Server and third-party e-mail directory services.
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Figure �SEQ chapter \c�20�.�SEQ figure�3�    Bidirectional Directory Synchronization with Third-Party E-mail Directory Services



Easy Location of Network Users

The Active Directory Client enables end users, with Windows 2000 Server or Windows 9x clients that have the Active Directory Client installed, to easily find other users using the Find People option. Combining the capabilities of ADC with the Active Directory Client allows you to quickly deploy the Active Directory as a user directory, which is similar to the way you would use a telephone directory.

For more information about Active Directory Client, see “Preparing Your Network Infrastructure for Windows 2000” in this book.

Establishing Relationships Using Connection Agreements

Installing the ADC on a server simply adds a service within Windows 2000 Server and Active Directory. To establish a relationship between an existing Exchange Server site and Active Directory, you must configure a connection agreement. A connection agreement holds information such as the server names to contact for synchronization, object classes to synchronize, target containers, and the synchronization schedule. It is possible to define multiple connection agreements on a single ADC; each connection agreement could go from Active Directory to a single Exchange Server site, or to the same Exchange Server site.

Specifically, a connection agreement defines the following: 

(	Directory or directories to be synchronized 

(	Windows 2000 Server synchronization objects 

(	Exchange Server 5.5 synchronization objects 

(	The direction in which synchronization takes place

(	Synchronization schedule 

(	Method for deleting objects 

(	Details surrounding some of the advanced options, such as:

(	Mapping attributes 

(	Creating new objects

(	Authenticating each of the directories

(	Specifying which Organizational Units (OU) or containers you want to synchronize



The ADC only performs directory synchronization between Exchange Server 5.5 Service Pack 1 (SP1) or higher and Windows 2000 Server. However, if you have an earlier version of Exchange Server with SP1 in an Exchange Server 5.5 site, that Exchange Server automatically synchronizes with the earlier version of Exchange Server. In this case, all directory information is the same throughout the Exchange Server site and the organization.



Although only one instance of the ADC service can be active on a single computer running Windows 2000 Server, multiple connection agreements can be established. You can configure each connection agreement to perform unique synchronization tasks. For example, one connection agreement can continuously update the Windows 2000 Server Active Directory, while another connection agreement can update the Windows 2000 Server contacts to the Exchange Server directory daily at a time you specify.

Creating the ADC Connection Agreement Plan

With an understanding of the capabilities of ADC and the importance of connection agreements, you will be able to begin the planning phase of directory synchronization. This section guides you through gathering the information you need to create your ADC Connection Agreement Plan.

Forming the Deployment Planning Team

Due to a high level of associated dependencies, teamwork is of the utmost importance in making the synchronization between Windows 2000 Server Active Directory and Exchange Server directory service a smooth and productive experience. 

Planning your directory synchronization strategy should be a cooperative project involving the key decision makers and technical leads of the following groups:

(	IT management

(	Exchange Server administration

(	Active Directory administration

(	Schema Administrators Group

(	Network Services



Collectively, this team will know enough about your Exchange Server site topology, Active Directory design, and network topology to avoid potential costly mistakes. 

Once you have formed the deployment planning team, you can begin the planning phase for directory synchronization. 

Planning considerations for the directory synchronization deployment planning team are as follows: 

(	Assign specific responsibilities and objectives to each system administrator on the directory synchronization deployment team.



(	Determine if system administrators will require training to run the ADC and MMC snap-in. If training is required, determine when it will take place.

(	Obtain permission to install.

Since write access to the schema is limited to members of the Schema Administrators group, you will have to obtain permission from this group to install the ADC. However, the schema administrators can run the ADC Setup solely for the purpose of extending the schema. Managing the ADC does not involve the schema, but if, for some reason, a subsequent version of the ADC involves a schema modification, this would require assistance and involvement from the schema administrators group. For information about installing the ADC, see the section “ADC Implementation Strategy” later in this chapter.

For more information about the Active Directory schema, see “Designing the Active Directory Structure” in this book, and also see the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.

(	Determine what business processes might be automated or optimized through the use of this synchronization operation.

(	Obtain management consent to implement your directory synchronization plan. 



Examining Your Domain Structure and Exchange Server Site Topology

Before you can begin gathering information for your ADC Connection Agreement Plan, you need to understand the Exchange 5.5 sites, Windows NT Server domains, and Windows 2000 Server Active Directory structures in your organization. Once you have obtained the Exchange Server site topology and domain structure diagrams, it is recommended you consider doing the following:

Take inventory of your Exchange Server sites.

You will need to know how many Exchange Server sites you have, how they are managed, and whether they are candidates for synchronization. For those Exchange Server sites to be synchronized, you will need detailed information on their recipient containers and the objects to be synchronized.

Install ADC on a Windows 2000 Server.

For each Active Directory domain that participates in directory synchronization, you will need to install ADC on a Windows 2000 Server global catalog server, member server, or domain controller.

Identify the location of mailboxes for all users in a domain.

Many organizations have a multi-master domain topology where user accounts exist in more than one domain. It is important to identify where mailboxes reside for users in each domain. The least complicated scenario is when all mailboxes in a master domain reside in a single Exchange Server site. 
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Ensure that each directory has corresponding objects for synchronization purposes.

Exchange Server sites may contain mailboxes that are associated with Windows 2000 Server accounts from multiple domains. You can create multiple connection agreements from a single Exchange Server site to multiple Active Directory domains and the ADC will match Exchange Server mailboxes to a corresponding user object. For Exchange Server Custom Recipients, Distribution Lists, and Mailboxes which do not have a corresponding Active Directory user object, the ADC creates new objects in one of the Active Directory domains. You will need to decide in which Active Directory domain you want the ADC to create new objects. 



Preparing Your Network for ADC Deployment

Only one instance of the ADC service can be active on a single computer running Windows 2000 Server. However, the ADC can support multiple connection agreements. To prepare for deployment of ADC, consider the requirements and recommendations described in the following section. 

Considering Specific Network Requirements

There are two network-specific tasks that you should consider as you gather information for your ADC Connection Agreement Plan. These tasks are as follows:

Select servers to be bridgehead servers.

Bridgehead servers receive and forward e-mail traffic at each end of a connection agreement, similar to the task a gateway performs. When you select servers to be ADC bridgehead servers, they should meet the following conditions:

(	Have adequate resources (CPU and memory) to support synchronization traffic and processing of incoming LDAP sessions.

(	Be well connected to the network. For example, if an Exchange Server site spans multiple physical locations across a hub-and-spoke network, its bridgehead server for the Exchange Server site should be located at the hub.

(	If the ADC bridgehead server is not a global catalog server, it should be on the same local area network (LAN) segment as a global catalog server. The reason for this is that ADC attempts to contact a global catalog in order to perform target matching searches. When ADC picks up a new object from Exchange Server, the ADC does not want to accidentally create a corresponding Active Directory object in one domain. By searching in the global catalog, the ADC minimizes the chance that it will create a duplicate object.

(	If the Exchange Server environment employs connector servers that do not host mailboxes, consider configuring these servers as ADC bridgehead servers.



Identify resource usage.

Both the synchronization of directory objects between directories and the replication that occurs within the Active Directory and Exchange Server directory replication environments consume network resources. 

Once Active Directory becomes relatively static after the upgrade from Windows NT Server 4.0 to Windows 2000 Server and the synchronization with Exchange Server, only small amounts of data will pass between Active Directory and the Exchange Server 5.5 directory service. Changes to the Exchange Server 5.5 directory that are synchronized to the Active Directory cause slightly more traffic than changes to Active Directory that are synchronized to Exchange Server. 

Computer Requirements

When preparing to use ADC, observe these technical computer requirements:

(	You must have at least one Windows 2000 Server. 

(	You must have at least one Exchange Server 5.5 with SP1 (at a minimum) installed on each Exchange Server defined in a connection agreement.



Depending on the synchronization schedule, the ADC server and other directory servers with which it interacts could face a significant processing load. It is important that these computers are appropriately specified (CPU and memory) and well-connected to the network — ideally they should be on the same LAN. Unlike directory replication schedules in the Exchange Server 5.x environment, if the schedule is set to Always in the user interface, the ADC attempts to synchronize changes between Active Directory and the Exchange Server directory. This synchronization takes place in cycles of maximum continuous replication time and synchronization sleep delay of five minutes.

The expected resource usage for Pentium-class servers (200 MHz) with 128Mb of memory and one connection agreement configured is shown in Table 20.1.

Table �SEQ chapter \c�20�.�SEQ table�1�    Pentium-class Server CPU Utilization

��CPU Utilization (approximately every 5 minutes)�Usage����Server running the ADC�8-24%��Domain controller�6-66%��Connecting Exchange 5.5 bridgehead�0-91%��



To compare the differences between types and speeds of CPUs, see the resource usage of Dual Pentium II-class servers (450Mhz) with 256Mb of memory shown in Table 20.2.

Table �SEQ chapter \c�20�.�SEQ table�2�    Dual Pentium II-class Server CPU Utilization

��CPU Utilization (approximately every 5 minutes)�Usage����Server running the ADC�1-12%��Domain controller�0-30%��Connecting Exchange 5.5 bridgehead�20-36%��

For enterprise-size Exchange Server 5.5 and Active Directory deployments, you will need to carefully plan for any additional overhead that the ADC and its connection agreements produce. This is particularly important to those who need to accurately size servers and network capacity. This is even more important when the ADC server, domain controller, and Exchange Server 5.5 are connected over relatively slow links.

Deployment Recommendations

Consider the following recommendations to promote a successful deployment:

Populate Active Directory with user accounts by upgrading the primary domain controller (PDC) to Microsoft Windows 2000 Server. 

Use ADC to backfill directory data from the Exchange Server directory to the pre-existing Active Directory accounts. This permits objects synchronized from Exchange Server to be mapped to security objects in Active Directory.

Use Directory Replication Bridgehead servers to facilitate Exchange Server directory replication between Exchange Server sites. 

Where it is possible, use them as ADC bridgehead servers for connection agreements. 

Place the server hosting ADC on the same subnet as the Exchange Server directory and Active Directory bridgeheads, if possible. 

If you are using ADC in a wide area network (WAN) environment, place it in a strategic location, such as at the hub of a hub-and-spoke topology.
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Synchronize the entire Exchange Server site instead of synchronizing individual recipient containers. 

It is possible to choose the entire Exchange Server site as the source and target on the Exchange Server, and also to choose the Active Directory domain as the source and target on the Active Directory side. This will effectively synchronize the recipient container hierarchy in Exchange Server with the OU hierarchy in Windows 2000 Server. You can choose to change the OU hierarchy or the location of individual recipients created in the Active Directory by the ADC at a later time. By moving recipients or OUs to a new location, the next time the ADC synchronizes, it finds the new locations and synchronizes with the existing recipients — if it is within the search scope of defined import and export containers.

For the best performance, install ADC on a member server in the Windows 2000 Server domain. 

Depending on the synchronization schedule, if you configure the ADC with multiple connection agreements, it could consume a good deal of processor time. If you intend to install the ADC on a domain controller or global catalog, ensure that the server hardware accommodates the extra processing load. 

Either create ADC connection agreements between a global catalog and Exchange Server or deploy the ADC in close network proximity to a global catalog. 

In a multi-domain environment, the ADC performs searches against the global catalog, even if there is no connection agreement for synchronizing with a global catalog server. The purpose for searching in the global catalog is to ensure that the ADC does not create duplicate objects in the forest. 



ADC Implementation Strategy

In order to successfully install the ADC and configure a connection agreement, you must be able to log on to Windows 2000 Server with an account that carries distinctive credentials. Permissions required to perform various tasks are as follows:

Initial ADC Installation

When you first install ADC in a Windows 2000 forest, the ADC Setup program extends the Active Directory schema with the Exchange schema extensions. In order to do this, the account that you are running Setup from must belong to a member of the Schema Administrators group or otherwise have permissions to extend the schema. 



Additionally, ADC Setup creates objects in the Active directory configuration container. This requires that the account you are running Setup from belongs to a member of the Domain Administrators group or otherwise has permissions to create objects in the Services and Sites containers. 

Finally, ADC Setup creates two security groups in the local domain—one is “Exchange Services” and the other is “Exchange Administrators.” This requires that the account you are running Setup from belongs to a member of the Domain Administrators Group or otherwise has permissions to create objects in the Users container. 

Subsequent Installations of the ADC 

Subsequent installations of the ADC in the same forest do not require Schema Administrator permissions. Subsequent installations do require either Domain Administrator permissions or other specific permissions that allow you to create new objects under the Sites and Services containers in the configuration naming context. Additional installations in the same domain do not require the creation of either the Exchange Services or the Exchange Administrators groups. However, the first ADC installation into any other Windows 2000 Server domain requires the creation of these groups and subsequently the proper permissions to do so.

ADC Configuration

You can configure the ADC policy by viewing the property pages of the top-level node in the ADC Administrator MMC snap-in. By modifying the policy, you can control the set of attributes synchronized from either directory as well as the set of rules used by the ADC to match objects in either directory. 

ADC Schema and Object Mapping

Each connection agreement uses a table-based schema map for the majority of attributes on objects synchronized between the two directories. The default map is located on the ADC policy object in Active Directory. While it is possible to enable and disable a subset of attributes synchronizing in either direction, it is not possible to modify the schema mapping from the ADC Administrator MMC snap-in. 

Tables 20.3, 20.4, 20.5, and 20.6 list many of the mappings defined in the default schema map. 

Table 20.3 defines the attribute mappings for all objects in Windows 2000 and Exchange. If an attribute value for an attribute to be mapped does not exist in the source directory, that mapping is ignored.



Table 20.3    Attribute Mappings for All Objects

��Windows 2000 Attribute (LDAP Name)�All Object Classes�Exchange Attribute (LDAP Name)�All Object Classes����description�Admin-description��autoReply�AutoReply��businessRoles�Business-Roles��co�co��company�company��delivContLength�deliv-Cont-Length��department�department��displayName�cn��displayNamePrintable�name��distinguishedName�distinguishedName��dnQualifier�dnQualifier��employeeID�employeeNumber��extensionAttribute1�Extension-Attribute-1��extensionAttribute2�Extension-Attribute-2��extensionAttribute3�Extension-Attribute-3��extensionAttribute4�Extension-Attribute-4��extensionAttribute5�Extension-Attribute-5��extensionAttribute6�Extension-Attribute-6��extensionAttribute7�Extension-Attribute-7��extensionAttribute8�Extension-Attribute-8��extensionAttribute9�Extension-Attribute-9��extensionAttribute10�Extension-Attribute-10��extensionAttribute11�Extension-Attribute-11��extensionAttribute12�Extension-Attribute-12��extensionAttribute13�Extension-Attribute-13��extensionAttribute14�Extension-Attribute-14��extensionAttribute15�Extension-Attribute-15��facsimileTelephoneNumber�facsimileTelephoneNumber��generationQualifier�generationQualifier��homephone�homephone��homePostalAddress�homePostalAddress��houseIdentifier�houseIdentifier���(continued)��BEGIN   BREAK
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Table 20.3    Attribute Mappings for All Objects  (continued)

��Windows 2000 Attribute (LDAP Name)�All Object Classes�Exchange Attribute (LDAP Name)�All Object Classes����info�info��initials�initials��l�l��Language�Language��mail�mail��mailnickname�uid��mobile�mobile��otherTelephone�Telephone-Office2��otherHomePhone�Telephone-Home2��telephoneAssistant�telephone-Assistant��pager�pager��personalPager�personalPager��personalTitle�personalTitle��physicalDeliveryOfficeName�physicalDeliveryOfficeName��postalCode�postalCode��secretary�secretary��sn�sn��st�st��street�street��streetAddress�postalAddress��telephoneNumber�telephoneNumber��telexNumber�telexNumber��teletexTerminalIdentifier�teletexTerminalIdentifier��textEncodedORAddress�textEncodedORAddress��title�title��userCertificate�userCertificate��userCert�user-Cert��userSMIMECertificate�userSMIMECertificate��url�url��x121Address�x121Address��autoReplyMessage�conferenceInformation��importedFrom�Imported-From��



Table 20.4 defines the attribute mappings for all User objects and Mailbox objects in Windows 2000 and Exchange.

Table 20.4 Object Class-Specific Mappings

��Windows 2000 Attribute (LDAP Name)�User Object�Exchange Attribute (LDAP Name)�Mailbox Object����givenName�givenName��manager�manager��altRecipient�Alt-Recipient��publicDelegates�public-Delegates��mdbUseDefaults�mdb-use-defaults��mdbOverQuotaLimit�MDB-Over-Quota-Limit��mdbStorageQuota�MDB-Storage-Quota��submissionContLength�submission-cont-length��mDBOverHardQuotaLimit�DXA-task��protocolSettings�protocol-Settings��mapiRecipient�mapi-recipient��msExchHomeServerName�home-MDB��msExchHomeServerName�home-MTA��deliverAndRedirect�deliver-and-redirect��garbageCollPeriod�garbage-coll-period��securityProtocol�security-Protocol��deletedItemFlags�DXA-Flags��objectSID�Assoc-NT-Account��authOrig�Auth-Orig��unauthOrig�Unauth-Orig��dLMemSubmitPerms�DL-Mem-Submit-Perms��dLMemRejectPerms�DL-Mem-Reject-Perms��folderPathname�Folder-Pathname��

Table 20.5 defines the attribute mappings for Contact objects and Custom objects in Windows 2000 and Exchange.



Table 20.5 Object Class-Specific Mappings

��Windows 2000 Attribute (LDAP Name)�Contact Object�Exchange Attribute (LDAP Name)�Custom Object����givenName�givenName��Manager�Manager��targetAddress�target-Address��protocolSettings�protocol-Settings��mapiRecipient�mapi-Recipient��AuthOrig�Auth-Orig��UnauthOrig�Unauth-Orig��dlMemSubmitPerms�dl-Mem-Submit-Perms��dlMemRejectPerms�dl-Mem-Reject-Perms��

Table 20.6 defines the attribute mappings for Group objects and Distribution List objects in Windows 2000 and Exchange.

Table 20.6 Object Class-Specific Mappings

��Windows 2000 Attribute (LDAP Name)�Group Object:�Exchange Attribute (LDAP Name)�Distribution List Object:����member�member��msExchExpansionServerName�home-MTA��managedby�owner��oOFReplyToOriginator�OOF-Reply-To-Originator��reportToOriginator�Report-To-Originator��reportToOwner�Report-To-Owner��hideDLMembership�Hide-DL-Membership��authOrig�Auth-Orig��unauthOrig�Unauth-Orig��dLMemSubmitPerms�DL-Mem-Submit-Perms��dLMemRejectPerms�DL-Mem-Reject-Perms��

Base your determination of the number of connection agreements your organization requires on your unique network environment, including your deployment objectives and requirements and your expectations for the outcome of implementation. You must also familiarize yourself with the Exchange Server and Active Directory object attributes that you are not able to synchronize. These attributes are listed in Table 20.7.



Table �SEQ chapter \c�20�.7    Attributes of Objects That Do Not Synchronize

��Windows 2000 Server Active Directory�Exchange Server 5.5 Directory Service����All account information, such as Account Logging, Account Password, and so on�Advance Security Settings��Profile information�Access Control Lists (ACLs)��Routing and Remote Access dial-up permissions�Home information Store��Access Control Lists (ACLs)���

Managing Objects

You need to determine from which directory service you want to administer objects. As mentioned earlier in this chapter, you can use ADC to administer objects from Active Directory, Exchange Server, or from both directory services. 

It is important to note that the ADC handles the synchronization of deleted objects between the two directories differently than other revised objects. By default, the ADC does not synchronize the deletion of any object from the source directory to the target directory. Instead, the ADC writes an import file to a disk containing the item to be deleted. An administrator can review the deleted objects in this import file, and as appropriate, choose to import the file, thereby deleting the set of target objects. If you choose to directly synchronize object deletions between the two directories, you can do so by selecting this option on the Deletion tab in Properties of the connection agreement property pages. You can also control how the ADC handles each direction of a bidirectional connection agreement.

Administering Objects from Active Directory

If you decide to manage objects from Active Directory, you will need to deploy each connection agreement so that it can write to the Exchange Server directory. For every Exchange Server site for which you will administer the recipients from the Active Directory, you need to create a connection agreement from a server in that site to the appropriate Windows 2000 Server domain. An example of where this administration model might be appropriate is in an organization that administers employee information in Active Directory or in another directory system that synchronizes with the Active Directory. You can use the ADC to update the Exchange Server directory with changes to the employee information. 



Administering Objects from Exchange Server 5.5 Directory Service

If you continue to manage objects from the Exchange Administrator, you should configure your connection agreements as “unidirectional” in order to populate and update Active Directory. It is possible to deploy a single, one-way connection agreement to only one Exchange Server site and synchronize the entire Exchange Server directory with Active Directory using that single connection agreement. This eliminates the need to create and manage multiple connection agreements between every Exchange site. As long as the connection agreement is configured to pull from Exchange into Active Directory, you will be able to select any Exchange Server site as a source container. 

By selecting all sites as source containers, you can synchronize the entire set of recipients in the Exchange Server directory. This administration model is a good way to begin your ADC deployment. This model pushes the established Exchange Server directory data into Active Directory without impacting a production Exchange Server system. Once you have adequately populated the Active Directory and understand how the ADC operates in a production environment, you can revise your connection agreement configurations to be bidirectional or to pull from Active Directory into Exchange. 



Note

If you have chosen multiple downstream Exchange Server sites to be the source of a one-way connection agreement, and you decide to make the connection agreement bidirectional, you must remove containers from all non-local sites for this connection agreement. In order to modify objects in any given Exchange Server site, you must create a separate connection agreement to any Exchange Server 5.5 in that site.



Administering Objects from Both Active Directory and Exchange Server 5.5 Directory Service

If you administer data from both Active Directory and the Exchange Server 5.5 directory, then you must create a bidirectional connection agreement between the set of sites and domains that you are synchronizing. Be sure to read the section “Setting Up Connection Agreements” later in this chapter for information describing where to place connection agreements. You may need a more complex connection agreement topology when choosing to administer objects from both directories. 



Use this administration model if there is some data that you administer from Exchange Server and other data which you administer from Active Directory. If the same object is modified in both directories, the most recent modification prevails. However, it may take two synchronization cycles for this object to synchronize, depending upon whether the object was modified before or during the first synchronization cycle of the ADC.

Defining Objects for Directory Synchronization

When defining objects for directory synchronization between Exchange Server 5.5 directory and Active Directory, your primary goals should be to:

(	Provide objects of interest from one environment to the other. 

(	Make the objects easily accessible to users, administrators, and developers. 



You can accomplish this by organizing your Windows 2000 Server objects, such as Users, Contacts, and Groups, into recipient containers that mirror the Exchange Server recipient containers. The following is an example of how you might do this: 

(	In the Exchange Server 5.5 directory service, create three recipient containers: 

(	Custom Recipients

(	Mailboxes

(	Distribution Lists



(	In Windows 2000 Server configure the following four OUs:

(	Contacts

(	Users

(	Groups

(	Computers 



 

Note

You would not create a recipient container to correspond with the Windows 2000 Server computer’s OU because Exchange Server does not synchronize computers.



Place all of your internal corporate users in the Users container, place your Custom Recipients in the Contacts containers, and place your Distribution Lists in the Group container. Finally, synchronize the directories. 



There are two different methods for setting up synchronization between Exchange Server containers and Active Directory OUs. They are as follows:

(	For the first method, you can create three separate connection agreements that map each of the Exchange Server containers to the corresponding Active Directory OUs. For example, Custom Recipients in Exchange Server would map to Contacts in Active Directory, and so on. Figure 20.4 provides an example of this method.
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Figure �SEQ chapter \c�20�.�SEQ figure�4�    Using Multiple Connection Agreements to Map Exchange Server Containers and Windows 2000 Server OUs

(	As an alternative to the first method, you could create a single connection agreement between the parent container of all the subcontainers in Exchange Server and the parent container of all the subcontainers in Active Directory. When you synchronize directories for the first time, the ADC automatically creates containers below the parent container in Windows 2000 Server to mirror those in Exchange Server. In this case, Mailboxes, Custom Recipients, and Distribution Lists replicate objects contained in them to the appropriate containers maintaining the directory hierarchy. Only containers that contain one or more mail-enabled objects are replicated.

Figure 20.5 represents an example of how you would create a single connection agreement to map data from designated containers in Exchange Server to an Active Directory OU.
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Figure �SEQ chapter \c�20�.�SEQ figure�5�    Single Connection Agreement Maps Containers from Exchange Server to Windows 2000 Server Active Directory



The second method is recommended over the first method because you create fewer connection agreements and the system does most of the work for you.

Setting up Connection Agreements 

When you begin setting up connection agreements you need to evaluate your Windows 2000 Server domains and Exchange Server sites and determine the minimum number of connection agreements you need for optimal operation. It is recommended that you do not create a connection agreement between each and every Exchange Server site and Windows 2000 Server domain in your enterprise. 

For optimal performance, consider the following when determining the number of connection agreements for your organization:

(	Speed, number of CPUs, and amount of RAM for each Exchange server, Windows 2000 server, and ADC server.

(	Network bandwidth.

(	Total number of Exchange Server Mailboxes and Active Directory Users. 

(	Total number of Exchange Server Customer Recipients and Active Directory Contacts.

(	Total number of Exchange Server Distribution Lists and Active Directory Groups.



Upon implementation, use the ADC and the Active Directory Connector Management snap-in to set up and configure the connection agreements for your organization.

Designing Your Connection Agreements

There are several combinations for which you can set up connection agreements to synchronize Exchange Server directory service with Active Directory. To plan and create your connection agreements, use the following primary steps:

(	Determine which of the four model organizations, described as follows, best matches the Windows 2000 Server and Exchange Server site environment in your organization.

(	Create the first pass of your connection agreement design to begin your ADC Connection Agreement Plan.

(	Be prepared to provide justification for your design decision and obtain approval from management to begin implementation.





During deployment you will create the connection agreements using the ADC and the Active Directory Connector Management snap-ins. 



Note

In each of the following ADC connection models it is assumed that the domains and Exchange sites reside within a single forest. If your domains and Exchange sites are dispersed among multiple forests, you have to build a separate ADC topology for each forest.



ADC Connection Model 1: A Single Windows 2000 Server Domain with a Single Exchange Server Site

A single Windows 2000 Server domain with a single Exchange site is the simplest domain architecture in a Windows 2000 Server topology. Generally, smaller organizations with a single, centralized office and an average of up to 5,000 users would adopt this connection model. 

Figure 20.6 represents an example of how you can set up a single, two-way connection agreement between a single Windows 2000 Server domain and a single Exchange Server site.

	� include c:\\ntrk5\\currentbooks\\deployment\\art\\productionart\\artmans\\dgbl_art.doc art_dgbl_01_eps \! �� INCLUDEPICTURE "C:\\ntrk5\\curren~1\\deploy~1\\art\\produc~1\\eps\\dgbl_01.eps" \* MERGEFORMAT ����

Figure �SEQ chapter \c�20�.�SEQ figure�6�    Single Windows 2000 Server Domain with a Single Exchange Server Site 



You can set up your connection agreements so that you can administer recipients exclusively from Windows 2000 Server Active Directory, from Exchange Server 5.5, or from both directories.

If ADC Connection Model 1 best matches the environment of your organization, use the flow chart in Figure 20.7 to help you design an ADC Connection Agreement Plan for your organization. 
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Figure �SEQ chapter \c�20�.�SEQ figure�7�    Single Windows 2000 Server Domain with a Single Exchange Server Site

ADC Connection Model 2: A Single Windows 2000 Server Domain with Multiple Exchange Server Sites

Generally, small to medium-size organizations with up to an average of 20,000 users and/or multiple local and remote office locations could find this connection model appropriate for their business purposes.



Figure 20.8 represents an example of how you can set up two-way connection agreements between a single Windows 2000 Server domain and multiple, selected Exchange Server sites. 
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Figure �SEQ chapter \c�20�.�SEQ figure�8�    Single Windows 2000 Server Domain with Multiple Exchange Server Sites

If ADC Connection Model 2 best matches the environment of your own organization, use the flow chart in Figure 20.9 to help you design an ADC Connection Agreement Plan for your organization.
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Figure �SEQ chapter \c�20�.�SEQ figure�9�    Single Windows 2000 Server Domain with Multiple Exchange Server Sites



Note

With regard to the ADC Connection Models that have multiple domains and/or sites, it is not necessary to create a connection agreement between every Windows 2000 Server domain and every Exchange Server site. You only need to create a connection agreement between an Exchange Server site and Windows 2000 Server domain if there are Exchange mailboxes with the primary Windows NT Server account located in that domain.



ADC Connection Model 3: Multiple Windows 2000 Server Domains with a Single Exchange Server Site

You could use this connection model for an ADC plan for a medium to large size organization or for a single division of a large, decentralized organization.



Figure 20.10 represents an example of how you can set up two-way connection agreements between multiple Windows 2000 Server domains and a single Exchange Server site. 
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Figure �SEQ chapter \c�20�.�SEQ figure�10�    Multiple Windows 2000 Server Domains with a Single Exchange Server Site

If ADC Connection Model 3 best matches the environment of your organization, use the flow chart in Figure 20.11 to help you design an ADC Connection Agreement Plan for your organization. This flow chart helps you determine how you will administer recipients in an environment with multiple Windows 2000 Server domains and a single Exchange Server site.
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Figure �SEQ chapter \c�20�.�SEQ figure�11�    Multiple Windows 2000 Server Domains and a Single Exchange Server Site

ADC Connection Model 4: Multiple Windows 2000 Server Domains with Multiple Exchange Server Sites

If you have an environment with multiple domains and multiple Exchange Server sites, your connection agreement design could get complex. You need to be very clear about the purpose of each connection agreement that you plan to create. 

Figure 20.12 represents an example of how you can set up two-way connection agreements between multiple Windows 2000 Server domains and multiple Exchange Server sites.
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Figure �SEQ chapter \c�20�.�SEQ figure�12�    Multiple Windows 2000 Server Domains with Multiple Exchange Server Sites



With a set of Windows 2000 Server domains and Exchange Server sites connected by the ADC, the ADC may have multiple connection agreements over which it could synchronize a particular object. To arbitrate between connection agreements, the ADC uses a set of matching rules based on the Primary Windows NT Server Account of a mailbox in Exchange Server and the corresponding account in Active Directory. If the ADC is able to match a mailbox to a Windows 2000 Server account in any domain it connects to, it will proceed to synchronize the two objects. 

For example, in Figure 20.12 the mailboxes of Robert Lyon and Kim Abercrombie in Exchange Server Site B synchronize to user objects that reside in two separate Windows 2000 Server domains. 

If ADC Connection Model 4 best matches the environment of your own organization, use the flow chart in Figure 20.13 to help you design an ADC Connection Agreement Plan for your organization.
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Figure �SEQ chapter \c�20�.�SEQ figure�13�    Multiple Windows 2000 Server Domains and Multiple Exchange Server Sites



Documenting Your ADC Connection Agreement Plan

At this point in the process, you should meet with the core directory synchronization advisory team and the deployment team to create a profile that includes:

(	Administrator and end user requirements.

(	An assessment of risks.

(	A report of the current state of the Windows NT Server or Windows 2000 Server domain and Exchange Server site environment.

(	Considerations for an ideal Windows 2000 Server and Exchange Server site environment.

(	Settlement on a practical Windows 2000 Server and Exchange Server site environment.



To do this, gather all the information you need to create your own ADC Connection Agreement Plan. The plan documents completion of the following tasks:

(	Select one of the site connection models in the previous section.

(	Identify ADC network infrastructure requirements and know how to prepare for ADC implementation.

(	Identify which directory service you will use to manage objects.

(	Define which objects of interest you will synchronize between directories.



Use your Windows 2000 Server domain and Exchange Server site topology diagrams to help you create your first pass at an ADC Connection Agreement Plan.

Testing Connection Agreement Configurations

The Active Directory Connector has distinct roles in test and production environments. Use the ADC in a test environment to:

(	Evaluate the ADC.

(	Identify performance characteristics of the ADC.

(	Validate your placement of connection agreements.

(	Validate your Active Directory design with directory information from your production Exchange Server directory.





It is recommended that you create a test plan. Consider the following guidelines when planning to test your connection agreement configurations: 

(	Set up a test lab that mirrors your Exchange Server site and Windows NT Server or Windows 2000 Server domain structure. 

(	If you will be performing in-place upgrades of your Windows NT 4.0 Server master account domains, make sure to build the Windows 2000 Server domain controllers in your test lab by taking production Windows NT 4.0 Server Backup Domain Controllers (BDCs) offline, moving them to the test lab, then upgrading them Windows 2000 Server domain controllers to effectively test the ADC. 

(	Leverage the test lab environment to understand how the ADC will populate your production domain controllers with Exchange Server data. Determine when the ADC will match existing Windows 2000 Server objects in this case, as opposed to creating new Windows 2000 Server objects. Adjust the matching rules as necessary to ensure correct population of Active Directory.

(	For multiple domain and multiple site environments, test and validate the ADC Connection Agreement Plan you create and the use of the ADC bridgehead options to ensure correct population of Active Directory.

(	If you will be deploying a parallel Windows 2000 Server domain for use with Exchange Server, test the ADC in creating new users in the parallel domain overall capacity planning for Windows 2000 Server.



For more information about creating test plans, see “Building a Windows 2000 Test Lab” in this book.

Determining a Schedule for Directory Synchronization

You can set up individual connection agreements to perform synchronization at specific times of the day or night. Each connection agreement has its own associated schedule. As an administrator, you will determine the most appropriate time for each synchronization operation. A network with a large number of users may require synchronization more frequently than a smaller network. Also, some networks may require specific objects to be synchronized more frequently than other objects. 

Some considerations for creating a directory synchronization schedule are as follows:

(	Determine if you will be synchronizing more than 100,000 users or mailboxes. If so, you can improve performance by setting up multiple connection agreements to synchronize different objects at different times. 

(	If you make daily changes to either directory and do not need the changes to appear in the other directory until the next day, you should schedule synchronization nightly. 



(	Understand the internal replication schedules for both Active Directory and the Exchange Server directory. In order to ensure timely and efficient use of resources, schedule ADC synchronization in a manner that is staggered with respect to internal directory replication.

(	If directory manipulation is commonly done at a specific time or times of the week, customize the synchronization process to occur soon after the changes are made, and only after the changes are made. 



Figure 20.14 represents an example of a production and directory synchronization schedule.
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Figure �SEQ chapter \c�20�.�SEQ figure�14� A Production and Directory Synchronization Schedule 



When you create your ADC Connection Agreement Plan, you create a directory synchronization schedule similar to the one in Figure 20.14. The ADC Connection Agreement Planning Worksheet, located in Appendix A, includes a template that you can use to create your own synchronization schedule. 

Protecting Against Accidental Loss of Data

Before you establish the first connection agreement, it is important that you develop a plan for backing out of the directory synchronization operation and for backup and recovery of data. Work with the network administrators in your organization to create the backup and recovery plan for directory synchronization, which will become a part of the master backup and recovery plan.

This section describes how to back out of a synchronization operation, whether data originates from Exchange Server 5.5 directory service or Active Directory. Additionally, you will find some suggestions on when to back up the directories, and the tools that will help you perform the backup.

Circumstances could occur where you will need to stop the directory synchronization operation in mid-session and cancel all changes made by the ADC. In all cases, you should delete the connection agreement or disable it before you begin the recovery process. The method for recovering the Active Directory to the original state differs depending on how the ADC connection agreement is configured to synchronize the data. 

In every instance, you should backup each domain controller that the ADC connects to (or is being written to) using the appropriate Windows 2000 Server backup tools. Of course, you should also back up the Exchange Server 5.5 directory or directories that the ADC is connected to. The backup tools you use must support authoritative restore in order for the documented recovery methods to work. An authoritative restore brings a domain or a container back to the state it was at the time of backup and overwrites all changes made since the backup. 

For more information about authoritative restore see the chapter “Active Directory Backup and Restore” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.



Two situations which might require you to back out of a synchronization in progress are as follows:

Example 1: Populating Active Directory with New Objects 

The connection agreement is configured to populate new objects (Contacts and Distribution Groups) in the Active Directory. In this particular case, you would create a dedicated OU where you place only the objects created by the ADC. The recovery method would be to delete the OUs specified in the connection agreement. This removes all the objects created by the connection agreement in the OU. If any other Active Directory objects were placed in this OU (such as Users or Printers) they are also deleted when the OU is deleted. The Users and Printers objects have to be moved before deleting the OU to prevent loss of data.

Example 2: Populating Attributes (Fields) of Existing Objects

The ADC is configured to populate the fields of existing objects with information stored in the Exchange Server directory. You can spread the objects across different containers on the domain controller. Canceling the changes made by the ADC requires an authoritative restore in this situation. This cancels the changes made by the ADC but it may cause loss of data. Additionally, all other changes since the last backup in the selected domain or container are also lost.

You could run an authoritative restore against individual containers. First you would determine which containers have been affected and then perform an authoritative restore against these containers.

For more information about disaster recovery, see the chapter “Determining Windows 2000 Storage Management Strategies” in this book, or see the chapters “Backup” and “Repair, Recovery, and Restore” in the Microsoft® Windows® 2000® Server Resource Kit Server Operations Guide.



Planning Task List for Directory Synchronization 

The Directory Synchronization Planning Task List in Table 20.8 is a convenient chapter reference list that helps you locate important tasks to enable you to create a Connection Agreement Plan for your organization.

Table �SEQ chapter \c�20�.8    Planning Task List for Directory Synchronization 

��Task�Location in Chapter����Create the ADC Connection Agreement Plan.�Creating the ADC Connection Agreement Plan��Form the planning and deployment teams.�Creating the ADC Connection Agreement Plan��Examine your domain structure and Exchange Server site topology.�Creating the ADC Connection Agreement Plan��Prepare your network for ADC deployment.�Creating the ADC Connection Agreement Plan��Consider specific network requirements.�Creating the ADC Connection Agreement Plan��Determine which directory service you will manage objects from.�Creating the ADC Connection Agreement Plan��Administer objects from Active Directory.�Creating the ADC Connection Agreement Plan��Administer objects from Exchange Server 5.5 Directory Service.�Creating the ADC Connection Agreement Plan��Define objects for directory synchronization.�Creating the ADC Connection Agreement Plan��Map Exchange Server containers with Windows 2000 Server OUs.�Creating the ADC Connection Agreement Plan��Set up connection agreements.�Creating the ADC Connection Agreement Plan��Design connection agreements.�Creating the ADC Connection Agreement Plan��Document your ADC Connection Agreement Plan.�Creating the ADC Connection Agreement Plan��Test connection agreement configurations.�Creating the ADC Connection Agreement Plan��Determine a schedule for directory synchronization.�Creating the ADC Connection Agreement Plan��Back out of a synchronization in progress.�Ensuring Against Loss of Data��



Additional Resources

(	For more information about Exchange Server 5.5, see the Microsoft® Exchange Server 5.5 Resource Guide which is part of the Microsoft® BackOffice® Resource Kit, Second Edition.

(	For more information about any topic in this chapter, see the Microsoft TechNet link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
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