Chapter 22

Defining a Client Connectivity Strategy
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The purpose of this chapter is to help you determine a strategy for connecting client computer configurations to a Microsoft® Windows® 2000 Server network in an enterprise environment. Those involved in the logical design of the enterprise network need to become familiar with the recommendations described in this chapter. These recommendations apply to both large and small organizations.

To get the most from reading this chapter, you need to have a basic knowledge of Windows-based clients and networks. You also need to be familiar with TCP/IP addressing methods, remote connectivity methods, and Routing and Remote Access service. Some knowledge of NetWare networks and protocols is also helpful.
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Chapter Goals

This chapter will help you develop the following planning document:

(	A client connectivity strategy for client computer configurations.



Related Information in the Resource Kit

(	For more information about Microsoft® Windows® 2000 TCP/IP, see the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.

(	For more information about Windows 2000 Routing and Remote Access, see the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.





Client Connectivity Overview

Networks vary in size and type depending on their function. How clients connect to the network depends upon where they are located. Some examples include:

(	Internal clients are physically located within the corporate infrastructure. Internal clients can use a variety of different network media, such as Asynchronous Transfer Mode (ATM), Ethernet, or Token Ring.

(	External clients are remote from the corporate network infrastructure and require Routing and Remote Access or virtual private networking. 



Clients need to be able to connect to a variety of resources. These resources include file and print servers, database servers such as Microsoft® SQL Server™, Microsoft® Exchange servers, and internal Web servers. 

To ensure that clients can connect reliably and efficiently, you need to determine your Windows 2000 client connectivity strategy before you begin to implement your connectivity plans. Figure 22.1 outlines a basic procedure for determining a client connectivity strategy. You do not have to perform the tasks in the order listed. The flowchart provides you with a list of the tasks you need to perform and a suggestion for one order in which you could perform those tasks.
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Figure 22.1    Process for Determining Client Connectivity Strategy

Basic Client Connectivity

When you connect computers running Microsoft® Windows® 2000 Professional to a local area network (LAN), the Windows 2000 operating system detects your network adapter and creates a local area connection for you. It appears, like all other connection types, in the Network and Dial-up Connections folder, which is accessed from Control Panel. By default, a local area connection is the only type of connection that is automatically activated. Dial-up connections are not activated by the system. They require a manual configuration using the Network Connection Wizard located in the Network and Dial-up Connections folder in Control Panel.

Examples of LAN connections include Ethernet, Token Ring, cable modems, digital subscriber line (DSL), Fiber Distributed Data Interface (FDDI), IP over ATM, Infrared Data Association (IrDA), wireless, and ATM-emulated LANs. Emulated LANs are based on virtual adapter drivers, such as the LAN Emulation Protocol.



If you make changes to your network, you can modify the settings of an existing local area connection to reflect those changes. These changes can be in the form of:

(	Protocols such as static IP address changes.

(	DNS or WINS configurations.

(	Services.



With the Status dialog box, you can view connection information for a local area connection such as connection duration, speed, amount of data transmitted and received, and the diagnostic tools available for a particular connection. You can also add a status icon for the local area connection in the Windows taskbar.

If you install a new LAN device on your client, the next time you start Windows 2000, a new local area connection icon appears in the Network and Dial-up Connections folder. For laptops, you can add a Personal Computer Memory Card International Association (PCMCIA) slot, or PC Card network adapter while the computer is on, and the local area connection icon is immediately added to the folder without restarting the computer.

You can configure network components used by your local network connection with the Properties menu option. Network components are the clients, services, and protocols you use to communicate with servers on your network after you are connected to a server. The components you can configure and their functions are as follows:

(	Services, such as file and printer sharing. 

(	Protocols, such as Transmission Control Protocol/Internet Protocol (TCP/IP). 

(	Clients, such as Gateway from Microsoft and Client Services for NetWare.



For more information about configuring local area connections properties, see the Windows 2000 Professional Help.

You can configure settings for multiple LAN adapters through the Advanced Settings menu option for the local area connection in the Network and Dial-up Connections folder. Using this option, you can modify the order of adapters that are used by a connection, and the adapter’s associated clients, services, and protocols.



Windows 2000 Services and Protocols

TCP/IP is the standard network protocol used by Windows 2000. If a client needs to access file and print resources from NetWare or Macintosh servers, Microsoft supplies either the protocol necessary for connectivity on these networks or a compatible protocol for these environments. An example of such a compatible protocol is NWLink, which is the Microsoft implementation of Novell IPX/SPX protocol. 

You can install Services for Macintosh, which includes the AppleTalk protocol, on client computers that need access to Macintosh resources. Macintosh clients can also access file servers by running TCP/IP. 

Windows 2000 attempts network connectivity with remote servers using network protocols in the order of the local area connection specified by the user in the Advanced Settings dialog box. Install and enable only the protocols that you need. For instance, if you only need TCP/IP, but have IPX loaded as well, it generates unnecessary IPX and SAP network traffic. 

TCP/IP Network Clients

TCP/IP is one of the most widely used network protocols. Clients on a TCP/IP network can have an IP address assigned to them either statically, by the network administrator, or dynamically, by the Dynamic Host Configuration Protocol (DHCP) server. 

Windows 2000 uses a new DNS service called DNS dynamic update. DNS is used as the namespace provider whether the client is using DHCP or static IP addresses. Windows clients can now forgo the requirement to use WINS, and instead simply use DNS. In previous Windows networks, WINS was used in conjunction with DHCP, allowing hosts to dynamically register their NetBIOS name and IP address in the WINS database. You still need WINS if you have any clients on your network that are running Microsoft® Windows NT® Workstation, Microsoft® Windows® 95, Microsoft® Windows® 98, or Microsoft® Windows® 3.1, because these clients use the NetBIOS name method. 

Using Microsoft DNS on your network offers certain advantages; DNS:

(	Provides interoperability with other DNS servers, such as Novell NDS and UNIX Bind.

(	Integrates with and is required for the support of Active Directory™.

(	Integrates with other networking services, such as WINS and DHCP.

(	Allows clients to update resource records by dynamically registering their DNS names and IP addresses.

(	Supports incremental zone transfers between servers.



(	Supports new resource record types including the Services Locator (SRV) and Asynchronous Transfer Mode Addresses (ATMA) records.



Before you install Microsoft TCP/IP on a system, determine whether the client will receive static or dynamic IP addresses. Identify whether the hosts on your network are using DHCP or if your IP addresses are statically assigned. 

DHCP

Using the Dynamic Host Configuration Protocol (DHCP) allows a client to receive an IP address automatically. This helps avoid configuration errors caused by the need to manually type in values at each computer. Also, DHCP helps prevent address conflicts that occur when a previously assigned IP address is reused to configure a new computer on the network. In addition, the DHCP lease renewal process helps assure that where client configurations need to be updated often (such as users with mobile or portable computers who change locations frequently), these changes can be made efficiently and automatically. Finally, deploying DHCP in a network allows a much more efficient use and management of your organization’s address space, because addresses that are no longer used by devices are reintroduced in the address pool and reallocated to other clients.

To enable DHCP, a client simply needs to have the Obtain an IP address automatically radio button selected in the TCP/IP Properties property sheet, which is accessible through the Local Area Connection icon. This option is enabled by default when a Windows 95, Windows 98, Windows NT, or Windows 2000 Professional client is initially installed, so if you are using DHCP, you do not need to manually set your IP configuration. 

The benefits of using DHCP are as follows:

(	You do not have to manually change the IP settings when a client, such as a roaming user, travels throughout the network. The client is automatically given a new IP address no matter which subnet it reconnects to, as long as a DHCP server is accessible from each of those subnets.

(	There is no need to manually configure settings for DNS or WINS. These settings can be given to the client by the DHCP server, as long as the DHCP server has been configured to issue DHCP clients such information. To enable this option on the client , simply select the Obtain DNS server address automatically option button. For more information about DNS and WINS, see “TCP/IP Network Clients” later in this chapter.

(	There are no conflicts caused by duplicate IP addresses.



For more information about deploying DHCP, see “Determining Network Connectivity Strategies” in this book.



Static Addresses

If your IP addresses are assigned statically, you have the following information available:

(	The IP address and subnet mask for each network adapter installed in the client.

(	The IP address for the default gateway.

(	Whether or not the client is participating in DNS or WINS.

(	If the client is participating in DNS, the name of the DNS domain that the client is currently part of, and the IP addresses of the primary and backup DNS servers.

(	If the client is participating in WINS, the IP addresses for the primary and backup WINS servers.



Active Directory

Windows 2000 now supports Active Directory, but Windows 95 (and later) and Windows NT 4.0 clients need add-on Active Directory client software. A client configured with Active Directory can log on to the network by locating a domain controller. The client can then fully benefit from the Active Directory feature. These benefits include:

(	Immediate access to information about all of the objects on a network.

(	Use of the security features of Active Directory through logon authentication and access control.





Note 

The Active Directory Client for Windows 95 and Windows 98 is provided in a single upgrade pack in a Clients folder on the Windows 2000 Server CD-ROM.



IPX Network Clients

Windows clients are interoperable with NetWare servers by using Client Services for NetWare, or Gateway Services for NetWare.

If there are servers on the network that use Novell NetWare operating systems, then Windows clients can use Client Services for NetWare to connect directly to the server, or they can connect indirectly to a Windows 2000–based server that is running Gateway Services for NetWare.



The steps required to gain client access to NetWare resources are:

	1.	Install Client Services for NetWare. This allows you to make direct connections to NetWare resources. The NetBIOS NWLink protocol is installed when Client Services for NetWare is installed. This is the Microsoft version of the IPX protocol, and supports connectivity between systems running Windows 2000 Server and systems running NetWare 4.x and earlier.

	2.	Connect to NetWare volumes. After installing the services listed previously, you can connect to a NetWare volume by clicking My Network Places on the desktop.

	3.	Connect to NetWare file and print resources. You can add a NetWare printer in a Windows 95 or later client by going to the Printers folder in the Settings menu, and follow the Printer Installation Wizard. You can add NetWare printers in the wizard by typing in the name of the printer in normal Universal Naming Convention (UNC) format.



Gateway Services for NetWare

You can install Gateway Services for NetWare on a Windows 2000–based server to enable it to act as a gateway. Clients can then connect to NetWare resources without running NWLink, using TCP/IP only. The server runs Gateway Services for NetWare and NWLink, linking the client to the NetWare server. This service is included with Windows 2000 Server.

File and Print Services for NetWare

This service is a separate product and enables a Windows 2000–based server to provide file and print services directly to a NetWare server and compatible client computers. Resources connected through this service appear to NetWare clients like any NetWare server and clients can gain access to volumes, files, and printers on the server. No changes or additions to the NetWare client software are necessary.

Client Services for NetWare

This service enables client computers to make direct connections to file and printer resources on NetWare servers running NetWare 2.x, 3.x, or 4.x. You can use Client Services for NetWare to gain access to servers running either Novell Directory Services or bindery security. This service is included with Windows 95, Windows 98, Windows NT, and Windows 2000 Professional.



Windows Client to Novell Server

Administrators have several options to enable clients to access file and print services on a Novell server:

Install Microsoft Client Services for NetWare 

As discussed in “IPX Network Clients” earlier in this chapter.



Note

Client Services for NetWare only works over the IPX/SPX protocol. Interoperability with NetWare 5.0 servers running only the TCP/IP protocol must use the Novell Client. 





Install a Common Internet File System add-on to Novell NetWare server

Windows 2000 Professional uses the Common Internet File System (CIFS) protocol for file and print services. CIFS is an enhanced version of the Microsoft Server Message Block (SMB) protocol. Installing a CIFS snap-in makes the NetWare server respond like a Windows 2000–based server to Windows–based clients. Even with all computers on the network running IPX, Windows clients are able to access file and print services on the Windows 2000–based server without any add-on software. 



Windows Client to Mixed Novell NetWare and Windows 2000 Server Environment

Even if all computers on the network run IPX, clients might still be unable to access file and print services on a Novell server if the Novell server is running NetWare Core Protocol and the Windows clients are running CIFS (by default through Microsoft Client for Microsoft Networks). You have several options to permit communication between Windows clients and NetWare and Windows 2000–based servers:

Option 1: Install File and Print Services for NetWare 

File and Print Services for NetWare enables a Windows 2000 Server–based server to respond like a NetWare server to any client. When users log on to a computer running Windows 2000 Server, their interface looks like they have logged on to a NetWare 3.x Server. File and Print Services for NetWare, which runs as part of the NWLink IPX/SPX–compatible service, enables Windows 2000 Server to emulate a NetWare file and print server by using the same dialogs as a NetWare server. You can manage Windows 2000 Server file and print services with NetWare tools, eliminating the need for retraining. Also, when you use File and Print Services for NetWare you do not have to make changes to NetWare clients. For example, a client application that uses NetWare protocols and naming conventions needs no redirection or translation. 





Note

File and Print Services for NetWare works only on systems running Windows 2000 Server and Windows 2000 Advanced Server.





Option 2: Install Gateway Services for NetWare

With Gateway Services for NetWare installed, Windows 2000 Server becomes a gateway for CIFS-based Windows clients communicating with a NetWare server, allowing users to access all of the resources on that server. Clients running Windows 95 and later can access NetWare resources using TCP/IP, the native network communication protocol for Windows 2000 operating systems. In addition, Gateway Services for NetWare allows Windows 2000 network clients to access files on a NetWare server without requiring a NetWare client redirector or an IPX/SPX protocol stack (such as NWLink). These efficiencies reduce the administrative load for each client and improve network performance. Gateway Services for NetWare also supports Novell Directory Services navigation, authentication, printing, and logon scripts. Gateway Services for NetWare lets a computer running Windows 2000 Server function as a communications gateway server to a NetWare network, resharing the network connections from the NetWare server. 



Printing to NetWare Printers

In addition to traditional printer sharing services, Windows 2000 Professional supports Novell Distributed Print Services, which is an enhanced printing architecture in NetWare 5 that integrates printing services into Novell Directory Services. Novell Distributed Print Services also supports bidirectional printer communication, single-seat printer administration, and automatic installation of the correct printer drivers on a client the first time a printer is used. 

After a Novell Distributed Print Services printer has been configured on a NetWare server, you can install a printer using the following procedure.

(	To install a printer on a NetWare server

	1.	Locate the printer you want to install in Network Places.

	2.	Right-click the printer icon and then click Connect.

	3.	The server installs and configures the correct driver according to the computer operating system.



Print support for NetWare versions 2.x, 3.x, and 4.x is included with Windows 2000 Professional. You can establish network printer connections directly or by mapping an LPT port or a UNC port. Because Novell Distributed Print Services requires Novell Directory Services, the ability to use Novell Distributed Print Services requires the Novell NetWare Client. 



UNIX Network Clients

In order for computers to communicate with one another, they need to run the same protocols. In Figure 22.2, the entire network is running the TCP/IP transport protocol. On top of the TCP/IP layer, the UNIX Server in is running the Network File System (NFS) application protocol (NFS is the UNIX standard for file and print services), and the Windows 2000 Server operating system is running the CIFS application protocol. 
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Figure 22.2    UNIX and Windows NT Network

After it is in communication, each operating system supports additional capabilities, such as centralized management; remote access and other features that are either integrated into the operating system or available using add-on products from Microsoft; UNIX vendors; or independent software vendors.

The following is an overview of options available for integrating UNIX and Windows-based environments: 

Add NFS add-on to clients

One of the most common ways to provide interoperability is to add NFS capabilities to desktop systems such as those provided by Services for UNIX. 

Add CIFS capabilities to the UNIX server

Install a CIFS add-in to the UNIX server. This makes the UNIX server respond like a Windows 2000–based server to any of the Windows-based clients.

Use NFS Gateway with Windows 2000 Server

By installing an NFS gateway product such as Services for UNIX, the Windows 2000–based server becomes a gateway for CIFS-based Windows clients communicating with the UNIX server. Users can access all of the resources on a UNIX server as if it were a standard Windows 2000 Server file share. 
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Utilize Integrated Telnet and File Transfer Protocol Clients

Windows 2000 Server provides Telnet and File Transfer Protocol (FTP) clients as standard components in the operating system. Using these clients, Windows 2000 Professional users can establish standard VT100 shell sessions with any UNIX system supporting the Telnet protocol, or can use FTP to transfer files between the UNIX and Windows 2000 Professional system. 



AppleTalk Network Clients

You can add Services for Macintosh to Windows 2000 Server to allow Macintosh systems to access these servers. A Windows 2000 Server–based server configured in this way appears in an AppleTalk zone and allows access the same way as any other Macintosh system.

Advanced Client Connectivity

Clients that use ATM as its medium on a network and that require a high degree of connectivity can use Windows 2000 support for Asynchronous Transfer Mode (ATM) and IP over ATM. With these types of technologies, clients can be assured maximum bandwidth in a busy network environment. These technologies are discussed in the following sections.

Asynchronous Transfer Mode

You can bring high speed and quality of service directly to the clients by connecting them to an ATM network. When you are planning a client ATM connectivity strategy, decide whether you will connect the client directly to ATM, or if you are going to keep an existing Ethernet infrastructure and use LAN Emulation (LANE). If the client will use the existing infrastructure, the existing Ethernet network hardware is sufficient. You will then need LANE to connect the Ethernet segments to the ATM core of the network.

Directly Connected ATM

Before the client can use directly-connected ATM, it must have an ATM card that is compatible with Windows 2000. You can verify this compatibility by viewing the Hardware Compatibility List (HCL). For more information about the HCL, see the Microsoft Windows Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. If the ATM network card does not support Plug and Play detection, then contact the vendor for installation software. After the system detects the ATM card, it will configure it for LAN emulation.



IP/ATM

IP/ ATM offers the client the ability to gain access to a high-speed network while still using TCP/IP as its protocol. An IP/ ATM network uses an ATM Address Resolution Protocol (ARP) server to translate IP addresses into ATM addresses, allowing access to servers on an ATM network. A Multicast Addresses Resolution server (MARS) enables resolution of multicast addresses. 

Infrared Data Association Protocol Suite

Windows 2000 Professional, Windows 98, and Windows 95 support the Infrared Data Association (IrDA) protocol suite. This protocol lets users transfer information and share resources, such as printers, between computers without physical cables. Most new portable computers include hardware support for IrDA.

For example, two users traveling with laptop computers can transfer files by setting up an IrDA connection instead of using cables or floppy disks. An IrDA connection can be initiated by placing the portable computers within close proximity. Distances of around three feet are supported by IrDA.

IrDA also allows a computer to access resources that are attached to another computer. For example, if you need to print a document from a laptop computer, you can create an IrDA connection to a computer that is connected to a printer — either locally or on a network. When that connection is established, and with appropriate permission, the user can print over the IrDA connection. Some printers also have direct IrDA support, allowing users to send print jobs directly to the printer over the computer IrDA port.

Windows 2000 Professional also supports the ability to allow or limit users other than the computer’s owner to send files using IrDA. Users can also specify the location where documents must be received. Windows 2000 Professional automatically detects devices that use infrared communications, such as other computers and cameras. 

Remote Access Client

One of the ways in which a company can improve its productivity is by using Windows 2000 Routing and Remote Access service. When clients are located off campus, this service can provide them with remote access to resources on the internal network and help maximize speed and security. Windows 2000 Professional makes it significantly easier for users to remotely connect to networks, including virtual private networks (VPNs), over dial-up, infrared, and direct cable connections. 

The Network Connection Wizard helps users create new types of connections with a single tool. Connection setup is also automated, eliminating the need to download and install additional services. Figure 22.3 shows the Network Connection Wizard.
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Figure 22.3    Network Connection Wizard

Dial-up to Private Network

Clients who do not want to use remote access virtual private networks (VPNs) can dial directly into your corporation’s remote access server to gain access to resources. The advantage of this is you can use a simple dial-up connection without having to use an Internet service provider (ISP). The disadvantage of this method is potential long-distance charges. 

Virtual Private Networks

Remote clients in today’s advanced networks can access resources using VPN protocols. While Windows 2000 supports the widely-used Point-to-Point Tunneling Protocol (PPTP), it also enables a very secure connection using Layer 2 Tunneling Protocol (L2TP) in conjunction with Internet Protocol Security (IPSec). Using L2TP and IPSec, secure tunnels can be constructed through the remote client’s ISP, enabling the client to send and receive data that is secure from Internet intrusion. 



IPSec is designed to encrypt data as it travels between two computers, protecting it from unauthorized modification and interpretation while on the network. First, an administrator needs to define how the two computers will trust each other, and then specify how the computers will secure their traffic. This configuration is contained in an IPSec policy that the administrator creates and applies on the local computer or using Group Policy in Active Directory. Due to the difficulty of configuring IPSec policy, Microsoft has built IPSec support into L2TP so that all you needs to do is to create a VPN connection using L2TP from the remote computer to the VPN server. For more information about IPSec, see the TCP/IP Core Networking Guide.

In order to use IPSec on Internet or network clients, the IPSec snap-in needs to be installed on both hosts that are exchanging the data. If a remote user is dialing in through the client’s local Internet service provider (ISP), then that client and the VPN server it is calling into must both be running the IPSec protocol. If two clients within an internal network need to exchange data securely, both of those clients must also run IPSec.

Remote Network Connection Methods

There are various network connection methods that you can deploy, depending on the type of infrastructure you are creating. They can be categorized by size, and include:

(	A Small Office/Home Office (SOHO) network

(	A medium-sized network that a medium-sized to large-sized business might use

(	A very large corporate network with thousands of clients.



Small Office Networks

Small Office/Home Office (SOHO) networks are used primarily in home offices that might be part of a larger corporation but yet remain apart from it. The SOHO can use two technologies that allow connections between the clients on the SOHO and either the Internet, the corporate network, or both. These technologies are Internet Connection Sharing (ICS) and network address translation (NAT). 

SOHO networks are usually peer-to-peer networks. This type of network is a single subnet that is used to conveniently connect clients together, excluding the need for routers, DHCP servers, or WINS servers. This is ideal for home offices where a user needs to use more than one computer, and also needs to be able to share resources from one computer to another, such as files, applications, or printers.

The following section gives an explanation of the benefits, requirements, and deployment of both types of technologies.



Small Office/Home Office Connectivity

A SOHO needs to have the ability to administer and organize its own internal network structure as well as to connect to and maintain a secure Internet connection. 

Windows 2000 offers the SOHO the ability to auto-assign private IP addresses to internal computers, through a function called Automatic Private IP Addressing (APIPA). You can also assign addresses to the SOHO while connecting to the Internet. This is done through a service called network address translation (NAT). NAT enables private IP addresses to be translated into public IP addresses for traffic to and from the Internet. This keeps the internal network secure from the Internet, while saving the SOHO user the time and expense of getting and maintaining a public address range. Table 22.1 represents what might be required to implement a SOHO network.

Table 22.�SEQ table�1�    Small Office/Home Office Design 

��Network Component�Method����Windows 2000 Server �Ensure the server hardware meets the specifications listed in the Windows 2000 HCL.��LAN Medium�Use 10 or 100BaseT unshielded twisted pair cable, 10 or 100BaseT hubs, or 10 or 100BaseT network adapters. See the HCL for network adapter compatibility requirements.��Internet Connectivity�Use ICS, NAT, or a routed connection to the Internet. Use POTS, ISDN, fractional T1 line, cable modem, or DSL. ��Internal Client Connectivity �Use Automatic Private IP Addressing (APIPA), ISP assigned, or static IP addresses. ��Network Protocols�TCP/IP��

Internet Connection Sharing

Internet Connection Sharing (ICS) is a simple package consisting of DHCP, network address translation (NAT), and DNS. You can use ICS to connect your SOHO to the Internet, providing a simple, one-step configuration permitting a translated connection, that in turn allows all of the computers on the network to access e-mail, Web sites, FTP sites, and so on. ICS provides network address translation (see the following section), automatic IP addressing, and name resolution services for all of the computers on the SOHO network. ICS provides the following:

(	Single check box for ease of configuration

(	Single public IP address



(	Fixed address range for SOHO hosts

(	DNS proxy for name resolution

(	Single SOHO interface for peer-to-peer networks



You can configure ICS on new or preexisting remote access or LAN connections using a single check box that enables connection sharing. To use ICS, you must have a computer with a network connection to a local ISP and a network interface card or adapter for connection to the peer-to-peer network. ICS is enabled on the connection to the local ISP, and gets its IP address from the ISP. When ICS is enabled on the connection, the network adapter is automatically configured with a static IP address of 192.168.0.1, which is part of the IP address range of 192.168.0.0 to 192.168.254.254. The computers that are behind the ICS system also receive IP addresses from this range. 



Note

Be aware that after ICS is enabled, no further configuration of services, such as DNS or IP addressing, is allowed on the network. These services are all implemented by the ICS system. 



Network Address Translation

Network address translation (NAT) differs from ICS, providing similar features, but more flexibility. It also requires more steps to set up. One of the major differences between NAT and ICS is that NAT requires, at a minimum, Windows 2000 Server, whereas ICS can be configured from Windows 2000 Professional or Windows 98 Second Edition. You load and configure NAT from the Windows 2000 Routing and Remote Access Manager. NAT provides the following:

Manual Configuration

This permits the user a more versatile method of configuring translated remote access connections.

Multiple public IP addresses

NAT can use more than one range of public addresses. 

Configurable address range

NAT allows manual configuration of IP addresses and subnet masks, whereas ICS uses a fixed IP address range. Any range of IP addresses can be configured using the NAT properties in Routing and Remote Access Manager. A DHCP allocator provides the mechanism for distributing IP addresses, the same way that DHCP does this. NAT can also use IP addresses distributed from a DHCP server by selecting the Automatically assign IP addresses by using DHCP check box in the NAT properties sheet.

DNS and WINS proxy

Name resolution can be established by using either DNS or WINS. You can configure this by selecting the appropriate check boxes in the NAT properties sheet under the Name Resolution tab.

BEGIN   BREAK

�

END   BREAK

Multiple network interfaces

You can distribute NAT functionality on more than one network interface by adding the interface to NAT in the Routing and Remote Access Manager.



Networks using NAT can also initiate VPN connections using the PPTP. This enables small businesses, or even SOHO networks in which NAT is installed, to initiate secure remote access connections with a corporate network.



Note 

Do not use NAT on a network with other Windows 2000 Server domain controllers, DNS servers, gateways, DHCP servers, or systems configured for static IP because of possible conflict with other services.

Do not connect NAT directly to a corporate network because Kerberos authentication, IPSec, and Internet Key Encryption (IKE) will not work.



Automatic Private IP Addressing

Windows 2000 Server, Windows 2000 Professional, and Windows 98 can self-assign an IP address from the 169.254.0.0/16 address range when no DHCP servers are detected on the network. Windows 3.11, Windows NT 3.51, and Windows NT 4.0 can also get an IP address from this range, but need to obtain them from an APIPA server. APIPA can be set up to distribute IP addresses from the this range by simply running the Routing and Remote Access Manager, adding and configuring NAT, adding the interface that distributes the IP addresses, then reconfiguring the IP address range in the NAT properties with the address range previously listed. For more information about APIPA, see “Determining Network Connectivity Strategies” in this book.



Note

The only clients that are able to participate in APIPA are Windows 98 and Windows 2000 Professional clients. All other systems require a server that runs the Windows 2000 Routing and Remote Access service, which distributes the APIPA addresses to them. 



SOHO Examples

In the sections following, there are two examples that show how you can implement a SOHO. 



Example 1

This is the home example where there are five computers on the SOHO. The SOHO uses ICS to connect to the Internet, and uses the Internet to connect to the corporate network through a PPTP tunnel. The IP address range used by the clients is distributed by the ICS computer. If a connection to corporate is needed by one of the clients, a VPN profile is configured on the client that needs the connection and a PPTP tunnel is then begun through the Internet to the corporate network. Figure 22.4 shows this network.
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Figure 22.4    Home Network

Example 2

This example is a “strip-mall” SOHO, where the clients access the corporate network through a server running Routing and Remote Access. The clients on the network access the Internet through the corporate network. Figure 22.5 depicts this network.

	� include c:\\ntrk5\\currentbooks\\deployment\\art\\productionart\\artmans\\dggh_art.doc art_dggh_09_eps \! �� INCLUDEPICTURE "C:\\ntrk5\\curren~1\\deploy~1\\art\\produc~1\\eps\\dggh_09.eps" \* MERGEFORMAT ����

Figure 22.5    “Strip-mall” Network



Medium to Large Networks

Medium to large networks need a more robust architecture, requiring a number of linked subnets with the potential for the network to grow as client demand increases.

Routing and Remote Access

One of the services that allows a corporation to improve its productivity is Windows 2000 Routing and Remote Access. When clients are not physically at the corporate campus, this service provides them with remote access to resources on the internal network. This service also provides several ways to maximize speed and security. Windows 2000 Professional makes it easier for users to remotely connect to networks, including VPNs, dial-up, infrared, and direct cable connections. 

The Network Connection Wizard helps users create new types of connections with a single tool. Connection setup is also automated, eliminating the need to download and install additional services — a step that is necessary in Windows 95 for setting up certain types of remote networking. Figure 22.6 shows the Network Connection Wizard.
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Figure 22.6    Network Connection Wizard



Dial-up to Private Network

Clients who do not want to use remote access virtual private networks (VPNs) can dial directly into your corporation’s remote access server to gain access to resources. The only requirement is to set permissions for the remote client that allows the user access. The disadvantage to this is potential long-distance charges either for the user or the company. 

Direct Dial-up

Clients can dial up their corporate remote access servers directly in order to transfer files and send and receive e-mail. This is a convenient way to gain access to the network but it can be costly. The long-distance charges can, over time, increase costs for both the remote user and the business. Additional costs include the need to administer the direct dial-up infrastructure. In some cases, it might be more economical to outsource direct dial-up services using Windows 2000 Internet Authentication Services (IAS). For more information about IAS, see “Determining Network Connectivity Strategies” in this book.

In order for the client to connect to a corporate remote access server, the client must be granted appropriate permissions on the corporate network. You then need to create a dial-up profile on the client computer by selecting Make New Connection in the Network and Dial-Up Connections folder located in Control Panel.

Another way that clients can access their corporate accounts is by using a VPN, which is discussed in the next section.

Through an ISP using Virtual Private Networks

Remote clients in today’s advanced networks can access resources using VPN protocols. While Windows 2000 supports PPTP, it also enables a very secure connection using L2TP in conjunction with IPSec. Using L2TP and IPSec, secure tunnels can be constructed through the remote client’s ISP, enabling the client to send and receive data secure from Internet intrusion. 

IPSec is designed to encrypt data as it travels between two computers, protecting it from unauthorized modification and interpretation while on the network. First, an administrator needs to define how the two computers will trust each other, and then specify how the computers will secure their traffic. This configuration is contained in an IPSec policy that the administrator creates and applies on the local computer or using Group Policy in Active Directory. Due to the difficulty of configuring IPSec policy, Microsoft has built IPSec support into L2TPso that all you need to do is to create a VPN connection using L2TP from the remote computer to the VPN server. For more information about IPSec, see the TCP/IP Core Networking Guide.



In order to use IPSec on Internet or network clients, you need to install the IPSec snap-in on both hosts that are exchanging the data. If a remote user dials in through the client’s local Internet service provider (ISP), then that client and the VPN server it is calling in to must both be running the IPSec protocol. If two clients within an internal network need to exchange data securely, then both of those clients must also run IPSec.

Medium to Large Network Example

A medium-sized to large-sized network contains hundreds to thousands of computers and multiple subnets. The technologies that were used in a SOHO to connect to the Internet or a corporate network now require more configuration, but at the same time have more capability. Table 22.2 lists the various technologies and how they apply to each type of network.

Table 22.�SEQ table�2�    Network Technologies

��SOHO�Medium Network�Large Network����Uses ICS, private IP address range of 192.168.0.0/24.�Uses NAT configured with an appropriate private IP addresses range �Uses Microsoft Proxy Server to connect to the Internet, and uses DHCP to allocate IP addresses. ��Utilizes only PPTP.�Utilizes only PPTP.�Uses a separate VPN server to permit PPTP and L2TP/IPSec tunnel traffic.��Utilizes only a single network interface.�Utilizes multiple network interfaces.�The Proxy and VPN server are attached to a router with multiple network interfaces.��Uses only DNS for name resolution.�Uses DNS, WINS, or both for name resolution.�Uses DNS, WINS, or both for name resolution. ��

The ICS works fine on smaller SOHO networks when there is only a single subnet and a single connection to the Internet. Medium-sized networks can use NAT to connect its clients to the Internet because of its capability to service more than one subnet and more than one IP address range. The larger network needs a proxy server and a VPN server in order to allow client access to Internet and tunnel traffic.

The large networks need to have an area in their infrastructure called a demilitarized zone (DMZ). This area is a network that permits the egression of the Internet into a private network, while still maintaining the security of that network. In this area go all of the servers that have any Internet exposed interfaces. For more information about DMZs, see “Determining Network Connectivity Strategies” in this book.



In this example, a medium-sized to large-sized business is using a network serving 750 to 1,000 employees in three sites. The sites in this network are connected by T1 and fractional T1 links. The business has some remote users who dial in to receive files and e-mail, and each employee has his or her own remote access account. Each site also has an Internet connection through which the employees can access the Internet for business needs. This network is in the process of transitioning from a NetWare to a Windows 2000 infrastructure, and interoperability between clients and servers in both the Windows 2000 and NetWare environments is essential. 

Figure 22.7 is a simplified diagram of this example.
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Figure 22.7    Medium to Large Network



The clients in the network are as follows:

(	Windows 98 clients

(	Windows 2000 Professional clients

(	Windows 95 clients

(	Windows NT 4.0 Workstation clients

(	NetWare clients



Because this network is slowly being migrated from NetWare to Windows 2000, most of the employees still require access to NetWare servers and printers. Some Windows clients on the part of the network that is still running IPX are using Client Services for NetWare, and are running the NWLink protocol. The other Windows clients are using TCP/IP and are accessing required NetWare files and printers through Windows 2000 routers running Gateway Services for NetWare. The remote clients are accessing Windows 2000–based servers and NetWare servers by using the multiprotocol VPN and remote access server located in the demilitarized zone (DMZ) of the central site. The clients on this network get their IP addresses from a DHCP server, and Internet access is through a proxy server located in the DMZ. For more information about designing medium to large networks, see “Determining Network Connectivity Strategies” in this book.

Planning Task List for Client Connectivity

Table 22.3 outlines the tasks you need to perform when determining your network connectivity strategies.

Table 22.�SEQ table�3�    Task List for Planning Client Connectivity

��Task�Chapter Section����Determine appropriate protocol usage.�Windows 2000 Services and Protocols��Configure static IP clients.�Static Addresses��Configure DHCP options.�DHCP��Configure clients that use IPX.�IPX Network Clients��Configure clients that use AppleTalk.�AppleTalk Network Clients��Make decisions concerning dial-up/VPN access.�Medium to Large Networks��

�
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