Chapter 23

Defining Client Administration and Configuration Standards
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Enhancing user productivity and reducing the costs associated with managing client computers are among most information technology (IT) organization’s primary goals. Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Professional provide a number of new user-oriented and management-oriented features that your client and mobile computing teams can use to enhance user productivity and manage client support costs.

This chapter is designed to help you identify and implement these features in your organization. In addition, this chapter introduces you to the expanded management capabilities provided through Group Policy in Windows 2000 Professional and Windows 2000 Server. This information is going to help you create administration and client standards for your organization that take advantage of these capabilities. If you have not done so already, complete an assessment of your organization’s client software and hardware infrastructure. For more information, see “Building a Windows 2000 Test Lab” and “Testing Applications for Compatibility with Windows 2000” in this book. You might also want to review your organization’s IT administration goals.
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Chapter Goals

This chapter will help you develop the following planning documents:

(	Client Administration Plan

(	Preferred Client Configurations



Related Information in the Resource Kit

(	For more information about using Group Policy and creating administrative template (.adm) files, see “Group Policy” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.

(	For more information about using Microsoft® IntelliMirror® features in Windows 2000, see “Applying Change and Configuration Management” in this book.

(	For more information about installation services and tools, see “Automating Client Installation and Upgrade” and “Using Systems Management Server to Deploy Windows 2000” in this book.

(	For more information about deploying Terminal Services, see “Deploying Terminal Services” in this book.

(	For more information about planning Windows 2000 security features, see “Planning Distributed Security” in this book.





Making Client Systems Manageable

Administering and supporting client computers can be a simple activity, or it can be extremely complex. Users in large organizations typically have a wide variety of skill levels. They use a variety of applications and hardware, and often work in widely distributed locations. A growing percentage of users work off-site and connect to the network intermittently across slow links. Numerous studies have identified these diverse usage patterns and a lack of client configuration standards as among the most significant factors behind rising IT support costs.

This chapter will help you define basic client configuration standards that serves the needs of your users — no matter where they work or what their jobs require. In addition, you will learn how you can use Group Policy to better manage Windows 2000–based client computers.

Planning client computer standards requires both technical and organizational knowledge. You must understand your current computing environment and identify the needs of both your users and your organization. You must also decide which Windows 2000 capabilities you want to enable and then document the changes needed to meet your goals. Your client computer standards plan must account for the following:

(	Users and their computing requirements.

(	Applications and application requirements.

(	Hardware and hardware requirements.

(	Your current and wanted administrative model.

(	Significant support issues and solutions to those problems.



Based on your research and an understanding of the new client support features in Windows 2000 Server and Windows 2000 Professional, you can plan your client administration and configuration standards. Figure 23.1 illustrates the planning process for creating client administration and configuration standards.
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Figure 23.1    Overview of Client Administration and Configuration Planning

The creation of client standards involves more issues than can be covered in one chapter. This chapter describes the following Windows 2000 client administration and configuration options:

(	Hardware configuration options. The standard portable computer and desktop computer hardware configuration options needed to run Windows 2000.

(	Administration options. Group Policy, the primary means in Windows 2000 for implementing your client administration and configuration options.

(	Operating system and application options. The operating system and applications that users need to perform their jobs. Also, key Start menu and desktop configuration options available in Windows 2000, including:

(	Multilingual options. Selecting between the multilingual computing support that comes with Windows 2000 or with the new Windows 2000 MultiLanguage Version.

(	Accessibility options. Windows 2000 features that make computing easier for users with accessibility needs.





The following Windows 2000 client administration and configuration options are discussed in other chapters of this book:

(	Client security options are addressed in “Planning Distributed Security.”

(	Active Directory™ directory service–enabled client management features, user data management, software installation and maintenance, and user settings management, which are known by the term IntelliMirror, as well as Remote OS Installation, are addressed in “Applying Change and Configuration Management.”

(	Network access is discussed in “Defining a Client Connectivity Strategy.”



After you have completed the planning tasks described in this chapter, read and perform the planning tasks in the chapters listed previously to complete your client administration and configuration standards planning.

Defining User Types

Large organizations have many different types of users. The following are some of the differences that influence a user’s pattern of computer usage:

(	The organizational unit (OU) to which the user belongs (such as accounting, engineering, or marketing).

(	The type of work the user performs (technical, executive, or administrative support, for example).

(	Where the user performs their work (such as in an office, from a remote location, or at a shared computer).

(	The degree of autonomy the user requires to do their job.

(	The amount and type of support the user requires.



In addition, it is also important to note whether the user is:

Roaming

Many users move from one computer to another. Roaming users typically do not take a computer with them when they move from one location to another; instead, they use the computer at the location where they are working. Receptionists or bank tellers who often work at several different desks are examples of roaming users.

Mobile

A growing number of workers travel regularly and perform their work using a portable computer. While traveling, they are frequently disconnected from the network, and often connect to the network using low-bandwidth connections. Sales people and consultants are frequently in the mobile user category.

Remote

Remote users differ from mobile users because they generally connect to the network from a fixed location, such as a branch or home office that often involves a slow or intermittent network link.
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Task-based

Users who require a computer to perform a specific, limited set of tasks, such as entering orders. The task-based user might only require a computer running Terminal Services. Receptionists and bank tellers are examples of task-based users.

Knowledge Workers

Users, such as engineers, lawyers, graphic designers, and programmers, who place the greatest demands on their computers, often require specialized applications and customized configurations.



If you have not done so already, create a table such as Table 23.1 to identify the user types within your organization (some employees fit into multiple categories).

Table 23.�SEQ table�1�    Example User Type Table

���Job��Category��Work Group��Location�Applications Required�Support Required�Amount of Autonomy����Chief Financial Officer�Knowledge Worker�Finance�Headquarters�Mandatory and Optional�Normal�High��Branch Manager�Remote Knowledge Worker�Marketing�Branch Office�Mandatory and Optional�Normal�High��Sales Person�Mobile Knowledge Worker�Marketing�Varies�Mandatory and Optional�Normal�High��Assembly Line Worker�Roaming Task-Based Worker�Manufacturing�Various Factory Floor Locations�Mandatory�High�Low��Receptionist�Roaming Task-Based Worker�Administration�Various Headquarter Locations�Mandatory�High�Low��

Facts about users by itself is not sufficient information to create client standards. You must develop an in-depth understanding of their needs and the problems they might be experiencing (for example, data lost due to a computer failure, having equal access to data no matter where they are, or keeping their data synchronized with that of other users even if they are often disconnected from the network). Only after you truly understand your users and their computing needs can you devise appropriate client standards.



Assessing Requirements for User Types

After you understand the basic business needs of your users, you need to assess your current and desired environments to complete your client standards. To do this, examine the following:

(	Software requirements

(	Computer hardware

(	Administrative model

(	Desktop configurations



The following sections provide representative sets of requirements for both “basic” and “advanced” users. Basic requirements, as defined here, are most commonly applied to task-based employees. Advanced requirements are typically applied to knowledge workers. For more information about how to meet the needs of basic and advanced users, see “Applying Change and Configuration Management” in this book. However, these profiles are generic. Your organization’s standards will differ, and you might want to create standards for additional categories of users depending on your organization’s needs.

Defining Software Standards

Large organizations typically support hundreds — sometimes thousands — of different software applications and versions of software applications, including operating systems, across the organization. Many organizations can reduce their client computing costs by implementing core software standards — particularly for organization-wide functions such as e�mail, word processing, and spreadsheets — and retiring obsolete and unnecessary software.

To develop your client application standards, address the following questions regarding operating systems, generic commercial applications such as word processing software, and line-of-business applications that have been developed internally to perform tasks such as client management or order fulfillment:

(	What software is mandatory for your organization?

(	What software is required for a particular job or business unit?

(	What software is optional for the organization, business units, or workers who perform a particular type of job?

(	How often do software requirements at your organization change?



(	Who determines which software is used — throughout the organization and in specific workgroups?

(	How is software customized?

(	How is software distributed?

(	How is software configured?

(	How do you install new client software?

(	How do you upgrade existing software?

(	How do you pilot or evaluate new software?



At the same time, decide which software to deploy with Windows 2000 — and how to deploy them. Software that is not installed along with the operating system can be made available to users on an as�needed basis.

Basic Users

Basic users might require a standardized configuration of the operating system and the minimum number of corporate-standard applications, such as e�mail and word processing, along with the specific applications they need to do their job (for example, an order entry application). However, basic users would not be permitted to install optional applications, and more complex application features, such as pivot tables in spreadsheet applications, can be disabled.

Advanced Users

Advanced users frequently require advanced operating system features such as the ability to create personal network shares. They also commonly require additional optional applications and features, which they can install as needed. However, you can still prevent them from installing unapproved applications.



Note

After you have decided which applications are mandatory and which are optional, review “Applying Change and Configuration Management,” “Automating Client Installation and Upgrade,” and “Using Systems Management Server to Deploy Windows 2000” in this book to determine how to install and manage these applications.



Defining Hardware Standards

The applications that your users need to perform their jobs determine your company’s hardware requirements. However, planning hardware budgets generally involves longer lead times than planning for software upgrades. Therefore, plan carefully and allow enough time to provide your users with the computer hardware they need when they need it.



The following are some of the questions you might ask regarding your organization’s clients:

(	How fast are the processors in your current client desktop computers? How fast are the processors in your portable computers?

(	How fast is the network connectivity for your current clients (including portable computers that are network connected and modem connected)?

(	How much random access memory (RAM) and hard disk space do they have?

(	Are Windows 2000 drivers available for current network adapters and other peripherals?

(	What file systems do they use?

(	Are current computers running other operating systems that need to be upgraded, or do you need to perform clean installations?

(	Can current computers use remote boot technology? Do they have remote boot-compatible network adapters? Can they use a remote boot floppy disk?

(	Will you be using network shares to store user data and configuration data?

(	Who is responsible for backing up the user’s data?

(	How do you bring new computers into your organization? How do you stage new hardware? Does the original equipment manufacturer preinstall applications? Do you remove any preinstalled software from new hardware and then reinstall it according to your own standards?

(	How do you replace failed hardware? If a hard disk fails, how do you replace it? How do you replace or restore the operating system? How do you replace or restore applications? How do you replace or restore the user’s data?

(	Do you have security requirements for data on the hard disk? Do you use any form of data encryption?

(	Do your computers have multiple configurations? For example, does a portable computer have one set of hardware features for when it is in a docking station (including a network adapter) and another hardware profile for when it is undocked (and using a high-speed modem rather than a network adapter)?

(	How long do you spend troubleshooting a hardware problem before you replace the computer and restore a standard operating system and application environment?



For each class of users in your organization, define a standard type of computer that can meet current and anticipated processing needs for two years at a minimum. In addition, try to reduce the number of different hardware configurations that you support to improve your ability to support users and also reduce client support costs.



For more information about upgrade and clean installation options, see “Automating Client Installation and Upgrade” and “Using Systems Management Server to Deploy Windows 2000” in this book. For more information about Remote OS Installation and offline folders, see “Applying Change and Configuration Management” in this book.

Because few organizations can afford to purchase the most recent, powerful, and versatile computers for all employees, the sample guidelines in Table 23.2 illustrate how you can match your computing hardware to the needs of your user groups.

Table 23.�SEQ table�2�    Sample Computer Allocation Strategy

��If the Computer:�Assign it to:�Also Consider:����Does not meet minimum hardware requirements for Windows 2000�Task-based users�Using Terminal Services with this hardware��Meets minimum hardware requirements for Windows 2000�Basic users (including Roaming and Task-based users)�Providing basic users with permanent network connections��Exceeds minimum hardware requirements for Windows 2000�Advanced users (including Knowledge and Mobile workers)���

Defining Significant Support Issues

Understanding your current support issues can help you improve client administration and configuration standards and reduce support costs. The following questions will help you to determine what administrative policies can provide the greatest value to your organization:

(	What are our top 10 support issues?

List them and develop action plans to reduce their frequency.

(	How often do users “break” their configuration by attempting to change settings (such as video drivers) and other configuration options?

If the frequency of configuration problems is unacceptably high, you might want to restrict users’ ability to change their operating system configuration.

(	How often do users “break” their configuration by attempting to either add or remove applications incorrectly?

If the frequency of this problem is unacceptably high, you might want to restrict their ability to install or uninstall applications.



(	Do users install unauthorized software on their computers?

If this is a problem in your organization, institute corporate policies on whether unauthorized software is allowed. Even if you allow users to bring unauthorized software into the organization, define the types of software to allow and the licensing rules by which users must abide.

(	Has the data on clients been secured? Does it need to be?

Most organizations will want to define security measures for corporate data. The amount of security varies by the type of data involved (financial data or trade secrets require one level of security, public relations releases require another level, for example). You might also want to define who is responsible for security (users versus IT, for example) depending on the type of data.

(	Are users allowed to operate their computers as the local administrator?

If users have been allowed to serve as the local administrator in the past, the installation of a new operating system is a perfect opportunity to alter or fine tune permissions to more effectively meet your organization’s administrative needs.

(	How much time does your help desk spend trying to fix a broken configuration before they reinstall or reset the basic configuration?

If you do not have time limits on support calls for broken configurations, consider instituting limits. Also, evaluate Windows 2000 features that can be used to back up user data and install or reinstall the operating system and applications. These new features can impact the length of support calls. For example, if it is easier to reinstall a desktop and data than to troubleshoot a broken configuration, you can significantly reduce the length of your average support call.



Your answers to these and other support questions will help you determine which Windows 2000 features and configuration options to implement. Many representative configuration and control options are discussed later in this chapter.

The answers to these support-related questions will also help you evaluate the effectiveness of your current administration model and standards. Gaps and shortcomings in your client support services can often be resolved with an improved administration model. The following section will help you evaluate your existing administration model.

Defining an Administration Model and Standards

Until now, IT managers have been restricted by the inability to delegate IT administration tasks in the best suited way for their organization. Windows 2000 provides significantly improved support for controlling clients and for delegating administration tasks.



Does your  IT administrative model reflect the current structure of your organization. If your IT administrative model is out of date, you need to reevaluate all major IT tasks and where they are performed so that they can be delegated and performed more effectively. Some of the questions you need to answer are included here:

(	Who creates or changes user or computer accounts? How many user or computer accounts are created or modified each month?

In many organizations that have grown rapidly, a single individual or team can no longer update user or computer information on a timely basis. Alternately, organizations that have merged or gone through acquisitions might have multiple individuals or teams performing similar tasks in a redundant manner. You will need to determine the most efficient way to delegate these IT tasks — at the domain level, at the organizational unit level, or at the site level.

(	Who establishes software standards? Who is responsible for deploying software?

If your organization does not have software standards, the migration to a new operating system might be an good time to institute ones that enable users to communicate and share information more effectively. You might also find that many divisions or organizational units have unique application requirements. When you define application standards, accommodate both the centralized and decentralized requirements of your organization.

(	Who sets or updates passwords? What are your password or authentication requirements?

Many organizations delegate the authority to reset passwords to their helpdesks. Alternately, password requirements themselves are probably set at a higher level in the organization — and frequently a single set of authentication requirements apply to the entire organization.

(	Who backs up servers? Who backs up user data? How often are backups performed? How often do you restore data from backups?

In many organizations, only servers are backed up and users are often left to back up their own data — which they do either infrequently or not at all. If your organization does not provide for backups of user data, consider establishing server shares for users and requiring that users store important data on these shares so that it can be backed up regularly.

(	Does your organization have service level agreements or other explicit service goals? What are your organization’s explicit service goals or criteria for success?

A growing number of organizations are setting explicit service goals or signing service level agreements that hold them accountable for reaching quantifiable results. Include existing or new service goals in your Windows 2000 client administration plan. Setting explicit goals will help you refine and shape your client administration plans to meet your organization’s needs.





Summarizing Your Administrative and Configuration Goals

Before proceeding, summarize your organization’s existing client support plan and the support standards that you want to adopt.

Also, summarize your organization’s existing client administration model and the administration model that you want to implement using the features and capabilities provided by Windows 2000.

Using Group Policy to Administer Clients

How you use Group Policy to administer clients is determined by the service standards and goals that you have set.

In a highly managed environment, your service level agreement might include guidelines for providing fast troubleshooting (for example, response within 15 minutes), rapid equipment replacement in case of failure, and frequent (probably daily) data backups. In addition, highly managed support would also include advanced features such as Group Policy–based user or computer environments, software installation and maintenance, offline folders, and custom scripts for the logon, logoff, startup, and shutdown processes.

Less managed environments will probably have longer lead times for support and equipment replacement, and provide only a subset of the services offered in a highly managed environment.

Also, users in an unmanaged environment provide their own troubleshooting, replace their own equipment, back up their own data, and take minimal advantage of Group Policy–based functionality.

The following sections describe the different levels and quality of support that you can provide using Microsoft® Windows NT® version 4.0 System Policy, Windows 2000 Professional local Group Policy, and Windows 2000 Active Directory–based Group Policy. With this knowledge, you will be able delegate control over key client support tasks at the most effective level for your organization.

Comparing Windows NT 4.0 System Policy and Windows 2000 Group Policy

In Windows NT 4.0, Microsoft introduced System Policy Editor, which was used to specify user and computer configurations that are stored in the Windows NT registry. With the System Policy Editor, you could create a system policy to control the user work environment and to enforce system configuration settings for all computers running either Windows NT 4.0 Workstation or Windows NT 4.0 Server. 



There are 72 policy settings in Windows NT 4.0 (and Microsoft® Windows® 95 and Microsoft® Windows® 98). These settings are:

(	Limited to setting the values of registry entries based on .adm files.

(	Applied to domains.

(	Further controlled by user membership in security groups.

(	Not secure.

(	Persistent in users’ profiles until the specified policy is reversed or until the user edits the registry.

(	Used primarily to lock down desktops.

(	Extensible only by using .adm files.



In Windows 2000, Group Policy settings are the administrator’s primary method for enabling centralized change and configuration management. You can use Group Policy to create a specific desktop configuration for a particular group of users and computers. Customize Group Policy to accomplish this goal by using the Microsoft Management Console (MMC) Group Policy snap-in. The Group Policy snap-in replaces the Windows NT 4.0 System Policy Editor and gives you greater control over configuration settings for groups of computers and users.

With more than 100 security-related settings and more than 450 registry-based settings, Windows 2000 Group Policy provides you with a broad range of options for managing the user’s computing environment. Windows 2000 Group Policy:

(	Can be based on Active Directory or defined locally.

(	Can be extended using Microsoft Management Console (MMC) or .adm files.

(	Is secure.

(	Does not leave settings in the users’ profiles when the effective policy is changed.

(	Can be applied to users or computers in a specified Active Directory container (sites, domains, and OUs).

(	Can be further controlled by user or computer membership in security groups.

(	Can be used to configure many types of security settings. (For more information about security settings, see “Planning Distributed Security” in this book.)

(	Can be used to apply logon, logoff, startup, and shutdown scripts.

(	Can be used to install and maintain software.

(	Can be used to redirect folders (such as My Documents and Application Data).

(	Can be used to perform maintenance on Microsoft® Internet Explorer.





The Group Policy settings that you create are contained in Group Policy objects that are linked with selected Active Directory sites, domains, and OUs. Group Policy uses a document-centered approach to creating, storing, and associating policy settings. Just as Microsoft® Word stores information in .doc files, Group Policy stores settings in Group Policy objects.

In addition, you can precisely adjust your organization’s use of Group Policy on computers and users by using security groups to filter Group Policy objects. This ensures faster processing of Group Policy.

Applying Windows NT 4.0 Policies to Windows 2000

Moving Windows NT 4.0–based clients and servers to Windows 2000 will alter the way your policies behave. Base your migration strategy on whether the user account objects and computer account objects are located on a Windows NT 4.0 Server–based server or on a Windows 2000 Server–based server with Active Directory. Table 23.3 assumes that there is a Windows 2000–based client. All clients that receive Windows NT 4.0 system policy obtain it from the Netlogon share of the user logon server.

Table 23.3    Expected Behaviors of Server Operating Systems

��Environment�Account Object Location �What Affects the Client����Pure Windows NT 4.0�Computer: Windows NT 4.0�At computer startup: Computer local Group Policy (only if changed).�Every time the user logs on: Computer system policy .���Computer refresh�Before Control-Alt-Delete: Computer local Group Policy only.�After the user logs on: Computer local Group Policy and computer system policy.���User: Windows NT 4.0�When the user logs on: User system policy.�If local Group Policy changes: User local Group Policy and user system policy.���User refresh�User local Group Policy and user system policy.����(continued)��BEGIN   BREAK
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Table 23.3    Expected Behaviors of Server Operating Systems  (continued)

��Environment�Account Object Location �What Affects the Client����Mixed (migration)�Computer: Windows NT 4.0�At computer startup: Computer local Group Policy (only if changed).�Every time the user logs on: Computer system policy. ���Computer refresh�Before Control-Alt-Delete: Computer local Group Policy only.�After the user logs on: Computer local Group Policy and computer system policy.���User: Windows 2000�When the user logs on: Group Policy is processed after computer system policy.���User refresh�User Group Policy.��Mixed (migration)�Computer: Windows 2000�During system startup: Group Policy.���Computer refresh�Computer Group Policy���User: Windows NT 4.0�When the user logs on: User system policy.�If local Group Policy changes: User local Group Policy and user system policy.���User refresh�User local Group Policy and user system policy.��Windows 2000�Computer: Windows 2000�During computer startup and when the user logs on: Group Policy.���User: Windows 2000���Without Active Directory�Local�Local Group Policy only.��



Note

When the computer account object exists in a Windows NT 4.0 domain and the user account object exists in a Windows 2000 domain, computer system policy is processed when the user logs on. You can do this by using the NTConfig.pol file from the Netlogon share of the Windows 2000–based domain controller that is used to authenticate the user, rather than the Windows NT 4.0–based domain controller. It is recommended that you move out of this mixed processing mode and into a pure Windows 2000 mode as quickly as possible.





There are no options available to modify this behavior. To simplify administration in your organization, consider replacing Windows NT 4.0 system policies with Windows 2000 Group Policy as quickly as possible.

Using Active Directory to Delegate Client Management

Windows 2000 client management is most fully enabled in an environment that includes Windows 2000 Professional, Windows 2000 Server, and an Active Directory namespace.

Group Policy settings are associated with an Active Directory container — a domain, site, or OU. Group Policy settings that you configure in conjunction with your organization’s Active Directory structure allow you to define client standards as broadly (for an entire organization) or as narrowly (for members of a single workgroup, job function, or location) as you need. The level at which Group Policy settings are implemented needs to align with your organization’s administration model, which was defined along with your Active Directory and domain model.

Although the IT team tasked with creating and implementing client standards historically does not get involved in domain namespace planning, it is strongly recommended that you do so if your organization is planning an Active Directory namespace. The earlier in the planning process that the domain namespace team understands your client administration needs and goals, the more likely it becomes that the organization’s eventual namespace design will enhance your ability to manage and support user needs.



Caution

If the Active Directory namespace has not yet been developed, the client administration teams need to work with the directory and namespace team so that client standards can be set, Group Policy settings defined, and administrative tasks performed at the most efficient level in the organization.



A well-designed Active Directory namespace makes it relatively simple to implement certain client standards, such as enterprise e�mail, at the domain or OU level. This also facilitates delegating the ability to manage specific client tasks at other levels, such as adding or deleting users, modifying desktop configurations, or implementing workgroup applications.

For example, you might want to define security and basic (e�mail, word processing, and so on) application standards at the domain level for an entire enterprise. However, it might be inefficient to have administrators at the enterprise level add and delete users when an administrative assistant at the site or OU level can be given restricted authority to make these frequent but routine changes.



Similarly, a domain-level administrator might not be the best person to reset passwords when a help desk person at the site or OU level is typically the first person to be called when a new password is needed. With Windows 2000 Group Policy, you can delegate password-related tasks to help desk personnel without giving them access to settings that you do not want them to alter.

As part of your Client administration plan:

(	Identify all client-related administrative tasks, such as: new computer setup; user account setup, transfers, and removal; software installation and upgrades; troubleshooting; and the definition of client configuration standards.

(	Identify where in the organization these tasks are currently performed.

(	Identify at what level in the organization they need to be performed.



For more information about the relationship of Group Policy to your Active Directory structure, see “Designing the Active Directory Structure” in this book.

Delegating Administration of Group Policy

Organizations that deploy Active Directory can also delegate control of portions of the directory service, and thereby delegate responsibility for the many client administration tasks described earlier in this chapter. This section explains how Group Policy can allow you to delegate administrative tasks at the site, domain, and OU levels.

Delegating administration through Group Policy involves the following three tasks, which can be performed together or separately, as your situation requires:

(	Managing Group Policy links for a site, domain, or OU.

(	Creating Group Policy objects.

(	Editing Group Policy objects.



Managing Group Policy Links for a Site, Domain, or OU

By default, only members of the Domain Administrators and Enterprise Administrators groups can configure Group Policy for sites, domains, or organizational units. The Group Policy tab in the site’s, domain’s, or OU’s Properties page allows you to specify which Group Policy objects are linked to a site, domain, or OU.

Active Directory supports security settings on a per-property basis. This means that you can give a nonadministrator read and write access to specific properties. In this case, if nonadministrators have been delegated the Manage Group Policy links task, they can manage the Group Policy objects linked to that site, domain, or OU. To give a user this ability, use the Delegation Wizard. 



Creating Group Policy Objects

By default, only members of Domain Administrators, Enterprise Administrators and Group Policy Creator Owners groups can create new Group Policy objects. If the Domain Administrator wants a nonadministrator or group to be able to create Group Policy objects, that user or group can be added to the Group Policy Creator Owners security group. When a nonadministrator who is a member of the Group Policy Creator Owners group creates a Group Policy object, that user becomes the creator and owner of the Group Policy object and can edit the object. Being a member of the Group Policy Creator Owners group gives the nonadministrator full control of only those Group Policy objects that the user creates or those explicitly delegated to that user.

Editing Group Policy Objects

By default, Group Policy objects allow members of the Domain Administrators, Enterprise Administrators, and Group Policy Creator Owners groups full control without the Apply Group Policy attribute set. This means that they can edit the Group Policy object, but the policies contained in that Group Policy object do not apply to them.

By default, Authenticated Users have read access to the Group Policy object with the Apply Group Policy attribute set. This means that Group Policy affects them.

Domain Administrators and Enterprise Administrators are also members of Authenticated Users; therefore, members of those groups are, by default, affected by Group Policy objects unless you explicitly exclude them.

When a nonadministrator creates a Group Policy object, this person becomes the Creator Owner of the Group Policy object. When an administrator creates a Group Policy object, the Domain Administrators group becomes the Creator Owner of the Group Policy object.

To edit a Group Policy object, the user must have both read and write access to the Group Policy object. To edit a Group Policy object, the user must be one of the following:

(	A member of the Domain Administrators or Enterprise Administrators groups.

(	A member of the Group Policy Creator Owners group and must have previously created the Group Policy object.

(	A user with delegated access to the Group Policy object. That is, an administrator or a user who has had access delegated to him or her by someone with the appropriate rights using the Security tab on the Group Policy Object Properties page.





Creating Group Policy MMC Consoles to Delegate Group Policy

You can delegate Group Policy by creating and saving Group Policy snap-in consoles (.msc files), and then specifying which users and groups have access permissions to the Group Policy object or to an Active Directory container. You can define permissions for a Group Policy object by using the Security tab on the Properties page of the Group Policy object; these permissions grant or deny access to a Group Policy object to specified groups.

This type of delegation is also enhanced by the policy settings available for MMC. Several policies are available in the Administrative Templates node, under Windows Components in the Microsoft Management Console. These policies enable the administrator to define which MMC snap-ins the affected user might or might not run. The policy definitions can be inclusive, which only allows a set of snap-ins to run, or they can be exclusive, which does not allow a set of snap-ins to run.

Special Group Policy Implementation Options

By applying Group Policy options carefully, you can improve network response times, even when you begin to use the more data-intensive folder redirection and software installation options. Apply Group Policy options conservatively, especially at the beginning, and test all proposed changes carefully to ensure that network performance is not compromised.

In addition, a number of implementation options allow you to fine tune the application of Group Policy without creating additional Group Policy objects. The following are some of the options available:

(	Security group filtering options

(	No Override (Enforce) Group Policy object option

(	Block Policy inheritance by OU option

(	Policy processing “loopback” policy setting options

(	Slow link processing options

(	Periodic refresh options

(	Synchronous and asynchronous processing options



Each of these options is explained briefly in the following sections.

Security Group Filtering Options

You can refine which groups of computers and users a particular Group Policy object affects by using Windows 2000 security groups. This means that you can filter the effect that any Group Policy object has on members of specified security groups. To do this, use the Security tab on the Properties page of the Group Policy object.



For example, based on the level of autonomy that is appropriate for your users, assign different types of users to Windows 2000 user groups. Windows 2000 provides the following default user groups, which are similar — but not identical — to the default groups in Microsoft® Windows NT® version 3.51 and Windows NT 4.0:

(	Administrators. Members can fully administer the computer or domain.

(	Backup Operators. Members can bypass file security to back up files.

(	Power Users. Members can modify the computer and install programs, but cannot read files that belong to other users. They can also share directories and printers.

(	Users. Members can create and save documents, but they cannot install programs without administrator permissions and cannot make potentially damaging changes to the system files and system settings.

(	Guests. Members are granted short-term access to the computer or domain. This category can include special permissions appropriate to vendors or contractors. For example, the Guest account is disabled by default.





Note

Windows 2000 allows administrators to exercise more precise control over users than Windows NT 4.0. Therefore, the default permissions that applied to Users in Windows NT 3.51 and 4.0 now apply to Power Users. And the default permissions that applied to Restricted Users in Windows NT 3.51 and 4.0 now apply to Users.



In Table 23.1, the Chief Financial Officer, Branch Manager, and Sales Person might be added to the Power Users group, and the Receptionist and Factory Floor Worker to the Users group. You can create additional groups based on the tasks that members perform, the degree of authority they have to modify their own or other computers, and the configurations you want them to have. For example, you might subdivide the Users group by department within the organization (Sales, Human Resources, Engineering, and so on) so that you can create and deploy appropriate standard configurations for all employees who perform identical tasks. This can greatly simplify the process of administering users with disparate configuration and permission requirements.

Preventing Group Policy object policy settings from applying to a specified group requires removing the Apply Group Policy Access Control entry from that group.

For groups containing nonadministrators, the Read Access Control entry must also be removed, because data is viewable to anyone with read access.

For more information about setting up and using security groups, see “Planning Distributed Security” in this book.



No Override (Enforce) and Block Policy Options

Options exist that allow you to enforce the settings contained in a specific Group Policy object so that Group Policy objects in lower-level Active Directory containers are prevented from overriding that policy. For example, if you have defined a specific Group Policy object at the domain level and you have specified that the Group Policy object be enforced (No Override), the policy settings that the Group Policy object contains apply to all OUs under that domain; that is, the lower-level containers (OUs) cannot override that domain Group Policy.

You can also block inheritance of Group Policy from parent Active Directory containers. For example, if you specify “Block Policy inheritance” for an OU, this prevents Group Policy objects specified in higher-level Active Directory containers (such as a higher-level OU or domain) from applying. However, the No Override (enforced) policy option always take precedence over the Block Policy option.

Loopback Options

You apply Group Policy to a user or computer based on where the user or computer object is located in Active Directory. However, you might need to apply Group Policy to users based on the physical location of the computer object as opposed to the logical location of the user object in the organization — in a library, for example, or when a user in one OU logs onto a computer in a different OU. The Group Policy loopback feature gives the administrator the ability to apply User Group Policy settings based on the computer to which the user logs on.

For example, you might set the loopback option when you do not want applications that have been assigned or published to the users of the Marketing OU to be installed while they are logged on to the computers in the Servers OU. With the Group Policy loopback support feature, you can specify two other ways to retrieve the list of Group Policy objects for any user of the computers in the Servers OU:

Merge Mode

In the Merge mode, the user’s list of Group Policy objects is processed normally by using the GetGPOList Application Programming Interface (API) function during the logon process, and then the GetGPOList API function is called again using the computer’s location in Active Directory. Next, the list of Group Policy objects for the computer is added to the end of the Group Policy objects for the user. This causes the computer’s Group Policy objects to have higher precedence than the user’s Group Policy objects.

Replace Mode

In this mode, the Group Policy objects that apply to the user are not processed. Only the Group Policy objects based upon the computer object are used.



The path to this policy setting is: Computer Configuration\Administrative Templates\System\Group Policy. The Policy name is: User Group Policy loopback processing mode.



Slow Link Processing

Many users, such as those with portable computers and those who work off the premises or in a branch location, sometimes connect to the network by using slow connections. Many Group Policy settings can be configured to run only when there is an adequate network connection. These Group Policy settings include:

(	Software installation and maintenance

(	Scripts

(	Disk quota

(	IP Security

(	Dfs recovery policy

(	Internet Explorer maintenance



The path to the slow link policy setting is: Computer Configuration\Administrative Templates\System\Group Policy. Each Group Policy option listed has a processing policy that allows you to change its slow link behavior.

When Group Policy detects a slow link, it applies the following default settings, unless they are modified:

(	Security settings: ON (and cannot be turned off).

(	Administrative templates: ON (and cannot be turned off).

(	Software installation and maintenance: OFF.

(	Scripts: OFF.

(	Folder redirection: OFF.

(	Internet Explorer maintenance: OFF.



For all but the Administrative Templates and the Security Settings snap-in, a policy is provided for toggling the settings on and off. For more information about configuring computers with slow network connections, see “Using Group Policy for Configuration Control” later in this chapter.



Periodic Refresh Processing

You can specify that Group Policy be processed periodically. By default, this is done every 90 minutes, with a randomized offset of 30 minutes. The offset is a random time added to the refresh interval to prevent all clients from requesting Group Policy at the same time. It is designed to prevent unnecessary peak loads on the network, for example, 90 minutes after a large number of users turn on their computers and log on at the same time. You can alter this refresh rate as needed, using smaller intervals in test or demonstration environments, for example, and larger intervals if desired.

There are two policy settings that allow you to alter the refresh rate, located in: Computer Configuration\Administrative Templates\System\Group Policy. One policy setting is for domain controllers; the other is for all other computers (including other servers). These policy settings are named “Group Policy refresh interval for…”

Synchronous and Asynchronous Processing

By default, Group Policy processing is synchronous, for both computer and user policy settings. For computer processing, users cannot log on until all computer Group Policy settings have been updated. For user processing, users do not have access to the desktop until all user Group Policy settings have been updated. These processing rules provide the safest mode of operation.

There is a Group Policy setting for both computer and user Group Policy processing that makes processing asynchronous. It directs the system to proceed without waiting to complete Group Policy updates before displaying the logon prompt (computer settings) or the desktop (user settings).

As a result of asynchronous processing, the logon dialog box might appear sooner, or the Windows interface can appear to be ready before all Group Policy settings have been applied.

If you specify asynchronous processing and the user can complete the logon process and begin working on the computer before the computer or user settings have been processed, you can create significant problems for the user. If, for example, the user begins working in an application that is being modified, the process might fail or the user might experience unwanted events after the computer and user settings have been processed.

Using Client-Side Extensions

Some Group Policy components include client-side extensions (.dlls) that are responsible for implementing Group Policy on the client computer.



The client-side extensions are loaded on an as-needed basis when a client is processing policy. The client first obtains a list of Group Policy objects. Next, it loops through all the client-side extensions and determines whether each client-side extension has any data in any of the Group Policy objects. If a client-side extension has data in a Group Policy object, the client-side extension is called with the list of Group Policy objects that it needs to process. If the client-side extension does not have any settings in any of the Group Policy objects, it is not called.

A computer policy setting exists for each of the Group Policy client-side extensions. Each policy includes a maximum of three options (check boxes). Some of the client-side extensions include only two computer policy options because the third option is not appropriate for that extension.

The following section explains client-side Group Policy processing options.

Allow processing across a slow network connection

When a client-side extension registers itself with the operating system, it sets values of entries in the registry specifying whether it must be called when policy is being applied across a slow link. Some extensions (such as software installation and maintenance) move large amounts of data, so processing across a slow link can affect performance (consider the time involved in installing a large application across a 28.8 kilobytes per second (KBps) modem line).

An administrator can set the connection speed that is considered slow. Also, if an administrator decides that the client-side extension must run across a slow link regardless of the amount of data, he or she can enable this policy. The path to this is Computer Configuration\Administrative Templates\System\Group Policy.

Do not apply during periodic background processing

Computer policy is applied at boot time, and then again in the background approximately every 90 minutes. User policy is applied when the user logs on, and then approximately every 90 minutes.

Some extensions can process policy only during the initial run because it is risky to process policy in the background. For example, with software installation and maintenance it is only safe to process application changes during computer startup or the user logon process. Otherwise, a user that is using an application might have the application uninstalled and a new version installed while they are still trying to work.

Some extensions allow their default behavior to be changed. The Do not apply during periodic background processing option can be used to override this default behavior and force the extension to either run or not run in the background.



Process even if the Group Policy objects have not changed

By default, if the Group Policy objects on the server have not changed, it is not necessary to continually reapply them to the client, because the client already has all the settings. However, if users are administrators of their computers they can change policy settings. In this case, it might make sense to reapply these settings during the logon process or during the periodic refresh cycle to return the computer to the wanted state.

For example, assume that you have used Group Policy to define a specific set of security options for a file. Then the user (with administrative privileges) logs on and changes it. You might want to set the policy to process Group Policy even if the Group Policy objects have not changed, so that security is reapplied at every startup or when logging on. This also applies to applications. Group Policy installs an application, but the end user can remove the application or delete the icon. The Process even if the Group Policy objects have not changed option gives the administrator the ability to forcibly restore the application the next time the user logs on.

Comparing Stand-Alone and Active Directory-Based Management Features

Table 23.4 summarizes the management features that are available by using Windows 2000 Professional with Active Directory versus Windows 2000 Professional without Active Directory.

Table 23.4    Comparison of Windows 2000 Professional and Active Directory–Based Management Features

�������Management Features�����Windows 2000 Professional�Windows 2000 Professional with Windows 2000 Server, Active Directory, and Group Policy����Administrative Templates (registry-based settings)�X�X��Security Settings�X�X��Software Installation and Maintenance (Assign and Publish)�--�X��Remote Installation�--�X��Unattended Install�X�X��Sysprep�X�X��Scripts�X�X����(continued)��BEGIN   BREAK

�

END   BREAK

Management Features  (continued)

�������Management Features�����Windows 2000 Professional�Windows 2000 Professional with Windows 2000 Server, Active Directory, and Group Policy����Folder Redirection �--�X��Internet Explorer Maintenance�X�X��User Profiles �X�X��Roaming User Profiles�--�X��

All of the Group Policy snap-ins that can be used on a local computer can also be used when Group Policy is focused on an Active Directory container.

However, the following activities require Windows 2000 Server, an Active Directory infrastructure, and a client running Windows 2000:

(	Software installation and maintenance, that is, the ability to centrally manage software for groups of users and computers.

(	User data and settings management, including folder redirection, which allows special folders to be redirected to the network.

(	Remote Operating System Installation.



For more information about change and configuration options, see “Applying Change and Configuration Management” in this book.

If you use local Group Policy initially and then make the computer a member of a domain with Active Directory and Group Policy implemented, local Group Policy is processed first, and the domain-based Group Policy is processed next. If there is a conflict between the domain and local Group Policy, the domain policy prevails. However, if a computer subsequently leaves the domain, the local Group Policy is reapplied.

��� include \\\\bobolink\\public\\chrisbla\\decision-point.doc art_dp1_eps \! �� INCLUDEPICTURE "P:\\chrisbla\\dp1.EPS" \* MERGEFORMAT ����� INCLUDE \\\\bobolink\\public\\chrisbla\\decision-point.doc art_dp1_EPS \! ���Critical Decision If you upgrade clients to Windows 2000 Professional before you upgrade to Windows 2000 Server, and you expect to transition to a managed Active Directory environment later, you must plan your Group Policy strategy carefully so that users cannot alter their computers before more stringent controls are in place. For example, if you deploy Windows 2000 Professional in an unmanaged environment and later want to move these computers into a managed Active Directory domain, you might need to reinstall the operating system and applications to ensure that unauthorized changes have not been made to the system configuration.����



Using Group Policy on Stand-alone Computers

Although it is not recommended, there might be instances when you need to deploy Group Policy on stand-alone computers.

On a stand-alone computer running Windows 2000 Professional, local Group Policy objects are located at \%SystemRoot%\System32\GroupPolicy. You can use the following when the Group Policy snap-in is focused on a local computer:

(	Security settings. You can only define security settings for the local computer, not for a domain or network.

(	Administrative templates that allow you to set more than 450 operating system behaviors.

(	Scripts. You can use scripts to automate computer startup and shutdown, as well as how the user logs on and off.



The following are examples of business rules that you might enforce through local Group Policy:

(	The users of this computer cannot access the Run command.

(	A virus program runs every time this computer is restarted.

(	Hide common program groups in the Start menu.



To manage Group Policy on local computers, you need administrative rights to those computers. You can access the Group Policy snap-in, focused on the local computers, using the following procedure:

(	To access Group Policy snap-ins

	1.	From the Start menu, click Run, type MMC, and then click OK.

	2.	In the Console menu of the MMC window, click Add/Remove Snap-in.

	3.	On the Stand-alone tab, click Add.

	4.	In the Add Snap-in dialog box, click Group Policy, and then click Add.

	5.	When the Select Group Policy Object dialog box appears, click Local Computer to edit the local Group Policy object.

	6.	Click Finish.

	7.	Click Close.

	8.	Click OK. The Group Policy snap-in opens with its focus on the local Group Policy object.





This procedure also allows the Group Policy snap-in to be opened on a remote computer. At step 5, click Browse, and then choose the wanted computer.



Note

Local Group Policy does not allow you to do security filtering or to have multiple sets of Group Policy objects (as do Active Directory–based Group Policy objects). You can, however, set Discretionary Access Control Lists (DACLs) on the folder %SystemRoot%\System32\GroupPolicy so that specified groups either will or will not be affected by the settings contained within the local Group Policy object. This option is useful if you need to control and administer computers used in situations, such as kiosk environments, that are not connected to a LAN. Unlike Group Policy administered from Active Directory, this uses only the Read attribute, which makes it possible for the local Group Policy object to affect ordinary users but not local administrators. The local administrator can first set the policy settings they want, then set the DACLs to the local Group Policy object directory so that administrators as a group no longer have Read access. For the administrator to make subsequent changes to the local Group Policy object, he or she first needs to take ownership of the directory to give themselves Read access, make the changes, and then remove Read access.



Configuring Hardware

By this time, you should know which of your desktop, workstation, and portable computers and peripherals meet minimum Windows 2000 requirements.

��� INCLUDEPICTURE "P:\\chrisbla\\dp1.EPS" \* MERGEFORMAT ���� INCLUDE \\\\bobolink\\public\\chrisbla\\decision-point.doc art_dp1_EPS \! ���Critical Decision   Verify before you begin the process of upgrading systems that your current basic input/output system (BIOS) supports Windows 2000 or that Windows 2000–compatible BIOS upgrades are readily available.����

After you have verified that your systems meet Windows 2000 requirements, much of the work of configuring hardware under Windows 2000 is automated during the installation process. However, the following are a few of the major hardware configuration-related issues that your client configuration plan must address.



File System Support

Microsoft recommends that you format all Windows 2000 partitions that do not need to be accessed by clients running other operating systems with the NTFS file system. In the event of a system failure, NTFS uses its log file and check point information to restore the consistency of the file system. In addition, NTFS:

(	Supports all Windows 2000 operating system features.

(	Provides improved file compression and decompression.

(	Provides faster access speeds by minimizing the number of disk accesses required to find a file.

(	Provides improved file and folder security.



On NTFS volumes, you can use Group Policy to designate the following file permission options — No Access, List, Read, Add, Add and Read, Change, Full Control, Special Directory Access, and Special File Access. You can also use Group Policy to specify which users and groups have access to these volumes and what level of access is permitted.

These additional file security options allow organizations to configure more stringent file access than Windows 95 and Windows NT 4.0 Workstation. If users store sensitive information on a portable computer, they can encrypt those files and folders. If a portable computer is stolen, Windows 2000 Encrypting File System (EFS) protects its files and folders, even if the thief reinstalls Windows 2000 Professional. However, be sure that an administrator, as well as the end user, has sufficient rights to access encrypted files and folders.

Hardware Profiles

As stated earlier, most of the work of hardware configuration is automated. However, some advanced configuration might be required for earlier model portable computers that are frequently switched between use in a docking station and stand-alone use, or that are moved from a primary network connection to offline status, and then reconnected to the network from a second, third, or even fourth different type of network connection.

Because many portable computer users are not technically proficient in configuring hardware profiles, you might want to configure hardware profiles for these different environments or train these users to modify their own computers to connect to the network. See Figure 23.2 for an example.



	� include c:\\ntrk5\\currentbooks\\deployment\\art\\productionart\\artmans\\dgfd_art.doc art_dgfd_03_eps \! �� INCLUDEPICTURE "C:\\ntrk5\\curren~1\\deploy~1\\art\\produc~1\\eps\\dgfd_03.eps" \* MERGEFORMAT ����

Figure 23.2    Portable Computer with Multiple Hardware Profiles

Only configure hardware profiles for multiple computers simultaneously if the portable computers, configuration options, and peripherals are exactly identical. Alternately, you might want to both configure some hardware settings and provide additional end-user configuration training so that they can do some of these tasks on their own.

Defining User Interface Standards

As noted earlier in this chapter, every organization has unique user computing requirements. Windows 2000 allows you to create standard operating environments, including user interface (UI) standards, based on the needs of your organization.



Whether you choose to accept the Windows 2000 defaults or implement your own UI preferences, Microsoft recommends that you evaluate Windows 2000 configuration options according to the following criteria:

(	Are they easy to learn?

(	Are they efficient to use?

(	Are they easy to remember?

(	Can they help address your top help desk issues or concerns?

(	Do they reduce the number of user errors?



Although few organizations need to research these questions in as much depth as a software manufacturer such as Microsoft, the following techniques might help you configure Windows 2000 to best meet the needs of your users:

(	Focus groups. Bring groups of users together for focused discussions about what they like and dislike about their computer configurations, and what changes could make them more productive.

(	Observational research. Watch users while they work on their computers.

(	Field research. Talk to administrators at other organizations about what they have learned.

(	Expert reviews. Study the research that exists about user interface design and user productivity.



The following sections discuss many of the UI options in Windows 2000 that you can configure using Group Policy. The configuration options that are not set by an administrator become part of the users’ profiles, which they can configure at will. If you create a subsequent Group Policy that affects a configuration option, the Group Policy takes precedence. Group Policy settings always take precedence over user-implemented UI configurations, which are saved in the users’ profiles.

Basic Users

Basic users have less experience with computers than advanced users; therefore IT configures their systems to maximize their productivity and to minimize their leeway in making potentially harmful changes to their systems. The Run menu and Control Panel are disabled so that only changes specified by an administrator using Group Policy are implemented. Only network links that are assigned by an Administrator are available to users. They also cannot add or remove applications that are not approved by an administrator.



Advanced Users

Advanced users are usually more experienced, frequently run demanding applications that require special configuration options, or are disconnected from the network, and therefore need to be allowed greater leeway to manage their own systems. However, the same mandatory logon and logoff options and features, such as multilingual and accessibility options, must be available to them.

Using Group Policy for Configuration Control

You can use Group Policy to control many desktop settings and configuration options, such as:

(	Customizing logon and logoff processes

(	Customizing the desktop

(	Customizing many components of the operating system



The following sections discuss configuration options in each of these categories. These are representative examples and are not an exhaustive list. Remember, there are over 550 different Group Policy settings, and the best way to see all the different options is to study an installed version of Windows 2000. For more information about Group Policy settings, see “Group Policy” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.

As you read through the remainder of this chapter, and subsequently work with Windows 2000, note the options that might be of use to your organization. Then, when your list is complete, you can begin to customize Group Policy objects to meet your needs. You should also include the complete list of options and Group Policy settings in your Client Configuration Plan.

Customizing the Logon and Logoff Processes

Windows 2000 provides numerous ways to customize logon and logoff processes. For example, you can specify that a diagnostics or virus program be run every time a user logs on or logs off.

Table 23.5 lists some logon and logoff options that might be useful to you.



Table 23.5    Sample Logon and Logoff Group Policy Options

��Policy�Description����Run legacy logon scripts hidden�By default, Windows 2000 displays the instructions in logon scripts written for Windows NT 4.0 and earlier in a command window as they run (it does not display logon scripts written for Windows 2000). Enabling this policy prevents logon scripts written for Windows NT 4.0 and earlier from displaying.��Add Logoff to the Start Menu�Adds the “Log Off <username>” item to the Start menu and prevents users from removing it.��Do not save settings at exit�Rolls back changes made to the desktop by users during their last session.��Do not display welcome screen at logon�Hides the Getting Started with Windows 2000 welcome screen that is displayed on Windows 2000 Professional each time the user logs on.��

Restricting Changes to the Desktop

Group Policy can assist you in preventing users from making potentially counter-productive changes to their computers. In addition, it can enable you to optimize the desktop for the particular tasks performed in your organization. Table 23.6 lists some policies that you can use to customize the desktop.



Note

Many organizations will want to create custom configurations of their Internet and intranet browser software. For more information about customizing and managing Internet Explorer 5, see the Microsoft® Internet Explorer Administration Kit (IEAK) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. Windows 2000 includes a Group Policy snap-in to configure and manage Internet Explorer 5, called Internet Explorer Maintenance.



Table 23.6    Sample Custom Desktop Options

��Policy�Description����Prohibit user from changing My Documents path�Prevents users from changing the path to the My Documents folder.��Disable Control Panel�Disables all Control Panel programs.��Hide the Add a program from CD-ROM or floppy disk option

�Removes the Add a program from CD-ROM or floppy disk option from the Add New Programs page.���(continued)��BEGIN   BREAK

�

END   BREAK

Table 23.6    Sample Custom Desktop Options  (continued)

��Policy�Description����Hide specified Control Panel programs�Hides specified Control Panel items and folders. ��Prohibit changes to the Active Desktop�Allows you to enforce a standard desktop by preventing the user from enabling or disabling Active Desktop or changing the Active Desktop configuration.��Active Desktop wallpaper�Specifies the desktop background wallpaper displayed on all users’ desktops.��Century Interpretation for Year 2000 (System)�Specifies the last year for which two-digit years are interpreted as being in the 21st century.��Hide these specified drives in My Computer�Removes the icons representing the selected hard drives from My Computer, Windows Explorer, and My Network Places. Also, the drive letters representing the selected drives do not appear in the Open dialog box.��Desktop screen saver executable name�Specifies the screen saver used on the computer.��Disable the command prompt�Prevents users from running the interactive command prompt, Cmd.exe. This policy also determines whether batch files (.bat, .cmd) can run on the computer.��Disable registry editing tools�Disables the Windows registry editors, Regedt32.exe and Regedit.exe.��

Restricting Changes to the Start Menu

In your organization, you might want to have control over which Start menu features are enabled. Group Policy allows you to disable the options you do not want to make available, and to create an optimized Start menu that reflects the needs of your organization and its users. Table 23.7 illustrates a few examples.



Table 23.7    Representative Start Menu Options

��Policy�Description��Re��Disable and remove links to Windows Update�Removes the Windows Update hyperlink. This policy removes the Windows Update hyperlink from the Start menu and from the Tools menu in Internet Explorer.��Remove Run command from Start Menu�Removes the Run command from the Start menu and removes the New Task (Run) command from Task Manager. Also, users with extended keyboards can no longer display the Run dialog box by using the Run command keyboard shortcut.��Add Logoff to the Start Menu�Adds the “Log Off <username>” item to the Start menu and prevents users from removing it.��Disable drag-and-drop shortcut menus on the Start menu�Prevents users from using the drag and drop method to reorder or remove items on the Start menu. Also, removes shortcut menus from the Start menu.��Do not use the search-based method when resolving shell shortcuts�Prevents the system from conducting a comprehensive search of the target drive to resolve a shortcut.��Do not run specified Windows-based applications�Prevents Windows from running the programs that you specify in this policy.��



Note

The Start menu that you customize and provide to users can be stored locally, or it can be stored on a network server.



Configuring Options for Remote Users

The growing number of users with portable computers in many organizations has made managing these remote computers a major administrative concern. The strategies in Table 23.8 can be useful in managing user data for remote access users.



Table 23.8    Portable and Remote Computer Options

��Strategy�Description����Limit the use of Group Policy�Group Policy cannot be turned off, even over slow links. (Be careful about applying excessively restrictive Group Policy settings or those that download lots of data to portable computers or users’ home computers. Consider logon scripts and the default time-out of 600 seconds.)��Automatically detect slow network connections�Allows you to set threshold levels for what is considered a slow link. You can then define certain bandwidth-intensive activities that must not take place when slow links are encountered.��Specify network files and folders that are always available offline�Allows you to specify network files and folders that are always available for offline use. ��Disable Make Available Offline�Prevents users from making certain files and folders available.��

Adding Multilingual Options

More organizations than ever are entering new geographic markets, and users speaking many different languages are traveling in larger numbers. Multilingual users exist in almost every medium-sized or large organization in every country and region.

This creates new issues for IT administrators, such as the following:

(	Supporting users who speak multiple languages and who are more comfortable and effective computing in a language other than the one most commonly used in the local office. Keyboard layouts, sorting orders, date formats, currency formats, help files, and similar localized settings all need to be configured to ensure optimum productivity.

(	Configuring operating systems for every possible combination of languages adds unnecessary complexity and cost to deployment and support costs. Help desk personnel cannot easily troubleshoot and correct problems when there are multiple versions of the operating system.

(	If there are multiple localized versions of the operating system in the organization, the same number of service packs have to be tested and deployed each time they become available.





Windows 2000 enhances support for international and multilingual computing through the use of Unicode character encoding, and National Language Support (NLS) Application Programming Interfaces (APIs), the Multilingual APIs, and Windows resource files. This multilingual technology enables Windows 2000 to support the input and display of languages used in more than 100 international locales, no matter which of 24 localized versions of Windows 2000 you are using.

In addition, Microsoft offers a separate Windows 2000 MultiLanguage Version, which extends the native language support in Windows 2000 by allowing user interface languages to be changed on a per user basis.



Note

The Windows 2000 MultiLanguage Version is available only to Microsoft Open License Program, Select, and Enterprise agreement customers. For more information about these programs, see the Licensing Programs for Enterprises link on the Web resources page at http://windows.microsoft.com/windows2000/reskit/webresources. 



The MultiLanguage Version allows administrators to:

(	Minimize the number of Windows 2000 Server and Windows 2000 Professional installation packages deployed across the network.

(	Support travelling users who speak languages other than those spoken in the remote offices they visit.

(	Perform administrative tasks in one language and use the same computer, keyboard, and monitor to perform additional tasks in another language without restarting their computer.

(	Add or remove multiple user interface languages as needed from computers running Windows 2000 Server and Windows 2000 Professional.



The MultiLanguage Version does not change the language used in applications; it only changes the language used in Windows 2000 menus, dialog boxes, and Help files. A similar Microsoft® Office® 2000 MultiLanguage Pack allows organizations to simplify Office 2000 deployment options.

Considerations for Choosing the MultiLanguage Version

The Windows 2000 MultiLanguage Version provides a variety of options for international and multilingual users. Table 23.9 helps you select the language options appropriate for your organization.



Table 23.9    Multilingual Features and Benefits by Version

��Feature�Single Language Version�MultiLanguage Version����Multingual Features for Users�Fully localized user interface includes menus, Help files, dialog boxes, and folder names. Users can input, view, and print in more than 60 languages.�Users can switch the user interface to the language they prefer. They can also input, view, and print in more than 60 languages.��Multilingual Features for IT Professionals�Ideal if you do not have a significant need to support more than one language version in your environment. Users can still view and edit documents in other languages.�Ideal if you need to deploy and support more than one language in your environment. For example, when you need to deploy a service pack, only one version is required. Also ideal if you need to support users speaking multiple languages on a single computer.��

Upgrading to the Windows 2000 MultiLanguage Version

You can only upgrade to the MultiLanguage Version from international English versions of Windows. If you want to replace any other language versions of Windows with the Windows 2000 MultiLanguage Version, you will need to perform a clean installation of the MultiLanguage Version.

There are additional version restrictions that you need to be aware of while planning an upgrade to the MultiLanguage Version. Table 23.10 provides version compatibility guidelines.

Table 23.10    MultiLanguage Version Upgrade Options

���Windows 2000 Professional MultiLanguage Version�Windows 2000 Server MultiLanguage Version�Windows 2000 Advanced Server MultiLanguage Version����Windows 3.x�--�--�--��Windows for Workgroups�--�--�--��Windows NT 3.51 Workstation�X�--�--��Windows NT 4.0 Workstation�X�--�--��Windows 95�X�--�--�����(continued)��BEGIN   BREAK

�
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Table 23.10    MultiLanguage Version Upgrade Options  (continued)

���Windows 2000 Professional MultiLanguage Version�Windows 2000 Server MultiLanguage Version�Windows 2000 Advanced Server MultiLanguage Version����Windows 98�X�--�--��Windows 2000 Professional�X�--�--��Windows NT 3.51 Server�--�X�X��Windows NT 4.0 Server�--�X�X��Windows 2000 Server�--�X�--��Windows NT 4.0 Terminal Server �--�X�X��Windows NT 4.0 Enterprise Edition�--�--�X��Windows 2000 Advanced Server�--�--�X��

Planning a Windows 2000 MultiLanguage Version Installation

Addressing the following planning considerations will make your deployment of the Windows 2000 MultiLanguage Version more successful:

(	Which MultiLanguage Version files and language groups do you need?

(	How much disk space do these language files require?

(	What setup process is best to use?

(	How do you deploy these files?

(	Do you install from a CD-ROM or a network share?



MultiLanguage Version Files and Language Groups

Two distinct collections of language files are necessary for the User Interface language support in the Windows 2000 MultiLanguage Version:

(	Language groups, which contain all the necessary fonts and other files necessary to process and display a particular group of languages.

(	The MultiLanguage Version files, which provide the language content for the UI and Help system.





For each UI language that you install, the Windows 2000 MultiLanguage Version also requires the relevant language group to be installed. For example, to use the German UI, you must first install the Western Europe and United States language group.

You can install and uninstall Windows 2000 language groups during Windows 2000 Setup, and afterward from Regional Options in Control Panel. The installation and removal of the MultiLanguage Version files is a separate process from the installation of language groups. 

Disk Space

Each additional language group that you choose to support on a single computer requires additional disk space. Table 23.11 displays the approximate amount of space required for each language group.

Table 23.11    Approximate Disk Space Required for Language Groups

��Language Group�Space Required in Megabytes (MB) (estimated)����Arabic�1.6 ��Armenian�11.5��Baltic�1��Central European�1.2��Cyrillic�1.2��Georgian�5.8��Greek�1��Hebrew�1.4��Indic�0.25��Japanese�58��Korean�29.4��Simplified Chinese�32.5��Thai�3.9��Traditional Chinese�13.5��Turkic�0.9��Vietnamese�0.5��Western Europe and United States�10.1��



Note

A number of files (primarily fonts and keyboard layouts) are shared by several language groups. Therefore, if you install multiple language groups, the total amount of space required might be slightly less than a sum of table values.





In addition, allow up to 45 MB of disk space for installation of the MultiLanguage Version files for each User Interface language you choose to install.

Setup

Installation of the Windows 2000 MultiLanguage Version involves two steps:

	1.	Setup of Windows 2000

	2.	Setup of the MultiLanguage Version files



By installing the necessary language groups during the Windows 2000 Setup, before you begin installing the corresponding MultiLanguage Version files, you avoid having to swap CD-ROMs during the MultiLanguage Version installation.

The default UI language (the language applied by default to all new user accounts created on the computer) is determined when the MultiLanguage Version is set up. You can change the default UI or add or remove UI languages using the Muisetup.exe file.



Note

Adding and removing languages using Muisetup.exe affects only the MultiLanguage Version files. To add or remove the files associated with language groups, use Regional Options in Control Panel.



For more information about automating the setup of Windows 2000, see “Automating Server Installation and Upgrade” and “Using Systems Management Server to Deploy Windows 2000” in this book.

Using Group Policy to Manage UI Languages

Using the MultiLanguage Version to reduce the number of client configurations in the organization can greatly simplify the job of administering clients. However, enabling all users to change the UI language on their computer can add unnecessary complexity to the environment. For this reason, you might want to restrict some users’ ability to change their UI language. You can do this using Group Policy from the User Configuration node of the Group Policy snap-in.

Note also that if you apply MultiLanguage policy to a local computer using local Group Policy, the local Group Policy object will affect all users of that computer because there is no way to filter local Group Policy objects for individual users.

For more information about the Windows 2000 MultiLanguage Version, see the Windows 2000 Professional Multilanguage Support link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.



Making Systems More Accessible

Few users are affected by their computer’s user interface more than people with special needs. One of your planning goals needs to provide equal access to computer software for everyone, including people with vision, hearing, mobility, or cognitive disabilities.

Do not consider all users with cognitive disabilities as the same category; their needs vary as much or more than the needs of any other types of users. Consider the diversity of user interface issues that are faced by people with the following:

(	Vision impairments . Includes blindness, low vision, and color blindness.

(	Hearing impairments. Includes deafness or partial hearing loss.

(	Mobility impairments. Includes cerebral palsy, tremors, seizures from epilepsy, loss of limbs or digits, and paralysis. Even people with carpal tunnel syndrome or other repetitive stress injuries can be considered people with mobility impairments.

(	Cognitive disabilities. Includes learning disabilities, such as dyslexia and memory loss; Down Syndrome, and language impairments, such as illiteracy and language unfamiliarity.



Configuring Windows 2000 Features for Accessibility

Depending on each person’s specific needs, different users might find challenges with different aspects of Windows 2000. Table 23.12 describes a few general considerations when configuring Windows 2000, as well as specific new and upgraded accessibility features in Windows 2000.

Table 23.12    Accessibility Features in Windows 2000

��Feature�Definition����Microsoft Utility Manager�Utility Manager improves access to accessibility applications on the computer and simplifies the process of configuring those options.��Microsoft Accessibility Wizard�The Accessibility Wizard makes it easier to set up commonly used accessibility features by specifying options by type of disability, rather than by numeric value changes.��Microsoft On-Screen Keyboard�The On-Screen Keyboard allows limited access for users with mobility impairments. ��Microsoft Narrator (with built-in text-to-speech functionality)�Narrator is a synthesized limited functionality text-to-speech tool for users with moderate vision impairments. Narrator reads aloud what is displayed on the screen. ���(continued)��BEGIN   BREAK

�

END   BREAK

Table 23.12    Accessibility Features in Windows 2000  (continued)

��Feature�Definition����Microsoft Magnifier�Magnifier is a basic screen enlarger that displays a portion of the screen in a separate window. ��Higher-visibility mouse pointers�New large, extra-large, white, or black pointers. In addition, inverted pointers change color to contrast with the background.��High-contrast color schemes�Expanded library of color schemes can be helpful to users with low vision who require a high degree of contrast between foreground and background.��Quick Launch Bar�Accessibility features status icons on the Quick Launch Bar of the taskbar show the user whether certain commonly-used keyboard filters are active.��Synchronized Accessible Media Interchange (SAMI)�Enables closed captioning of multimedia products.��

Enabling Third-Party Devices

Although the accessibility tools released with Windows 2000 provide functionality for users with special needs, most users with disabilities need additional tools for daily use. Also new in Windows 2000 is Microsoft Active Accessibility (MSAA), an API that allows accessibility aides to work with UI elements such as toolbars, menus, text, and graphics.

Examples of add-on software are smaller or larger keyboards, eye-gaze pointing devices, and sip-and-puff systems controlled by breathing. Another category is called augmentative communication devices, which were originally designed to control a speech synthesizer for people who are nonverbal.

Your users might be aware of these products and can tell you which ones they would like to have enabled on their computers. For more information about hardware and software for people with accessibility needs, see the Microsoft Accessibility link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.



Using Group Policy to Fine-tune Configurations for Accessibility

A number of configuration options that you can access through Group Policy can be helpful to users with accessibility needs. Review your user interface configuration options with someone knowledgeable about accessibility issues (Human Resources departments typically have someone with this expertise) to configure computers for people with accessibility needs.

Also, when you begin to plan for advanced change and configuration management (see “Applying Change and Configuration Management” in this book), consider the value that these features can have to users with accessibility concerns who might discover that they are no longer restricted to working on only a single computer that has been configured for their needs.



Client Standards Planning Task List

Table 23.13 summarizes the tasks you need to perform when preparing client administration and configuration standards for Windows 2000.

Table 23.13    Client Configuration Planning Task List

��Task�Location in This Chapter ����Define client administration strategy.�Defining an Administration Model and Standards��Define client application requirements based on job function.�Defining Software Standards��Define client configuration restrictions based on job function.�Configuring Hardware��Configure approved client hardware (portable and desktop computers) to run Windows 2000.�Configuring Hardware��Configure basic Windows 2000 User Interface options.�Making Client Systems Manageable��Logon and logoff options�Using Group Policy for Configuration Control��Start menu options�Using Group Policy for Configuration Control��Desktop options�Using Group Policy for Configuration Control��MultiLanguage options�Adding MultiLingual Options��Accessibility options�Making Systems More Accessible��Configure applications based on client requirements and administrative guidelines.�Defining Application Requirements��Mandatory applications�Defining Application Requirements��Optional applications�Defining Application Requirements��
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