Chapter 24

Applying Change and Configuration Management
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� xe "Client configuration plan:overview [begin]"\\€DGPR_GPO.doc-1001 �

Client computer configurations, and the ways in which desktops and laptops are used, are becoming increasingly sophisticated. The solutions and services that information technology (IT) needs to provide to users are also becoming more sophisticated. Microsoft® Windows® 2000 provides a number of advanced change and configuration management features that allow you to make users’ settings, documents, and software available to them even when they use another computer. In addition, these Active Directory™–enabled features allow you to offer a nearly identical replacement for a user’s computer in case a hard disk or other component fails.

� xe "aa"\\€DGPR_GPO.doc-1002 �

The planning steps needed to implement the advanced client management features in Windows 2000, which are commonly referred to as IntelliMirror™, are outlined in this chapter. You will also learn how to incorporate Remote Operating System (OS) Installation into your client support plan. Before reading this chapter, understand and complete the planning steps defined in the chapters “Defining Client Administration and Configuration Standards” and “Designing the Active Directory Structure.”
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Chapter Goals

� xe "Installing applications:using IntelliMirror" \t"See IntelliMirror software distribution"\\€DGPR_GPO.doc-1003 �

This chapter will help you develop the following planning documents:

� xe "Installing applications:using Remote OS Installation" \t"See Remote OS Installation"\\€DGPR_GPO.doc-1004 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	IntelliMirror Implementation Plan

� xe "Aa"\\€DGPR_GPO.doc-1005 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Remote OS Installation Implementation Plan



Related Information in the Resource Kit 

� xe "Aa"\\€DGPR_GPO.doc-1006 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For more information about basic client configuration options and using Group Policy to manage Windows 2000 clients, see “Defining Client Administration and Configuration Standards” in this book.

� xe "User data management" \t"See IntelliMirror user data management"\\€DGPR_GPO.doc-1007 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For more information about using Systems Management Server, see “Using Systems Management Server to Deploy Windows 2000” in this book.

� xe "Aa"\\€DGPR_GPO.doc-1008 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For more information about testing and piloting Windows 2000 technologies, see “Building a Windows 2000 Test Lab” and “Conducting Your Windows 2000 Pilot” in this book.





Evaluating Change and Configuration Management

� xe "Client configuration plan:support plan:current support issues" �� xe "Applications:client configuration standards:support standards" �� xe "IntelliMirror software distribution:IntelliMirror technology components [begin]" �� xe "IntelliMirror user data management:IntelliMirror technology components [begin]" �� xe "IntelliMirror user settings management:IntelliMirror technology components [begin]" �� xe "Applications:client configuration standards:support standards"\\€DGPR_GPO.doc-1009 �

When users encounter problems with their computers — such as software that stops working, missing files, or hardware malfunctions — an IT support person often has to visit the computer in person to diagnose and solve the problem. Multiplied over hundreds or thousands of client computers, including a growing number of computers that are frequently disconnected from the network and computers that are used by multiple users, these are among the most expensive support issues that network administrators face.

� xe "Installing applications:available technologies [begin]" �� xe "Applications:client configuration standards:configuration management technologies [begin]"\\€DGPR_GPO.doc-1010 �

Windows 2000 provides a variety of change and configuration management technologies that can help IT departments reduce the amount of work and costs associated with managing and supporting client computers. By using as a foundation the administrative and configuration standards created in the chapter “Defining Client Administration and Configuration Standards,” you can reduce the amount of work and time involved in replacing one computer with another by enabling the following Active Directory–enabled user services:

Remote OS Installation

� xe "Aa"\\€DGPR_GPO.doc-1011 �

Allows administrators to simplify and reduce the cost of staging and configuring new or replacement client computers. In addition, Remote OS Installation improves the ability of IT to quickly restore a system that has failed with both a preconfigured operating system and basic applications.

Software Installation and Maintenance

� xe "Software distribution:using Software Installation" \t"See Software Installation snap-in"\\€DGPR_GPO.doc-1012 �

Allows administrators to specify a set of applications that will always be available to a user or group of users. If a required application is not already installed on the computer when it is needed, it will automatically be installed. Similarly, if an application needs to be repaired (because of a corrupted or accidentally deleted file, for instance), updated, or removed, these tasks can also be performed automatically.

User Settings Management

� xe "Aa"\\€DGPR_GPO.doc-1013 �

Where the chapter “Defining Client Administration and Configuration Standards” illustrated how you can customize and control the user interface, in this chapter you will learn how to implement Roaming User Profiles. With Roaming User Profiles, user profile settings—as well as the Group Policy settings that apply to the user—are copied to any computer on the network the user might log on to.

User Data Management

� xe "Aa"\\€DGPR_GPO.doc-1014 �

Allows users to roam to any Windows 2000 Professional–based computer on the corporate network and have access to their data. In addition, if a user takes network-based resources offline, these resources are resynchronized when the user reconnects to the network.





� xe "Applications:client configuration standards:configuration management technologies [end]"\\€DGPR_GPO.doc-1015 �

The last three capabilities are grouped under the name IntelliMirror. Together, IntelliMirror and Remote OS Installation make up Windows 2000 change and configuration management, which can dramatically reduce the amount of work and time involved in replacing one computer with another. Figure 24.1 illustrates the planning process for these features.

� include c:\\ntrk5\\currentbooks\\deployment\\art\\productionart\\artmans\\dgpr_art.doc art_dgpr_01_eps \! �� INCLUDEPICTURE "C:\\ntrk5\\curren~1\\deploy~1\\art\\produc~1\\eps\\dgpr_01.eps" \* MERGEFORMAT ����

� xe "Client configuration plan:overview [end]" �� xe "Remote OS Installation:planning process"\\€DGPR_GPO.doc-1016 �

Figure 24.1    Planning Steps for IntelliMirror and Remote OS Installation



Technologies Used to Enable Change and Configuration Management

� xe "Group Policy:software distribution options:IntelliMirror technology [begin]"\\€DGPR_GPO.doc-1017 �

IntelliMirror and Remote OS Installation are not discrete technologies in Windows 2000. These capabilities take advantage of a number of Windows 2000 technologies that you are probably already deploying. Table 24.1 illustrates the technologies needed to implement IntelliMirror and Remote OS Installation.

� xe "Software distribution:using IntelliMirror" \t"See IntelliMirror software distribution"\\€DGPR_GPO.doc-1018 �

Table 24.�SEQ table�1�    Technologies Used to Enable IntelliMirror and Remote OS Installation

��Features�Technology Used����User Settings Management�Active Directory�Group Policy�Offline Folders�Roaming User Profiles��User Data Management�Active Directory�Group Policy�Offline Folders�Synchronization Manager�Disk Quotas�Roaming User Profiles��Software Installation and Maintenance�Active Directory�Group Policy�Windows Installer Service�Add/Remove Programs�Distributed file system (Dfs)��Remote OS Installation�Active Directory�Group Policy�Remote Installation Services (RIS)�Remote installation–capable workstation ��

� xe "Remote OS Installation:clients:configuration recovery" �� xe "Client configuration plan:configuration recovery" �� xe "Data backup and recovery:client configuration recovery" �� xe "Disaster recovery:client configuration recovery" �� xe "Recovering client configuration" �� xe "IntelliMirror user data management:client configuration recovery" �� xe "IntelliMirror user settings management:client configuration recovery" �� xe "IntelliMirror software distribution:client configuration recovery" �� xe "Aa"\\€DGPR_GPO.doc-1019 �

You can implement Remote OS Installation and IntelliMirror user data management, user settings management, and software installation and maintenance individually, or in any combination of two or three. You can also implement all four as an integrated change and configuration management solution designed to enable a fast, almost exact, automated computer replacement in case of an equipment failure.



Note

� xe "Recovering data:See also Data backup and recovery" \t" "\\€DGPR_GPO.doc-1020 �

The replacement is described as “almost exact” because some users might store data files in an inappropriate location, which would prevent these files from being replicated on a server. In addition, extremely large files, such as certain mailbox or database files, are difficult to manage because of the amount of network bandwidth, server disk space, and synchronization time required to maintain current copies on both a server and client computer.





Identifying Change and Configuration Management Needs and Opportunities

� xe "Remote OS Installation:when to use"\\€DGPR_GPO.doc-1021 �

Windows 2000 change and configuration management features can help you address a number of management concerns. The following are typical situations where organizations will utilize IntelliMirror and Remote OS Installation:

� xe "Software distribution:using Remote OS Installation" \t"See Remote OS Installation"\\€DGPR_GPO.doc-1022 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Configuring a computer for a new hire

� xe "Aa"\\€DGPR_GPO.doc-1023 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installing and managing software

� xe "aa"\\€DGPR_GPO.doc-1024 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Backing up corporate data

� xe "Software distribution:using Add/Remove Programs" \t"See Add/Remove Programs"\\€DGPR_GPO.doc-1025 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Recovering from computer failure



� xe "Installing applications:available technologies [end]" �� xe "Group Policy:software distribution options:IntelliMirror technology [end]" �� xe "Aa"\\€DGPR_GPO.doc-1026 �

These issues can apply to all of the advanced and basic types of user groups—mobile, roaming, remote, task-based, and knowledge-based—that were discussed in the chapter “Defining Client Administration and Configuration Standards.” Use your Preferred Client Configuration and Client Administration plans as the foundation for your IntelliMirror and Remote OS Installation implementation plans. Your IntelliMirror and Remote OS Installation Implementation plans will extend these, and will help you fill the administrative and client needs that you identified earlier in your Windows 2000 deployment planning.

Key Background Information

� xe "Remote OS Installation:deployment planning:capacity planning [begin]"\\€DGPR_GPO.doc-1027 �

The following background information is particularly important in planning for IntelliMirror and Remote OS Installation:

� xe "Aa"\\€DGPR_GPO.doc-1028 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	How fast will your organization be migrating to Windows 2000 Professional and Windows 2000 Server?

� xe "IntelliMirror software distribution:Terminal Services clients" �� xe "Terminal Services:Remote OS Installation" �� xe "Terminal Services:IntelliMirror software distribution" �� xe "Remote OS Installation:Terminal Services clients"\\€DGPR_GPO.doc-1029 �

IntelliMirror and Remote OS Installation are available only on Windows 2000 Professional clients running under a Windows 2000 Server Active Directory–enabled infrastructure.



Note

Windows 2000 Terminal Services clients also can benefit from IntelliMirror and Remote OS Installation. Full Terminal Services clients cannot participate in software installation and maintenance because these applications must be installed on the Terminal Services client. Terminal Services clients running in Administrator mode can utilize software installation and maintenance. For more information about Terminal Services, see “Deploying Terminal Services” in this book.



� xe "Remote OS Installation:clients:Preboot Execution Environment (PXE)" �� xe "Remote OS Installation:Remote Boot ROM"\\€DGPR_GPO.doc-1030 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Do existing client computers meet the Remote Boot read-only memory (ROM) and Preboot Execution Environment (PXE) prerequisites for Remote OS Installation?



� xe "Aa"\\€DGPR_GPO.doc-1031 �

IntelliMirror features do not require faster processors or more memory than are needed to run Windows 2000 Server and Windows 2000 Professional. However, to use Remote OS Installation, clients must have a supported network card or Remote Boot ROM version .99b or greater.

� xe "Roaming users:client configuration planning" �� xe "Aa"\\€DGPR_GPO.doc-1032 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	What are the needs of your users? Do they roam from location to location? Do they use multiple computers? Are they frequently disconnected from the network? Do they have stable or constantly changing application requirements?

� xe "Aa"\\€DGPR_GPO.doc-1033 �

Your goal should be to provide neither more nor fewer of these management features than users require. For more information about aligning IntelliMirror and Remote OS Installation to user needs, see the section “Selecting Change and Configuration Management Options for Your Organization” later in this chapter.

� xe "Aa"\\€DGPR_GPO.doc-1034 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	How fast are your organization’s network links? Are users frequently connecting over slow links? Do you have the network bandwidth capacity to support features such as automated software installation and upgrades?

� xe "Aa"\\€DGPR_GPO.doc-1035 �

You will need to test and pilot your IntelliMirror and Remote OS Installation plans under all proposed usage patterns in order to determine how many servers and how much network capacity will be required to implement your change and configuration plans.

� xe "Aa"\\€DGPR_GPO.doc-1036 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	How do you want computer accounts to be administered? Will users installing Windows 2000 Professional create their own computer accounts and customize their own operating system settings? Or does an IT person prestage computers by defining these accounts and settings in advance?

� xe "Aa"\\€DGPR_GPO.doc-1037 �

Remote OS Installation supports both user-managed and IT-managed alternatives through a combination of Group Policy and security settings.

� xe "Aa"\\€DGPR_GPO.doc-1038 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Are client computers tightly or loosely managed? What are your most costly client administration problems? Can these problems be solved or alleviated using the change and configuration management technologies? How often do you upgrade existing applications or distribute new applications?

� xe "Aa"\\€DGPR_GPO.doc-1039 �

If you have not collected data on these questions already, review the chapter “Defining Client Administration and Configuration Standards.”

� xe "Aa"\\€DGPR_GPO.doc-1040 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Has an Active Directory and domain structure been deployed in your organization? What are the administrative and logical rationales behind your organization’s Active Directory and domain structure? Also, have the Dynamic Host Configuration Protocol (DHCP) and Domain Name Server (DNS) services been enabled in your organization?

� xe "IntelliMirror user data management:IntelliMirror technology components [end]" �� xe "IntelliMirror user settings management:IntelliMirror technology components [end]" �� xe "Remote OS Installation:deployment planning:capacity planning [end]" �� xe "IntelliMirror software distribution:IntelliMirror technology components [end]"\\€DGPR_GPO.doc-1041 �

For more information about completing these portions of your IT infrastructure, see “Designing the Active Directory Structure” for important planning information that will help you lay a solid foundation for your change and configuration management plans.





Using Systems Management Server to Supplement IntelliMirror

� xe "IntelliMirror software distribution:SMS configuration management tools [begin]" �� xe "IntelliMirror user data management:SMS data management tools [begin]" �� xe "IntelliMirror user settings management:SMS configuration management tools [begin]" �� xe "Applications:client configuration standards:SMS tools [begin]" �� xe "Systems Management Server:client configuration management tools [begin]"\\€DGPR_GPO.doc-1042 �

Many organizations with complex environments will complement IntelliMirror and Remote OS Installation by using the advanced change and configuration management tools provided with Systems Management Server 2.0. These tools include:

Planning Tools

� xe "Windows Management Instrumentation (WMI):SMS inventory" �� xe "WMI (Windows Management Instrumentation):SMS inventory" �� xe "Systems Management Server:Windows Management Instrumentation (WMI)"\\€DGPR_GPO.doc-1043 �

Systems Management Server uses Windows Management Instrumentation (WMI) and software scanners to retrieve and upload detailed hardware and software inventory information—such as metering application usage—into a Microsoft® SQL Server™–based repository. This collection of planning tools can help you understand the configuration of your environment, complete audits and compliance checks, monitor and restrict application use, and plan for operations such as new software deployments and upgrades.

Deployment Tools

� xe "Aa"\\€DGPR_GPO.doc-1044 �

Using Systems Management Server, you can schedule and synchronize the deployment of software to Windows-based computers, including Windows 3.x, Windows NT® 3.51/4.0, and Windows 2000. This distribution is fully integrated with inventory to allow precise targeting while also allowing detailed status reporting on the progress and success of each scheduled deployment. With Systems Management Server, you can distribute and install software in the background to one, 10, or thousands of computers, even when no users are logged on. Systems Management Server can also deploy software that uses the new Windows Installer technology and packages.

Diagnostic Tools

� xe "Aa"\\€DGPR_GPO.doc-1045 �

Systems Management Server provides a range of advanced remote diagnostic tools to help you manage desktops and servers without making on-site visits. These include utilities such as remote control and remote reboot, a network monitor with real-time and post-capture experts to analyze network conditions and performance, and a server HealthMon utility, which displays critical performance information on Windows 2000 Server and Microsoft® BackOffice®.



� xe "Advertising applications:SMS" \t"See Systems Management Server software distribution"\\€DGPR_GPO.doc-1046 �

Whether you use IntelliMirror and Systems Management Server separately or together depends on the complexity of your environment. Table 24.2 illustrates the Microsoft management solutions that might be most cost effective for organizations of varying complexity.



� xe "Advertising applications:MMC snap-in" \t"See Software Installation snap-in"\\€DGPR_GPO.doc-1047 �

Table 24.�SEQ table�2�    Recommended Change and Configuration Management Solutions

���Single local area network (LAN)/simple multi-LAN with LAN-speed interconnects���Complex multi-LAN/multi-site systems����Windows 2000–based systems only�IntelliMirror�Remote OS Installation�IntelliMirror�Remote OS Installation�Systems Management Server��Mixed Windows environments, including Windows 2000–based systems�IntelliMirror�Remote OS Installation�Systems Management Server�IntelliMirror�Remote OS Installation�Systems Management Server��Windows 3.x, Windows NT 3.51/4.0�Systems Management Server�Systems Management Server��

� xe "Publishing applications:using SMS" \t"See Systems Management Server software distribution"\\€DGPR_GPO.doc-1048 �

Table 24.3 illustrates how IntelliMirror, Remote OS Installation, and Systems Management Server can be combined into an effective change and configuration management solution.

� xe "Publishing applications:using Software Installation" \t"See Software Installation snap-in"\\€DGPR_GPO.doc-1049 �

Table 24.�SEQ table�3�    Options for Effective Change and Configuration Management

����Remote OS Installation ���IntelliMirror�Systems Management Server����Install Windows 2000–based desktop images.�X�--�--��Enable data, software, and settings to follow the user.�--�X�--��Basic disaster recovery for Windows 2000–based systems�X�X�--��Manage environments that are not Windows 2000–based.�--�--�X��Inventory, advanced deployment, troubleshooting, and diagnostic tools�--�--�X��Comprehensive change and configuration management�X�X�X��



� xe "Aa"\\€DGPR_GPO.doc-1050 �

Use the information in these tables, along with your understanding of your organization’s client management issues, to select the features most appropriate for your organization.

� xe "IntelliMirror software distribution:SMS configuration management tools [end]" �� xe "IntelliMirror user data management:SMS data management tools [end]" �� xe "IntelliMirror user settings management:SMS configuration management tools [end]" �� xe "Applications:client configuration standards:SMS tools [end]" �� xe "Systems Management Server:client configuration management tools [end]"\\€DGPR_GPO.doc-1051 �

For more information about using Systems Management Server in conjunction with Windows 2000, see “Using Systems Management Server to Analyze Your Network Infrastructure” and “Using Systems Management Server to Deploy Windows 2000” in this book. For comprehensive technical information about Systems Management Server, see the Microsoft® Systems Management Server Resource Kit.

Planning for Enhanced Client Support with IntelliMirror

� xe "Installing applications:available technologies [begin]" �� xe "Remote OS Installation:deployment planning:deployment strategies [begin]" �� xe "Group Policy:software distribution options:IntelliMirror technology [begin]" �� xe "IntelliMirror software distribution:configuration management planning:software deployment planning [begin]" �� xe "Aa"\\€DGPR_GPO.doc-1052 �

The rest of this chapter will guide you through the steps involved in improving client support by configuring and addressing critical issues in the deployment of IntelliMirror and Remote OS Installation.

� xe "Aa"\\€DGPR_GPO.doc-1053 �

If your client administration standards include storage of user data or settings on a network server, then you will want to create your basic client image and the network infrastructure (namely server shares and Group Policy settings) to support this goal before you begin to deploy clients.

� xe "Aa"\\€DGPR_GPO.doc-1054 �

Your choice of deployment methods for clients involves two parts:

� xe "Aa"\\€DGPR_GPO.doc-1055 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Deployment of the base operating system

� xe "Aa"\\€DGPR_GPO.doc-1056 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Deployment of applications



� xe "Aa"\\€DGPR_GPO.doc-1057 �

As with alternate deployment methods such as using Sysprep or Systems Management Server, you can use Remote OS Installation to deploy basic applications along with Windows 2000 Professional. This requires that you plan your application deployment strategy carefully  to decide:

� xe "Aa"\\€DGPR_GPO.doc-1058 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Which applications will be deployed with the operating system using Remote OS Installation.

� xe "Aa"\\€DGPR_GPO.doc-1059 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Which applications will be deployed using software installation and maintenance after the operating system has been installed.

� xe "Aa"\\€DGPR_GPO.doc-1060 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	How you will support reinstallation or repair of applications that were initially installed with Remote OS Installation.



� xe "Aa"\\€DGPR_GPO.doc-1061 �

Installing a core suite of applications during the Remote OS Installation process can simplify the process of configuring a computer to your organization’s standards. However, it does not eliminate the need to support installation on computers that already have Windows 2000 Professional installed. Therefore, applications that are installed along with Windows 2000 during the Remote OS Installation process will also have to be included in your IntelliMirror software installation and maintenance plan.



� xe "Installing applications:available technologies [end]" �� xe "Remote OS Installation:deployment planning:deployment strategies [end]" �� xe "Group Policy:software distribution options:IntelliMirror technology [end]" �� xe "IntelliMirror software distribution:configuration management planning:software deployment planning [end]" �� xe "Aa"\\€DGPR_GPO.doc-1062 �

The following sections address key planning issues to help you use Remote OS Installation, IntelliMirror software installation and maintenance, and IntelliMirror user data and settings management in your organization. The final section, “Putting It All Together,” provides recommendations on how some organizations with different types of requirements might implement IntelliMirror and Remote OS Installation.

Enabling Remote OS Installation

� xe "Remote OS Installation:overview"\\€DGPR_GPO.doc-1063 �

Windows 2000 Remote OS Installation provides a means for computers to connect to a Windows 2000 network server during the initial startup sequence, and subsequently allows the server to install Windows 2000 Professional on the client computer. Remote OS Installation allows you, as the administrator, to configure Windows 2000 and any applications that you want to install along with the operating system once for a single group of users, and then apply this same configuration when installing the operating system on individual client computers. For users, the result should be a simplified and timely installation and configuration of their computer, and a more rapid return to productivity if a hardware failure occurs.

� xe "Remote OS Installation:Windows components required [begin]"\\€DGPR_GPO.doc-1064 �

Table 24.4 shows the Windows 2000 technologies you need to have in order to use Remote OS Installation.

� xe "Aa"\\€DGPR_GPO.doc-1065 �

Table 24.4    Windows 2000 Technologies Needed to Use Remote OS Installation

��Technology�Purpose����Dynamic Host Configuration Protocol (DHCP)�Assigns an IP address to a remote boot–enabled client computer prior to contacting a server running RIS.��Domain Name Server (DNS)�Resolves computer names from TCP/IP addresses.��Group Policy�Defines the users and computers eligible (or ineligible) to receive a given desktop configuration.��Active Directory directory service�Locates client computers and RIS servers and stores the Group Policy objects that define what resources a user or computer can or cannot access.��Remote Installation Services (RIS)�Manages and distributes Windows 2000 Professional image files to clients enabled for remote boot.��



� xe "Remote OS Installation:Windows components required [end]"\\€DGPR_GPO.doc-1066 �

If you have not have already installed and configured DNS, DHCP, and Active Directory, see the chapter “Defining the Active Directory Structure” in this book to complete these planning steps before continuing with this chapter. You should also understand the Group Policy planning steps outlined in the chapter “Defining Client Administration and Configuration Standards.” The remainder of this section will focus on the planning associated with different components of the RIS and how to configure them for an effective deployment.

Defining User Requirements

� xe "Remote OS Installation:when to use"\\€DGPR_GPO.doc-1067 �

All users, no matter what their skill level or computing requirements, require an efficient, fast way to install a new operating system and core applications if their system fails or they receive a new computer. In order to reduce the time and costs associated with preconfiguring new systems for users, you need to answer the following questions:

What is the best operating system installation method for these users?

� xe "Aa"\\€DGPR_GPO.doc-1068 �

In small branch offices or home offices where there are not enough users to warrant the installation of a RIS server, or where users travel and do not have a high-bandwidth connection to a network server, using a CD-ROM or other local method of installing an operating system is probably the best option. For users with high-bandwidth network connections, but whose computers do not have a remote boot–compliant network card or remote-boot ROM, a network-based image copying or manual installation method will be your next best option (for more information, see “Automating Client Installation and Upgrade” in this book). For all other cases, when you want a clean, known configuration of Windows 2000 Professional, use Remote OS Installation.

How much freedom should users have to choose optional operating system components or alternate operating system images?

� xe "Aa"\\€DGPR_GPO.doc-1069 �

The following sections describe a number of optional settings that you can use to configure Remote OS Installation images. In most cases, you will want to allow less knowledgeable or task-oriented users to make few or no optional choices during operating system installation. Advanced, more knowledgeable users might require additional choices during the Windows 2000 Professional installation.





Using Remote OS Installation

� xe "Remote OS Installation:configuring [begin]"\\€DGPR_GPO.doc-1070 �

The Remote OS Installation process is relatively straightforward from an end user perspective because your IT department does most of the work by having the following configurations in place:

� xe "Aa"\\€DGPR_GPO.doc-1071 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Defining how the operating system will be configured for each group of users.

� xe "Aa"\\€DGPR_GPO.doc-1072 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Limiting users to as few operating system configurations as you consider appropriate.

� xe "Aa"\\€DGPR_GPO.doc-1073 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Guiding the user through a successful operating system installation by predetermining which installation options, if any, the end user can modify.



� xe "Remote OS Installation:Remote Installation components"\\€DGPR_GPO.doc-1074 �

Five major components of RIS are involved in Remote OS Installation:

� xe "Remote OS Installation:Remote Installation servers:Setup file"\\€DGPR_GPO.doc-1075 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Remote Installation Services Setup (RISetup.exe). Used to set up the RIS server.

� xe "Remote OS Installation:Remote Installation Services Administrator "\\€DGPR_GPO.doc-1076 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Remote Installation Services Administrator. Used to configure Group Policy settings relating to RIS services.

� xe "Remote OS Installation:operating system image:preparing" �� xe "Remote OS Installation:Remote Installation Preparation wizard"\\€DGPR_GPO.doc-1077 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Remote Installation Preparation wizard (RIPrep.exe). Used to create operating system images and install them on the RIS server. You can also use RIPrep to create application images if you want to install an application with the operating system.

� xe "Remote OS Installation:clients:remote-boot media"\\€DGPR_GPO.doc-1078 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Remote Installation boot floppy disk (RBFG.exe). Used to create a boot floppy disk, which is needed to install RIS-based operating systems on certain client computers.

� xe "Remote OS Installation:operating system image:client selection" �� xe "Remote OS Installation:operating system image:Client Installation wizard"\\€DGPR_GPO.doc-1079 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Client Installation wizard (OSChooser.exe). Used on the client computer to select the RIS image that the user needs to install.



� xe "Remote OS Installation:clients:remote-boot media" �� xe "Remote OS Installation:clients:Preboot Execution Environment (PXE)"\\€DGPR_GPO.doc-1080 �

All computers that meet the PC98 version 0.6 and later design specification will include a Pre-Boot Execution Environment (PXE) remote-boot ROM for Remote OS Installation. For existing client computers that do not contain a PXE ROM, you can use the Remote Installation boot floppy disk to create a floppy disk that will initiate the RIS process. The RIS remote-boot floppy disk can be used with a variety of supported Peripheral Component Interconnect (PCI)–based network adapters. For more information, see the Windows 2000 Hardware Compatibility List (HCL) on the Windows 2000 operating system CD and at the Microsoft Windows Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.

� xe "Remote OS Installation:configuring [end]"\\€DGPR_GPO.doc-1081 �

Figure 24.2 illustrates the major steps for configuring Remote OS Installation. The following sections discuss key deployment planning issues that need to be addressed when using RISetup.exe, the Remote Installation Services Administrator snap-in, and RIPrep.exe.
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� xe "Aa"\\€DGPR_GPO.doc-1082 �

Figure 24.2    Planning Steps for RIS Services



Configuring the Remote Installation Service

� xe "Remote OS Installation:Remote Installation servers:configuring [begin]"\\€DGPR_GPO.doc-1083 �

Remote Installation Service (RIS) is an optional component that you can install while you are installing Windows 2000 Server. Although much of this setup process is automatic, there are a number of basic and advanced settings that you can configure while RIS is being installed but before offering the service to users.

� xe "Aa"\\€DGPR_GPO.doc-1084 �

By default, RIS is not configured to service client computers immediately after it has been installed. If you want to, you can accept all the default RIS configuration settings and begin offering installation images to users based on these options. However, most organizations will customize RIS to better meet their IT and business requirements.

� xe "Active Directory Users and Computers Snap-in:configuring Remote Installation" �� xe "Remote OS Installation:clients:configuring [begin]"\\€DGPR_GPO.doc-1085 �

In order to configure RIS settings for both the RIS server and the client computer, you will need to use the Active Directory Users and Computers snap-in to the Microsoft Management Console (MMC). The server configuration options determine how a particular RIS server will respond to client computers requesting service. The client options can help you define how the RIS image is installed on the client computer.

� xe "Aa"\\€DGPR_GPO.doc-1086 �

The major configuration options that you can set using the Active Directory Users and Computers snap-in include:

Define automatic client computer naming format

� xe "Aa"\\€DGPR_GPO.doc-1087 �

Allows you to determine whether the computer name (which is generated automatically) is to be based on the user’s name, the user’s last name followed by first name, or a custom naming format specific to your organization. The default is the user name.

Define the default Active Directory location for the creation of all Machine Account objects

� xe "Aa"\\€DGPR_GPO.doc-1088 �

You can select default Active Directory containers or organizational units (OUs), or you can create a new Active Directory OU specifically for RIS clients. The default setting is the Computers container.

Prestage client computers within Active Directory prior to servicing

� xe "Remote OS Installation:clients:prestaging"\\€DGPR_GPO.doc-1089 �

This option allows you to define which client computer accounts within Active Directory can use Remote OS Installation. To use this option, you will need to specify the client computer name, the default Active Directory location, the client computer’s globally unique identifier (GUID), and, optionally for load-balancing purposes, which RIS server will support specific clients. The default setting is No Prestaged Clients.

BEGIN   BREAK

�

END   BREAK

Offer third-party ISV maintenance and troubleshooting tools

� xe "Aa"\\€DGPR_GPO.doc-1090 �

Gives administrators and—if you allow it—end users access to pre-installation maintenance and troubleshooting tools from independent software vendors (ISVs). Such tools might, for example, upgrade the system basic input/output system (BIOS), check for viruses, perform computer diagnostics, or inventory the system prior to the operating system installation. The default setting is No Tools Installed.

Add more operating system images in either CD or RIPrep format

� xe "Remote OS Installation:operating system image:adding to server"\\€DGPR_GPO.doc-1091 �

This option allows you to add new operating system versions or RIPrep images to existing RIS servers within the enterprise, or to associate a variety of unattended installation templates to existing operating system images. For example, you can use this option to set up multiple RIPrep images, each of which could then be made available only to the appropriate users in your organization. The default setting is CD-Based Windows 2000 Image.

Remotely configure RIS servers from Windows 2000 Professional workstations

� xe "Aa"\\€DGPR_GPO.doc-1092 �

By enabling this option, you can remotely manage many RIS options on any RIS server in the domain or enterprise. The default setting is N/A, meaning that most of the configuration options described here can also be performed from a computer running Windows 2000 Professional and has been enabled to perform administrative tasks.

Supports coexistence of multiple-vendor installation servers

� xe "Aa"\\€DGPR_GPO.doc-1093 �

This option supports organizations with remote installation and boot servers other than Windows 2000 operating on the same physical network. This option is normally used in conjunction with the prestaging option described earlier, so that RIS does not interfere with pre-existing remote-boot servers that use the same remote-boot protocols. The default setting is Disabled.



� xe "Aa"\\€DGPR_GPO.doc-1094 �

There are three additional configuration options that you can define outside of the RIS Server property page. These options are determined both by using Group Policy settings and by setting specific security descriptors, or access control lists (ACLs) on operating system images you want to restrict from users:

Define available client installation options

� xe "Aa"\\€DGPR_GPO.doc-1095 �

This option uses Group Policy to restrict the installation options for a group of users. For example, you might not want some users to access the maintenance and troubleshooting tools menu or the Custom setup option. The default setting is to make automatic setup available to all users. No other installation options are available.

Define available operating system installation choices

� xe "Remote OS Installation:user installation options"\\€DGPR_GPO.doc-1096 �

This option uses security descriptors to specify which users should have access to the operating system images available on the RIS server. You can use this feature to guide users to the unattended operating system installation appropriate for their role in the organization. By default, all images are available to all users.

BEGIN   BREAK

�

END   BREAK

Authorization of RIS servers for rogue server prevention

� xe "Remote OS Installation:Remote Installation servers:configuring [end]" �� xe "Remote OS Installation:clients:configuring [end]"\\€DGPR_GPO.doc-1097 �

This option prevents unauthorized RIS servers from servicing clients on the organization’s network. You must authorize which RIS servers can provide installations to remote boot–enabled clients. There is no option to change this.



Preparing Client Operating System Images

� xe "Remote OS Installation:operating system image:preparing [begin]" �� xe "Remote OS Installation:operating system image:types of"\\€DGPR_GPO.doc-1098 �

RIS supports two types of operating system images, CD-based images and RIPrep images. In the simplest case, you can offer users straight CD-based operating system installation, which installs Windows 2000 Professional in an unattended manner.

� xe "Remote OS Installation:operating system image:custom installations"\\€DGPR_GPO.doc-1099 �

If you want to configure custom installations of Windows 2000 Professional without creating a separate image for every type of client computer and every piece of hardware installed on that computer, RIS provides this capability by taking advantage of the improved Plug and Play support in Windows 2000 to detect the differences between the source and destination computers at installation time.



Note

� xe "Remote OS Installation:Advanced Configuration Power Interface (ACPI)" �� xe "Hardware abstraction layers (HALs):unique" �� xe "Hardware abstraction layers (HALs):unique" �� xe "Remote OS Installation:hardware abstraction layer"\\€DGPR_GPO.doc-1100 �

If the hardware abstraction layer (HAL) drivers of your client computers are not the same, you will not be able to configure custom installations of Windows 2000 Professional without creating a separate image for every type of client computer and every piece of hardware installed on that computer. However, most workstation-class and desktop-class computers do not require unique HAL drivers as server class computers do. Unique HAL drivers most commonly differentiate client computers that support the Advanced Configuration Power Interface (ACPI) and computers that do not support ACPI.



� xe "Remote OS Installation:Remote Installation Preparation wizard"\\€DGPR_GPO.doc-1101 �

RIPrep can be used to prepare an existing Windows 2000 Professional image, including any locally installed applications or configuration settings, and replicate that image to a RIS server on the network. By including a basic suite of applications in your RIS images, you can dramatically reduce the amount of work involved in setting up a client computer. For more information about packaging applications for deployment with RIS and IntelliMirror, see “Using Group Policy to Improve Software Management” later in this chapter.

Client Installation Options

� xe "Remote OS Installation:user installation options [begin]"\\€DGPR_GPO.doc-1102 �

To run RIPrep, you need to answer a few basic questions, such as the location of the server that the image will be stored upon. After these questions have been answered, the RIPrep wizard configures the image to a generic state by removing anything unique to the computer, such as the computer’s unique security identifier (SID), and then replicates it to the RIS server.

� xe "Aa"\\€DGPR_GPO.doc-1103 �

You can use Group Policy to configure the following client installation options when setting up RIS:

BEGIN   BREAK
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Automatic Setup

� xe "Remote OS Installation:Group Policy" �� xe "Group Policy:Remote OS Installation options [begin]"\\€DGPR_GPO.doc-1104 �

All users have default access to the Automatic setup option. If you also grant access to a single operating system image, the operating system installation starts as soon as the user logs on, without requiring the user to answer any questions. If you decide to offer users multiple operating system installation types, limit the number to three to five options to minimize confusion and to help ensure that your users select the operating system that best meets their needs and role within the organization. 

Custom Setup

� xe "Aa"\\€DGPR_GPO.doc-1105 �

The Custom setup option enables you or your Help desk staff to set up a computer for someone else in the organization. It does this by allowing you to override the rules that govern automatic computer naming and where the computer account is created. This is because it might not be appropriate to name the computer or to locate the computer account based on the Group Policy settings that apply to the administrator or Help desk person. You can use this option to preinstall a client computer or when IT or Help desk staff must physically visit an end user to set up or reinstall their computer.

Restart a Previous Setup

� xe "Remote OS Installation:restarting setup"\\€DGPR_GPO.doc-1106 �

Under this option, you can avoid asking the user to re-answer any questions about the operating system being installed. For example, if a user has already been asked the organization name, department name, or video resolution, the Restart option ensures that they do not have to answer these questions a second time if they are restarting after a failed installation. This option does not restart the installation at the point of failure. It also will not attempt to fix any problems that occurred with the previous setup attempt.

Maintenance and Troubleshooting

� xe "Remote OS Installation:operating system image:preparing [end]" �� xe "Group Policy:Remote OS Installation options [end]" �� xe "Remote OS Installation:user installation options [end]"\\€DGPR_GPO.doc-1107 �

This option provides access to third-party hardware and software tools such as BIOS updates and virus scanners. If you provide access to installation tools, allow access only to tools that cannot damage the computer or cause further problems.





Using Group Policy to Improve Software Management

� xe "IntelliMirror software distribution:configuration management planning:process [begin]"\\€DGPR_GPO.doc-1108 �

The typical large organization supports hundreds, sometimes thousands, of programs. The number can be significantly larger if you also count different versions, patches, fixes, and templates as separate programs in your inventory.

� xe "Aa"\\€DGPR_GPO.doc-1109 �

Because they do not have efficient means of managing their software portfolios, many organizations fail to update their application software on a timely basis. When they do decide to retire obsolete software or implement new applications, the changeover can be extremely disruptive.

� xe "Aa"\\€DGPR_GPO.doc-1110 �

You can use Windows 2000 to help simplify your software management processes in the following areas:

� xe "Aa"\\€DGPR_GPO.doc-1111 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Preparation. What software do you want to manage? How do you want to format the software for distribution and installation?

� xe "Aa"\\€DGPR_GPO.doc-1112 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Distribution. From where do you want to manage the software?

� xe "Aa"\\€DGPR_GPO.doc-1113 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Targeting. Whom do you want to receive the software?

� xe "Aa"\\€DGPR_GPO.doc-1114 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installation. How will the software be installed on the computer?



� xe "Aa"\\€DGPR_GPO.doc-1115 �

Figure 24.3 illustrates the major planning issues involved in each of these stages.
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� xe "Aa"\\€DGPR_GPO.doc-1116 �

Figure 24.3    Key Planning Issues to Address in IntelliMirror Software Deployment



� xe "IntelliMirror software distribution:configuration management planning:process [end]"\\€DGPR_GPO.doc-1117 �

You will need to perform these planning steps even for applications that were installed along with Windows 2000 Professional. You will also need to proceed through these planning steps to deploy, update, and maintain applications on existing computers. 

Preparing Software for Distribution

� xe "IntelliMirror software distribution:preparing applications [begin]"\\€DGPR_GPO.doc-1118 �

In the chapters “Testing Applications for Compatibility with Windows 2000” and “Defining Client Administration and Configuration Standards,” you were asked to evaluate your organization’s applications for compatibility with Windows 2000, and to categorize them as mandatory or optional:

� xe "IntelliMirror software distribution:preparing applications:See also Windows Installer" \t" "\\€DGPR_GPO.doc-1119 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For the organization as a whole.

� xe "Aa"\\€DGPR_GPO.doc-1120 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For groups of users within the organization.



� xe "Aa"\\€DGPR_GPO.doc-1121 �

Before you can use IntelliMirror to distribute your software applications, you need to make sure they are configured properly for deployment with Windows 2000.

� xe "Windows Installer:overview [begin]"\\€DGPR_GPO.doc-1122 �

Applications that take advantage of Windows Installer will use Windows 2000 application support features most efficiently. Windows Installer is a new installation service that consists of:

An operating-system-resident installation service

� xe "IntelliMirror software distribution:preparing applications:setup programs"\\€DGPR_GPO.doc-1123 �

In the past, every application provided its own executable setup file or script. Therefore, each application had to ensure that the proper installation rules (such as file versioning rules) were followed. Furthermore, few best-practice guidelines were available for developers authoring the setup routines. As a result, installation or removal of a given application often broke existing applications on the computer. The Windows Installer Service ensures that critical setup rules are implemented by the operating system. To follow those rules, applications merely need to describe themselves in the standard Windows Installer format.

A standard format for component management

� xe "Aa"\\€DGPR_GPO.doc-1124 �

The Windows Installer service views all applications as three logical building blocks: components, features, and products. Components are collections of files, registry keys, and other resources that are all installed or uninstalled together. When a given component is selected for installation or removal, all of the resources in that component are either installed or removed. Features are the pieces of an application that a user can choose to install, and typically they represent the functional features of the application itself. When a user chooses Custom in a setup program, the pieces of the application they are able to select for installation correspond roughly to features. A Windows Installer product represents a single product such as Microsoft® Office. Products consist of one or more Windows Installer features. Each product is described to the Windows Installer service in the form of a single Windows Installer package (.msi) file.

BEGIN   BREAK
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A management API for applications and tools

� xe "Aa"\\€DGPR_GPO.doc-1125 �

The Windows Installer application programming interface (API) enables tools and applications to enumerate the products, features, and components installed on the computer, install and configure Windows Installer products and features, and determine the path to specific Windows Installer components installed on the computer. Applications that are written to leverage the Windows Installer service gain the advantages of roaming user support, on-demand installation, and runtime resource resilience.



� xe "Windows Installer:native authored applications"\\€DGPR_GPO.doc-1126 �

Applications that have been natively authored to take advantage of Windows Installer technology will support:

� xe "Just-in-time application installation" �� xe "Windows Installer:just in time installation"\\€DGPR_GPO.doc-1127 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Just-in-time feature installation. Allows you to distribute only a portion of an application’s optional features. Then, when a user attempts to use an uninstalled option (a grammar checker or clip-art library, for example), the option is installed when it is first requested. This saves hard disk space on rarely used application features without making them unavailable to those users who occasionally need to use them.

� xe "Windows Installer:reinstalling corrupt files"\\€DGPR_GPO.doc-1128 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Feature repair. If critical application files become corrupted or are accidentally deleted, Windows Installer will identify the needed files and automatically reinstall them.

� xe "Aa"\\€DGPR_GPO.doc-1129 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installs with elevated privileges. Users do not have to be administrators on the local computer to install software using IntelliMirror software installation and maintenance. They only need to be a user or power user.





Note

� xe "Windows Installer:overview [end]"\\€DGPR_GPO.doc-1130 �

Many software vendors and in-house development groups are updating their applications to take advantage of Windows Installer capabilities. For more information about the Windows 2000 application specification, see the MSDN link on the Web Resources page at 



When Native Authoring Is Not Possible

� xe "IntelliMirror software distribution:preparing applications:repackaging [begin]" �� xe "WinInstall LE" �� xe "Windows Installer:repackaged applications [begin]"\\€DGPR_GPO.doc-1131 �

It is not always possible to natively author applications. In particular, you might have older applications for which you do not have the resources to natively author Windows Installer packages. You can still benefit from Windows Installer features by repackaging these applications for use with Windows 2000.

� xe "Aa"\\€DGPR_GPO.doc-1132 �

You can repackage files using a repackaging tool such as WinInstall LE, a program that comes with Windows 2000 Server.

� xe "Aa"\\€DGPR_GPO.doc-1133 �

The changes between the original application and the customized application image are then converted into a Windows Installer package.



� xe "IntelliMirror software distribution:preparing applications:repackaging [end]" �� xe "Windows Installer:repackaged applications [end]"\\€DGPR_GPO.doc-1134 �

Repackaged files allow you to benefit from some Windows Installer features, meaning they can be advertised and repaired, and will install with elevated privileges. (Advertising and other distribution options are discussed in “Software Management Options” later in this chapter.) However, a repackaged application will not benefit from the Windows Installer architecture, which means the repackaged application will install as if the product had just a single (large) feature.

Managing Older Applications

� xe "ZAP file setup" �� xe "Installing applications:ZAP configuration files" �� xe "Add/Remove Programs:applications installed using ZAP files" �� xe "IntelliMirror software distribution:removing software" �� xe "IntelliMirror software distribution:Add/Remove Programs:applications installed using ZAP files" �� xe "IntelliMirror software distribution:preparing applications:setup programs" �� xe "IntelliMirror software distribution:preparing applications:ZAP files"\\€DGPR_GPO.doc-1135 �

You can also make other applications available to users using their existing setup programs. To do this, you need to use a text editor, such as Notepad, to create a ZAP (.zap) file. ZAP files, which are similar to INI files, are placed in the same folder on the software distribution point as the original setup program that it references. Because you are publishing the existing setup, the user’s experience will not be better than the existing setup. If the existing setup does not support clean and complete removal of the software, for example, then publishing the existing setup will not improve the software removal experience. By managing software files with the ZAP file format, the application will appear in Add/Remove Programs in Control Panel, and users will be able to install the application from this location.



Note

� xe "Installing applications:using Software Installation" \t"See Software Installation snap-in"\\€DGPR_GPO.doc-1136 �

The user will still need to have the same administrative privileges as required by the older application in order to complete this type of installation.



� xe "Aa"\\€DGPR_GPO.doc-1137 �

For more information about managing older applications, see “Software Management” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.

Using Transforms

� xe "IntelliMirror software distribution:preparing applications:transforms" �� xe "Windows Installer:custom installation options" �� xe "Windows Installer:transforms"\\€DGPR_GPO.doc-1138 �

In the past, administrators who wanted to customize the behavior of an installation had to repackage the application by directly modifying the setup script to achieve the desired results. If many different setup scripts required similar changes, they needed to repeat those efforts for each script.

� xe "Aa"\\€DGPR_GPO.doc-1139 �

With Windows 2000, you do not need to customize Windows Installer packages in order to customize the installation for your organization. Instead, you can create a transform and use this transform to customize the package. The Windows Installer service transform modifies the Windows Installer package file at deployment, and therefore dynamically affects installation behavior.



� xe "Aa"\\€DGPR_GPO.doc-1140 �

You can transform or customize Windows Installer packages to handle a variety of customizations. For example, a transform can be used to install selected features in a predefined location so that users do not have to decide what features to install or where to install them. You can also use a transform to modify the path of a given component, as long as the component exists in the package being modified.

� xe "Aa"\\€DGPR_GPO.doc-1141 �

Whereas existing installers typically give the user a binary choice between “installed” and “not installed” for a given feature, the Windows Installer features can be set to one of four states:

� xe "Aa"\\€DGPR_GPO.doc-1142 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installed on Local Hard Disk. Files are copied to the local computer’s hard disk.

� xe "Aa"\\€DGPR_GPO.doc-1143 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installed to Run from Source. Files are left on the source (typically a network share or a CD). The application accesses the files from the source.

� xe "Aa"\\€DGPR_GPO.doc-1144 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advertised Files. Files are left on the source, but they can be installed on your hard disk the first time they are used.

� xe "Aa"\\€DGPR_GPO.doc-1145 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Not Installed. No files are copied.



� xe "IntelliMirror software distribution:preparing applications [end]"\\€DGPR_GPO.doc-1146 �

Transforms should be stored in the same network shares as the Windows Installer packages that they customize. Transforms are applied at deployment, and they cannot be applied to an application that has already been installed.

Distributing Software

� xe "IntelliMirror software distribution:distribution phase" �� xe "Group Policy:software distribution options:distribution phase"\\€DGPR_GPO.doc-1147 �

When the software has been prepared (that is, the software is in the appropriate package format and any customizations or transforms have been created), you can move the actual software files, including the package and any transforms, to a series of network shares throughout the organization. Typically, these software distribution points are located throughout the organization so that people can always get the software from a distribution point that offers reliable, high-speed connectivity.

� xe "Aa"\\€DGPR_GPO.doc-1148 �

Windows 2000 software installation and maintenance does not directly address the distribution phase. It will be up to your deployment team to test your software distribution plans and to ensure that your network bandwidth, and the placement and number of installation servers, is adequate to meet your organization’s anticipated demand.

� xe "Aa"\\€DGPR_GPO.doc-1149 �

You can, however, also use other Windows 2000 services, such as the Microsoft distributed file system (Dfs) to manage the distribution phase. For more information about planning and deploying Dfs volumes, see “Determining Windows 2000 Storage Management Strategies” in this book.



Targeting Software

� xe "IntelliMirror software distribution:targeting software"\\€DGPR_GPO.doc-1150 �

IT administrators need to install applications throughout their organizations based on how users perform their jobs. Because users vary in their software needs and in their levels of computing expertise, IT typically has to distribute a combination of:

� xe "Aa"\\€DGPR_GPO.doc-1151 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Universal applications, such as e-mail and word processing, that all users must use.

� xe "Aa"\\€DGPR_GPO.doc-1152 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Job-specific applications that are needed by users who perform specific tasks or belong to specific departments or divisions.

� xe "Aa"\\€DGPR_GPO.doc-1153 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Optional applications that can be installed by users as needed.



� xe "Aa"\\€DGPR_GPO.doc-1154 �

At this point in your deployment planning, you should be able to identify:

� xe "Aa"\\€DGPR_GPO.doc-1155 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Which users should receive what applications.

� xe "Publishing applications:using IntelliMirror" \t"See IntelliMirror software distribution"\\€DGPR_GPO.doc-1156 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Which Group Policy settings for application management should be set on the site level, on the domain level, and on the organizational unit (OU) level.





Note

� xe "Installing applications:using Add/Remove Programs" \t"See Add/Remove Programs"\\€DGPR_GPO.doc-1157 �

Try to avoid managing the same application, such as Microsoft Word, in different Group Policy objects that might apply to the same person.



� xe "Group Policy:software distribution options:assigning applications [begin]" �� xe "IntelliMirror software distribution:publishing applications [begin]" �� xe "IntelliMirror software distribution:assigning applications [begin]" �� xe "Group Policy:software distribution options:publishing applications [begin]"\\€DGPR_GPO.doc-1158 �

To define your targets using Group Policy, you need to use the Group Policy and Software Installation snap-ins. With the Group Policy snap-in, you can create a new Group Policy object or edit an existing one, and assign or publish the software to either users or computers.

� xe "Software Installation snap-in:application advertisement scripts" �� xe "Microsoft Management Console (MMC):Software Installation" \t"See Software Installation snap-in"\\€DGPR_GPO.doc-1159 �

The Software Installation snap-in generates an application advertisement script and stores this script in the appropriate locations in Active Directory and the Group Policy object.

� xe "Aa"\\€DGPR_GPO.doc-1160 �

For more information about using Group Policy together with sites and OUs, see “Designing the Active Directory Structure” in this book. For more information about using Group Policy to implement client configuration standards, see “Defining Client Administration and Configuration Standards” in this book.

Software Management Options

� xe "IntelliMirror software distribution:removing software"\\€DGPR_GPO.doc-1161 �

Group Policy–based software deployment is designed to simplify the process of managing software throughout its entire life cycle. You can use software installation and maintenance to assign or publish applications, to upgrade deployed applications, to install service packs, and to remove applications that are no longer needed. All of these tasks can be carried out without user intervention. Windows 2000 Group Policy allows you to distribute applications based on three criteria:
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Assigning applications to users
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When you assign applications to users, the application always appears on the user’s Start menu regardless of which computer the user logs on to. When a user starts an assigned application that is not installed on the local computer, the application will first install and then run. If a user removes an assigned application, its shortcut will reappear on the Start menu. In general, you should assign all mandatory (universal and job-specific) applications to users.

Assigning applications to computers
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Unlike applications that are assigned to users, applications that are assigned to computers install the next time the computer is started. If several people use a computer, and they all use the same application, then that application is a candidate for assignment to the computer. Site-licensed virus scanning software is an example of software that might be assigned to a computer. Also, assign applications to computers if the applications are required only when users use a certain computer, such as a computer in a library.

Publishing applications

� xe "IntelliMirror software distribution:Add/Remove Programs:published applications" �� xe "Add/Remove Programs:published applications"\\€DGPR_GPO.doc-1164 �

When you publish applications, they do not appear on the Start menu. Instead, they must be installed manually using Add/Remove Programs in Control Panel. Add/Remove Programs retrieves the list of published applications from Active Directory. Users can delete published applications from their computers and they will not be re-advertised on their computers. Publish an application when all users in a site, domain, or OU do not require the application, but it might be useful to some users. Older applications cannot be assigned to a user or computer; they can only be published.





Note
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Assign software either to a user or to a computer if you want the application to always be installed, or able to be installed, no matter what the user does. Publishing connects an application less firmly to a user or computer than assigning an application.
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Assigned or published applications can also be installed when the user double-clicks a document whose file name extension has been associated with that application. Table 24.5 provides additional information on the differences between assigning applications to users, assigning them to computers, and publishing them.



Table 24.5    Differences in Behavior Between Assigned and Published Applications

���User assigned�Computer assigned�Published����After deployment, when is the software available for installation?�After the next logon.�After the next time the computer is started or rebooted.�After the next logon.��Where will the user typically install the software from?�The Start menu or a desktop shortcut.�The software is already installed.�Add/Remove Programs in Control Panel.��If the software is not installed, and the user opens a file associated with the software, will the software install?�Yes.�The software is already installed.�Yes.��Can the user remove the software using Add/Remove Programs in Control Panel?�Yes, and the software will immediately be available for installation again. �No. Only the local administrator can remove the software.�Yes, and they can choose to install it again from Add/Remove Programs in Control Panel.��What installation files are supported?�Windows Installer packages.�Windows Installer packages.�Windows Installer packages and older applications.��

� xe "Add/Remove Programs:removing applications" �� xe "IntelliMirror software distribution:Add/Remove Programs:removing applications" �� xe "Software Installation snap-in:assigning and publishing software"\\€DGPR_GPO.doc-1167 �

The actual steps involved in either assigning or publishing software are similar. The administrator does both from within the Software Installation snap-in. The specific tasks are described in the Help file for the snap-in.

� xe "Group Policy:software distribution options:assigning applications [end]" �� xe "IntelliMirror software distribution:assigning applications [end]" �� xe "IntelliMirror software distribution:publishing applications [end]" �� xe "Group Policy:software distribution options:publishing applications [end]"\\€DGPR_GPO.doc-1168 �

Applications will more commonly be assigned in highly managed organizations, particularly where support costs are an issue, and where multiple users share computers. In less managed organizations, applications will more commonly be published than assigned.

Supporting Roaming Users

� xe "Group Policy:software distribution options:roaming users" �� xe "IntelliMirror software distribution:roaming users" �� xe "Roaming users:client configuration planning"\\€DGPR_GPO.doc-1169 �

In many organizations, certain people move from one location to another to perform their jobs, as in the case of a receptionist who regularly substitutes for another receptionist. Even though these employees log on to different computers, they always have high-speed or LAN connections.
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Windows 2000 software installation and management can improve IT support for roaming users by installing any application they use on any computer they use as soon as they are needed by the user. Likewise, if an application that had previously been published is uninstalled, it will be removed when the user logs on again, no matter what computer they are using.
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You might choose to assign software to these users. Then, when they move from one computer to another, they will see their applications. However, configure their Group Policy settings so that the application is installed only if the user actually attempts to run it.

Supporting Shared Computers

� xe "IntelliMirror software distribution:shared computers" �� xe "Group Policy:software distribution options:shared computers"\\€DGPR_GPO.doc-1172 �

In many organizations, people share computers. If you have computers on a factory floor, in a training facility, or in a laboratory, you probably support shared computers.
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In these cases you might want to assign software to the computers rather than to users. This allows you to manage the software more effectively, and if a user uninstalls, reinstall the software as soon as the computer restarts.
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Consider using Remote OS Installation in these shared computing environments. Then, if you have to rebuild the entire environment, you can do so in an efficient manner.

Supporting Mobile Workers

� xe "Mobile users:software distribution methods" �� xe "User types:mobile users:software distribution issues" �� xe "IntelliMirror software distribution:mobile users" �� xe "Dial-up connections:software installation and maintenance" �� xe "Group Policy:software distribution options:mobile users"\\€DGPR_GPO.doc-1175 �

A growing percentage of employees, such as salespeople and consultants, travel extensively to perform their jobs. Although these users typically log on to the same computer, they sometimes connect to the network through a high-speed line, and sometimes through a low-speed dial-up connection. By default, software installation and maintenance policy is not applied over a slow link. This is true whether the intended action is a clean installation or an upgrade. For more information about configuring Group Policy for slow links, see “Defining Client Administration and Configuration Standards” in this book.
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You might want to publish software to these users and ensure that any customization to the software installs locally on the user’s computer (as opposed to leaving the feature to either install on first usage or run from the network).

� xe "Aa"\\€DGPR_GPO.doc-1177 �

You might also want to allow mobile workers to keep some software available on local media while they are traveling. For example, if a mobile professional makes frequent presentations, it is probably worthwhile to give them a Microsoft Office CD so that they can install or repair vital files at any time and location.



Maintaining Software Using IntelliMirror
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Administrators need to be able to manage software through the entire software life cycle. IntelliMirror software installation and maintenance was designed with the following software life cycle in mind:
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	1.	The software life cycle began when you first deployed the software. Users have learned the software and are productively using it. Because this is a steady or known state, administrators would like to stay at this state.
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	2.	However, because of changes in business requirements or the availability of a new, improved version of the software, you have to consider deploying the new version. You evaluate the new features and deploy them to a carefully chosen group of users during a pilot deployment. During the pilot, most users will continue to use the old version.
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	3.	Assuming that the pilot is successful, the IT staff will gradually roll out the new software to the rest of the organization. This leaves two options for the older version:

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Force an upgrade to the new version.

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Leave the existing version in a nonsupported state.
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	4.	Eventually, all users will be using the new version and there are few, if any, reasons for the old application to remain in circulation. At this point you probably want to remove it from the software distribution share, back it up, and archive it in case it is ever needed in the future.
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Figure 24.4 illustrates this process.
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Figure 24.4    The Software Life Cycle
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This life cycle involves the following software management tasks:
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Installing
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Modifying 
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Upgrading
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Repairing
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Removing



� xe "IntelliMirror software distribution:software life cycle [end]" �� xe "Applications:life cycle [end]"\\€DGPR_GPO.doc-1191 �

So far, this discussion of IntelliMirror software installation and maintenance has focused almost exclusively on installation. The following sections address modification, upgrades, and removal.

Patching Existing Software

� xe "IntelliMirror software distribution:service packs and patches" �� xe "Windows Installer:service packs and patches" �� xe "Applications:service packs and patches" �� xe "Applications:service packs and patches"\\€DGPR_GPO.doc-1192 �

Software publishers often provide patches to fix a very precise problem in their applications. You need to decide whether or not your organization needs the patch.
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If you decide to deploy a patch with Windows 2000, you can copy the patch files to the software distribution point and replace the older files. The software publisher that distributes the patch should supply either a new Windows Installer package (an .msi file) or a Windows Installer patch (an .msp file). With the Windows Installer package, you can simply replace the existing package. Alternatively, you can use the Windows Installer patch to update the existing package.
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You then redeploy the assigned or published package with the Software Installation snap-in. This causes the patched or updated files to be copied to the computers of the users who have installed the software.
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Service packs typically include a number of patches that have been tested together. Thus, service packs are distributed less frequently than patches, but more often than full upgrades.



Note

� xe "Aa"\\€DGPR_GPO.doc-1196 �

If a service pack updates only a small number of files, distribute and manage it as you would a patch. If a service pack updates a large number of files, distribute and manage it like an upgrade.



Upgrading Existing Software
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There are two types of upgrades in a network environment:
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Mandatory upgrades that occur immediately. This means that everyone who has installed the existing version of the application is upgraded to the new version, and users who have never installed the software can only install the upgraded version.
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Nonmandatory upgrades that do not occur immediately. Existing users can choose whether or not to upgrade, and new users can decide for themselves which version to install.
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Initially, you might want to make new upgrades available on a nonmandatory basis so that users can upgrade when they want. Eventually, you might decide that the nonmandatory upgrade should become mandatory.

� xe "Windows Installer:upgrading software" �� xe "Windows Installer:declared upgrade relationship" �� xe "Software Installation snap-in:declared upgrade relationships"\\€DGPR_GPO.doc-1201 �

Windows Installer packages are based on a concept called a “declared upgrade relationship,” in which one package knows which other packages it can upgrade. You can use the Software Installation snap-in to create this declared upgrade relationship. For example, one Microsoft® Word 2000 package could upgrade Microsoft Word 6.0, and Microsoft Word 7.0.

� xe "Aa"\\€DGPR_GPO.doc-1202 �

This declared upgrade relationship requires natively authored rather than repackaged applications. This means that you will have to manually create upgrade relationships for repackaged applications.
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The new application package (whether natively authored or repackaged) might not be able to upgrade a non-natively authored application. In some cases, you will have to use software installation and maintenance to remove the existing application and replace it with the upgrade.

� xe "IntelliMirror software distribution:removing software" �� xe "Applications:removing" �� xe "Installing applications:using SMS" \t"See Systems Management Server software distribution" �� xe "Add/Remove Programs:removing applications" �� xe "IntelliMirror software distribution:Add/Remove Programs:removing applications" �� xe "IntelliMirror software distribution:upgrading software [end]"\\€DGPR_GPO.doc-1204 �

It might also not be possible to completely remove a repackaged application. Some components, such as desktop shortcuts, might have to be removed manually, even if they are neither shared nor needed. As more applications with natively authored packages become available, upgrades will be able to migrate the existing application to the new application.

Software Removal
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At some point, almost all software is no longer needed and you need to decide what to do with it. You can simply stop providing support, even if users continue to use the outdated application. It would then be up to the users to remove the application when they no longer have a use for it. On the other hand, new users would be unable to install the software, whether from Add/Remove Programs, the Start menu, or by document invocation.

� xe "Applications:client configuration standards:enforcing [end]" �� xe "Software Installation snap-in:removing software"\\€DGPR_GPO.doc-1206 �

Alternatively, you can enforce the removal of the software from users’ computers. To remove software, select the package in the Software Installation snap-in. Then, on the shortcut menu, click Remove. You can force the removal of the software the next time the user logs on (in the case of published or user-assigned software) or the next time the computer restarts (in the case of computer-assigned software). The software will be removed as long as the user, who might be out of the office or on vacation, logs on at least once during the next year.



Maintaining User Data and Settings on a Network

� xe "IntelliMirror user settings management:enabling [begin]" �� xe "IntelliMirror user data management:enabling [begin]"\\€DGPR_GPO.doc-1207 �

User data management and user settings management make it possible for data and settings to follow the user whether or not they are connected to a network, and whichever computer they use. You can increase a user’s access to data and his or her personal environment by storing that information on network servers as well as in synchronized offline locations on the local hard disk.
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Many of the same technologies are used to implement both user data and settings management. Although some organizations might deploy data and settings management separately, other organizations will plan for and deploy them at the same time. The following sections discuss user settings and user data management together.
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The following technologies are needed to centrally manage user data and settings:

Active Directory
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Provides the infrastructure for using and managing Group Policy.

Group Policy
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Allows administrators to customize and control Windows 2000 elements such as the desktop, network access, and Microsoft® Internet Explorer for users or computers.

Roaming User Profiles

� xe "IntelliMirror user settings management:roaming user profiles" �� xe "Roaming user profiles:definition of" �� xe "User types:roaming users:roaming user profiles" �� xe "User profiles:roaming user profiles:definition of" �� xe "IntelliMirror user data management:roaming user profiles"\\€DGPR_GPO.doc-1212 �

Enables users’ personal settings and desktop configurations—including any Start menu customizations and the contents of the My Documents folder—to follow them from computer to computer. This allows them to have a familiar working environment regardless of which computer they are using.

Folder Redirection

� xe "IntelliMirror user data management:folder redirection:overview" �� xe "Folder redirection:overview" �� xe "Redirecting folders:overview" �� xe "Redirecting folders:See also IntelliMirror user data management" \t" " �� xe "Group Policy:folder redirection:overview"\\€DGPR_GPO.doc-1213 �

Uses Group Policy to redirect personal folders (My Documents, Application Data, Start Menu, and Desktop) to a network server. When a personal folder is redirected, it is stored on the network and is available to users regardless of which computer they use to log on.

Offline Files (or Folders)

� xe "Offline files:overview" �� xe "Synchronizing offline files:overview" �� xe "IntelliMirror user data management:offline files:overview"\\€DGPR_GPO.doc-1214 �

Allows users to maintain two copies of a document—one stored on a network file share, the other on the user’s computer. Whenever a user logs on or off, Windows 2000 synchronizes the two copies of the document.

Disk Quotas

� xe "Folder redirection:disk quota" �� xe "Redirecting folders:disk quota" �� xe "Offline files:disk quota" �� xe "Synchronizing offline files:disk space quota" �� xe "IntelliMirror user data management:offline files:disk space quota" �� xe "IntelliMirror user data management:folder redirection:disk space quota" �� xe "Group Policy:folder redirection:disk space quota" �� xe "NTFS file system:disk quota support" �� xe "File systems:EFS" \t"See Encrypting File System" �� xe "IntelliMirror user data management:network data storage quota"\\€DGPR_GPO.doc-1215 �

Limits the amount of information a user can store on a given NTFS file system volume. Because most IntelliMirror technologies involve storing user data on the network rather than on local hard disks, disk quotas might be required to ensure that users have adequate network storage space.

Security Settings
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Allows discretionary access control lists (DACLs) to be set on files and folders.





� xe "Group Policy:folder redirection:enabling IntelliMirror" �� xe "Folder redirection:enabling IntelliMirror user data management" �� xe "Redirecting folders:enabling IntelliMirror user data management" �� xe "Synchronizing offline files:enabling IntelliMirror user data management" �� xe "Offline files:enabling IntelliMirror user data management"\\€DGPR_GPO.doc-1217 �

Figure 24.5 illustrates the key planning steps that need to be completed to enable user data and settings management.
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Figure 24.5    Planning Process for User Data and Settings Management
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In the following sections, you will learn about the additional technologies needed to enable user data and settings management:

� xe "Aa"\\€DGPR_GPO.doc-1220 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Roaming User Profiles

� xe "Aa"\\€DGPR_GPO.doc-1221 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Folder Redirection
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Offline Files (or Folders)
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�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Synchronization Manager

� xe "IntelliMirror user settings management:enabling [end]" �� xe "IntelliMirror user data management:enabling [end]"\\€DGPR_GPO.doc-1224 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Disk Quotas





Enabling Roaming User Profiles

� xe "IntelliMirror user settings management:roaming user profiles [begin]" �� xe "User types:roaming users:roaming user profiles [begin]" �� xe "Roaming user profiles:implementing [begin]" �� xe "User profiles:roaming user profiles:implementing [begin]" �� xe "IntelliMirror user data management:roaming user profiles [begin]"\\€DGPR_GPO.doc-1225 �

Roaming User Profiles provide a way to give users a familiar and easy-to-use working environment. Unlike a local profile, which is stored on a single computer running Windows 2000 Professional, a roaming profile is stored on a network share, which means it can be accessed from any Windows 2000–based computer on the network.
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Whether a user profile is local or roaming, it contains a number of folders, including, but not limited to, Application Data, Desktop, Favorites, My Documents, and Start Menu.
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In general, the implementation of Roaming User Profiles in Windows 2000 is similar to the Windows NT 4.0 implementation. For more information about the similarities and differences, see “Introduction to Desktop Management” in the Microsoft Windows 2000 Server Resource Kit Distributed Systems Guide.
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�SYMBOL 219 \f "MSIcons" \s 11 \h�	To set up a roaming user profile
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	1.	Set up the network share to store user profiles on a server.
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	2.	Configure the folder as a shared folder.
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	3.	Open the Active Directory Users and Computers snap-in and navigate to the specific node where the user’s properties exist.

� xe "Aa"\\€DGPR_GPO.doc-1232 �

	4.	Right-click the user’s name and click Properties on the shortcut menu.
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	5.	Click the Profile tab.
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	6.	For the profile path, type in the path to the network share where the user profiles are to be stored. For example, for a user whose network name is MaryK, the following path, \\NetworkShare\Profiles\MaryK, would create a directory called MaryK in the Profiles share on the server used to store user profiles.
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Only items stored on the network will roam. This means that other items, such as screen savers and wallpaper, will not be available unless copies of those items are stored on each computer from which the user logs on.

Guidelines for Setting Up Roaming User Profiles
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Roaming User Profiles can have advantages and disadvantages. The advantage is that both personal settings and documents can follow the user from computer to computer. The potential disadvantage involves the amount of network traffic that it can create. You will need to test detailed usage scenarios to determine the appropriate level of roaming support for your organization. The use of Roaming User Profiles is not recommended for remote access users who access the network over slow links such as telephone lines.



Redirecting Folders

� xe "IntelliMirror user data management:folder redirection:implementing [begin]" �� xe "Folder redirection:implementing [begin]" �� xe "Redirecting folders:implementing [begin]" �� xe "Group Policy:folder redirection:implementing [begin]"\\€DGPR_GPO.doc-1237 �

Personal folders, including My Documents and My Pictures, can be redirected using Group Policy. Folders that have been redirected will be available to users no matter which computer they log on from. They are also easier for administrators to manage and back up.
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To the user, a redirected folder looks and acts like a locally stored personal folder. Redirecting folders, unlike the folders that make up a roaming user profile, are not copied across the network when a user logs on or off the network. Redirected folders can provide users with easy access to their documents without placing a strain on the network.
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To redirect folders, create a new Group Policy object in the Group Policy console, and then expand User Configuration, Windows Settings, and Folder Redirection. Icons for the five personal folders that can be redirected—Application Data, Desktop, My Documents, My Pictures, and Start Menu—will be visible. To redirect any of these folders, right-click the folder name, click Properties, and then select one of the following options:

Basic
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Redirect everyone’s folder to the same network sharepoint. All folders affected by this Group Policy object will be stored on the same network share.

Advanced
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Redirect personal folders based on the user’s membership in a Windows 2000 security group. Folders are redirected to different network shares based on security group membership. For example, folders belonging to users in the Accounting group can be redirected to the Finance server, while folders belonging to users in the Sales group are redirected to the Marketing server.
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When you select either the Basic or Advanced setting, you must enter the name of the shared network folder as the target folder location. For example:

\\FolderServer\MyDocumentsFolders\Username
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After you have entered a target folder location, select the Settings tab, configure the desired options in this dialog box, and then click Finish to complete the folder redirection.



Note
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Do not precreate the directory defined by username. Folder Redirection will handle setting the appropriate DACLs on the folder.





Guidelines for Configuring Folder Redirection
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By redirecting folders, you can make documents available to users as needed. You can also improve the availability of those documents by including them in your server backup schedule.
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If Roaming User Profiles create too much network traffic in your organization, consider redirecting only selected personal folders so that at least documents will follow the user from computer to computer, even if personal settings do not.

Configuring the Synchronization of Offline Files
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Most organizations have instituted backup processes, particularly for critical data. In some cases, they might use programs such as Systems Management Server or a third-party software product to perform this vital task.

� xe "Aa"\\€DGPR_GPO.doc-1248 �

In many cases, critical data files or file folders are shared among multiple users, such as a field sales force. Keeping current copies of all these files or folders can be a serious IT issue.

� xe "Aa"\\€DGPR_GPO.doc-1249 �

Windows 2000 provides Synchronization Manager, which makes it easier to ensure that critical files and folders on client computers and network servers are kept current and, in the process, helps ensure that vital data is backed up on a timely basis.

� xe "Aa"\\€DGPR_GPO.doc-1250 �

Synchronization Manager is particularly valuable to remote or traveling users who are connected to the network intermittently. Using Synchronization Manager, you can control when your offline users’ files are synchronized with files on the network. This process is transparent to users, because they access their files in exactly the same manner when they are offline as when they are online. This ensures that they have the latest information from the network when they need it, while also helping to minimize the potential disruptions that would occur if the data on their local computer is lost.

� xe "Aa"\\€DGPR_GPO.doc-1251 �

Synchronization Manager compares items on the network to those that the user opened or updated while working offline, and makes the most current version available to both the local computer and the network. Among the items you can synchronize are individual files, entire folders, and offline Web pages. Synchronization Manager can automatically synchronize the information that is available offline:

� xe "Aa"\\€DGPR_GPO.doc-1252 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Every time a user logs on or off the network, or both.

� xe "Aa"\\€DGPR_GPO.doc-1253 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	At specific intervals while the computer is idle but still connected to the network.

� xe "Aa"\\€DGPR_GPO.doc-1254 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	At scheduled times.





� xe "Aa"\\€DGPR_GPO.doc-1255 �

Combinations of these options and different options can be used for offline files from different shared sources.

� xe "Aa"\\€DGPR_GPO.doc-1256 �

Administrators can designate any share network folder as being available for offline use.

� xe "Synchronizing offline files:Synchronization Manager [end]" �� xe "IntelliMirror user data management:offline files:Synchronization Manager [end]" �� xe "Offline files:Synchronization Manager [end]"\\€DGPR_GPO.doc-1257 �

�SYMBOL 219 \f "MSIcons" \s 11 \h�	To mark a share folder for offline use

� xe "Synchronizing offline files:configuring folders for offline use" �� xe "IntelliMirror user data management:offline files:configuring folder for offline use" �� xe "Offline files:configuring folder for offline use"\\€DGPR_GPO.doc-1258 �

	1.	In Windows Explorer, right-click the folder to be shared.

� xe "Aa"\\€DGPR_GPO.doc-1259 �

	2.	Click Sharing, and then click Caching.

� xe "Synchronization Manager [end]"\\€DGPR_GPO.doc-1260 �

	3.	Select Allow caching of files in this shared folder, and then choose one of the following settings and click OK:

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Manual caching for documents. Users must manually specify the documents they want stored. All selected files will automatically be stored.

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Automatic caching for documents. The entire contents of a folder can be stored. However, only the files that are actually opened by the user will be stored. This results in less network traffic than manual storing, where all selected files are stored, whether they have been opened or not.

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Automatic caching for programs. Reduces network traffic because the network versions of the documents or programs are only stored once; after that, the offline copies are used. This setting is designed for folders containing documents that are read-only or applications that are designed to be run from the network.



Guidelines for Configuring Offline Files

� xe "Synchronizing offline files:Group Policy options [begin]" �� xe "Offline files:Group Policy options [begin]" �� xe "IntelliMirror user data management:offline files:Group Policy options [begin]" �� xe "Group Policy:offline file management [begin]"\\€DGPR_GPO.doc-1261 �

Group Policy provides you with a number of ways to manage offline folders within your organization:

� xe "Aa"\\€DGPR_GPO.doc-1262 �

First, you can decide whether offline folders are available on a particular client computer by using the Sharing/Caching options for a folder. When you share a folder, the default caching mode is set to Manual caching for documents. To prevent users from caching a folder, clear the check box labeled Allow caching of files in this shared folder.

� xe "Aa"\\€DGPR_GPO.doc-1263 �

� xe "Aa"\\€DGPR_GPO.doc-1264 �

Similarly, you can use Files not cached to specify certain file types (by extension) that will not be cached. For example, you can use this option to prevent large .avi multimedia files from being transferred back and forth across the network.

� xe "Aa"\\€DGPR_GPO.doc-1265 �

By using the option Disable user configuration of logoff synchronization, you can prevent the user from manually changing the synchronization options described earlier.



� xe "Aa"\\€DGPR_GPO.doc-1266 �

Two other options, Automatic synchronization at logoff and Disable user synchronization of folders and files, allow you to exercise control over when synchronization takes place, rather than which files are synchronized. The first option indicates the type of synchronization(Quick or Full(to be performed when you log off. A quick synchronization synchronizes files individually selected by the user. A full synchronization synchronizes automatically cached files as well. Disable user synchronization of folders and files allows you to specify that synchronization will take place only when you log on and off.

Setting Disk Quotas

� xe "Folder redirection:disk quota" �� xe "Redirecting folders:disk quota" �� xe "Offline files:disk quota" �� xe "Synchronizing offline files:disk space quota" �� xe "IntelliMirror user data management:offline files:disk space quota" �� xe "IntelliMirror user data management:folder redirection:disk space quota" �� xe "Group Policy:folder redirection:disk space quota" �� xe "Disk quotas:guidelines for setting" �� xe "NTFS file system:disk quota support" �� xe "Synchronizing offline files:Group Policy options [end]" �� xe "Offline files:Group Policy options [end]" �� xe "IntelliMirror user data management:offline files:Group Policy options [end]" �� xe "Group Policy:offline file management [end]" �� xe "IntelliMirror user data management:network data storage quota"\\€DGPR_GPO.doc-1267 �

Although there are advantages to having users store their documents and profiles on the network, it is possible for a few users to use all the available hard disk space on a server. You can configure disk quotas to prevent this, and to balance the needs of users for file storage space vs. the costs of adding more storage space.

� xe "Aa"\\€DGPR_GPO.doc-1268 �

You can set disk quotas on a per-user per-volume basis. If the individual user’s profile exceeds the predetermined file limit, the user will not be able to log off the computer until the user reduces the size of the file. Per-user per-volume quotas have two key advantages:

� xe "Aa"\\€DGPR_GPO.doc-1269 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	When you set quotas on a volume, these quotas are valid only for that volume. If users store files on several NTFS file system volumes, you can configure separate quotas on each volume.

� xe "Aa"\\€DGPR_GPO.doc-1270 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Quotas are charged to the person who owns the file. Thus, lines of ownership are clear-cut, even if a user shares one or more files with others.



Guidelines for Setting Disk Quotas

� xe "Aa"\\€DGPR_GPO.doc-1271 �

It is important that you provide sufficient disk space for your users’ valid storage requirements, without forcing your organization to add unnecessary servers for all the files that users could post to a network share. Rather than ask users themselves how much network disk space they require, consider using your initial pilot deployments to develop meaningful data on how much network storage users actually require.

� xe "Aa"\\€DGPR_GPO.doc-1272 �

Keep in mind that not all users will have the same storage requirements. Software developers, for example, require greater network storage than other users. Financial and engineering users represent two other user groups that frequently have larger and more numerous files than other users.

� xe "Aa"\\€DGPR_GPO.doc-1273 �

In order to set effective disk quotas for your organization, learn what your users’ legitimate requirements are before enforcing rigid quotas.

� xe "Aa"\\€DGPR_GPO.doc-1274 �

For information about setting and using disk quotas, see “Determining Windows 2000 Storage Management Strategies” in this book.



Selecting Change and Configuration Management Options for Your Organization

� xe "IntelliMirror user settings management:strategies for different users [begin]" �� xe "User types:configuration management strategies [begin]" �� xe "Applications:client configuration standards:overview [begin]" �� xe "Remote OS Installation:deployment planning:configuration management plan [begin]" �� xe "Client configuration plan:configuration management plan [begin]" �� xe "IntelliMirror software distribution:configuration management planning:strategies for different users [begin]"\\€DGPR_GPO.doc-1275 �

To prepare your change and configuration implementation plan, you will need to decide which features provide the greatest benefit to each group of users, and how those features need to be configured.

� xe "Aa"\\€DGPR_GPO.doc-1276 �

Think of the change and configuration management options described in this chapter as components that you can deploy to provide improved service to your users. Some building blocks can provide basic support for typical organizations, while others provide more advanced support.

� xe "Aa"\\€DGPR_GPO.doc-1277 �

To complete your IntelliMirror and Remote OS Installation plan:

� xe "Aa"\\€DGPR_GPO.doc-1278 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Define which features will be used for basic change and configuration management and which for advanced change and configuration management.

� xe "Aa"\\€DGPR_GPO.doc-1279 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Define how the basic and advanced change and configuration management options will best meet the needs of your organization’s user types.

� xe "Aa"\\€DGPR_GPO.doc-1280 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Summarize how change and configuration management will meet the needs of your organization.



� xe "Aa"\\€DGPR_GPO.doc-1281 �

The following sections are examples of how you might implement IntelliMirror and Remote OS Installation features in your change and configuration management plan. Depending on your needs, some options listed as advanced in the following sections might actually be basic to your organization, while some options listed as basic might be considered advanced to another organization. You will need to define the basic and advanced requirements and implementations for your organization.

An Overview of Basic and Advanced Options

� xe "Aa"\\€DGPR_GPO.doc-1282 �

The following usage options can serve basic user data management requirements:

� xe "Aa"\\€DGPR_GPO.doc-1283 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Provide users with private network shares and map their My Documents folder to this share.

� xe "Aa"\\€DGPR_GPO.doc-1284 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Include the desktop as part of this network share so that documents saved to the desktop are also saved to the network share.

� xe "Aa"\\€DGPR_GPO.doc-1285 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Provide users with public network shares. This share can serve a single user or a workgroup.

� xe "Aa"\\€DGPR_GPO.doc-1286 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Set quotas on shares, especially on per-user shares.

� xe "Aa"\\€DGPR_GPO.doc-1287 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Provide backup and restore services for shares, particularly the per-user shares.

� xe "Aa"\\€DGPR_GPO.doc-1288 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Enable offline folders on shares that include private data.

� xe "Aa"\\€DGPR_GPO.doc-1289 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Enable Synchronization Manager for the common data types.



� xe "Aa"\\€DGPR_GPO.doc-1290 �

For advanced user data management, consider implementing the following features:

� xe "Aa"\\€DGPR_GPO.doc-1291 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Implement Roaming User Profiles for users who use more than one local computer.

� xe "Aa"\\€DGPR_GPO.doc-1292 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Ensure that when a roaming user leaves a computer, the roaming user profile and cache are cleared.



� xe "Aa"\\€DGPR_GPO.doc-1293 �

For basic settings management, consider providing the following options:

� xe "Aa"\\€DGPR_GPO.doc-1294 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Establish a basic policy for desktop or shell control.

� xe "Aa"\\€DGPR_GPO.doc-1295 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Establish basic policy for security control (see “Planning for Network Security” in this book).

� xe "Aa"\\€DGPR_GPO.doc-1296 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Define your logon scripts.

� xe "Aa"\\€DGPR_GPO.doc-1297 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Do not apply more than five or six Group Policy objects to a given user and computer. (For more information about using and apply Group Policy to manage client configurations, see “Defining Client Administration and Configuration Standards” in this book.)

� xe "Aa"\\€DGPR_GPO.doc-1298 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	For users of Roaming User Profiles, define a standard default user profile for new users. This default profile exists on the server and is copied to the computer the first time the user logs on.



� xe "Aa"\\€DGPR_GPO.doc-1299 �

For advanced settings management, consider the following options:

� xe "Aa"\\€DGPR_GPO.doc-1300 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Configure Group Policy to severely restrict access to system file locations.

� xe "Aa"\\€DGPR_GPO.doc-1301 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Configure Group Policy to prevent users from running unapproved software.



� xe "Aa"\\€DGPR_GPO.doc-1302 �

For basic software installation and maintenance, consider using the following options:

� xe "Aa"\\€DGPR_GPO.doc-1303 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Allow users to use Add/Remove Programs through an application’s life cycle.

� xe "Aa"\\€DGPR_GPO.doc-1304 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Prevent users from installing software using a CD.

� xe "Aa"\\€DGPR_GPO.doc-1305 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Publish existing Windows Installer–based applications in “partial installation/install on demand” form.

� xe "Aa"\\€DGPR_GPO.doc-1306 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Use transforms to modify package behavior.

� xe "Aa"\\€DGPR_GPO.doc-1307 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Publish or assign operating system updates.

� xe "Aa"\\€DGPR_GPO.doc-1308 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Use Group Policy to upgrade applications.





� xe "Aa"\\€DGPR_GPO.doc-1309 �

For advanced software installation and maintenance, consider using the following options:

� xe "Aa"\\€DGPR_GPO.doc-1310 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Create Dfs-enabled distribution points.

� xe "Aa"\\€DGPR_GPO.doc-1311 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Use Systems Management Server to manage Dfs distribution points.



� xe "Applications:client configuration standards:overview [end]" �� xe "Remote OS Installation:deployment planning:configuration management plan [end]" �� xe "Client configuration plan:configuration management plan [end]" �� xe "Aa"\\€DGPR_GPO.doc-1312 �

The following sections illustrate change and configuration management plans for several different types of users.

Meeting the Needs of Technical Users

� xe "Remote OS Installation:deployment planning:strategies for different users [begin]" �� xe "User types:client configuration scenarios [begin]" �� xe "Client configuration plan:strategies for different users [begin]" �� xe "Aa"\\€DGPR_GPO.doc-1313 �

Technical users, such as developers, often need to be the administrators of their own computers. They typically like the IT department to provide management services without taking away their ability to control their own computers.

� xe "Aa"\\€DGPR_GPO.doc-1314 �

For these users, Windows 2000 change and configuration management can help simplify the setup of their computers and minimize the loss of personal data.

� xe "Aa"\\€DGPR_GPO.doc-1315 �

The following Basic and Advanced options illustrate how change and configuration management might be applied to technical users:

� xe "Aa"\\€DGPR_GPO.doc-1316 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic User Data Management. All aspects apply. Redirect My Documents, particularly for laptop users. Do not redirect the desktop. Enable offline folders on the My Documents share.

� xe "Aa"\\€DGPR_GPO.doc-1317 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced User Data Management. Some technical users might want to use Roaming User Profiles. They will also want to maintain local administrative privileges.

� xe "Aa"\\€DGPR_GPO.doc-1318 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Settings Management. Impose the least possible number of overrides to their configurations.

� xe "Aa"\\€DGPR_GPO.doc-1319 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Settings Management. None.

� xe "Aa"\\€DGPR_GPO.doc-1320 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Software Installation and Maintenance. All aspects apply. Published applications and Remote OS Installation provide strong benefits without depriving technical users of control.

� xe "Aa"\\€DGPR_GPO.doc-1321 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Software Installation and Maintenance. No assignment or any form of control.

� xe "Aa"\\€DGPR_GPO.doc-1322 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Remote OS Installation. Grant access to the advanced installation options. If necessary, make all applicable installation images available for selection by the user.





Meeting the Needs of Stationary Professional Users

� xe "Aa"\\€DGPR_GPO.doc-1323 �

Stationary professional users typically appreciate some management services—as long as they add value and do not take too much configuration control away.

� xe "Aa"\\€DGPR_GPO.doc-1324 �

For these users, Remote OS Installation and IntelliMirror provide the simplest possible method for setting up their computers, and offer data backup and the best combination of features for the most common uses.

� xe "Aa"\\€DGPR_GPO.doc-1325 �

The following basic and advanced plans illustrate how change and configuration management might be applied to stationary professional users:

� xe "Aa"\\€DGPR_GPO.doc-1326 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic User Data Management. All aspects apply. The desktop can be redirected. Local private storage is a good option for this group.

� xe "Aa"\\€DGPR_GPO.doc-1327 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced User Data Management. Some users might want Roaming User Profiles. The use of the Encrypting File System might appeal to senior executives. However, note that encrypted files and folders cannot be included in a Roaming User Profile. Encrypted files and folders can, however, be redirected.

� xe "Aa"\\€DGPR_GPO.doc-1328 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Settings Management. A limited number of overrides will be tolerated. These users cannot act as local administrators.

� xe "Aa"\\€DGPR_GPO.doc-1329 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Settings Management. It is okay to control computer state and access. However, this will often require the creation of a local My Documents folder if network-based quotas are small.

� xe "Aa"\\€DGPR_GPO.doc-1330 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Software Installation and Maintenance. All aspects apply, including application publishing. Use installation on demand for optional features.

� xe "Aa"\\€DGPR_GPO.doc-1331 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Software Installation and Maintenance. Use application assignment sparingly.

� xe "Aa"\\€DGPR_GPO.doc-1332 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Remote OS Installation. Simplify the process as much as possible by restricting installation options and available images.



Meeting the Needs of Roaming Professional Users

� xe "Roaming users:client configuration planning [begin]" �� xe "User types:roaming users:client configuration needs [begin]"\\€DGPR_GPO.doc-1333 �

Roaming professional users are very similar to stationary professionals. Even though they use multiple computers, they also typically have a primary computer.

� xe "Aa"\\€DGPR_GPO.doc-1334 �

For these users, roaming should be effortless and come at no additional cost over stationary use.



� xe "Aa"\\€DGPR_GPO.doc-1335 �

The following plan illustrates how basic and advanced change and configuration management might be applied to roaming professional users:

� xe "Aa"\\€DGPR_GPO.doc-1336 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic User Data Management. All aspects apply. Local private storage is essential for this group. The desktop should be redirected. 

� xe "Aa"\\€DGPR_GPO.doc-1337 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced User Data Management. Roaming User Profiles are required. The use of the Encrypting File System might appeal to senior executives. However, note that encrypted files and folders cannot be included in a Roaming User Profile. Encrypted files and folders can, however, be redirected.

� xe "Aa"\\€DGPR_GPO.doc-1338 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Settings Management. A limited number of overrides will be tolerated. They are not local administrators.

� xe "Aa"\\€DGPR_GPO.doc-1339 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Settings Management. It is okay to control computer state and access. However, this will often require the creation of a local My Documents folder if network-based quotas are small.

� xe "Aa"\\€DGPR_GPO.doc-1340 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Software Installation and Maintenance. All aspects apply. Application publishing can be used, but only if you can run the application from the network so that the applications do not need to be installed on a local computer. Use installation on demand for optional features.

� xe "Aa"\\€DGPR_GPO.doc-1341 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Software Installation and Maintenance. Use application assignment sparingly. Assign applications only to users, computers, not to computers.

� xe "Roaming users:client configuration planning [end]" �� xe "User types:roaming users:client configuration needs [end]"\\€DGPR_GPO.doc-1342 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Remote OS Installation. All user access to remote installation options is removed completely so that all installations are performed by either administrative or Help desk personnel. Alternatively, remote installation options are restricted so that installation is completely automatic.



Meeting the Needs of Mobile Professional Users

� xe "Mobile users:data and settings management [begin]" �� xe "Mobile users:software distribution methods [begin]" �� xe "IntelliMirror software distribution:mobile users" �� xe "User types:mobile users:client configuration needs [begin]"\\€DGPR_GPO.doc-1343 �

Mobile users benefit greatly from new Windows 2000 features such as Synchronization Manager, the Encrypting File System, client-side caching, and Plug and Play. 

� xe "Aa"\\€DGPR_GPO.doc-1344 �

These users typically use a laptop as well as a primary desktop computer.



� xe "Aa"\\€DGPR_GPO.doc-1345 �

The following illustrates how change and configuration management might be applied to mobile professional users:

� xe "Aa"\\€DGPR_GPO.doc-1346 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic User Data Management. All aspects apply. The desktop should not be redirected. Local private storage is essential for this group. Redirected and offline folders are ideal options for this group.

� xe "Aa"\\€DGPR_GPO.doc-1347 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced User Data Management. Roaming User Profiles are commonly used. However, if the user has only one computer, then a roaming user profile is not required, except possibly for data protection. The Encrypting File System should be used.

� xe "Aa"\\€DGPR_GPO.doc-1348 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Settings Management. A limited number of overrides will be tolerated. They are not local administrators.

� xe "Aa"\\€DGPR_GPO.doc-1349 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Settings Management. Users often have greater control over laptops because of the users’ distance from administrators.

� xe "Aa"\\€DGPR_GPO.doc-1350 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Software Installation and Maintenance. All aspects apply. Application publishing can be used, but only if you can install applications locally. Do not use installation on demand for optional features.

� xe "Aa"\\€DGPR_GPO.doc-1351 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Software Installation and Maintenance. You can assign applications, but only if they will be installed locally. Allow users to install from a local source such as a CD when they are disconnected from the software distribution points.

� xe "Mobile users:data and settings management [end]" �� xe "Mobile users:software distribution methods [end]" �� xe "User types:mobile users:client configuration needs [end]"\\€DGPR_GPO.doc-1352 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Remote OS Installation. Portable computers are supported for Remote OS Installation only when they are connected to the network through a docking station that contains a remote-boot ROM or through a supported network adapter. For users who do not dock, or dock too rarely to allow use of remote installation, consider alternative operating system reinstallation solutions or procedures.



Meeting the Needs of Task-Based Users

� xe "Task-based user type [begin]" �� xe "User types:task-based users [begin]"\\€DGPR_GPO.doc-1353 �

Task-based users typically do not have a computer that is considered theirs. When they log off a computer, no data files of computer settings should be left behind. These users cannot install any applications, create files outside their network share, or alter the local computer from its administrator-configured state. In some cases, these computers might be Windows Terminal Services clients.

� xe "Aa"\\€DGPR_GPO.doc-1354 �

The following illustrates how change and configuration management might be applied to task-based users:

� xe "Aa"\\€DGPR_GPO.doc-1355 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic User Data Management. All aspects apply to non-kiosk-style environments. The desktop is redirected. There is no local storage. For kiosks, local profiles are deleted when the user logs off.



� xe "Aa"\\€DGPR_GPO.doc-1356 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced User Data Management. Roaming User Profiles are used only if this is a non-kiosk-style environment. No data should be left behind.

� xe "Aa"\\€DGPR_GPO.doc-1357 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Settings Management. The desktop is redirected. Computer settings are strictly controlled.

� xe "Aa"\\€DGPR_GPO.doc-1358 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Settings Management. The desktop is redirected. Computer settings are strictly controlled.

� xe "Aa"\\€DGPR_GPO.doc-1359 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Software Installation and Maintenance. Most applications are installed on a computer (rather than user) basis. Where user-assigned applications are needed, they should be run from the network.

� xe "Aa"\\€DGPR_GPO.doc-1360 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced Software Installation and Maintenance. Applications are only assigned. Prohibit software installation from anyplace but the network.

� xe "User types:task-based users [end]" �� xe "Task-based user type [end]" �� xe "User types:client configuration scenarios [end]"\\€DGPR_GPO.doc-1361 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic Remote OS Installation. Access to remote installation options is removed completely so that installations are performed only by administrative or Help desk personnel. Alternatively, installation options are restricted so that the operating system installation becomes automatic.



Summary

� xe "aa"\\€DGPR_GPO.doc-1362 �

Table 24.6 illustrates a sample change and configuration management strategy for a large organization with multiple types of users.

Table 24.6    Sample Change and Configuration Management Strategy

����User Classification��User Data Management��User Settings Management�Software Installation and Maintenance��Remote OS Installation����Technical�Basic�Basic (without lockdown)�Basic�Advanced��Stationary Professional�Basic�Basic�Advanced�Basic��Roaming Professional�Advanced�Basic�Advanced�Basic��Mobile Professional�Advanced�Basic�Advanced�Advanced��Task-Based User�Advanced�Advanced�Advanced�Basic��

� xe "IntelliMirror user settings management:configuration plan" \t"See Client configuration planning"\\€DGPR_GPO.doc-1363 �

For user data management, use the following guidelines:

� xe "Aa"\\€DGPR_GPO.doc-1364 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic user data management can be useful in companies that manage client computers only moderately.

� xe "Aa"\\€DGPR_GPO.doc-1365 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced user data management depends on the types of users, particularly in highly managed environments, and when a high degree of service is warranted (for senior executives, for example).





� xe "Aa"\\€DGPR_GPO.doc-1366 �

For user settings management, the following guidelines have been applied:

� xe "IntelliMirror user data management:configuration plan" \t"See Client configuration planning"\\€DGPR_GPO.doc-1367 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic settings management will be used primarily in organizations with moderately managed client computers, and most often applied to highly managed client computers. It will be used most heavily when a dedicated administrative staff is present.

� xe "Aa"\\€DGPR_GPO.doc-1368 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced settings management will be used primarily in highly managed environments where support costs are an issue, such as schools, hospitals, and factory floors.



� xe "Aa"\\€DGPR_GPO.doc-1369 �

For software installation and maintenance, the following guidelines have been applied:

� xe "Aa"\\€DGPR_GPO.doc-1370 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic software installation and maintenance will become standard practice, particularly the publishing of organization software.

� xe "IntelliMirror software distribution:configuration management planning:strategies for different users [end]"\\€DGPR_GPO.doc-1371 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced software installation and maintenance will be used primarily in highly managed environments where support costs are an issue, such as kiosks, schools, hospitals, and factory floors.



� xe "Aa"\\€DGPR_GPO.doc-1372 �

For remote operating system installation, the following guidelines have been applied:

� xe "User types:configuration management strategies [end]"\\€DGPR_GPO.doc-1373 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Basic remote operating system installation will be used when user options are restricted or highly automated. If users are allowed to perform remote installations, they should only have to initiate a remote installation during system startup and enter their user name and password.

� xe "Client configuration plan:strategies for different users [end]" �� xe "Remote OS Installation:deployment planning:strategies for different users [end]" �� xe "IntelliMirror user settings management:strategies for different users [end]"\\€DGPR_GPO.doc-1374 �

�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Advanced remote operating system installation will be used when the user can choose which operating system image will be installed and how, or when special circumstances warrant additional flexibility by users performing the installation.





Change and Configuration Management Planning Task List

� xe "Applications:client configuration standards:planning task list" �� xe "IntelliMirror user settings management:planning task list" �� xe "Client configuration plan:planning tasks" �� xe "IntelliMirror software distribution:configuration management planning:task list"\\€DGPR_GPO.doc-1375 �

Table 24.7 summarizes the tasks you need to perform to create your Windows 2000 change and configuration management plan.

� xe "Aa"\\€DGPR_GPO.doc-1376 �

Table 24.7    Change and Configuration Management Planning Task List.

��Task�Location in chapter ����Define user and organization change and configuration management needs.�Evaluating Change and Configuration Management��Evaluate and select desired Windows 2000 change and configuration management features.�Evaluating Change and Configuration Management��Plan for using Remote OS Installation to install Windows 2000.�Enabling Remote OS Installation��Configure Group Policy to enable IntelliMirror software installation and maintenance.�Using Group Policy to Improve Software Management��Configure server shares and Group Policy for user data management.�Maintaining User Data and Settings on a Network��Configure server shares and Group Policy for user settings management.�Maintaining User Data and Settings on a Network��

� xe "Dial-up connections:dial-up profiles:VPN connections" �� xe "User profiles:dial-up profiles:VPN connections" �� xe "IP addressing:Terminal Services:client applications" �� xe "Terminal Services:IP addressing:Cluster service" �� xe "User profiles:Terminal Services" �� xe "Disk space:MultiLanguage version" �� xe "IPSec (Internet Protocol security):deploying in demilitarized zone" �� xe "AaCh24" �� xe "Aa"\\€DGPR_GPO.doc-1377 �
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