Chapter 4

Building a Windows 2000 Test Lab
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Before you deploy Microsoft® Windows® 2000, even in a pilot, be sure to test your proposed design in an environment that simulates and protects your production environment. You can verify your design by devising and conducting tests that reflect conditions in your target environment.

This chapter provides the test manager, as well as your deployment project teams, with general considerations for designing and running a test lab that meets the particular needs of your organization. Also, chapters throughout this book address testing issues with regard to particular Windows 2000 features.
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Chapter Goals

This chapter will help you develop the following planning documents:

(	Lab description

(	Lab diagram

(	Escalation plan

(	Test plan

(	Test cases



Related Information in the Resource Kit

(	For more information about planning for application testing, see “Testing Applications for Compatibility with Windows 2000” in this book.

(	For more information about planning a pilot in your production environment, see “Conducting Your Windows 2000 Pilot” in this book.





Getting Started with Your Test Environment

A key factor in the success of your Windows 2000 project is thorough testing based on realistic scenarios. Realistic scenarios require a test environment that simulates your production environment as much as possible. In this test environment, members of the planning teams can verify their assumptions, uncover deployment problems, and optimize the deployment design, as well as improve their understanding of the technology. Such activities reduce the risk of errors and minimize downtime in the production environment during and after deployment.

Creating a Test Environment

A test environment encompasses all the locations that support testing without risk to your corporate network. Many large organizations distribute their test environments across numerous physical, or even geographical, locations for testing in various technical, business, or political contexts. The following factors influence the decisions you make about your test environment:

(	Your testing methodology

(	Features and components you will test

(	Personnel who will perform the testing



A test environment might include one or more labs, and a lab might include one or more locations. The term lab is used in this chapter to refer to a network that is designed for testing and is isolated from the corporate network. 

For your Windows 2000 project, you might decide to have several independent labs for different testing purposes. For example, you could have one lab for network infrastructure and server testing and another lab for client computer and application testing. Conversely, a single lab might consist of multiple locations. For example, you could have a network infrastructure lab with multiple locations connected by a wide area network (WAN) for testing the effects of various link speeds. 

If you are deploying Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Professional at the same time, many factors influence your decision about whether the two projects should have separate labs or a shared one. Some of these factors are:

(	Complexity of your deployment (such as variability in your production environment and the new features you plan to implement).

(	Size, location, and structure of your project teams.

(	Size of your budget.

(	Availability of physical space.



(	Location of testers.

(	Use of the labs after deployment.



The considerations in this chapter apply to labs you design for testing either Windows 2000 Server or Windows 2000 Professional.

Using the Lab for Risk Management

A well-designed test lab provides a controlled environment for the range of testing throughout the project life cycle  — from experimenting with the technology, to comparing design solutions, to fine-tuning the rollout process. A good lab need not be a large resource or capital funding investment; it can range from a few pieces of hardware in a small room to a full-scale network in a data center environment.

The test lab is an investment that can pay for itself many times over in reduced support and redeployment costs that arise from poorly tested solutions. It is an important part of the risk management plan for your Windows 2000 project. You can identify risks in the lab when tests uncover problems such as:

(	Hardware or software incompatibilities

(	Design flaws

(	Performance issues

(	Interoperability difficulties

(	Limited knowledge of new technologies

(	Operational or deployment inefficiencies 



When testing uncovers problems such as these, the lab can provide the means for developing and validating alternative solutions. The lab is also the place to:

(	Design and validate back-out plans, thus reducing risk to the business during pilot and production rollouts.

(	Learn how to optimize the deployment process, thus reducing the time and cost spent on deployment activities.

(	Develop efficient administrative procedures, thus reducing the time and personnel required for ongoing maintenance after deployment.

(	Verify your progress against the project plan and refine your project schedule.





Lab Development Process

Figure 4.1 is a flowchart illustrating the phases for preparing the lab for testing. In the strategy phase, you establish the goals and general approach for the lab. The decisions you make in this phase influence decisions in the design phase.

In the design phase, you plan and document the logical and physical structure of the lab. The decisions you make in the design phase determine what you create in the build phase. 

In the build phase, you set up the lab and test the network components before Windows 2000 testing begins. The design and build phases are iterative: as knowledge increases, requirements evolve, and the focus of testing changes, you need to redesign and rebuild components of the lab. You also need to rebuild components if accumulated changes to hardware, software, or testing methodology start to affect the test results.
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Figure 4.�SEQ figure�1�    Process for Setting Up a Test Lab



Testing Process

Figure 4.2 is a flowchart illustrating the phases for planning and conducting tests in the lab.

The primary activities are:

(	Creating a test plan that describes scope, objectives, and methodology.

(	Designing test cases that describe how to conduct tests.

(	Conducting tests and evaluating results.

(	Documenting test results.

(	Escalating problems to the proper people for resolution.
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Figure 4.�SEQ figure�2�    Process for Planning and Conducting Tests



Setting Up a Preliminary Lab

If you do not already have a lab, it is important to start working on one as early as possible in your Windows 2000 deployment project. You need the lab early in the planning phase for learning about the product, proving concepts, testing various scenarios against your business model, and validating solutions. Very early in the project you can select the location, start assessing hardware requirements, reconfigure existing lab equipment, and perhaps start purchasing or recycling hardware for the lab.

Your early planning pays off at test time when you have provided adequate space for the necessary equipment and the proper configurations for accurate tests. As you make decisions regarding the hardware, software, and personnel requirements for testing, document them in your test plan. For more information about the test plan, see “Testing” later in this chapter.

If you plan to build a permanent lab, you might need to obtain management approval and funding that is independent of your Windows 2000 deployment project. If so, start the approval process as early as possible.

Early in the planning process your lab can help you establish your basic namespace design and high-level deployment plan, which you can then use as a baseline for further testing and development. When you use the lab as a baseline configuration and then add functionality in stages, you can avoid the problems associated with designs that are developed independently of each other. 

To get started on exploratory testing, you can build an interim lab with two or three servers and client computers, use an existing lab, or set up a server/client computer configuration in an office. Then, as you decide on the high-level design, start putting the pieces together for your formal lab.

Although the lab evolves throughout the project to reflect changes in testing focus, make sure it is fully equipped and stable prior to prepilot integration testing.

Determining the Lab Strategy

You might already have a lab that you plan to use for Windows 2000 testing, or maybe you hope to build a new lab for the project. Regardless of your current situation, it is valuable to think through your goals for the lab and its long-term purpose. You might decide that now is the time to upgrade a lab created for another purpose so that you can use it in the future for change management in your Windows 2000 environment.

If you already have a permanent lab that you plan to use for testing your Windows 2000 design, you might want to go directly to “Designing the Lab” later in this chapter.



Considering Return on Investment

If you decide to create a new lab for Windows 2000 deployment testing, you might need to justify the investment to your project sponsors. To help you do this, take a broad view of all the associated costs. The testing performed in the lab leads to cleaner implementations and reduced support costs. By using the lab to develop operational efficiencies, such as automated administrative tools and remote procedures, you can reduce your organization’s total cost of ownership. When viewed over time, therefore, the costs of building and maintaining the lab are likely to be dramatically lower than the costs of fixing problems in production, redeploying poorly thought out or poorly tested solutions, or managing the production environment with resource-intensive processes.

Economy of scale is often possible in organizations that build separate labs for different projects. By consolidating labs and formalizing the use and maintenance of the new lab, you can let several projects share in the reduced cost of a single lab. If you decide to share a lab, however, try to choose projects that have compatible scheduling and equipment requirements It is simpler and less expensive to add a few new components to upgrade the lab for a new project than to start from scratch each time.

The more multipurpose you make the lab, the easier it is to justify the capital cost of the space, equipment, and support needed to build and run it. The lab can serve purposes ranging from early hands-on training to post-implementation problem resolution. You might consider the lab as your initial investment in training. You can even use it for educational purposes such as demonstrating functionality or deployment processes to management or other groups.

Using the Lab During the Project Life Cycle

To help you justify the cost of the lab, consider the many ways you can use it throughout the project. This section provides examples of ways you might use your lab.

Planning

During early planning, project team members use the lab for hands-on experience: increasing their understanding of the technology, testing their hypotheses, and uncovering implementation issues and support requirements. This is also a good time to look for ways to optimize existing operational processes, such as identifying tasks that can be automated or performed remotely.

As designing progresses, team members use the lab to try out new technologies, models, and processes while they resolve business requirements. Such prototyping and modeling leads to business decisions about how you will implement Windows 2000 features and functions. 



Developing

During development, the lab provides a controlled environment for testing and evaluating a variety of issues, such as the following:

(	Windows 2000 features

(	Network infrastructure compatibility

(	Interoperability with other network operating systems

(	Hardware compatibility

(	Application compatibility

(	Performance and capacity planning

(	Installation and configuration documentation

(	Administrative procedures and documentation

(	Production rollout (processes, scripts, and files; back-out plans)

(	Baseline traffic patterns (traffic volumes without user activity)

(	Tools (Windows 2000, third-party, or custom)

(	Operational efficiencies



Deploying

During the pilot deployment, the lab provides operational teams, such as the help desk and operations staff, with a place to start planning the ongoing support structure. You can also use the lab during the pilot and production deployment to isolate, reproduce, analyze, and correct problems with the deployment process.

Post-deployment

After deployment, the support team can use the lab to reproduce and resolve problems found in the production environment. The lab also provides a secure location for testing changes, such as service packs, patches, new applications, or new desktop configurations, as part of the change management process.



Figure 4.3 illustrates a variety of uses for the lab and the project phase in which some activities might occur. The time frames are estimations and do not represent an actual deployment. 
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Figure 4.�SEQ figure�3�    Role of the Lab in the Project Life Cycle

The lab is not the only place where testing occurs. Project team members can also test functionality on their individual test computers. However, the test lab is the place to verify that components and features work together in an integrated environment that simulates your target production environment. The simulated environment should reflect both the phase-in period, when you have a mix of functionality, and the end of the project, when you have completely implemented the new functionality. 

Evaluating Lab Models

Many organizations build an ad hoc lab each time they need test facilities for a new project. Other organizations build a permanent lab that is scalable for various projects and use it for change management. Both ad hoc labs and change management labs have their advantages and disadvantages.



Ad Hoc Labs

Ad hoc labs are set up for a specific project. When the project is over, the equipment is redeployed for a different use. For example, the equipment might be used in the production environment, become part of inventory, or be returned to the vendor.

The short-term costs of an ad hoc lab might be less than a permanent lab because all the equipment is redeployed for other uses. This view of cost is shortsighted, however, because a new lab must be built for every project that requires one. Ad hoc labs can lead to problems such as the following:

(	When a new lab is required for each new project, time becomes a critical factor. Because teams need the lab early in a project, issues such as the following arise:

(	Can you obtain the appropriate hardware and software licenses in time?

(	Will hardware or software substitutions lead to inadequate testing?

(	Can you locate the vendors, models, and versions needed to adequately test the production mix of hardware and software?

(	Can you reserve the physical space needed for building the network configuration and performing the tests?

(	Will the time spent building and debugging the lab reduce the testing time, possibly resulting in incomplete testing?

(	When many teams are searching for hardware and software licenses, it becomes difficult to track who is using what and who authorizes purchases. The resulting lack of accountability can lead to excess expenditures and increased costs.



Change Management Labs

The problems mentioned in the preceding section present compelling reasons for building a permanent, formalized lab. After Windows 2000 is implemented, you can use a permanent lab to test changes to your environment, such as: 

(	Network upgrades

(	Service packs and software patches

(	Business application compatibility

(	Desktop configurations

(	New hardware platforms

(	Administrative and support processes

(	Client computer management tools





A fully equipped, permanent lab that is used for change management has the following advantages:

Saves costs in the long run.

When viewed across projects, the cost of a permanent lab is likely to be more reasonable than ad hoc labs for which purchases are not tracked or financial accountability is diluted.

Reduces risk to your business.

Labs reduce risk to your production environment because solid testing leads to cleaner implementations. For example, it is tempting to forgo comprehensive testing of an apparently insignificant change if a test lab is not readily available. But even a minor change can bring a business process to a halt. Having a permanent lab for change management makes it easier to test even the simplest change. The more the lab reflects the production environment, the more valid the tests can be.

Saves time for the project.

Setup and debugging time are minimized because upgrades to an existing lab are faster than assembling a new lab each time. The time saving is critical if you plan to use lab equipment for ongoing developmental prototyping. If you use the lab for development as well as for testing, you have less time available to assemble it.

Helps equip the lab appropriately.

You might find it easier to justify the purchase of equipment you need for specific testing requirements if you plan to have a change management lab. With ad hoc labs, the equipment is likely to be reallocated from another use or purchased to meet the specifications of its future use and, therefore, might not meet your testing requirements.

You are also more likely to maintain the proper mix of equipment to accurately reflect your production environment. As time passes, you can retain the original equipment and acquire new equipment to reflect the constantly changing, diverse production environment. Maintaining the proper mix of equipment in the lab provides for thorough regression testing during the change management process.

Helps establish consistent methodologies.

When you have a permanent lab, you can assign dedicated personnel to support it. With a permanent lab and continuity in lab management, you can establish consistent testing processes and techniques which produce consistent results that can be compared over time. 



Selecting a Lab Model

Many factors contribute to your decision about the type of lab you choose: ad hoc or change management. The following factors can influence your decision:

(	Budget

(	Time and staff available for building the lab

(	Existing labs

(	Physical space or environmental limitations

(	Corporate culture

(	Project or corporate goals



The first step in making this decision is to assess your long-term testing and risk management goals. Then, consider the advantages and disadvantages of each model in relation to your goals.

You might determine that one model fits your goals best, but circumstances seem to dictate another approach. For example, you might see advantages to having a long-term lab that you can use for testing software patches and upgrades, but your organization does not seem to have the budget to build and maintain a permanent lab. Although you need to weigh the possible outcomes of the opposing solutions, you might come up with creative ways to support your ideal solution. Ask yourself questions such as the following:

(	How will the decision impact test quality?

(	How will the decision impact team training and design support?

(	Will the lab also benefit other existing projects?

(	Can other projects combine efforts and budgets to share a lab?

(	Can you build the lab in stages, starting with the most essential components and then adding to it as the budget allows?

(	Will hardware vendors agree to a special arrangement? 

For example, can the vendors provide equipment on loan before it is purchased, or will they give you the equipment in return for using your organization’s name for marketing purposes?





Selecting a Lab Location

Your decisions about the lab model and the lab location are likely to be interrelated. The location for a permanent lab to be used by a wide variety of groups requires more consideration than a short-term lab to be used by a few groups. Room for future growth, for example, is an important issue if you plan to use the lab long-term. To help you make these decisions, consider the following questions:

(	What lab facilities already exist? How adequate are they? How easily can you modify them to fit test requirements?

(	Can you consolidate existing labs?

(	What is the scale and complexity of the implementation?

(	How do you want to allocate your lab budget? Consider the following:

(	Facility and workspace expenses (space, heating, ventilation, air conditioning, power, cabling, patch panels, server racks, and workbenches).

(	Hardware and software.

(	Support and other lab personnel.

(	Does the lab need to connect to the production network or to other labs? If it needs to connect to the production network, how will you regulate the connection and configure routers to protect the production network?



For more information about connecting the lab to the production network, see “Simulating the Proposed Server Environment” later in this chapter.

Additional issues to consider when selecting lab locations are:

Upgrading or Building New

If you decide to use an existing lab, you might be able to do minor upgrades to accommodate Windows 2000 testing. For example, you might want to upgrade the servers to the same amount of memory and hard disk capacity, and to the same processor type and speed as the servers you plan to deploy.

Accessibility

The lab should be accessible to all of the groups using it. If you implement a program in which people from outside the project team come to test their own applications, the lab should have facilities, such as parking, to accommodate visitors.

Security

Ensure that you can physically secure the lab to protect your equipment from unauthorized use.



Space

Whether you build a new lab or upgrade an existing one, space is a major consideration. Windows 2000 in itself does not require sophisticated, expensive equipment to get up and running. Because it is important to simulate the production environment as closely as possible, the complexity of that environment influences the complexity of the lab. 

Factors in your current and proposed production environment that can determine the complexity, and therefore the space requirements, of your lab include the following:

(	Number and combination of functions and features you plan to implement.

Do you plan to implement a domain that spans multiple sites? Do you plan to implement a virtual private network (VPN)?

(	Amount of variability in your production environment.

Do you have — and plan to deploy — standard equipment, applications, and configurations in your production environment? Or will you use many vendors, models, versions, and configurations?

(	Level of complexity in your network configuration.

Do you have more than one type of topology in your production network? Do you plan to have interfaces between Windows 2000 Server and mainframe, Macintosh, or UNIX systems?



In addition to factors in your production environment, some test situations can also affect the complexity of your lab. For example, you might want additional servers so that you can isolate certain types of testing, as described later in this chapter.

Space requirements are also influenced by the number of people you think will participate in testing. Consider how many users you need to accommodate at one time.

Environmental Conditions

The lab location should support suitable environmental conditions, such as temperature, humidity, and cleanliness. These requirements are similar to those of your data center. The lab location should also support your power, cabling, and network connectivity requirements.



Number of Locations

In certain cases, you might want your lab to have multiple interconnected locations so that you can test the effect of geographically separated network segments. For example, if you plan to implement Microsoft® Active Directory™ directory service with multiple Active Directory sites, you might want to test replication over a similar WAN or Internet connection. For more information about Active Directory sites and replication, see “Designing the Active Directory Structure” in this book.

In other cases, you might want to have multiple independent labs for different uses. You might want a separate lab for application testing or perhaps separate labs for Windows 2000 Server and Windows 2000 Professional testing.

Testing in a Distributed Lab Environment

A lab environment can be distributed across numerous physical, or even geographical, locations. The case studies presented here describe how two organizations decided to use labs in this way.

Case Study 1: Functional Lab Sites

A large high-technology hardware manufacturer is organized along functional lines. Its regional offices are located at various geographical sites, selected for proximity to the suppliers and vendors who support each region’s particular function. This manufacturer developed a lab that spans three of its major United States sites, ranging across Southwestern and Western states. Each lab location is designed to test the functions and configurations used for that site’s business. Each one is a permanent lab that is used for change management of the production environment.

Eventually the organization plans to expand the lab to encompass remote international locations, such as cities in the Far East, Middle East, Eastern Europe, and the British Isles. The organization will use these remote sites to design and test solutions for the challenges of a global enterprise, such as:

(	Connectivity in controlled countries

(	Slow links

(	Intermittent links

(	Multiple languages

(	Multiple time zones

(	International currencies

(	Variations in computer and networking hardware





Case Study 2: Contingency Lab Sites

Another organization finds it important to be prepared in case of a disaster. This organization wants its geographically separated sites to be ready to function in the role of a centralized Information Technology (IT) department, if required. In this organization, the lab is a permanent change management lab that is also used for disaster-recovery testing. 

In the event of a disaster, production machines at the selected location would be used to perform the IT department functions. To be in a state of readiness, the organization performs testing in the lab to ensure that all the needed hardware and software components are available and can function properly at the alternate location. These tests include the following:

(	Loading applications and databases

(	Setting configurations

(	Running applications



Designing the Lab

Before you design the lab, you need to have a high-level deployment plan. You might need to know, for example, the proposed namespace design. You also need to know the domain architecture and how you will configure servers for services such as Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), and Windows Internet Name Service (WINS). To ensure that the lab design reflects testing requirements, the project subteams should provide information about the hardware, software, and configurations they need.

If you decide to build a permanent lab that you can use for change management after Windows 2000 is deployed, the design should be flexible enough, both in space and layout, to accommodate the future.

The more planning that goes into designing the lab, the more the tests can accurately reflect the actual implementation.



Prerequisites for Designing the Lab

Because the lab should simulate the environment where you will deploy Windows 2000, you need information about your current and proposed environments before you can design the lab. Microsoft® Systems Management Server (SMS) can help you collect information about your current system. For more information about using SMS to inventory your system, see “Using Systems Management Server To Analyze Your Network Infrastructure” in this book. The information about the proposed environment should be available in the planning documents produced by the project team. In addition to a high-level understanding of Windows 2000 features and functionality, you need the following information:

(	The current network design (logical and physical).

(	The proposed Windows 2000 design. 

(	A list of features to evaluate and explore. 

(	An inventory of existing hardware (servers, client computers, and portable computers). 

(	A list of hardware proposed for Windows 2000.

This list might evolve during testing, but you need an initial list to equip the lab.

(	A list of administrative tools (Windows 2000, third party, and custom built).

(	A list of the upgrades, such as service packs, drivers, and basic input/output system (BIOS), that you need to install to be ready for Windows 2000.



Designing for Test Scenarios

Strive to design your lab for flexibility. In addition, at a minimum, try to meet the following two criteria:

(	Simulate the proposed environment — design for what you will test.

(	Accommodate the testing process — design for how you will test.



Although you might decide to use one lab for both server and client computer testing, this section presents lab design considerations for each separately. 

Simulating the Proposed Server Environment

Plan to test as much of the proposed logical and physical production environment as possible, including computer hardware, network topology, WAN connections, domain architecture, services, databases, business applications, administrative tools, security model, application deployment methodology, and network server storage methods.



This section presents some considerations for designing a lab to test Windows 2000 Server. The issues presented here might not apply to all Windows 2000 Server implementations. Focus on the considerations that apply to your design.

Server Hardware and Drivers

Use the same type of hardware components and drivers that you use, or plan to use, on servers in the production environment. Be sure to obtain an updated BIOS that is compatible with Windows 2000.

Services and Configurations

Use the same services and configurations that you will use in the actual deployment. For example, duplicate the DNS, DHCP, and WINS configurations. If you are not planning on using the DNS and DHCP services built into Windows 2000, include the third-party services you plan to use.

User Accounts

If you are migrating from Microsoft® Windows NT® 4.0, set up your domain controllers as replicas of your production domain controllers, using copies of the production user accounts. You can use the ClonePrincipal tool to copy production users to your test domain. For more information about strategies for migrating user accounts and the tools to use, see “Determining Domain Migration Strategies” in this book. Coordinate with your IT security division whenever you copy production data to lab databases.

Domain Structure

If you are implementing Active Directory, simulate the domain hierarchy. For example, include a forest with multiple trees, a tree with parent and child domains, and transitive and one-way trust relationships, as appropriate. Reflect your IT centralized or decentralized administration in the organizational unit. Include Active Directory sites as appropriate.

Server Strategy

Include file and print servers, application servers, Web servers, database servers, and other utility servers that are, or will be, in your production environment. If you plan to use SMS to deploy Windows 2000 Server, include it in the lab.



Mixed Environments

To accommodate both the mixed environment during a phased rollout and the Windows 2000 environment after the completion of the rollout, plan for some domains of the following types:

(	Native mode 

(	Mixed mode 

(	Current production operating system 



By simulating the interim state, you can determine functional problems that might occur during the phased implementation. The servers with operating systems other than Windows 2000 Server should mirror the services in the current production environment. 

Client Computer Configuration

Use the same mix of client computers as in your production environment. If you plan to deploy Windows 2000 Server first and Windows 2000 Professional later, include the client computer operating system that you will use until Windows 2000 Professional is deployed. 

If you plan to deploy Windows 2000 Professional first, test for how the extended server functionality will be introduced into your environment as the infrastructure is deployed.

If you plan to have a phased rollout, include the same mix that will occur during rollout. For example, have client computers with Microsoft® Windows® 95 and client computers with Windows 2000 Professional. 

Network Topology and Protocols

Mirror the network topology and protocols you use in your production environment as closely as possible. For example, if your production network uses both Ethernet and Token Ring, the lab should include both. 

WAN Connections

If you have a WAN, the lab should have routers to test network latency. If you have the facilities and budget, you might want to set up a secondary lab at a remote location to test network latency across the WAN link. For example, you should test domain controller and Global Catalog replication across the link. If you have a multinational organization, it is recommended that the secondary lab be in a different region of the world to test real-world latency problems.

If you do not have a secondary lab location where you can test the WAN link, you can cable two routers together in the same lab and use a link simulator to test the link.



Remote Connectivity

Provide the same types of remote connectivity, such as Routing and Remote Access Service and VPN, to allow you to test Point-to-Point Tunneling Protocol (PPTP), Internet Protocol Security (IPSec), Layer 2 Tunneling Protocol (L2TP), and Demand Dial Routing.

Peripherals

Include a representative sample of the types of peripherals used in your production environment. For example, include the same types of printers and scanners, along with their associated drivers. 

Interoperability

If you plan to implement Windows 2000 Server so that it operates with networks or computers using another operating system, mimic the interoperability infrastructure. For example, include connections to mainframe hosts, UNIX systems, or other network operating systems. To keep your lab configuration and test suite manageable, decide which interoperability scenarios are most important to your organization and focus on those.

Administrative Tools

Include the tools (Windows 2000, third party, or custom built) that you currently use or plan to use for server-based administrative tasks. You need to test the tools for compatibility and effectiveness in the new environment.

Fault Tolerance Techniques

Test any fault tolerance techniques you plan to use in your production environment. For example, if you plan to use clustering, include a clustered server in the lab.

Terminal Services

If you plan to implement Terminal Services, install the appropriate mix of applications on the server. You need to understand the impact of running applications in a multi-user environment. You might need to modify the default operating environment for some applications to obtain the desired functionality. For more information about Terminal Services, see “Deploying Terminal Services” in this book.



Note

If you are concerned that some of your critical applications might not be compatible with Windows 2000 Professional, consider installing Terminal Services. You can install Terminal Services on a Windows NT 4.0 server and set up your Windows 2000 client computers to access the applications with problems from that server. Think of this approach only as a contingency plan to avoid last minute schedule slips.





Production Network Connectivity

You should isolate the test lab from your corporate network. If you need to provide a connection from the lab to the corporate network, plan for ways to regulate and control the connection and devise a way to quickly terminate the connection.

Design router configurations to protect the production network. For example, consider using a multihomed router with two network adapters to connect the lab to the production network for specific, controlled uses. Configure the router so that the production network can access the test network, but the test network cannot access the production network. This approach protects the production environment from anything going on in the lab but allows a user in production to access resources in the lab. For example, you could use this approach to test logon scripts on a lab server with a small number of users before moving the scripts to a pilot in the production environment.

Simulating the Proposed Client Computer Environment

Design the client computer lab so that you can test the same functions and features you use in your production environment. Include the same types of hardware, applications, and network configurations. This section covers some considerations for designing a lab to test Windows 2000 Professional. The issues presented here might not apply to all Windows 2000 Professional implementations. Focus on the considerations that apply to your design.

Client Computer Hardware 

Include at least one client computer for each vendor and model that is to run Windows 2000 in your production environment. If your organization uses laptops, docking stations, or port replicators, be sure to include those vendors and models as well. Be sure to obtain an updated BIOS that is compatible with Windows 2000.

It is recommended that you develop a standard hardware configuration for Windows 2000 Professional as part of your deployment project. Your lab testing can help you define and refine a standard configuration. As you define hardware configurations, verify that the components are compatible with Windows 2000. For example, you might need to verify compatibility for the following components:

(	Universal serial bus (USB) adapters

(	Compact disc (CD) and digital video disc (DVD) drives

(	Sound adapters

(	Network adapters

(	Video adapters



(	Small computer system interface (SCSI) adapters

(	Mass storage controllers

(	Removable storage devices

(	Pointing devices (mice, trackballs, tablets)

(	Keyboards



To determine compatibility, look up the components on the Microsoft Hardware Compatibility List (HCL), which you can find at http://www.microsoft.com by searching with the keyword “HCL.” The HCL includes all the hardware that Microsoft supports. If your hardware is not on the list, contact the vendor to find out if there is a driver. If your components use 16-bit drivers, you need to obtain a 32-bit driver.

You can also use Windows 2000 Professional Setup to check for hardware compatibility. Run Setup in check-upgrade-only mode to obtain log files that indicate hardware and software incompatibilities and device drivers that need to be updated. The command line format for check-upgrade-only mode is:

winnt32 /checkupgradeonly



On computers running Windows 9x, the log file, called Upgrade.txt, is located in the Windows installation folder. On systems running Windows NT, the log file is called Winnt32.log and is located in the installation folder.

If updated device drivers for your devices are not included with Windows 2000, contact the vendor to obtain an updated driver.

Once you decide on the standard hardware configuration, inventory the computers in your production environment to determine which ones need to be upgraded before you deploy Windows 2000. For information about how to use SMS to perform the inventory, see “Using Systems Management Server To Analyze Your Network Infrastructure” in this book.

For more information about developing client computer standards, see “Defining Client Administration and Configuration Standards” in this book.

Network Connectivity

Provide connectivity to the same types of networks that you use in the production environment, such as a local area network (LAN), a WAN, or the Internet.

If you plan to use Routing and Remote Access or a proxy network service in the production environment, include these types of connections in the lab.



Server-Based Services

Configure servers for the services used in the production environment. For example, include services such as:

(	DNS, WINS, and DHCP

(	Directory services (such as X.500 and NetWare)

(	File sharing

(	Network printing

(	Server-based line-of-business applications, both centralized and decentralized

(	IntelliMirror



Remember to provide for administrative services such as:

(	Remote operating system installation

(	Server-based application deployment

(	Tools for managing client computers (SMS, for example)



Domain Authentication

If your organization uses, or plans to use, domain authentication, simulate your authentication configuration in the lab. If you are migrating from Windows NT 4.0 to Windows 2000 Server, plan for authentication in the mixed environment that will occur during the phased rollout.

Network Management Services

Include network services used in your environment, such as Simple Network Management Protocol (SNMP).

Network Protocols

Use the protocols you plan to use in the production environment. Verify the protocols you use on client computers before connecting them to the production network.

Applications

You need licenses for and access to the software for all applications, stand-alone or server-based, that are to be supported on Windows 2000 Professional client computers. For more information about testing applications in a lab, see “Testing Applications for Compatibility with Windows 2000” in this book. 

Peripherals

Include a representative sample of the types of peripherals, such as printers and scanners, used in the production environment.



Server Platform Interoperability

Simulate the server platforms to be accessed by Windows 2000 Professional client computers. If you have a separate server lab, consider connecting the client computer lab to it instead of installing servers in the client computer lab. You might need to establish connectivity to the following systems:

(	Windows 2000 Server

(	Windows NT 

(	Mainframes supporting 3270 emulation

(	UNIX

(	Other network operating systems



If you plan to deploy Windows 2000 Professional at the same time as Windows 2000 Server, include any type of server that a client computer can access during the deployment period, unless these tests are to be performed by the Windows 2000 Server team.

Desktop Configurations 

As part of your Windows 2000 Professional project, your organization might decide to evaluate standard client configurations and Group Policy for managing them. Lab tests can provide information for recommending specific configurations and Group Policy objects to management. If you decide to perform this type of evaluative testing, include side-by-side comparisons of different configurations and Group Policy settings.

Plan to have enough computers of the same make and model to allow for the side-by-side evaluations. Evaluate client configurations based on performance, ease of use, stability, hardware and software compatibility, functionality, and security model. Evaluate Group Policy objects by verifying that they produce the desired result, particularly when more than one applies to a configuration, and that the resulting logon time is acceptable.

Performance

Use the lab to start evaluating the impact on your network traffic by testing for changes in baseline traffic patterns without user activity. For more information about performance concepts and monitoring tools, see “Overview of Performance Monitoring” in the Microsoft® Windows® 2000 Server Resource Kit Server Operations Guide.

Production Network Connectivity

Your client computer lab, like the server lab, needs to be isolated from the corporate network. If you need to provide a connection from the lab to the corporate network, plan how you will use routers to separate the two networks.



Accommodating Test Processes

Because some tests alter the lab environment, they can inadvertently influence other tests. Care must be taken to isolate, coordinate, and manage these types of tests. For example, server upgrade tests change the state of the servers. Address scenarios such as these in the lab domain design. Other scenarios might need to be addressed in the lab management procedures. For example, schema changes affect the entire forest, so schedule this type of test and communicate it to other lab users.

Remember that the lab needs to change frequently to reflect the current focus of testing. Make backups of baseline configurations so testers can quickly restore a computer to its prior state. Be sure to test the restore process. Document the backup files and store them in a safe, accessible place.

Designing Domains for Testing

Design the lab domain structure to provide consistent setup and configuration so that testers can rely on a known-state infrastructure. For example, allocate a single domain for migration and mixed-mode testing. If you do this, the domain should always be in the mixed-mode state except for scheduled periods when it is rolled back to the prior state to test the migration process. In this way, lab users always know what to expect.

To summarize, design the lab domain hierarchy to segregate tests into separate domains. Examples of the types of tests that might require separate domains are:

(	DNS

(	Native mode

(	Mixed mode

(	Migration process

(	Replica of production data



Case Study for Designing Test Domains

A large manufacturing company designed its lab with specific testing in mind. Figure 4.4 illustrates the logical domain structure of the lab.

This company created a root domain with four child domains. The domain structure allowed the project team to use a separate domain for each of these types of tests:

(	Windows 2000 Server functionality in a native mode domain, including printing.

(	Virtual private networks.



(	Mixed mode interoperability and the migration process.

(	Microsoft® Exchange Server integration with Windows 2000.



An isolated domain allowed the team to test DNS without affecting any other testing.
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Figure 4.�SEQ figure�4�    Example of Test Lab Logical Domain Design

Documenting the Lab Configuration

As you design the lab, document it with both a text description and a diagram. Post the diagram in the lab to provide easy access to lab information and to keep lab users up-to-date on design changes. Testers can use the lab description and diagram when they design test cases to ensure that the test plan is comprehensive and that tests are reproducible.



Lab Description

Include the following types of information in your lab description: 

(	Domain structure, including:

(	Forest and tree hierarchy.

(	Group Policy objects (settings and where they apply).

(	Purpose for each domain.

(	Method for populating user account data.

(	Trust relationships (transitive and explicit).

(	Domain controllers, including:

(	Primary Domain Controllers (PDCs) and Backup Domain Controllers (BDCs), if migrating from Windows NT 4.0.

(	Servers to be promoted to domain controllers, if migrating from any other operating system.

(	Member servers, including the services that will run on them.

(	Client computers, including:

(	Computer make and model.

(	Amount of memory.

(	Processor type and speed.

(	Hard disk capacity.

(	Graphics cards (type, resolution, and color depth).

(	Use of lab design for specific tests, including:

(	Mixed and native mode testing.

(	Dial-up and other remote testing.

(	Interoperability testing (UNIX, mainframes, and other systems).

(	Replication and Active Directory site testing.

(	WAN link testing.





Lab Diagrams

The lab diagram should show both the logical and the physical structure of the lab. Depending on the complexity of your lab network, the logical and physical views can be combined into one diagram.

Logical Diagram

Include the following information in the logical diagram: 

(	Domain hierarchy, including forests and trees.

(	Domain names.

(	Active Directory sites.

(	Special service servers (domain controllers, Global Catalog, DNS, DHCP, and WINS), with the following information:

(	Computer name

(	Internet Protocol (IP) address

(	Server function

(	Transitive trusts.

(	Explicit one-way trusts.





Figure 4.5 is an example of a logical diagram. This lab has one tree, which consists of a root and three child domains. Double-headed arrows indicate transitive trusts between the Windows 2000 domains. The Windows NT 4.0 domain has explicit one-way trust relationships with the Windows 2000 tree. This lab does not have Active Directory sites. At this stage in testing, the lab includes domain controllers, some of which are also DNS servers supporting the dynamic update protocol, DHCP servers, and one global catalog server.
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Figure 4.�SEQ figure�5�    Example of a Test Lab Logical Diagram 



Physical Diagram

Include the following information in the physical diagram:

(	Network components, such as:

(	Routers and bridges.

(	Hubs.

(	Link simulators.

(	Proxy servers.

(	Sniffers and traffic generators.

(	Analog and ISDN lines.

(	LAN, WAN, and Internet connections and speeds.

(	Servers, including:

(	Domain name.

(	Computer name.

(	IP address.

(	Server function.

(	Client computers, including:

(	Computer name.

(	IP address, if you use static addressing.





Figure 4.6 is an example of a physical diagram. This physical diagram is for the same lab as the logical diagram in Figure 4.5. In this diagram, you see the three subnets for the three child domains. Each subnet has both a Windows 2000 Professional client computer and another type of client computer. The lab uses simulated Frame Relay links and has a UNIX server. 
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Figure 4.6    Example of a Test Lab Physical Diagram 



Building the Lab

Once you have designed and documented your lab, have your project subteams review the plan to ensure that all the necessary conditions have been addressed. When the lab plan has been approved, you can start acquiring and installing the hardware and software.

If you plan to rebuild the lab periodically as your testing focus changes, consider using tools or products such as SMS to manage the lab changes. Also consider using the Remote OS Installation feature to help you rapidly make changes to the client computer configurations in the lab. For more information about using Remote OS Installation to automate client computer installations, see “Automating Client Installation and Upgrade” in this book. Active Directory Service Interfaces (ADSI) and Windows Script Host can help you quickly create, delete, or change users, groups, and organizational units in your lab environment.

As you build and rebuild the lab, document in chronological order every change you make to servers and client computers. This documentation can help you resolve problems and understand why a specific computer behaves as it does over time. It can also help you reverse recent changes to solve a short-term problem.

Building the lab involves the following steps:

(	Acquire hardware and software, including administrative tools.

You can either purchase or redeploy equipment. Which you do depends on your budget and the lab model you select. In either case, it is important to obtain equipment that adequately tests your deployment and that mirrors your production equipment.

Make sure the hardware you use is on the Microsoft Hardware Compatibility List (HCL). You can also contact your vendors to find out if your products are ready for Windows 2000. Make sure your vendors actively support Windows 2000 with your hardware.

Use the same models from the same vendors as the hardware and software you will use in your production environment. This guideline applies to:

(	Hubs, switches, routers, and bridges

(	Network adapters

(	Server computer hardware and operating systems

(	Client computer hardware and operating systems



(	Install and configure network components. Label all network cables.

(	Test all network connections. 

Testing the network before you install the servers makes it easier to locate and solve problems.



(	Install and configure all servers.

If you are redeploying servers, you might need to upgrade them to accommodate Windows 2000 Server. Use the same memory, disk capacity, and CPU speed that you plan to deploy. Be sure to check for viruses and defragment the hard disks.

Install the appropriate operating system, either Windows 2000 Server or the operating system from which you plan to upgrade. Partition the hard disks in the same way you plan to partition them during deployment.

If you are upgrading your domain controllers, back up the servers before you upgrade them. Test the backups and store them in a safe place. By making reliable backups, you avoid intruding on your production environment if your upgrade process changes or fails or if you need to restore to the original state.

If you are purchasing new equipment, burn in the components for two or three days to be sure they are working properly.

(	Install application software when you are ready to include it in testing. Install all server-based applications such as Microsoft® BackOffice® and business applications that are in your production environment. 

Build or load copies of the associated databases. Install the administrative tools that you use or plan to use.

(	Install tools for testing and administration. If you are planning to verify network traffic or test performance, you might want to include a hardware sniffer or a software sniffer.

(	If you are implementing Terminal Services, install a representative set of applications so you can test concurrent users.

(	Install and configure all client computers.

(	If you plan to create backups for restoring baseline configurations, set up the baseline configurations and make the backups. 

For example, if you plan to upgrade Windows 95 to Windows 2000 Professional instead of performing a clean installation, back up a Windows 95 client computer that is loaded with your standard set of applications.

The baseline configurations should include all the service packs that are supported in your environment. Be sure to test and document the restore process.

(	Test the individual components in the lab to isolate problems that are not related to Windows 2000 Server and deployment. 

When testing starts, you will want to spend your time debugging deployment problems, not fixing problems with the lab.

(	If you need to provide connectivity to the production network, configure and test routers to isolate the lab from production.





Managing the Lab

If your lab is to be permanent or used by many groups, you might need to assign someone to manage it. This is particularly the case if the lab is to be used by several groups for testing during the change management process. Smaller labs or labs used by a single team might not need to have an assigned manager. Even if you decide not to assign a full-time manager, select someone to be responsible for the lab.

Regardless of your decision about a lab manager, establish a good communication system to disseminate information about the availability and state of the lab. Lab users need to know when they can perform their own tests, whether their testing will disrupt any other tests, and what state the lab is in. For example, if a domain in the lab is used for testing the migration process as well as mixed mode functionality, lab users need to know if the computers are ready for an upgrade or have already been upgraded.

If you decide to have a lab manager, weigh the tradeoffs and costs of hiring a dedicated lab manager against assigning the role to a project team member. Which decision you make depends on the size and complexity of the lab. The extra duties as lab manager might be too demanding in addition to other project responsibilities.

Lab Management Responsibilities

A lab manager is responsible for the following types of tasks:

(	Procuring hardware and software.

(	Managing network taps and server capacity and configurations.

(	Managing hardware and software configurations and updates.

(	Coordinating testing among subteams (who tests what and when). 

If tests require server or client computer configuration changes, the changes need to be scheduled and communicated to the other lab users.

(	Developing and monitoring the change control process. 

The change control process defines who is allowed to make changes to the lab environment.

(	Maintaining lab documentation (such as lab descriptions, diagrams, and processes).

(	Establishing physical security. 

The lab manager takes measures to prevent unauthorized use of lab equipment and manages lab access with keys or electronic locks.

(	Setting up an inventory control system.

(	Establishing a lab budget for support costs.



(	Labeling hardware, including cabling.

(	Resolving environmental problems.

(	Implementing a preventative maintenance program for equipment.

(	Establishing an approval process for removing any equipment (borrowing, for example).

(	Making periodic server backups.

(	Ensuring the lab is kept clean and orderly.



Ultimately, a lab manager is responsible for making the lab as usable and flexible as possible. All of the processes designed to accomplish these tasks should facilitate, not inhibit, use of the lab.

Developing Lab Guidelines

It is recommended that you develop and implement guidelines for how team members should use the lab. Make the guidelines easy to remember and follow, with the intent to clarify rather than to dictate. Identify and document the following:

Roles and responsibilities.

Identify who is responsible for tasks such as scheduling lab use and performing backups.

Facilities and guidelines for special types of tests.

For example, identify the domains and configurations team members should use for testing the migration process.

Change control guidelines for the lab.

Identify who is allowed to make configuration changes. Define the approval process for change requests. For example, identify who can make schema changes and who should be notified when a change is made. Define the documentation required whenever someone makes a change to the lab.

Initialization procedures for servers.

Document the steps for installing, configuring, and populating domain controllers and member servers. Include DNS settings if you do not use the DNS built into Windows 2000.

Lab restore procedures for testing rollout.

Document the steps for restoring domain controllers to their original state and for refreshing user account data. Document all server configurations. Test the refresh process before you begin migration testing.

Restore procedures for client computers.

If you plan to rebuild client computers frequently to test various configurations, document the tools to be used to quickly restore the computer to a known initial state. For example, you might want to use RIS.





Testing

Good testing reduces the risk to your business when you introduce changes into your production environment. Thorough testing, however, requires careful planning. If you want your tests to accurately reflect how your proposed design will work, you must design them to realistically represent the conditions and variations in your environment. Even a well-designed test lab cannot compensate for a poorly designed test.

As a key component of risk management, testing:

(	Validates that your design satisfies the business and technical requirements identified for your Windows 2000 project.

(	Uncovers potential risks to your production environment.

(	Uncovers potential risks to your project schedule.



When planning your tests, keep in mind that it is not feasible to test everything. Instead of trying to test every combination, focus on limits. For example, test the slowest client computer, the busiest server, or the least reliable network link. In addition, focus on areas having the greatest risk or the greatest probability of occurring. It is important to keep your suite of test cases manageable. 

Testing continues throughout the entire project, evolving from component level (or unit) testing to integration testing defined as follows:

Unit Tests

These tests validate that individual features, components, or applications function properly. Unit testing begins when design starts and continues until your design is stable. It is iterative with design — test results validate the proposed design or lead to modifications. Architects and developers typically conduct unit tests.

Integration Tests

These tests validate that features and components work together cohesively. While unit tests address the depth of a component, integration tests address the breadth of a system.

Integration testing occurs after unit testing, when the design is stable. As the design falls into place, tests become increasingly complex and integrated until they encompass full interoperability of features and components. Integration testing requires a fully equipped test lab, where testers can carefully control test configurations and conditions.



It is recommended that integration tests be performed by a group other than the designers. Many organizations have testing teams who plan and conduct integration tests. In addition to verifying that the technology works as proposed, integration testers should look at test results from a business point of view: they should think about how the end user will work with the solution and how the solution performs in that use. They also should verify that the proposed solution meets the business and technical requirements for the Windows 2000 project.

Defining an Escalation Plan

Before you begin testing, define an escalation plan for the project team to use when problems arise. The escalation plan should address these issues:

(	Where do team members post test failures and other issues? Do they enter both in the incident tracking system or do they enter issues elsewhere, such as at a Web site?

(	What steps do they follow before posting the issue or problem? For example, does the problem need to be reproduced? By whom?

(	What information do they include when posting the issue? Examples are:

(	Contact information (phone number, pager number, and e-mail address for subteam lead and external support)

(	Status of the problem (new or ongoing)

(	Priority and business justification of the problem

(	Sequence of events leading to the problem (include relevant information such as IP addresses and domain name)

(	Causes (known or suspected) 

(	Troubleshooting information (traces, diagnostics)

(	How do they notify the design group of the issue or problem?

(	Who reviews and resolves issues?

(	What is the notification hierarchy? 



Creating the Test Plan

Early in your Windows 2000 planning, each design subteam should write a test plan that describes how they will test their specific technology. For example, the networking team might write a test plan that describes how they will test networking features. All members of the subteam should review and approve the test plan before testing begins. From the test plan, test cases (or scenarios) are developed to describe how to test each feature or function. Test cases are described in more detail in the section “Designing Test Cases” later in this chapter.



The test plan applies to both unit and integration testing. It provides the big picture for the testing effort and should address the topics that follow.

Scope and Objectives

In this section of the test plan, describe what you will and will not cover in your testing. For example, you might limit your testing of client computer hardware to the minimum supported configurations or the standard configurations.

Describe what you want your testing to accomplish. For example, one organization had an objective of migrating the Windows NT 4.0 environment to Windows 2000, component by component, keeping the access control lists (ACLs) and Exchange permissions intact. Another organization had an objective to measure network traffic and observe server performance during specific directory service tasks.

Testing Methodology

Describe the general strategy you will use for your testing. For example, your strategy for testing schema changes might be to configure an isolated domain in the lab where schema changes can be applied without affecting other lab tests. This section of the test plan might include the following descriptions:

(	Domain architecture used for the test

(	Tools and techniques used to conduct the tests or to measure results

(	Automated techniques used for tests



Resources Required

Itemize the following types of resources that you require to support testing:

Hardware

For example, identify the standard configurations you plan to support for client computers. Include components such as video cards, modems, and external drives.

Software

For example, include Microsoft® BackOffice® or other server-based products that you need to test.

Databases

Include databases that you need to set up for testing applications. It is recommended that you include a description of resources, such as personnel and production data, that you need to populate the databases.

Personnel

Describe the number of testers you need and the skill level you require. Include consultants and other support personnel.

Training

Specify the Windows 2000 training that your testers need to understand the technology they are testing.
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Tools

For example, include link simulators for testing WAN links if you do not have a second lab you can use for this purpose. Include any tools you need to automate testing and to track test results.



Features and Functions

Include a list of all the features or aspects of features to be tested. This is a list of what to test, not how to test. Some organizations include a list of tests as an appendix to their test plan. Other organizations create a separate document, or test specification, that lists the tests and briefly describes what each test must cover. Still other organizations include the list of tests as tasks in their project schedule.

The following is an example from one organization’s test specification:

Test 1 — Trust retention



Description: all trusts to and from a domain should be retained when the domain controllers are upgraded to Windows 2000. Use the Domain Tree Manager to view the trusts. If the trusts do not appear, then the test failed.



Note that the description does not include instructions on how to perform the test.

Later in the project, team members develop detailed procedures that describe how to perform each test listed in the test plan. The section “Designing Test Cases” later in this chapter provides more information about developing test procedures.

Your test plan should address the following types of tests:

(	The functionality of each feature and service you will implement.

(	Interoperability with existing components and systems in the production environment, both during and following a phased rollout. These tests include the mixed environment that will occur during your phased rollout and the Windows 2000 environment after the completion of your rollout.

(	Hardware and driver compatibility for every type of computer that will run on Windows 2000.

(	Application compatibility for every application that will run on Windows 2000.

(	Baselines and stress tests for capacity planning.

(	Baselines for performance monitoring.

(	Optimization of configurations, such as for standardized desktops on client computers.



(	Procedures for deployment and post-deployment administration, such as upgrading a client computer and back-out plans.

(	Tools and utilities.



For more information about planning for application compatibility testing, see “Testing Applications for Compatibility with Windows 2000” in this book.

Risks

Describe the known risks that could prevent successful testing. For example, the test lab might be behind schedule, hardware or software might be unavailable, or testers might be working on other projects or need additional training.

Schedule

Draft a schedule that includes each test you listed in the test plan. The schedule can help you coordinate lab use with other subteams.

Designing Test Cases

A test case is a detailed procedure that fully tests a feature or an aspect of a feature. Whereas the test plan describes what is to be tested, a test case describes how to perform a particular test. You need to develop a test case for each test listed in the test plan or test specification.

Test cases should be written by someone who understands the function or technology being tested and should go through a peer review.

Test cases include information such as the following:

(	Purpose of the test

(	Special hardware requirements, such as a modem

(	Special software requirements, such as a tool

(	Specific setup or configuration requirements

(	Description of how to perform the test

(	Expected results or success criteria for the test



Designing test cases can be a time-consuming phase in your testing schedule. Although you might be tempted to take shortcuts, the time you spend will pay off in the long run. You can conduct tests faster when they are carefully planned. Otherwise, testers spend time debugging and rerunning tests.



Organizations take a variety of approaches to documenting test cases; these range from developing detailed, recipe-like steps to writing general descriptions. In detailed test cases, the steps describe exactly how to perform the test. In descriptive test cases, the tester decides at the time of the test how to perform the test and what data to use. 

Some advantages of detailed test cases are that they are reproducible and they are easier to automate. This approach is particularly important if you plan to compare the results of tests over time, such as when you are optimizing configurations. A disadvantage of detailed test cases is that they are more time-consuming to develop and maintain. On the other hand, test cases that are open to interpretation are not repeatable and can lead to debugging time that pertains more to the test itself than to what is being tested. 

It is recommended that you find a compromise between the two extremes, one that tends toward more detail. Balance thoroughness with practicality to reach your goal of test integrity and manageability. 

Table 4.1 provides an example of the first few steps of a detailed test case:

Table 4.�SEQ table�1�    Example Test Case

��Step�Procedure�Success Criteria�Outcome����1�Log off the server, and return to the netlogon screen.�None.���2�Click the domain list to open it.�The local server name does not appear in the list.���3�Click the domain list to open it.�The root domain appears in the list.���4�Using an account with administrative privileges, log on to the server.�The account logs on to the server without error.���

Conducting Tests

Before you begin testing, modify the lab setup as necessary to meet the requirements specified in the test case. When performing tests, follow the written test case carefully. You need to know the precise steps that the tester performed before you can accurately assess the results or reproduce the test to compare it over time.



As you perform the tests, analyze the results against the criteria in the test case to determine if the test passed or failed. If a test failed, it might be a problem with the test itself, the lab setup, or the proposed design. For failed tests, consider doing the following:

Test case problem.

Revise the test case, rerun the test, and document all the changes that you made.

Lab setup problem.

Follow the change control process for the lab, reconfigure the lab, and rerun the test.

Design problem.

Follow the escalation procedure for the project to notify the proper people about the problem. Prioritize the outstanding problems and track them until they are resolved and retested. To prioritize problems, consider the potential impact and the probability that they will occur.



Documenting Test Results

Although you might record problems and bugs in your incident tracking system, you also need a tracking system for recording tests results. A tracking system helps you monitor testing progress and the success rate of tests. This information is useful for management reporting, reviewing trends, and validating staffing levels.

Some organizations use a paper-based system, documenting the test results on the test case sheet. Such a paper-based system, however, makes it more difficult to keep track of what has been tested and to create reports.

One alternative is to purchase a commercial product that tracks and reports test cases. Another is to develop a database application to organize and manage them. With these approaches, you can automate reports to monitor test results and progress. Whatever method you choose, it is important that members of the project team can access the test log easily. For more information about setting up a test tracking system, see “Testing Applications for Compatibility with Windows 2000” in this book.

However you decide to track your tests, it is important to document the results of each one. Include information such as:

(	Tester’s name and department

(	Date and time the test was performed

(	Windows 2000 product name (Server or Professional)

(	Full description of the results

(	Resolution of any problem

(	Problem numbers entered into the incident tracking system





Testing After Deployment

Your lab can prove valuable long after you deploy Windows 2000 if you use it as part of your change management process. The importance of testing changes to your computing environment — whether you are adding new network infrastructure components, installing new servers, changing vendors for client computers, changing configurations, or implementing service packs and patches — cannot be overemphasized.

Having a lab available — even a well-designed and well-equipped one — is not enough. To maximize the effectiveness of the lab, define how you will use it to implement changes in the production environment. Remember to periodically evaluate your lab components to determine the effects of accumulated changes. For example, a computer that has had many changes applied to it might not behave in the same way as a computer that has been newly installed with the same configuration.

Using the Lab for Change Management

A change management lab is where you test any proposed change to your environment before implementing it in production, even as a pilot. When you use the lab to manage change, it becomes part of a larger process. This process identifies the flow of information and the sequence of activities from the time a change is proposed to the time it is implemented. The process you develop depends on the types of changes you perform, the teams involved, and the corporate culture.



Many resources are available to help you put together a change management process in an IT environment. The first step is to write a change management plan. To begin writing your plan, consider the following issues:

(	Who authorizes changes?

(	How to document and submit a proposal.

(	Who analyzes the proposal to determine its importance and impact?

(	What role do methods and procedures play (including the lab)?

(	How to document and report the status of a change.



Testing in the lab is one step in the process of making changes to your production environment. Many enterprises test every patch and service pack until it is certified before they set up a pilot or limited rollout. When you test changes in a variety of scenarios and situations, you greatly reduce the risk of encountering problems during implementation.

Defining the Role of the Lab in Change Management

To reiterate, it is important that you use testing in the lab as part of your process for implementing changes. It is also important to define how you use the lab in that process. You can reduce the chance of oversights in the lab by describing the steps and requirements for common changes. For example, it is helpful to identify the following:

(	Components required before implementing the change in the lab.

(	Steps required to implement the change.

(	Documentation to be produced in the lab.

(	Action to take if lab tests fail.

(	Action to take if lab tests succeed.





Figure 4.7 illustrates how one major organization uses its client computer lab to test changes to the standard desktop configurations.
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Figure 4.7    Sample Use of a Lab in the Change Management Process



Planning Task Lists for Lab Testing

Use the two task lists that follow as a quick reference for planning how you will test Windows 2000 for deployment. The first checklist helps you prepare your lab; the second helps you create, run, and document your tests.

Lab Preparation Task List

Table 4.2 summarizes the tasks you need to perform when designing and building a test lab.

Table 4.2    Lab Preparation Task List

��Task�Location in Chapter����Select a lab model.�Determining the Lab Strategy��Select one or more lab locations.�Determining the Lab Strategy��Set up an interim lab (if needed).�Setting Up a Preliminary Lab��Determine lab space and environmental requirements.�Designing the Lab��Determine power and network connection requirements.�Designing the Lab��Design and document logical and physical configuration for the lab.�Designing the Lab��Determine hardware requirements.�Designing the Lab��Determine software requirements, including business applications and tools.�Designing the Lab��Determine who needs to use the lab.�Designing the Lab��Determine database requirements.�Designing the Lab��Determine wiring and network tap plans.�Designing the Lab��Acquire hardware, including cables and software.�Building the Lab��Acquire workspace equipment, such as desks, chairs, whiteboards, corkboards, lamps, telephones, and shelving.�Building the Lab��Build and configure the network.�Building the Lab��Test network connectivity.�Building the Lab��Build and configure the servers.�Building the Lab��Install applications and build databases on the servers.�Building the Lab���(continued)��

Table 4.2    Lab Preparation Task List  (continued)

��Task�Location in Chapter����Install testing and administrative tools.�Building the Lab��Build and configure the client computers.�Building the Lab��Install applications on the client computers.�Building the Lab��Test all the lab components.�Building the Lab��Assign a lab manager.�Managing the Lab��Define a change control process for the lab.�Developing Lab Guidelines��Create, test, and document the lab restore process.�Developing Lab Guidelines��

Testing Task List

Table 4.3 summarizes the testing tasks you need to perform.

Table 4.3    Testing Task List

��Task�Location in Chapter����Write a test plan.�Creating the Test Plan��Build test cases.�Designing Test Cases��Develop escalation procedure.�Defining an Escalation Plan��Conduct tests and evaluate results.�Conducting Tests��Document test results.�Documenting Test Results��
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