Chapter 6


Preparing Your Network Infrastructure for Windows 2000
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Before you deploy Microsoft® Windows® 2000 into your organization, you must prepare your network. This chapter will help you, the network administrator, identify the areas of the network infrastructure, such as servers, routers, and network services, that might need to be upgraded or modified before deploying Windows 2000. This chapter also discusses documenting your current network infrastructure.


Before reading this chapter, review the material presented in “Creating a Deployment Roadmap” and “Planning for Deployment” in this book.
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Chapter Goals


This chapter will help you develop the following planning documents:


(	Inventories, diagrams, and documentation of your current networking environment.


(	An infrastructure preparation plan for Windows 2000 deployment.





Related Information in the Resource Kit


(	For more information about Windows 2000 TCP/IP, see the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.


(	For more information about evaluating your existing network, infrastructure, and protocols, see “Determining Network Connectivity Strategies” in this book.


(	For more information about creating a domain migration plan, see “Determining Domain Migration Strategies” in this book.








Documenting Your Current Environment


Documenting your existing network’s physical and logical topology, and having a complete and accurate inventory of the hardware and software your organization uses are very important preliminary steps before you begin planning for your Windows 2000 network infrastructure. 


The areas of your current network environment that you need to document to prepare your network for deploying Windows 2000 are as follows:


(	Hardware and software


(	Network infrastructure


(	File, print, and Web servers


(	Line-of-business applications


(	Directory services architecture


(	Security





Microsoft Windows NT® network diagnostic applications such as Network Monitor are useful for documenting your network. Often, original equipment manufacturers offer troubleshooting or configuration software that is ideal for documenting the configuration of equipment and drivers.


You will be doing a considerable amount of planning while you are preparing your network infrastructure for Windows 2000. In “Creating a Deployment Roadmap” earlier in this book, you defined your deployment project scope and selected the Windows 2000 features you wanted to deploy. You also identified technical dependencies of Windows 2000 that might affect your planning, and created a project plan for deployment.


This chapter focuses on preparing your network infrastructure for Windows 2000, but this preparation cannot stand apart from the planning described in other chapters of this book. Whether you are preparing a new network or migrating Windows 2000 into an existing network structure, your planning in the areas of domain restructuring, server upgrades, and infrastructure requirements will determine the specific tasks you need to do to prepare your infrastructure.


Hardware and Software Inventory


If you have not already done so, conduct hardware and software inventories of all servers and client computers in use on your network. Document all routers, printers, modems, and other hardware, such as redundant array of independent disks (RAID) arrays and Remote Access Service (RAS) server hardware. Be sure that you include such details as basic input/output system (BIOS) settings and the configuration of any peripheral devices such as printers, scanners, and input devices. Record driver versions and other software and firmware information.





Your software inventory should list all applications found on all computers, and include version numbers (or date and time stamp data) of dynamic link libraries associated with the applications on your system. Remember to document any service packs you might have applied to your operating system or applications. You can use scripts and a variety of third-party applications to obtain this information from Windows and Windows NT networks that use Windows Management Instrumentation (WMI).


Systems Management Server is helpful for gathering information about your Windows NT network and can produce detailed reports about the hardware, software, and applications in use in your organization. For more information about analyzing your network using Systems Management Server, see “Using Systems Management Server to Analyze Your Network Infrastructure” in this book.


Document network configurations for servers and client computers. On computers running Windows NT, network settings are easily obtained.


(	To obtain network settings in Windows NT


	1.	Click Start, point to Settings, and then click Control Panel.


	2.	Double-click Network.


	3.	Note the information on the Identification, Services, Protocols, Adapters, and Bindings tabs.





On each computer that is assigned a static Internet Protocol (IP) address, open a command prompt window, run the ipconfig /all command, and record the results. Third-party hardware vendors often provide diagnostic and administrative software that gathers detailed information about hardware and configuration settings.


You can use these inventories to:


(	Confirm that your current infrastructure, server hardware, computer BIOS, and software configurations are compatible with Windows 2000 Server by comparing your inventory to the Hardware Compatibility List (HCL). For more information about the HCL, see the Microsoft Windows Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. 


(	Determine the specific upgrade path for each server and client computer and draft specifications for acquiring new equipment.








Network Infrastructure


While you are documenting your current network environment, take special note of areas where you are currently experiencing problems. If you stabilize your network before deploying a new operating system, deployment and troubleshooting will be easier, and you can have increased confidence in the upgraded network. Setting up a test lab to duplicate problems and configurations is a good way to evaluate the impact of deploying Windows 2000 with a given set of protocols, hardware drivers, and client/server configurations. For more information about setting up a test lab, see “Building a Windows 2000 Test Lab” in this book.


When documenting your network infrastructure, you are obtaining both hardware data to document your infrastructure’s physical structure and software data to document the existence and configuration of the protocols in use on your network. You also need to document the logical organization of your network, name and address resolution methods, and the existence and configuration of services used. Documenting the location of your network sites and the available bandwidth between them will also assist you in deciding whether to perform push or on-demand installations when you upgrade or migrate to Windows 2000. For more information about installing, upgrading, and migrating to the Windows 2000 operating system, see “Automating Client Installation and Upgrade” and “Automating Server Installation and Upgrade” in this book.


Developing a physical and logical diagram of your network will help you organize the information you gather in an understandable and intuitive manner.


Physical Network Diagram


The physical diagram presents the following information about your existing network:


(	Details of physical communication links, such as cable length, grade, and approximation of the physical paths of the wiring, analog, and ISDN lines.


(	Servers, with computer name, IP address (if static), server role, and domain membership. A server can operate in many roles, including primary or backup domain controller, Dynamic Host Configuration Protocol (DHCP) service server, Domain Name System (DNS) server, Windows Internet Name Service (WINS) server, print server, router, and application or file server.


(	Location of devices such as printers, hubs, switches, modems, routers and bridges, and proxy servers that are on the network.


(	Wide area network (WAN) communication links (analog and ISDN) and the available bandwidth between sites. This could be an approximation or the actual measured capacity. 


(	Number of users at each site, including mobile users.





Figure 6.1 is an example of a physical network diagram.
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Figure 6.1    Physical Network Diagram





Document firmware version, throughput, and any special configuration requirements for any devices on the network. If you assign static IP addresses to any of these devices, record them. For more information about network connectivity and Windows 2000, see “Determining Network Connectivity Strategies” in this book.


Logical Network Diagram


The logical diagram shows the network architecture, including the following information:


(	Domain architecture, including the existing domain hierarchy, names, and addressing scheme.


(	Server roles, including primary or backup domain controllers, DHCP service servers, or WINS servers.


(	Trust relationships, including representations of transitive, one-way, and two-way trust relationships.





Figure 6.2 is an example of a logical network diagram.
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Figure 6.2    Logical Network Diagram


Network Configuration


In general, the areas of your network configuration that you need to document are listed in the following sections.





Name Resolution Services


Ensure that you have documented all DNS and WINS servers that are on your network, noting configuration and version information as well as hardware details. Note whether any of the DNS servers not running Windows NT on your network can support dynamic registration and Service (SRV) resource records, and whether upgrades for this capability are available from the software manufacturer.


If you have hosts on your network that are not running Windows NT, document the services they use and provide, such as UNIX BIND. You should also document the version of each service in use. For example, if BIND is used on your network, note that versions earlier than 4.9.4 are not compatible with Windows 2000. Document Service Advertising Protocol (SAP) and Routing Information Protocol (RIP) services, if either are presently in use on your network.


IP Addressing Methods and Service Configurations


Ensure that you have documented all DHCP service servers on your network, including the following:


(	Any IP addresses that you have assigned servers or client computers.


(	DHCP settings, such as the default gateway.


(	Details of your subnets, and relate them to your overall domain structure.


(	The number of subnets and hosts on your network, and record the IP addresses and submasks used on your network.


(	How long a client can lease an IP address on your network.





Remote and Dial-up Networking


If you have remote or mobile users, document your remote access and dial�up configurations. If you use third�party software for mobile users, review and document the configuration of those products. If you use virtual private networks (VPNs), document the configuration of your VPN with the goal of evaluating whether you can replace it with Windows 2000 VPN.


Bandwidth Issues


Document your network’s current bandwidth utilization. Do this to establish a baseline from which changes can be measured. You can use a variety of third-party and Microsoft tools to measure bandwidth metrics such as bytes and packets sent or received, transmit and receive errors, and packets per second. Document the speed of the network links between your organization’s network segments and geographical locations.





Look at the logical and geographical dispersion of your organization in terms of bandwidth considerations. Does it have branch offices, or mobile or remote employees? Consider the amount and type of traffic over your organization’s communication links. For instance, are your WAN links periodically slowed by domain replication between domain controllers at different sites? Document the net available bandwidth of all WAN links and network segments. Try to record available bandwidth during the course of low, normal, and high network utilization.


File, Print, and Web Servers


Document the configuration details of your member servers, paying particular attention to any unique configurations, such as a server hosting a bank of modems, or a departmental server with multiple network adapters. Note whether the server is an enterprise or a departmental server. Note any special operational requirements of your servers, and identify whether any of these servers rely on special protocols or drivers. For instance, if a product needs to reside on a backup domain controller, the functionality of this product might be impacted when the backup controller is upgraded to Windows 2000. As with any computer, evaluate the hardware and associated drivers on these computers for Windows 2000 compatibility through the HCL.


Locate the printers in your organization and document their configurations. Pay special attention to Web and proxy servers—while planning for your deployment, you need to consider the security implications in this class of server and the bandwidth each can require, particularly for Active Directory™. For more information about planning file, print, and Web servers, see “Upgrading and Installing Member Servers” in this book.


Line-of-Business Applications


Identify all applications that your enterprise must have to perform its core mission. Typically, you might find a core set of applications such as a database application, an e�mail system, and a financial package, each of which must be operating correctly for your business’s objectives to be achieved. Check these applications for compatibility with Windows 2000. For instance, if you want your e-mail program to integrate with Active Directory, you need to contact the vendor and ask whether an upgrade path to Windows 2000 and Active Directory compatibility is available or planned. Many software vendors have partnered with Microsoft to ensure that their products run correctly with Windows 2000. The “Certified for Windows” logo is your best assurance of compatibility. For more information about determining whether your applications are Windows 2000–compatible, see “Testing Applications for Compatibility with Windows 2000” in this book. For information about Windows 2000–compatible applications, see the Directory of Windows 2000 Applications link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.





Directory Services Architecture


Document your existing domain structure as part of your plan to move to Active Directory. Identify your domain architectures, the users and user groups in your organization and their geographical location, and resource and administrative domains. Document the one- and two-way trust relationships that exist between domains. Document whether you have a noncontiguous namespace, possibly created by acquisitions, mergers, or other actions. This information will assist you when you are planning your Windows 2000 domain forest and determining the type of trust relationship you will establish among these domains.


Identify any directory services that are not Windows NT currently running on your network, such as Microsoft® Exchange Server directory service extensions, or UNIX BIND. Identify all of the user accounts that exist for each user. This information will be useful both during the migration to Active Directory and in maintaining correct functionality between Active Directory and other directory services because you will have all account information for each user.


Domain Administration Model


Identify your main administration model (or standards) for domain administration. Do you have a centralized, hierarchical administrative model, or does your organization permit a distributed model of administration? What can local administrators do compared to enterprise-wide administrators? Is there overlap between administrative models in your organization? This information will help to determine whether administrative duties can be restructured under Windows 2000, making domain administration less expensive and more efficient. Windows 2000 offers significant improvements in your ability to administer both the largest and smallest details of your network.


When examining your existing domain structure, document the following information for your network:


Type of domain structure


Most networks have multiple master account domains with many more resource domains. When migrating or upgrading existing domains to Windows 2000, your existing domain structure will influence your Windows 2000 domain structure design. For more information, see “Determining Domain Migration Strategies” in this book.


Existing trust relationships


Note the existing one- and two-way trust relationships in your network. Identify any domains and trust relationships that you do not want to move into your Windows 2000 domain forest structure. Domains that are upgraded to Windows 2000 domains and designated as part of the same forest will connect to other Windows 2000 domains through transitive trust relationships. After you upgrade your domains to Windows 2000, you need to create explicit trust relationships between Windows 2000 domains and any domains that you do not want to move into the new forest.


BEGIN   BREAK


�


END   BREAK


The number and location of domain controllers on your network


This will allow you to plan the upgrade for each domain. You should have the primary and backup domain controllers identified on your physical and logical network diagrams. Note their physical locations and configuration details. For more information about determining the sequence and timing of domain controller upgrades, see “Determining Domain Migration Strategies” in this book.


The DNS namespaces that exist in your organization


Knowing what namespaces exist in your organization will help you to create a unique namespace for your Windows 2000 forest. Deciding on a DNS namespace as the root of your Active Directory hierarchy is an important part of your planning, because it is not easy to change the root namespace after designing your hierarchy. For more information about planning your domain structure for Active Directory, see “Designing the Active Directory Structure” in this book.





Security


A review of your organization’s security standards and how they are implemented is useful even if you are not moving to a new operating system, but it becomes particularly important when you do. Review your security standards and procedures for mobile and desktop users, internal and external networks, and dial�up and remote access accounts.


Are administrative tasks such as creating users, groups, and file shares, changing passwords, and configuring device and object attributes performed by a centralized group or by several groups? What are the specific rights and membership lists of these groups?


Document the types of relationships that currently exist among office locations, business units, and divisions in your organization. Are the administrative tasks in these units shared or is each unit responsible for its own administration? Do your user groups extend over company divisions or locations, or do you construct them by organizational unit? Document this and any existing user and enterprise security policies. Document what types of information are available to which groups, and any significant restrictions required for certain types of information, such as accounting data.


Document any guidelines that exist regarding appropriate network usage, such as whether staff members can access the Web and for what purposes, and what constitutes prohibited or inappropriate access.





The relationships your company has with outside vendors, customers, and joint venture or business partners affect your security strategy. Answer the following questions about your company’s relationships:


(	Do you have service-level commitments with your partners or permit them access to your network on a recognized user level?


(	What are your policies concerning their access to your network data and resources?


(	Can they view data on a read-only basis, or can they change or add to data on your network?


(	How do you restrict access to applications?





Document the security and encryption standards currently in place or planned for the future in your organization by including the following information:


(	Document security permissions on your network by user and user group.


(	List your domains and the existing trust relationships between domain controllers.


(	Document your password standards—how long a password must be, approved combinations of characters, how long a user is permitted to retain a password, and so on.


(	List the security protocols used in your network.


(	Document how you authenticate external users from the Internet, dial-up, and wide-area network (WAN) links to your network.


(	Document the details of any multiple accounts that exist for a single user. For instance, do some of your users have an account for Windows NT and another account for UNIX? Document the permissions, user and user group memberships, and other details of these multiple accounts.





For more information about the issues involved in creating a network security plan, see “Planning Distributed Security” in this book. These issues involve recognizing the types of security risks your organization might face and planning ways to meet these risks. As part of this process, you will plan and develop policies concerning public key infrastructure and user authentication, and develop ways to secure e-mail and Web servers.





While you are reviewing your existing security arrangements, review your backup schemes, including whether you might reduce security risks by storing backups offsite, and whether your disaster recovery plan is up-to-date and appropriate to your current network size and demands. For more information about developing a storage configuration policy and disaster recovery plan, see “Determining Windows 2000 Storage Management Strategies” in this book.


For more information about security issues and planning using Windows 2000 features, see “Internet Protocol Security” in the Microsoft Windows 2000 Server Resource Kit TCP/IP Core Networking Guide, and “Planning Distributed Security” in this book.


Preparing Your Network Architecture


The following sections address how to prepare your network infrastructure for Windows 2000. While each network is different, and your priorities will be determined by many technical and organizational factors, you can use the general preparation path as shown in Figure 6.3.
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Figure 6.3    Network Preparation Flowchart





Each of these topics is discussed in detail in chapters later in this book. This chapter explains the issues you should be aware of in each of these areas when preparing your network infrastructure for Windows 2000. It also guides you to the appropriate chapter in this book where you can find more details about these subjects.


Preliminary Steps


As you begin to prepare your network infrastructure for Windows 2000, stabilize your existing network and review your network protocols.


Stabilizing Your Existing Network


Before implementing a network upgrade or migration project, you should identify and correct any network transmission bottlenecks, poorly functioning hardware, unstable or problematic configurations, and other areas of concern. In a migration or upgrade project, marginal bandwidth and unstable network components will make reaching the goals of your project more difficult. 


Target unstable computers, peripherals, and network devices as part of your hardware upgrade planning. Work to make your network maintenance schedule current before upgrading. When replacing network devices such as network adapters, replace them with Windows 2000–compatible devices, which are listed in the HCL.


Reviewing Your Network Protocols


Any network uses a variety of protocols as appropriate. Organizations that maintain an Ethernet network might use a combination of TCP/IP, NetBEUI, SPX/IPX, and others, depending on the networking, authentication, and security needs and capabilities of the operating systems in place. Identify the protocols in use on your network. As you do so, consider whether any of these protocols can be replaced by Windows 2000 versions or eliminated because they are no longer needed by upgraded clients. For instance, if you replace all clients that use SPX/IPX with Windows 98 or Windows 2000 Professional clients as part of your migration, you might be able to eliminate the use of IPX/SPX on your network, freeing up bandwidth. Consider simplifying your network by using only protocols in the TCP/IP suite.





Windows 2000 delivers a TCP/IP protocol suite that offers more functionality than previous versions, such as large window support and selective acknowledgment. You need to use the Microsoft TCP/IP protocol stack to obtain specific functionality, such as Active Directory support, and to take advantage of Windows 2000 advanced features. For example, previous versions of Windows NT use Point-to-Point Tunneling Protocol (PPTP) to secure communication links. Windows 2000 supports PPTP but offers increased functionality and communication link security by also supporting the Layer 2 Tunneling Protocol (L2TP). For more information about the features and performance enhancements in the Windows 2000 TCP/IP suite, see “Windows 2000 TCP/IP” in the Microsoft Windows 2000 Server Resource Kit TCP/IP Core Networking Guide.


Preparing Your Physical Infrastructure


Consider the quality and bandwidth of your existing network wiring and devices, and whether they will support your upgrade or migration plans. Are the network devices, such as hubs and cabling, fast enough for your purposes? How fast are your links to geographically dispersed sites? How much traffic is generated on your network internally and over links? For example, a remote office that uses a word processor or spreadsheet as its main desktop application does not generate much network traffic to the branch server, so Category 3 network cabling capable of 10-Mbps transmission matched with the same speed hubs might be acceptable. In the main office, shared applications with shared data, such as databases and accounting systems, are the main desktop applications. These applications generate considerably more network traffic, and require faster network devices and cabling.


The growing importance of having Internet access and multimedia available on the corporate desktop adds to the demand for bandwidth. Ethernet networks running shared applications might require Category 5 cable capable of 100�Mbps transmission speeds.


Evaluate bandwidth demand in your test lab for a specific configuration. For instance, if your organization plans to carry voice and video over your data network, your cabling and switches must be capable of handling the bandwidth demand of those services.


Third-party and built-in Windows NT diagnostic tools can help you to determine the bandwidth demand of, for instance, sending a compressed video signal over your network’s WAN links. However, in a test lab you can test several possible configurations of your equipment and operating parameters to determine the lowest demand.





Your deployment plan will be affected by configuration requirements for the Windows 2000 features you plan to use. For example, if a Dfs volume in a branch office replicates over a slow link to an alternative Dfs volume, you might decide to either upgrade the link to improve bandwidth or place the alternative volume in the branch office to reduce the amount of network traffic on the slow link.


Some features of Windows 2000 require a specific configuration, such as placing a VPN server at one end of a WAN connection as part of establishing a secure VPN connection. You need to include configuration considerations, such as how you plan to integrate the VPN server with proxy servers, in your plan. Look at the existing infrastructure of your network and the anticipated benefits and features, such as secure WAN links using VPN, that you expect to deploy with Windows 2000. For more information about configuring your Windows 2000 security strategy, see “Determining Windows 2000 Network Security Strategies” in this book. For additional security-related information, see “Planning Distributed Security” in this book.


Review your network devices for compatibility with Windows 2000. Check the Hardware Compatibility List for network cards, modems, and certain kinds of hubs. For instance, Windows 2000 can offload TCP checksum calculations onto network adapters that support this Windows 2000 feature, improving network performance. For more information about the approved systems and devices on the HCL, see the Microsoft Windows Hardware Compatibility List link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.


Windows 2000 supports Asynchronous Transfer Mode (ATM), and offers an additional migration pathway from traditional shared-media networks to ATM by offering LAN emulation (LANE) services. Windows 2000 also supports IP over ATM. If you are planning to use Windows 2000 ATM or are currently using Windows NT 4.0 ATM, make sure that your ATM vendor supplies updated drivers for Windows 2000. Make certain that your ATM adapters are listed on the HCL.


Preparing Your Servers


You might be deploying Windows 2000 into a mixed-mode environment, or you might eventually move to a native Windows 2000 network. The planning you do in “Designing the Active Directory Structure” and “Determining Domain Migration Strategies” later in this book, for example, will be helpful when you implement or upgrade your IP addressing plan in conjunction with your Active Directory planning.





You have already identified your infrastructure servers — the primary and backup domain controllers, DNS, DHCP, WINS and other servers that comprise your infrastructure. Verify that your hardware drivers are available for Windows 2000. If the drivers or equipment you use are not on the HCL, check with the manufacturer for updated drivers, or test them yourself to determine compatibility with Windows 2000.


Previous versions of Windows NT and many third-party DNS servers cannot synchronize dynamically with DHCP, and therefore cannot maintain up-to-date associations between names and IP addresses. For this reason, consider upgrading your DNS services to Windows 2000–compatible DNS. Windows 2000 DNS automatically updates DNS record fields, thereby reducing the need for manual updating that was required previously.


When you are considering upgrading your network, consider the placement of your DHCP servers in regard to the number and size of geographical sites on your network and the speed and reliability of its WAN links. DHCP traffic between remote sites requires an improvement in the bandwidth and reliability of the link between sites. For more information about this topic, see “Determining Network Connectivity Strategies” in this book.


If you plan to support clients that resolve IP addressing using NetBIOS requests, you will continue to need WINS to resolve computer names to IP addresses. In general, MS�DOS®, Windows version 3.2x and earlier, Windows 95, Windows 98, and Windows NT systems use NetBIOS to resolve IP addresses. Now is a good time to begin eliminating the use of WINS on your network.


Windows 2000 DHCP offers multimedia support through enhanced monitoring, a management snap-in, and support for multicasting. Windows 2000 DHCP is also dynamically integrated with Windows 2000 DNS in support of Active Directory. Older versions of DNS do not offer this support, and you should consider upgrading if you plan to deploy Active Directory or want to use Network Load Balancing to balance demand on your DHCP servers.


Installing Windows 2000 Routing and Remote Access servers is necessary for LAN-to-LAN and secure VPN links and remote access. Routing and Remote Access is integrated into Windows 2000, and supports a variety of other protocols, such as IPX/SPX and AppleTalk.


If you are deploying Windows 2000 in a mixed environment with UNIX systems, note the version of BIND that exists on your system. While Windows 2000 is fully compatible with earlier versions of BIND, it offers improved DNS functionality with BIND versions 4.9.4 and later.





Preparing Your Domain Controllers


Some companies will plan an incremental deployment of Windows 2000 into their production environment, while others will plan for a complete migration to the new system. By installing Windows 2000 on a few servers in your organization, you can maintain your existing Windows NT 4.0 domain and trust relationships within the Windows 2000 domain framework, and give your company time to become familiar with Windows 2000 operations and concepts. For more information about migration strategies, see “Determining Domain Migration Strategies” in this book.


Windows 2000 is designed to work within a Windows NT 4.0 network. Windows NT 4.0 workstations, using the NTLM protocol, can send network authentication requests to any Windows 2000 domain controller acting as a domain controller in a Windows NT domain. Trust relationships are easily established between Windows 2000 domains and Windows NT 4.0 domains, supporting authentication between domains. When deploying Windows 2000, you do not need to migrate all of your Windows NT 4.0 domains to Windows 2000 at the same time.


When you upgrade a domain to Windows 2000, you need to upgrade the primary domain controller in a given domain first. Then upgrade the backup domain controllers in that domain to Windows 2000 domain controllers at your own pace. Then add the domain to the Active Directory tree. You can upgrade member servers and client computers independently from your domain upgrade strategy, but if no Windows 2000 domain controller is installed, these computers will not have access to Active Directory or other advanced features.


When you upgrade a domain controller, as in most network-related operations, have a plan to roll back your changes if something goes wrong. One of the tasks you should perform to prepare for a domain controller upgrade is to bring current and then isolate a backup domain controller, so it can act as a recovery domain controller. For more information about preparing a recovery domain controller, see “Determining Domain Migration Strategies” in this book.


If a Windows 2000 domain controller is functioning within a domain containing Windows NT backup domain controllers, the total number of objects (users, user groups, and computers) in that domain should not exceed the recommended limit for Windows NT domains of 40,000. 





Preparing Your Member Servers


A member server is any server that functions as a member of a Windows NT or Windows 2000 domain, but whose role is not that of domain controller. Member server roles include:


(	File, application, and print servers


(	Web, proxy, and remote access servers


(	Database servers


(	Certificate servers





Installing Windows 2000 on your member servers permits improved functionality in each of the member server roles.


Remember, when assessing the hardware compatibility of a computer, to consider its role after the upgrade. There are no rigid specifications for estimating the hardware components required for a particular function. You will need to test the computer in its role (preferably in your test lab rather than in your production network) to determine whether it is adequate in terms of CPU speed, RAM, and hard disk space, and whether it performs adequately while running the drivers, applications, and protocols of its intended role. 


For more information about preparing your member servers, see “Upgrading and Installing Member Servers” and “Automating Server Installation and Upgrade” in this book.


Preparing Your Security Infrastructure


Microsoft Windows 2000 has been designed to provide very high levels of data security, while offering administrators the benefits of ease of implementation and administration. New features such as IPSec, Kerberos authentication, and public keys offer a higher level of security than previous versions of Windows NT.


Because Windows 2000 is designed to operate within an existing Windows NT domain structure, you can easily introduce Windows 2000–based servers into your existing network security structure. However, as you migrate or upgrade your existing Windows NT network to Windows 2000, your security strategy will be influenced by the security-specific features of Windows 2000 that you plan to deploy. For instance, if you are currently using Microsoft Proxy Server in your network, you will need to upgrade this product for Windows 2000, and install the proper client software to use the service.





Windows 2000 supports public key infrastructure (PKI), an authentication method employing digital certificates, certification authorities, and certificate management software. You can use certificate authentication to secure e-mail clients and Internet communication, in support of smart card technology, and to secure communication (using IPSec) with non-Kerberos clients. For more information about planning and deploying a PKI, see “Planning Your Public Key Infrastructure” in this book. The details of how you deploy your PKI are determined by the specific certificate services you employ—you can use Microsoft Certificate Services or third-party certificate services.


Define your certificate requirements, practices, and strategies. If you are thinking of implementing a third-party PKI, make sure it is compatible with Windows 2000. In this case, compatibility means support of rooted certification hierarchies as implemented in Windows 2000. Note that the Windows 2000 PKI will not replace existing Windows domain trust and authorization mechanisms, such as the Kerberos protocol. The PKI features of Windows 2000 are integrated with the domain controller and Kerberos authentication services.


You can implement PKI in stages to support particular goals, such as in support of e�mail or to support authentication to existing systems, depending on your priorities.


(	To implement PKI in stages


	1.	Install root certification authorities in the parent domains for each Windows 2000 tree in your domain forest.


	2.	Install intermediate certification authorities in the domains of each business unit.


	3.	Install and configure issuing certificate authorities and services in the domains for each user group, at each site as required.





Preparing Your Clients


Because Windows 2000 is designed for interoperability, client computers running previous versions of Windows are interoperable with Windows 2000 in a mixed-mode environment. However, upgrading your client computers to Windows 2000 Professional offers improved client computer and user security, improved reliability, and increased functionality.


Not all versions of Windows can be upgraded to Windows 2000 Professional. You can upgrade the following versions of Windows and Windows NT to Windows 2000 Professional:


Windows 95


All versions are supported for upgrade, including OSR2.x. However, if your clients are running Windows 95 from a server, you need to install it directly on the computer, or perform a clean installation of Windows 2000 Professional.


BEGIN   BREAK
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Windows 98


All versions are supported for upgrade. See “Windows 2000 Professional Upgrade Considerations” later in this chapter.


Windows NT 4.0 Workstation


All versions are supported for upgrade. See “Windows 2000 Professional Upgrade Considerations” later in this chapter.


Windows NT 3.51 Workstation


All versions are supported for upgrade.





An important requirement for your client computers is hardware and driver compatibility with Windows 2000.


Windows 2000 Professional Upgrade Considerations


Some applications and drivers that worked with the previous operating system will have problems functioning properly in a Windows 2000 Professional environment. The following sections discuss issues that you might encounter when upgrading Windows NT, Windows 95, and Windows 98 clients.





Note


Windows version 3.1 and earlier are not suitable candidates for upgrade.





Upgrading Windows NT Clients


Windows NT clients are, in general, easily upgraded to Windows 2000 Professional, with the following considerations:


(	Any client-level applications that depend on file system filters, such as antivirus or disk quota software, will not operate properly because of changes in the Windows 2000 file system model.


(	If your clients are running networking protocols that do not have an updated version in the I386\Winntupg folder, found on the Windows 2000 operating system CD, reconsider your use of these protocols or find updated, Windows 2000–compatible versions for the upgrade.


(	If your clients are using third-party power management tools, consider using the Windows 2000 Advanced Configuration and Power Interface (ACPI) and Advanced Power Management (APM) to replace these previous solutions.


(	Remove third-party Plug and Play drivers before upgrading to Windows 2000.








Upgrading Windows 95 and Windows 98 Clients


The upgrade path for Windows 95 and Windows 98 clients is generally easy. However, keep the following cautions in mind as you consider upgrading these clients:


(	As noted previously, any client-level applications that depend on previous file systems will not operate properly. For example, any compressed disk utilities will not work, nor will tools such as disk defragmenters. Antivirus applications must be compatible with Windows 2000 to run properly.


(	Applications and tools that use virtual device drivers (VxDs) and .386 drivers will not operate correctly. Contact the manufacturer of these applications to find out if updated drivers exist.


(	Many client computers have existing third-party device drivers installed. When these device drivers are installed, sometimes a Control Panel application is also installed to provide additional functionality (such as configuration control). Test these Control Panel applications in a Windows 2000 environment and ask the manufacturer about Windows 2000 compatibility.


(	The same cautions given previously concerning network protocols, third-party power management tools, and third-party Plug and Play drivers also apply to your Windows 98 and Windows 95 clients.





Preparing to Operate with Other Systems


Many organizations operate in a heterogeneous environment, with a mix of operating systems. ��Windows 2000 Server offers gateway services to other operating systems, permitting Windows clients to gain access to other operating systems and resources. For instance, by installing Gateway Services for NetWare, your Windows clients can benefit from being in a Windows 2000 network while also retaining the ability to navigate Novell Directory Services (NDS) hierarchies, use Novell version 4.x or later logon scripts, and authenticate with a Novell server.
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Network Infrastructure Preparation Task List
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Table 6.1 outlines the recommended tasks you need to complete to prepare your existing network infrastructure for Windows 2000.
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Table 6.�SEQ table�1�    Planning Task List for Infrastructure Preparation


�
�
Task�
Chapter section�
�
�
�
Create a hardware and software inventory.�
Hardware and Software Inventory�
�
Confirm that all hardware conforms to the HCL and is appropriate for your deployment plans, and determine a specific hardware upgrade plan for each computer.�
Hardware and Software Inventory�
�
Document server and client network configurations. Document your infrastructure servers.�
Network Infrastructure�
�
Document the details of your network configuration—your name resolution services, IP addressing, WAN link details, and physical layout.�
Network Infrastructure�
�
Create a physical and logical diagram of your network.�
Network Infrastructure�
�
Document the configuration of your member servers.�
File, Print, and Web Servers�
�
Identify all critical applications and check them for Windows 2000 compatibility.�
Line-of-Business Applications�
�
Document your domain structure and administrative model, including trust relationships, primary domain controller and backup domain controller locations, and DNS namespaces.�
Domain Services Architecture�
�
Document your network security details.�
Security�
�
Stabilize your network.�
Preliminary Steps�
�
Review network protocols.�
Preliminary Steps�
�
Prepare your physical infrastructure.�
Preparing Your Physical Infrastructure�
�
Review network devices for Windows 2000 compatibility.�
Preparing Your Physical Infrastructure�
�
Prepare your infrastructure servers.�
Preparing Your Infrastructure�
�
Upgrade your domain controllers.�
Preparing Your Domain Controllers�
�
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