Chapter 12 - Interoperability with NetWare
Microsoft® Windows® 2000 provides protocols and services that allow you to integrate Windows 2000 networks with Novell NetWare networks. The following sections discuss the IPX/SPX/NetBIOS Compatible Transport Protocol (NWLink), Windows 2000 Gateway Service for NetWare, and Windows 2000 Client Service for NetWare.
With these features and other Microsoft interoperability products, your organization can support a heterogeneous environment composed of both Windows 2000 and NetWare servers. You can also migrate from NetWare to Windows 2000 using the Directory Services Migration Tool (DSMigrate) for NetWare, provided with Windows 2000.
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
For information about Windows 2000 IPX routing services, see “IPX Routing” in this book.

For information about network monitoring, see “Monitoring Network Performance” in the Microsoft® Windows® 2000 Server Resource Kit Server Operations Guide.
Windows 2000 Services for NetWare
Microsoft provides several tools for integrating computers running Windows 2000 with computers running Novell Directory Services (NDS) versions 4.x, 5.x, and 8.x, or NetWare 2.x and 3.x bindery-based servers. Some of these tools are included with Windows 2000 Server or with Windows 2000 Professional, and other tools are available as separate Microsoft products.
IPX/SPX/NetBIOS Compatible Transport Protocol (NWLink)
NWLink is the Windows 2000 implementation of the Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) protocol, which can be used for connectivity between computers running Windows 2000 and computers running NetWare. NWLink also provides the functionality of NetBIOS and Routing Information Protocol (RIP).
NWLink can also function as either a protocol that connects computers running Windows 2000, Microsoft® Windows NT®, Microsoft® Windows® for Workgroups 3.11, Microsoft® Windows® 95, and Microsoft® Windows® 98, or as a protocol that connects computers running Microsoft® MS-DOS®, when used in combination with a redirector. Additionally, NWLink functions as an alternative transport protocol for servers running Microsoft® Exchange Server, Microsoft® SQL Server™, and Microsoft® SNA Server.
NWLink is included with both Windows 2000 Server and Windows 2000 Professional and installs automatically during Client Service for NetWare or Gateway Service for NetWare installation. Both Gateway Service for NetWare and Client Service for NetWare depend on the NWLink protocol.
Gateway Service for NetWare
Gateway Service for NetWare works with NWLink to provide access to NetWare file, print, and directory services by acting as a gateway through which multiple CIFS clients can access NetWare resources. With Gateway Service for NetWare, you can connect a computer running Windows 2000 Server to NetWare bindery-based servers and NetWare NDS servers through IPX. (If you want to use native IP to connect to a NetWare server, you must use a NetWare client instead.) Multiple Windows-based clients can then use Gateway Service for NetWare as a common gateway to access NetWare file, print, and directory services, without requiring an NCP-compatible.
Gateway Service for NetWare also supports direct access to NetWare services from the computer running Windows 2000 Server, in the same way that Client Service for NetWare supports direct access from the client computer. Additionally, Gateway Service for NetWare supports NetWare login scripts.
Gateway Service for NetWare is included only with Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Advanced Server.
Client Service for NetWare
Like Gateway Service for NetWare, Client Service for NetWare works with NWLink to provide access to NetWare file, print, and directory services. However, rather than acting as a gateway for clients, Client Service for NetWare enables clients to connect directly to file and printer services on NetWare bindery-based servers and NetWare servers running NDS through IPX. Client Service for NetWare also supports NetWare login scripts.
Client Service for NetWare is included only with Windows 2000 Professional.
Note   Instead of using Client Service for NetWare, you can use Novell Client for Windows 2000.
Directory Services Migration Tool
Directory Services Migration Tool (DSMigrate) enables you to migrate user accounts, groups, files, and permissions from either an NDS or a bindery-based NetWare server to Windows 2000 Active Directory™ directory service. The tool also supports trial migrations, allowing you to model and test the migration before committing it to Active Directory.
Windows NT version 4.0 supports two additional NetWare connectivity tools. At this writing, the tools run only on servers running Windows NT 4.0. For updates, see the ResourceLink link on the Web Resources page http://windows.microsoft.com/windows2000/reskit/webresources.
File and Print Services for NetWare
File and Print Services for NetWare enables a computer running Windows NT 4.0 to emulate a NetWare 3.1x server, directly providing file and print services to IPX-based client computers, such as NetWare computers. The Windows NT 4.0 server appears as any other NetWare server to the NetWare clients, and the clients can access volumes, files, and printers through the server. No changes or additions to the NetWare client software are necessary.
Directory Service Manager for NetWare
Directory Service Manager for NetWare extends Windows NT 4.0 Server directory service features to NetWare servers. With it, you can add NetWare servers to Windows NT domains and manage a single set of user and group accounts that are valid at multiple servers running either Windows NT Server or NetWare. Users need only one user account, with one password, to gain access to these servers.
NWLink
The IPX/SPX/NetBIOS Compatible Transport Protocol (NWLink) is the Microsoft 32-bit implementation of Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX). You must use this protocol if you want to use Gateway Service for NetWare or Client Service for NetWare to connect to NetWare servers.
NWLink provides only the transport protocol to support communications with NetWare file servers. To log on to a NetWare network from a Windows 2000 Professional–based computer, you must use Client Service for NetWare or a NetWare client such as Novell Client for Windows 2000. Alternately, you could use a gateway-based solution by installing Gateway Service for NetWare on a Windows 2000 Server–based computer. Client Service for NetWare and Gateway Service for NetWare are discussed later in this chapter.
Because NWLink is NDIS-compliant, the Windows 2000–based computer can simultaneously run other protocol stacks, such as TCP/IP, through which it can communicate with TCP/IP-based Windows computers. NWLink can bind to multiple network adapters with multiple frame types.
Note   Like Windows 2000, NetWare 5.0 uses TCP/IP as the native protocol, and IPX is not installed by default. Neither Client Service for NetWare nor Gateway Service for NetWare support connecting to NetWare resources over IP. Therefore, when you use NWLink to connect to NetWare 5.0 servers you must enable IPX on NetWare 5.0 servers.
NWLink supports two networking application programming interfaces (APIs): NetBIOS and Windows Sockets. These APIs allow communication among computers running Windows 2000 and between computers running Windows 2000 and NetWare servers.
In addition to using NWLink to connect computers running Windows 2000 and computers running NetWare, you can use NWLink whenever you need IPX/SPX. For example, you can use NWLink to connect proxy servers or servers running Microsoft® Systems Management Server (SMS), SNA Servers, SQL Servers, or Exchange Servers, when an IPX/SPX-based protocol is used.
NWLink requires little or no initial client configuration on small non-routed networks.
NWLink Architecture
NWLink provides a comprehensive set of transport and network layer protocols that allow for integration with the NetWare environment. Table 12.1 lists the sub-protocols and components and shows their function and associated drivers.
Table 12.1   NWLink Protocols
Protocol
Function
Driver
IPX
Provides connectionless datagram transfer services.
Nwlnkipx.sys
SPX and SPXII
Provide connection-oriented transfer services.
Nwlnkspx.sys
RIP
Provides route and router discovery services.
Nwlnkipx.sys
SAP
Collects and distributes service names and addresses.
Nwlnkipx.sys
NetBIOS
Provides compatible support with NetBIOS for IPX/SPX run on NetWare servers.
Nwlnknb.sys
Forwarder
Provides IPX router support.
Nwlnkfwd.sys
Figure 12.1 illustrates NWLink in the Windows 2000 architecture and the files in which each protocol is implemented.
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Figure 12.1   NWLink in Windows 2000 Architecture
IPX
IPX is a peer-to-peer networking protocol that provides connectionless datagram transfer services and controls addressing and routing of packets of data within and between network segments. With connectionless transmission, a session does not need to be set up each time packets are transmitted; packets are simply sent out on the wire. This requires less overhead than connection-oriented transmission, in which a session must be established each time packets are transmitted. Therefore, connectionless transmission is best when data is generated in intermittent short bursts.
Because IPX is a connectionless protocol, it does not provide for flow control or acknowledgment that the receiving station has received the datagram packet. Instead, individual datagram packets travel independently to their destination. There is no guarantee that packets arrive at their destination or that they arrive in sequence. However, because transmission on local area networks (LANs) is relatively error-free, IPX is efficient in delivering short burst data on LANs.
NWLink enables application programming for Windows Sockets and remote procedure calls (RPCs) over Windows Sockets. IPX supports Windows Socket IDs for use by Windows Sockets applications. IPX enables NetBIOS, Named Pipes, Mailslot, Network Dynamic Data Exchange (NetDDE), RPC over NetBIOS; and RPC over Named Pipes programming over NBIPX. NWLink also supports other applications that use IPX, through direct hosting. Direct hosting is a feature that allows computers to communicate over IPX, bypassing the NetBIOS layer. Direct hosting can lower overhead and increase throughput.
IPX Packet Structure
The IPX packet is encapsulated within the data field of an IEEE frame and immediately follows the media and data link layer headers (such as Ethernet, Token Ring, or FDDI). The first 30 bytes of an IPX packet contain the header information, shown in Figure 12.2. The remaining bytes contain the packet’s data. For example, the data might be a client’s request for service, a response from a server, or text information.
Figure 12.2 shows the basic IPX header structure.
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Figure 12.2   IPX Header Structure
For more detailed information about IPX or the IPX header structure, see “IPX Routing” in this book.
For more information about IEEE frame types, see “NWLink and Supported IPX Frame Types” later in this chapter.
SPX
SPX is a transport protocol that offers connection-oriented services over IPX. Although connection-oriented service requires overhead for session setup, once a session is established, connection-oriented service requires less overhead for data transmission than connectionless service. Therefore, it works best for utilities that require a continuous connection. SPX provides reliable delivery through sequencing and acknowledgments and verifies successful packet delivery to any network destination by requesting a verification from the destination upon receipt of the data. SPX can track data transmissions consisting of a series of separate packets. If an acknowledgment request brings no response within a specified time, SPX retransmits the request for a total of eight times. If no response is received, SPX assumes the connection has failed.
SPXII
SPXII improves upon SPX in the following ways:

SPXII allows for more outstanding unacknowledged packets than SPX.

In SPX, there cannot be more than one outstanding unacknowledged packet at any time, while in SPXII, there can be as many outstanding packets as negotiated by the networked peers at connection setup time.

SPXII allows for larger packets.

SPX has a maximum packet size of 576 bytes, while SPXII can use the maximum packet size of the underlying LAN. For example, on an Ethernet network SPXII can use 1518 bytes.

SPXII provides a packet burst mechanism.

Packet burst, also known as burst mode, allows the transfer of multiple data packets without requiring that each packet be sequenced and acknowledged individually. By allowing multiple packets to be acknowledged once, burst mode can reduce network traffic on most IPX networks. Additionally, the packet burst mechanism monitors for dropped packets and retransmits only the missing packets.

In Windows 2000, burst mode is enabled by default.
RIP
NWLink uses RIP over IPX (RIPX) to implement route and router discovery services used by SPX and NBIPX. Clients use RIP to determine the forwarding MAC address for outbound traffic. RIP runs on a layer equivalent to the OSI application layer. The RIP code is implemented within the Nwlnkipx.sys file.
NWLink includes the RIP protocol for Windows-based clients and for computers running Windows 2000 Server that do not have Routing and Remote Access service installed. These computers do not forward packets as routers do, but they use a RIP table to determine where to send packets. RIP clients, such as workstations, can locate the optimal route to an IPX network number by broadcasting a RIP GetLocalTarget route request. Each router that can reach the destination, responds to the GetLocalTarget route request with a single route. Based on the RIP responses from the local routers, the sending station chooses the best router to forward the IPX packet. However, clients using the RIP protocol without Routing and Remote Access service do not forward packets.
The RIP for IPX (RIPX) packet header comes immediately after the IPX packet header. Figure 12.3 shows the packet header.
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Figure 12.3   Packet Header for RIPX
SAP
Service Advertising Protocol (SAP) is the protocol routers use to distribute the names and addresses of services running on IPX nodes.
SAP clients use SAP broadcasts only when bindery-based or NDS queries fail. SAP clients send the following types of messages:

SAP clients request the name and address of the nearest server of a specific type by broadcasting a SAP GetNearestServer request.

SAP clients request the names and addresses of all services, or of all services of a specific type, by broadcasting a SAP general service request.
NWLink includes a subset of the SAP protocol for Windows-based clients and for computers running Windows 2000 Server that do not have IPX router installed.
For information about IPX routing, see “IPX Routing” in this book.
The SAP header immediately follows the IPX header. Figure 12.4 shows the SAP header.
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Figure 12.4   SAP Header
NetBIOS Over IPX
To facilitate the operation of NetBIOS-based applications on an IPX internetwork, NetBIOS over IPX (NWLnkNB.sys) provides standard NetBIOS services such as the following:

Datagrams - single packets sent without acknowledgment. One example of a datagram is a broadcast.

Sessions - multiple packets sent with acknowledgments between two endpoints.

Name management - registering, querying, and releasing NetBIOS names.
Figure 12.5 shows the packet structure for NetBIOS over IPX.
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Figure 12.5   Packet Structure for NetBIOS over IPX
NWLnkNB is responsible for formatting NetBIOS-level requests and passing them to NWLink for transmission on the network. NWLnkNB includes the following performance enhancements:

PiggyBackAck, which is an acknowledgment of previous frames within the response frames.

A sliding window acknowledgment mechanism, which is a dynamic window–sizing algorithm that allows burst mode to adjust the number of frames that it can send.
Alternatively, computers can communicate directly over IPX, through direct hosting. For information about direct hosting, see “IPX,” earlier in this chapter.
Forwarder
The Forwarder component is installed with NWLink but is used only when the Windows 2000–based server is used as an IPX router running Routing and Remote Access service. It operates in kernel mode.
When the IPX router software is activated, the Forwarder component works with the IPX Router Manager and the filtering component to forward packets. The Forwarder component obtains configuration information from the IPX Router Manager and stores a table of the best routes. When the Forwarder component receives an incoming packet, it passes it to the filtering driver so the filtering driver can check for input filters. When it receives an outgoing packet, it first passes it to the filtering driver. Assuming no outgoing filters prevent the packet from being transmitted, the filtering component passes the packet back, and then the Forwarder component forwards the packet over the appropriate interface.
For more information about the Forwarder in Windows 2000 IPX routing services, see “Routing and Remote Access Service” in this book.
Tuning NWLink
When multiple transport protocols are installed, Windows 2000 negotiates network connections in the order that the protocols are prioritized in the network services binding list. For example, if TCP/IP is ranked at the top of the services binding list, Windows 2000 attempts to make network connections with TCP/IP before it attempts to use other transport protocols. If users make the most of their network connections to servers using TCP/IP, this protocol priority would provide the best overall performance. However, if users make the most of their connections to NetWare servers using IPX/SPX, you can improve the overall performance for those users by changing the protocol priorities in their network services binding list, so that Windows 2000 attempts to make network connections with IPX/SPX before it uses the other installed protocols. To check or modify your protocol rankings, see Windows 2000 Help.
Frame Types and Network Numbers
NWLink uses frame types and network numbers to communicate with other computers on the same segment and to provide correct packet routing.
NWLink Auto Detect
In order for a computer running Windows 2000 to connect to computers running IPX/SPX, a frame type and network number must be configured for each computer. This frame type and network number must be identical to that used on the local network segment. The NWLink Auto Detect feature detects the frame type and external network number (also known as the network number) and is the recommended option for configuring these fields.
The Auto Detect feature works as follows:
 1.
When the NWLink protocol is initialized, it sends a RIPX request using a specific frame type. The RIPX request is a broadcast request for the local network. If a response is not received, NWLink sends additional requests.
 2.
When a response is received, the frame type for NWLink is set to the frame type of the response, and the IPX network number is set to the value of the Source Network number in the IPX header of the RIP response.
 3.
If the computer has multiple network adapters attached to different networks, such as Token Ring, FDDI, and Ethernet, you can run Auto Detect for each adapter.
 4.
If there are multiple RIPX responses, containing multiple network numbers, Auto Detect uses a counting algorithm to determine the most likely network number.
 5.
If there is no RIPX response to any request, NWLink sets the frame type to Ethernet 802.2 (for Ethernet network adapters) and the network number to 0.
Occasionally, a misconfigured host causes Auto Detect to select an inappropriate frame type and network number combination for the adapter. This is usually caused by an incorrect manual setting on a computer on the network. Because Auto Detect uses the response of the RIPX request, if a computer replies with an incorrect frame type and network number, Auto Detect detects this incorrect configuration and uses it. Auto Detect might also select an incorrect network number if multiple computers responded. It uses a heuristic algorithm to determine the most likely network number but does not validate the packet information it receives.
If the Auto Detect feature selects an inappropriate frame type for a particular adapter, you can manually reset an NWLink frame type or network number for that given adapter. To manually determine the frame type and external network number set on a computer running Windows 2000, execute the IPXROUTE CONFIG command at the command prompt. This is the only way to view IPX information on Windows 2000 servers. Figure 12.6 illustrates the resulting screen.
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Figure 12.6   Frame Type Displayed in the Command-Line Interface
To manually determine the frame type, internal network number, and external network number set on a server running NetWare, type CONFIG on the NetWare server console or inspect the Autoexec.ncf file. Figure 12.7 shows the Autoexec.ncf file.
[image: image7.png]El Autoerec- Notepad

Ele Edt Sesch Hep

[File server name RESKITZ
ipx internal net 17116160

[Load c:\EPRD port-300 int=5 frane= ETHERNET_802.2
bind IPX to EPRO net =17216240

<«





Figure 12.7   Frame Type Displayed in the NetWare Autoexec.ncf File
You can change the frame type and network number on a Windows 2000 computer. You must be a member of the Administrator group to do so.
Caution   In most cases, you do not need to change the frame type and network number because Auto Detect should correctly detect them. If you choose an incorrect setting, your client cannot connect to resources using IPX.
To change the internal network number
 1.
In Control Panel, double-click Network and Dial-up Connections.
 2.
Right-click a connection, and then click Properties.
 3.
On the General tab, click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol, and then click Properties.
 4.
Type a unique value in the Internal network number box, and then click OK.
To change the frame type and external network number
 1.
In Control Panel, double-click Network and Dial-up Connections.
 2.
Right-click a connection, and then click Properties.
 3.
On the General tab, click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol, and then click Properties.
 4.
Select Manual frame type detection, and then click Add.
 5.
In the Manual Frame Detection dialog box, in Frame type, click a frame type.
 6.
In Network number, type the appropriate network number, and then click Add.
 7.
Repeat steps 4-6 for each frame type you want to include, and then click OK.
NWLink and Supported IPX Frame Types
Both Windows 2000 and NetWare support frame types for Ethernet, Token Ring, and Fiber Distributed Data Interface (FDDI) topologies.
Table 12.2 lists the frame types that Windows 2000 supports.
Table 12.2   Supported Frame Types
Network Type
Supported Frame Types
Ethernet
Ethernet II, 802.2, 802.3, 802.2 Subnet Access Protocol (SNAP)
Token Ring
802.5 and 802.5 SNAP
FDDI
802.2, 802.3, and SNAP 
Frame types are based upon the Institute of Electrical and Electronics Engineers, Inc., (IEEE) standards and define packet formats used by various topologies.
Figure 12.8 shows the IEEE defined frame type packet structure.
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Figure 12.8   NWLink and Supported IPX Frame Types
Ethernet II
The Ethernet II frame includes a 2-byte Type field that immediately follows the source address. The Type field contains a unique value, called an EtherType, which identifies the receiving computer for which the upper-layer protocol should handle the contents of the Data field.
Ethernet 802.2
Several frame types are based on the IEEE 802.3 standards, which define operations for the physical layer and the media access control (MAC) sublayer. NetWare combines the IEEE 802.3 standard for the physical layer and the IEEE 802.2 standard for operations of the Logical Link Control (LLC) sublayer and refers to the combination of these standards as the Ethernet 802.2 frame type.
Ethernet II and Ethernet 802.2 frames can run on the same network. Because the value in the Ethernet II Type field always equals a number greater than 1,500 and the value in the Ethernet 802.2 Length field always equals a number 1,500 or less, network hardware and software can distinguish between these two frame types; therefore, both can co-exist on the same network.
Subnet Access Protocol
The Subnet Access Protocol (SNAP) frame type is derived from the Ethernet 802.2 frame type. The SNAP portion of the frame is carried in the Data field. This frame type was designed to give individual vendors the ability to assign their own unique values for protocols running on their hardware.
Ethernet 802.3
Like the 802.2 frame, the 802.3 frame differs from the Ethernet II frame by using a Length field in the place of the Type field in Ethernet II. It is often called “802.3 raw” because it does not use the 802.2 LLC header in the Data field.
Token Ring 802.5
The Token Ring protocol is composed of two distinct frame subtypes, the MAC frames and non-MAC frames.
The MAC frames carry management information for the Token Ring network. They carry signaling information and are not passed on by bridges and routers. They reside only on the LAN ring where the packets originate.
The non-MAC frames carry data for Token Ring networks. Non-MAC frames carry data between computer stations on the ring and are passed on by bridges and routers.
The content of fields early in a Token Ring frame can redefine the composition of fields later in the frame.
Network Numbers
NWLink can be configured with two distinctly different types of network numbers for routing purposes: the external network number and the internal network number. NWLink uses an IPX external network number to identify the computer’s local network segment within the routed environment. NWLink also uses a virtual network number, known as an internal network number, to identify a logical network inside the computer. The logical network inside the computer is used to provide optimal routing to services running on the computer.
In Windows 2000 you can change both the external network number and internal network number in Control Panel. For information about procedures on manually setting network numbers, see “NWLink Auto Detect,” earlier in this chapter.
For more information about network numbers see “IPX Routing” in this book.
External Network Number
The external network number is associated with the physical network adapter and the local area network segment (a segment is analogous to a TCP/IP subnet). The external network number identifies the computer’s local segment and is used to facilitate communications within the routed environment. Packets transmitted across the network contain the computer’s external network number or, if an internal number exists, the internal network number, along with an appended MAC address to identify the individual computer. All computers on the same network segment that use a given frame type must have the same external network number, and that number must be unique for each network segment.
If the external network number on this segment changes, if you replace a network adapter, or if you connect the computer to a different segment, you might not be able to communicate over IPX. If you lose IPX connectivity, you need to reset the external network number and then, if prompted, reboot the computer.
To determine the external network number and frame type that have been set on a computer running Windows 2000, execute the IPXROUTE CONFIG command in the command-line interface.
To determine the external network number and frame type that have been set on a server running NetWare, enter CONFIG in the command-line interface of the NetWare server or inspect the Autoexec.ncf file.
Note   It is possible to run multiple IPX networks over the same physical network segment if those networks use different frame types.
Internal Network Number
The internal network number is used for internal routing purposes. Internal network numbers are used by service-supporting hosts; that is, hosts running services that SAP-based clients need to access. Service-supporting hosts use internal network numbers to help clients determine the optimal route for transmitting packets to services running on the service-supporting hosts. If only external network numbers are used, different routers might send a client host multiple routes with the same route metrics, when only one route is actually optimal. However, if you specify an internal network number, you create a virtual network inside the service-supporting host, and packets are always forwarded to the services running on the service-supporting host using an optimal path. For more information about how the internal network number is used to provide optimal routing, see “IPX Routing” in this book.
By default, an internal network number is not specified. When NWLink is installed, the Auto Detect feature does not detect the internal network number automatically. Instead, NWLink sets the internal network number of 00000000 on the computer’s network adapter by default. When set to 00000000, the internal network number is not used.
This default behavior works when NWLink is bound to a single network adapter or to multiple network adapters. However, you must have an internal network number when your computer is acting as a server running Windows 2000 for an application that uses NetWare SAP, such as SQL Server, Microsoft Exchange, or SNA Server.
Depending on your configuration, you might already have an internal network number. File and Print Services for NetWare, Routing and Remote Access service, and the SAP agent automatically install a unique internal network number during its setup procedures. If you have previously installed File and Print Services for NetWare, Routing and Remote Access service, or the SAP agent, you might already have a unique internal network number set for your computer’s network adapter.
The default value of zero (00000000) for the internal network number is not seen when you enter the IPXROUTE CONFIG command on the command prompt. However, if you have configured such an internal network number, you can later view it by using ipxroute config, or in a trace of a RIP or a SAP broadcast from your computer.
Gateway Service and Client Service
Windows 2000 provides two features that enable Windows-based client computers to access NetWare file, print, and directory services that are located on both NetWare bindery-based servers and on Novell Directory Services (NDS). Gateway Service for NetWare acts as a gateway through which multiple clients can access NetWare resources, and Client Service for NetWare provides a client-based NetWare connectivity solution. Both depend on and work with the NWLink protocol, which is automatically installed when Client Service for NetWare or Gateway Service for NetWare are installed. For more information about NWLink, see “NWLink,” earlier in this chapter.
Note   To make sure you are in compliance with Novell licensing policies, refer to your Novell licensing agreement.
Gateway Service for NetWare is installed on a Windows 2000 Server–based computer. Through the gateway, multiple Windows 2000 Professional, Windows NT Workstation, Windows 95, and Windows 98 clients can access NetWare file, print, and directory services. Because the gateway provides a single access point to NetWare services, you do not need to install and maintain NetWare client software (such as Client Service for NetWare) on each of your workstations. Gateway Service for NetWare also supports direct access to NetWare services from the computer running Windows 2000 Server, in the same way that Client Service for NetWare supports direct access from the client computer.
Client Service for NetWare is installed on individual Windows 2000 Professional clients and gives each client direct, high performance access to NetWare file, print and directory services. Because Windows 2000 clients configured with Client Service for NetWare connect directly to NetWare servers, they do not need to use a gateway running Gateway Service for NetWare as an intermediary service. For client-based connectivity, clients running Windows 2000, Windows NT, Windows 95, or Windows 98 must use the networking client software provided in their software package or comparable NetWare client software.
Both Gateway Service for NetWare and Client Service for NetWare also provide support for NetWare login scripts. For more information, see “Login Scripts” later in this chapter.
Note   Windows 2000 contains an upgrade for NetWare client software previously installed with Windows NT, Windows 95, and Windows 98. This upgrade only applies to computers running NetWare client software earlier than version 4.7 and a version of Windows that was upgraded to Windows 2000. For more information, see the Readme file included with Windows 2000.
Computers running Windows 2000 Server with Gateway Service for NetWare and computers running Windows 2000 Professional with Client Service for NetWare can use pass-through authentication. If a user has the same credentials for a Windows 2000 network and a NetWare network, and the password is synchronized, the user can log on to both networks at once.
When the computer running Windows 2000 Server or Windows 2000 Professional with either Gateway Service for NetWare or Client Service for NetWare installed is booted, the Log on to Windows dialog box appears. The user then logs on to the Windows 2000–based network as usual, supplying a user account and password for Windows 2000, and is also authenticated on the NetWare network, provided that the password is synchronized. Users can synchronize their password on Windows-based servers, and NetWare 4.x servers through Gateway Service for NetWare or Client Service for NetWare, by pressing CTRL+ALT+DELETE and then entering the new password in the dialog box. For information about how to synchronize passwords, see “Additional Resources,” later in this chapter.
Choosing Between Gateway Service and Client Service
Consider the following information when determining whether to use Gateway Service for NetWare or Client Service for NetWare on your Windows 2000–based network to access NetWare services. In general, if you intend to create or indefinitely maintain a heterogeneous environment composed of both Windows 2000 and NetWare servers, consider using Client Service for NetWare. If you intend to migrate gradually from NetWare to Windows 2000 or if you want to reduce administration, consider using Gateway Service for NetWare.
Advantages and Disadvantages of Client Service for NetWare
Client Service for NetWare provides the following advantages:

Client Service for NetWare allows for user-level security

Client Service for NetWare allows you to establish user-level security rather than share-level security. With Client Service for NetWare, you can allow users access to individual user home directories (directories where individual user data resides) that are stored on a NetWare volume. Users can then map to their home directory plus any additional volumes to which they have been granted user-level security. On the other hand, to allow users access to individual home directories with Gateway Service for NetWare, you would need to give each user a separate drive letter.

Client Service for NetWare might perform better than Gateway Service

Client Service for NetWare communicates directly with NetWare servers, avoiding the potential bottleneck caused by excessive traffic moving through a single network connection.
However, Client Service for NetWare has the following disadvantages:

Client Service for NetWare requires you to manage multiple user accounts for each user 

For each user, you must create and manage separate user accounts for both Windows 2000 and NetWare. However, you do not need to manage the accounts separately if you are using an additional product. For Windows NT 4.0, Directory Service Manager eliminated the need to create separate user accounts on bindery-based servers. At this writing, this tool works only with Windows NT 4.0 and supports only bindery-based servers. For information about updates, see “Additional Resources” later in this chapter.

Client Service for NetWare requires more installation and management overhead 

With Client Service for NetWare, you must install and maintain additional Client Service for NetWare software on each Windows 2000 Professional workstation.

Client Service for NetWare requires you to add IPX to your entire network

Servers running Windows 2000 and servers running NetWare 5.0 use TCP/IP as the native protocol. However, Client Service for NetWare requires you to use IPX (through NWLink) and does not enable you to restrict IPX to a certain portion of your network. Even if you have clients on only one subnet running the IPX protocol, you might need to route IPX throughout your network.
Advantages and Disadvantages of Gateway Service for NetWare
Gateway Service for NetWare provides the following advantages:

Gateway Service for NetWare allows you to manage a single user account for each user

With Windows 2000 Gateway Service for NetWare, the gateway service becomes the central interface for user access to NetWare Service for NetWare and you can perform all Windows 2000 user account management within the Gateway Service for NetWare user interface. You can secure regular share-level permissions and assign users or groups to the access control list (ACL) of each share.

Gateway Service for NetWare reduces installation overhead

With Gateway Service for NetWare, you can give clients access to NetWare resources without installing NetWare client software. Thus, you do not need to deploy and maintain network client software (such as Client Service for NetWare) on multiple client computers.

Gateway Service for NetWare provides protocol isolation for IPX

With Gateway Service for NetWare, you can isolate the IPX protocol to your local area network, so you do not have to route IPX throughout your network.
However, Gateway Service for NetWare has the following disadvantages:

Gateway Service for NetWare allows limited user-level security

With Gateway Service for NetWare, all Windows 2000 users access NetWare resources as if they were the same NetWare user. Gateway Service for NetWare assigns drive letters to separate NetWare files or directories, and then Windows 2000 share-level access is applied to the entire share. Therefore, the only way to provide user-level security using Gateway Service for NetWare is to assign separate drive letters for each user. Because users need to reserve some drive letters for local drives, mapped drives, and other applications, user-level security is impractical if you have a large number of users (more than twenty).

Gateway Service for NetWare might not perform as well as Client Service for NetWare

Using Gateway Service for NetWare, the Windows 2000 Server–based computer must act as a gateway between client computers and NetWare servers. All requests for NetWare services are processed through a single gateway connection, creating a potential bottleneck. However, in some cases, Gateway Service for NetWare performs better than Client Service for NetWare; for example, if most of your traffic is SMB rather than NCP traffic.
How Gateway Service for NetWare Works
Gateway Service for NetWare acts as a gateway between the Common Internet File System (CIFS) protocol used on Windows networks and the NetWare Core Protocol (NCP) used on NetWare networks. CIFS, formerly known as SMB, is the native file-sharing protocol in Microsoft Windows 2000. When you enable this gateway, Windows network clients can access NetWare services through the Gateway Service for NetWare gateway located on the Windows 2000 Server.
Figure 12.9 shows multiple Windows client computers accessing NetWare services through a Windows 2000 server acting as a gateway. The CIFS-based protocol traffic is translated to NCP protocol, which is then passed to the NetWare server.
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Figure 12.9   Gateway Service for NetWare Access
To give Windows-based clients access to a NetWare volume, the Windows 2000 Server–based computer running Gateway Service for NetWare redirects one of its drives to the NetWare volume and then shares that drive to the Windows-based clients. The Windows 2000 Server gateway uses a NetWare account to create a validated connection to the NetWare server. This connection appears on the computer running Windows 2000 Server as a redirected drive. When you share the redirected drive, it performs like any other shared resource, appearing to users as a Windows 2000 Server resource although it is actually a resource on a NetWare server.
For example, suppose you want to create a gateway from computer A (running Gateway Service for NetWare) to the Data volume on the NetWare bindery-based server B. When activating the gateway, you specify \\B\Data in the Configure Gateway dialog box as the NetWare resource, and then you specify a share name for Windows 2000–based clients, such as Nw Data. Windows clients then refer to this resource as \\A\Nw_Data.
After the gateway connection is established, it is disconnected only if the computer running Windows 2000 Server is turned off, if the administrator disconnects the shared resource or disables the gateway, or if a network problem prevents access to the NetWare server. Logging off the computer running Windows 2000 Server does not, by itself, disconnect the gateway.
Note   Because requests from Windows-based networking clients are processed through a single connection between the Windows 2000 gateway server and the NetWare server, access is slower with Gateway Service for NetWare than direct access from the Windows client to the NetWare network using Client Service for NetWare. Windows clients that require frequent access to NetWare resources should use local client software (such as Client Service for NetWare or Novell Client for Windows 2000) to achieve higher performance. For more information about deciding between Gateway Service for NetWare and Client Service for NetWare, see “Choosing Between Gateway Service and Client Service” earlier in this chapter.
Gateway Service for NetWare Packet Translation
When you use Gateway Service for NetWare to transmit data between the Windows 2000 CIFS protocol and the Novell NCP protocol, conversion occurs within the gateway by means of the Nwrdr.sys redirector.
Figure 12.10 shows how a CIFS packet is translated to an NCP packet and sent to the NetWare server. First, a Windows client sends a CIFS request. A CIFS request can come from a variety of Windows-based networking clients over a variety of network transport protocols. For example, a CIFS request might come from a Windows client dialing into the network using Routing and Remote Access service, or it might come from a Windows client attached directly to the network using TCP/IP, IPX/SPX, or NetBEUI.
When the networking client sends out the CIFS request to the Windows 2000 Server–based computer running Gateway Service for NetWare, it is initially picked up by the Server service (Srv.sys).
Next, if the request is a file manipulation request (a request that requires a file handle to be returned), the Server service passes the share name, file path, and file name enclosed within the packet, to the Windows 2000 I/O manager.
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Figure 12.10   Gateway Service for NetWare Packet Translation
Next, the Windows 2000 I/O manager (Io.sys) uses the file object name to call into Nwrdr.sys redirector, passing Nwrdr.sys information on the security token of the object that sent the CIFS request. Based on the security token, Nwrdr.sys determines if the request was from a local account or was a remote request. If the request was a remote request, Nwrdr.sys uses the gateway credentials (established upon gateway entry when sending the file manipulation NCP to the NetWare file server.
Next, Nwrdr.sys returns the file handle to the Windows 2000 I/O manager, which then returns the file handle to Server service. CIFS traffic related to this file manipulation request (for example, if the file manipulation request was to open a file for reading) is sent directly to Nwrdr.sys by the Server service using the file handle.
From Nwrdr.sys, the request is passed to the NetWare server.
How Client Service for NetWare Works
Client Service for NetWare uses a subset of Gateway Service for NetWare code. You install it on Windows 2000 clients so that they can access NetWare services directly. Unlike Gateway Service for NetWare, clients using Client Service for NetWare do not use the Windows 2000 Gateway to translate CIFS protocol to NCP protocol.
Instead, a Windows 2000 Professional computer running Client Service for NetWare creates NCP protocol packets and passes them directly to the network, as shown in Figure 12.11. The packet is then picked up by the NetWare server.
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Figure 12.11   Client Service for NetWare Access
When a drive is mapped to a NetWare volume, the computer running Windows Professional uses a NetWare account to create a validated connection to the NetWare server. This connection appears on the computer running Windows 2000 Professional as a redirected drive.
For example, suppose you want to create a connection from computer A (running Client Service for NetWare) to the NetWare \\B\Server1\Org_Unit.Org\Data volume on the NetWare NDS-based server B. You would simply create the connection by using Map Network drive or the net use command-line utility and specifying the path \\B\Server1\Org_Unit.Org\Data for the NetWare resource. For information about mapping drives, see the Windows 2000 Professional Help.
After the mapped connection is established, it is disconnected only if a network problem prevents access to the NetWare server, if the drive is manually disconnected, or if the computer running Windows 2000 Professional is turned off. The mapped drive is then reestablished when the user logs on to the network.
Note   Because requests from Windows Professional client using Client Service for NetWare are processed through a dedicated single connection to the NetWare server, access is faster than with shared access through a Gateway Service for NetWare gateway. For more information about deciding between Gateway Service for NetWare and Client Service for NetWare, see “Choosing Between Gateway Service and Client Service” earlier in this chapter.
Client Service for NetWare Packet Translation
Packets are redirected to NetWare file and print servers through Client Service for NetWare similarly to Gateway Service for NetWare, except that they are executed on the Windows 2000–based client. As Figure 12.12 shows, the packets pass through Io.sys, then through the Nwrdr.sys redirector, and then they are transmitted onto the LAN using the NCP protocol.
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Figure 12.12   Client Service for NetWare Packet Translation
Configuring Gateway Service and Client Service
Because connectivity is a cross-platform issue, whether you choose to use Gateway Service for NetWare or Client Service for NetWare to establish and maintain connectivity between Windows 2000 and NetWare, it is necessary to configure both the Windows 2000–based network and the NetWare network.
Preparing the NetWare Server for Gateway Service and Client Service
For both Gateway Service for NetWare and Client Service for NetWare, it is necessary to create accounts and set up access rights on the NetWare network. You can use the NetWare Syscon utility or the NetWare NDS NWadmin utility to do so.
Important   Neither Gateway Service for NetWare nor Client Service for NetWare support access to the NetWare NWAdmin utility. To use the NetWare NWAdmin utility you need to log on to the NetWare NDS server through a client-based computer that has NetWare client software installed, such as Novell Client for Windows 2000.
The following sections explain which accounts you need to set up.
Preparing the NetWare Server for Gateway Service for NetWare
To establish connectivity to NetWare resources for a Windows 2000 Server–based computer running Gateway Service for NetWare, you need to create user and group accounts.
You must first create a unique user account on the NetWare network to serve as the NetWare interface for the Windows 2000 Server–based gateway computer running Gateway Service for NetWare. The password for the NetWare user account must be identical to the password used to enable the Windows 2000 Server gateway, described in “Configuring a Gateway on the Windows 2000 Server–Based Computer” later in this chapter.
You must also create a unique NetWare group account named NTGATEWAY. You must create this account on the NetWare network. The NTGATEWAY group account acts as a common access point to NetWare resources for all Windows 2000 Server gateway users; therefore, you must set appropriate trustee access rights on the NTGATEWAY group account for all the NetWare resources that the group must access.
Finally, make the NetWare user account that you created a member of the NTGATEWAY group account.
Preparing the NetWare Server for Client Service for NetWare
To establish connectivity to NetWare resources for a Windows 2000 Professional computer running Client Service for NetWare, you need to create a unique user account on the NetWare network and set the necessary rights for the user’s resource needs. You or the user must also synchronize the passwords.
Configuring a Gateway Service on the Windows 2000 Server-Based Computer
Once the NetWare user account is a member of the NetWare NTGATEWAY group account, and you have administrative permission to create a share on the local Windows 2000 Server–based computer, you can create a Windows 2000 Server gateway.
Caution   Before you install Windows 2000 Gateway Service for NetWare, you must remove any existing NetWare redirectors installed previously on your Windows NT–based server computer, such as Novell Client for Windows 2000. If prompted, restart your computer.
Installing Gateway Service for NetWare
Install Gateway Service for NetWare on the Windows 2000 Server–based computer in order to use it as a gateway.
To install Gateway Service for NetWare
 1.
In the properties for your connection, on the General tab, click Install.
 2.
In the Select Network Component Type dialog box, click Client, and then click Add.

Click Gateway (and Client) Services for NetWare if you are installing a server gateway, and then click OK.
 3.
In the Select NetWare Logon dialog box, enter the name of the preferred server to which the Windows 2000 Server–based computer is to attach if you are running a bindery-based server version of NetWare.

– Or –

Click the Default Tree and Context button and type the correct tree and context names, if you are running an NDS version of NetWare. Select the Run Login Script option if you are running a login script, and then click OK.
Note   Although Gateway Service for NetWare and Client Service for NetWare enable access to NetWare file, print, and directory services from Windows 2000, the correct user accounts, necessary rights for resources, appropriate group rights, and associated login scripts need to be configured on the NetWare servers. Contact your NetWare administrator or see your NetWare documentation for more information.
For more information about the preferred server, the default tree, and context and how to choose between them, see “Selecting the Default Tree and Context or the Preferred Server” later in this chapter.
After you have installed Gateway Service for NetWare, you can change your configuration from the Gateway Service for NetWare icon in Control Panel. The Gateway Service for NetWare dialog box, as shown in Figure 12.13, appears.
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Figure 12.13   Gateway Service for NetWare Dialog Box
Within this dialog box, you can also specifyprint options. You can also select Run Login Script if you choose to execute a NetWare login script when you log on to the NetWare network through Gateway Service for NetWare.
Configuring the Windows 2000 Gateway
To enable the Windows 2000 Server gateway, click Gateway on the Gateway Service for NetWare dialog box. The Configure Gateway dialog box, shown in Figure 12.14, is displayed. Select Enable Gateway in the Configure Gateway dialog box. Enter the gateway account name you wish to call this gateway connection and enter the password. The password must be identical to the password for the user account that you previously created on the NetWare server. You need to do this only once for each server that acts as a gateway.
Note   If your account is an NDS account, you must enter the full distinguished name for the user account. For example, you would need to add Jdoe.Sales.Milan.Eu.Reskit rather than Jdoe.
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Figure 12.14   Configure Gateway Dialog Box
Establishing Shares and Permissions
After you have installed Gateway Service for NetWare and configured the gateway, you can establish shares and permissions. To create a share, click Add in the Configure Gateway dialog box. In the appropriate text boxes, type the share name, network path, drive mapping, and the user limit for that particular share. To complete the configuration, set user permissions on the share for an appropriate access level to NetWare resources.
In the Configure Gateway dialog box you can set up multiple shares to accommodate user access needs. By setting appropriate shares and permissions on the Windows 2000–based gateway, you can control which directories, files, and print queues a user can access on the NetWare server.
Configuring a Gateway Printer
When the appropriate user and group accounts are established, the necessary rights are set on the NetWare servers, and Gateway Service for NetWare is installed correctly on the Windows 2000–based server, you can configure and establish a connection to a NetWare-based printer through the Windows 2000 Server–based gateway. For more information about setting up a gateway printer share, click the Overview button on the Gateway Service for NetWare dialog box.
Configuring Client Service for NetWare on Windows 2000 Professional
When you have set up the NetWare user account, you can install and configure Client Service for NetWare on the Windows 2000 Professional computer.
Caution   Before you install Windows 2000 Client Service for NetWare, you must remove any existing NetWare redirectors, such as Novell Client for Windows 2000, and then restart your computer.
Installing Client Service for NetWare
Install Client Service for NetWare on the computer running Windows 2000 Professional.
To install Client Service for NetWare
 1.
In the properties for your connection, on the General tab, click Install.
 2.
In the Select Network Component Type dialog box, click Client, and then click Add.
 3.
In the Select Network Client dialog box, highlight Client Service for NetWare.
 4.
In the Select NetWare Logon dialog box, enter the name of the preferred server to which the Windows 2000 Server–based computer is to attach if you are running a bindery-based server version of NetWare.

– Or –

Click the Default Tree and Context button and type the correct tree and context names, if you are running an NDS version of NetWare. Select the Run Login Script option if you are running a login script, and then click OK.
Note   Although Gateway Service for NetWare and Client Service for NetWare enable access to NetWare file, print, and directory services from Windows 2000, the correct user accounts, necessary rights for resources, appropriate group rights, and associated login scripts need to be configured on the NetWare servers.
Contact your NetWare administrator or see your NetWare documentation for more information.
After you have installed Client Service for NetWare, you can change your configuration from the Client Service for NetWare icon in Control Panel. The Client Service for NetWare dialog box appears.
Within this dialog box, you can also specify print options. You can also select Run Login Script if you choose to execute a NetWare login script when the gateway service is initiated.
Selecting the Default Tree and Context or the Preferred Server
To access NetWare services through Gateway Service for NetWare or Client Service for NetWare, you must specify either the correct default tree and context for the user or workgroup or the correct preferred server.
If users need to connect to NDS resources, you should specify the tree and context.
– Or –
If users need to connect to bindery-based resources, you should specify a preferred server.
Specifying the Default Tree and Context in an NDS Environment
In Novell Directory Services (NDS), tree refers to the NDS hierarchical Directory structure, and context refers to the location of an object in the Directory tree. If there is only one tree in an organization, the tree is easy to select and specify. The context, on the other hand, is not so obvious. However, in order to locate the necessary network resources for the particular user object, you must define the context correctly when accessing NDS servers through Client Service for NetWare or Gateway Service for NetWare.
Note   When accessing an NDS environment, the most frequent problem with accessing files or services results from setting an incorrect context. If you set an incorrect context, you cannot authenticate.
As shown in Figure 12.15, for example, Reskit, located at the top of the NDS Directory tree, is the actual name of the root object.
You specify the context in the Client Service for NetWare or Gateway Service for NetWare dialog box. You can type in either the typefull name or typeless name formats.
Within the tree, the context in typefull name format for the user JDOE is ou=sales.ou=milan.ou=eu.o=reskit, and the context in the typeless name format is sales.milan.eu.reskit.
Both the typefull name and the typeless name formats are valid entries in the Client Service for NetWare or Gateway Service for NetWare dialog box.
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Figure 12.15   NDS Directory Tree
Setting a Preferred Server in a Bindery-Based Server Environment
In a NetWare bindery-based server environment, you must direct the Windows 2000–based computer running Gateway Service for NetWare or Client Service for NetWare to the NetWare server where the Windows 2000 user and group accounts with the appropriate rights are located. To direct the Windows 2000–based computer to the NetWare server, select the appropriate NetWare server as the preferred server. Your computer can then log on to the NetWare server. Once you are logged on to a bindery server, you can attach to another server.
If you do not want to set a preferred server in the Client Service for NetWare dialog box, click None. Your computer sends out a get nearest server request, and the first server that responds becomes a SAP agent. You are not authenticated to this server, but you can use it for browsing (viewing other servers attached on the network), as when you enter the NetWare slist command.
Installing Multiple Gateways
If you use Gateway Service for NetWare and you have a high volume of traffic, you can install multiple gateways, as shown in Figure 12.16, to balance the traffic load. However, the NTGATEWAY group account is still the only access point on the NetWare network. To administer each gateway account separately, you must create individual NetWare user accounts for each gateway, then make those user accounts members of the NetWare NTGATEWAY group account.
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Figure 12.16   Multiple Windows 2000 Gateways
Establishing Security
When you install Gateway Service for NetWare on a computer running Windows 2000 Server and connect it to the NetWare NTGATEWAY group account, you can control security for that connection at two different locations:

You can add trustee rights on the NTGATEWAY group account on the NetWare network server.

You can set permission restrictions on the Windows 2000 Gateway.
For simplest management, consider adding trustee rights on the NTGATEWAY group account. Because the NTGATEWAY group account is the single interface to the NetWare network, trustee rights set up on NTGATEWAY apply to all users using that account. Therefore, you must set up trustee rights that satisfy the access needs of all users going through that account. For additional security, you can then set all security restrictions by adjusting access permissions at the Windows 2000 gateway.
Suppose you have several different users who want to have home directories on the NetWare server, and each user wants to limit access for the home directory. The best way to provide separate security is to use a client such as Client Service for NetWare. However, you could provide separate security for a few users by creating a separate share for each user on the Windows 2000 gateway server, then assigning trustee rights for each share.
Keep in mind that each share uses one drive letter, as shown in Figure 12.14. Thus, each share you create uses at least one drive letter. To determine how many gateways you can create, determine the number of available drive letters.
For information about how to add trustee rights to the NetWare server, consult your NetWare documentation or contact Novell.
Files Installed with Gateway Service, Client Service, and NWLink
Table 12.3 describes the files that are installed when Gateway Service for NetWare is installed on a computer running Windows 2000 Server or when Client Service for NetWare is installed on the computer running Windows 2000 Professional.
When Gateway Service for NetWare or Client Service for NetWare is installed on a Windows 2000 computer NWLink is installed automatically.
Table 12.3   Gateway Service and Client Service Files
File Names
Description
Location
Nwlnkipx.sys, Nwlnknb.sys, and Nwlnkspx.sys
Basic drivers that provide NetWare Link Protocol support.
%windir%\system32\drivers
Ipxroute.exe
Diagnostic tool.
%windir%\system32
Nwlnkflt.sys, Nwlnkfwd.sys 
Routing and Remote Access service filter driver and forwarder table manager (installed if the Routing and Remote Access service feature is installed). 
%windir%\system32\drivers
Nwrdr.sys
Client for NetWare servers.
%windir%\system32\drivers
Nwnks.dll, Nwapi32.dll, Nwapi16.dll
Client, service, and redirector.
%windir%\system32
NetWare.drv,Nw16.exe, Vwipxspx
Provide support for older 16-bit applications.
%windir%\system32
Nwscript.exe
Login script processor.
%windir%\system32
Nwc.cpl
Control Panel.
%windir%\system32
Nwdoc.hlp, Nwdocgw.hlp
Help files.
%windir%\system32\help
Nwcfg.dll
For client installation and uninstallation.
%windir%\system32
Perfnw.dll
Performance counters.
%windir%\system32
Nwevent.dll
Event log strings.
%windir%\system32
NetWare Administration Through Windows 2000
When access to NetWare is established on the Windows 2000–based computer either through Gateway Service for NetWare or Client Service for NetWare, you can administer most NetWare server functions and manipulate NetWare resources.
Administering NetWare Servers
You cannot administer NetWare servers directly through servers running NetWare 3.x or 4.x. Although you can perform some administrative tasks, you cannot set up users, user rights, and so on. Instead, you can use a networked Windows 2000–based computer to act as the system console and control the administration of the NetWare server.
When you configure a Windows 2000 server with Client Service for NetWare or Gateway Service for NetWare, you can use it to access bindery-based NetWare utilities, such as System Console (syscon), Remote Console (rconsole), and Printer Console (pconsole). In a NetWare bindery-based server environment, use syscon, the primary administration tool, to set up user accounts, define policies, and grant user access permissions to the NetWare network.
Note   Although Windows 2000 Gateway Service for NetWare and Client Service for NetWare support connections to NDS servers, you cannot use Virtual Loadable Modules (VLM) or other utilities specific to NDS. To access these utilities, you need to install the Novell Client for Windows 2000.
Table 12.4 lists the most commonly used 16-bit NetWare administrative utilities that you can run from a Windows 2000–based computer. Not all versions of NetWare support all these utilities. Novell has replaced some utilities and updated others. Even if NetWare supports these utilities, they might not perform consistently from version to version when you run them from Windows 2000.
Table 12.4   16-Bit NetWare Utilities
Utility
Functions
Notes
Chkvol
Provides information about any volume on the NetWare server.
NetWare 4.x and later do not support this utility. Use the ndir [path] /vol command.
Colorpal 
Provides ability to modify NetWare's default color scheme. 


Dspace
Limits the disk space a user can use on a volume.
NetWare 4.x and later do not support this utility. Use the filer command.
Fconsole
Broadcasts messages, views current user connections, and alters status of file server.
Windows 2000 does not support all menus. Down File Server does not function properly.
Filer
Modifies the directory's owner, creation date, and timestamps.


Flag
Views and changes attributes of files in a given directory.
You might have problems with NetWare 5.0.
Flagdir
Views and changes attributes of subdirectories in a given directory.
NetWare 4.x and later do not support this utility. Use the flag path attributes /do command.
Grant
Grants trustee rights to users or groups in a given file or directory. 
NetWare 4.x and later do not support this utility. Use the rights path attributes /name=|/group=usernames command.
Help
Provides online information about NetWare utilities, system messages, and concepts.
Normal syntax is <utility name> /help
Listdir
Views directories, subdirectories, and their inherited rights mask, effective rights, and creation dates.
NetWare 4.x and later do not support this utility. Use ndir [path] /do command.
Ncopy
Provides ability to copy one or more files from one network directory to another.
You might have problems with NetWare 4.x and NetWare 5.0.
Ndir
Views information on file names, sizes, and their modification, access, creation, and archive dates.
You might have problems when using Windows 2000 with NetWare 5.0. 
Pconsole
Provides the administrator with the tools necessary to manage print servers. 
Change Current Server does not work
Psc
Views status on and controls print servers and network printers. 
NetWare 5.0 does not support this utility.
Rconsole
Provides a remote view of the NetWare system console. The console functions can be performed on the remote console.


Remove
Provides ability to delete a user or group from the trustee list of a file or directory.
NetWare 4.x and later do not support this utility. Use the rights command.
Revoke
Provides ability to revoke trustee rights from a user or group in a file or directory.
NetWare 4.x and later do not support this utility. Use the rights command.
Rights
Views the effective rights in a file or directory.
You might have problems with NetWare 5.0.
Send
Sends a brief message from one workstation to another, or to multiple workstations.
Send command is not supported when connected to an NDS server.You might have problems using this command with Windows 2000 and NetWare 4.x or NetWare 5.0.
Session
Performs temporary drive mappings, create, change, and delete search drives, view groups on network, or send messages.
Search mapping option not supported because it always maps as root.Novell replaced session with the netuser command in NetWare 4.x.
Setpass
Sets or changes passwords on one or more file servers.
Use this command only for bindery servers. Use CTRL+ALT+DEL to change NDS passwords.
Settts
Provides ability to verify that the Transaction Tracking System (TTS) is tracking transactions.
NetWare 5.0 does not support this utility.
Slist
Provides a list of file servers on the internetwork.
NetWare 4.x and later do not support this utility. Use the nlist server command.
Syscon
Used to set up user accounts, define policies, and grant user access permissions to the NetWare network.
NetWare 4.x and later do not support this utility.
Tlist
Provides ability to view the trustee list of a directory or a file.
NetWare 4.x and later do not support this utility. Use the rights command.
Userlist
Views list of current users for given file server, each user's connection number, time at which the user logged on, and network address.
Novell does not support this utility in NetWare 4.x or greater. Use the nlist /A /B command.
Volinfo
Views information about each volume on NetWare file servers.
If update interval equals 5, command executes very slowly.NetWare 4.x and later do not support this utility. Use the filer command.
Whoami
Views information on logged-on users, user name on each server, file servers to which users are attached, groups to users belong, and rights.
Displays only bindery connection when connected to an NDS server.
Note   For information about NetWare administration utilities, see your NetWare documentation.
Many Windows 2000 commands are provided as equivalents to NetWare commands and can perform functions on the NetWare server through Windows 2000. Table 12.5 shows NetWare utilities and their Windows 2000 equivalents.
Table 12.5   NetWare Utilities and Their Windows 2000 Equivalents
NetWare Utility
Windows 2000 Equivalent
Slist
net view /network:nw
Attach, capture, login, and logout
net use
Map
net use
Map root
net use \server\share\
Capture (to make MS-DOS and Windows applications print to a specific port)
net use
Additionally, you can use the Printers folder to manipulate and connect to a printer.
Caution   The NetWare attach, capture, login, and logout utilities are not supported in Windows 2000 and can cause errors when executed through a computer running Windows 2000.
To simplify network management, you can run multiple sessions of the administration tools on a single Windows 2000–based computer. You can open separate windows on one computer to monitor multiple NetWare servers at once.
To connect to additional NetWare servers
 1.
Click Start, point to Programs, click Accessories, and click Windows Explorer.
 2.
On the Tools menu, click Map Network Drive.
 3.
In the Drive text box, enter a drive letter, if necessary.
 4.
In the Folder text box, type the path to the NetWare server.
 5.
Click Finish.
Windows 2000 and NetWare Security
Although Windows 2000 and NetWare security structures are not directly equivalent, you can maintain security from one security structure to another when transmitting data from one security structure to the other.
The following sections describe how Microsoft permissions are translated to NetWare rights in a heterogeneous environment composed of Windows 2000 servers and workstations and NetWare servers.
Windows 2000 Permissions
You can protect Windows 2000 FAT partitions and partitions using the version of NTFS file system included with Windows 2000 against network access using share level security. However, you can protect Windows NT file system NTFS partitions only with user-level security.
NetWare Trustee Rights
NetWare file security is similar to NTFS security because you can control group and user abilities to access files, called rights in NetWare. A NetWare trustee right, which is equivalent to a Windows 2000 permission is a rule associated with an object (usually a folder, file, or printer) that regulates which users can gain access to the object and in what manner. Most often the creator or owner of the object sets the permissions for the object.
The primary design difference between Windows 2000 permissions and NetWare trustee rights are that Windows 2000 permissions are subtractive while NetWare trustee rights are additive. When you create folders and files in Windows 2000, full access is granted and then access rights can be subtracted or restricted, whereas in NetWare when you create a directory or file, access is denied and then access rights need to be added.
NetWare uses a combination of trustee assignments and inherited rights masks or filters to establish security settings. The intersection of these two access control mechanisms determine the actual access rights, known as NetWare effective rights, that a user or group has for a particular directory or file. There are eight NetWare directory rights settings: Read, Write, Create, Erase, Modify, File Scan, Access Control, and Supervisor.
The individual NetWare directory rights, their abbreviations, and their descriptions are listed in Table 12.6.
Table 12.6   NetWare Directory Rights
Directory Rights
Description
Read (R)
Read data from an existing file.
Write (W)
Write data to an existing file.
Create (C)
Create a new file or subdirectory.
Erase (E)
Delete an existing files or directory.
Modify (M)
Rename and change attributes of a file.
File Scan (F)
List the contents of a directory.
Access Control (A)
Control the rights of other users to access files or directories.
Supervisor (S)
Automatically allowed all rights.
Windows 2000 Folder Permissions and NetWare Directory Rights
Table 12.7 compares Windows 2000 folder permissions to NetWare directory rights.
Table 12.7   Windows 2000 Folder Permission to NetWare Directory Rights
Windows 2000 Folder Permissions 
Corresponding NetWare Directory Rights
List Folder Contents 
File Scan (F)
Read 
Read, File Scan (RF)
Write 
Write, Create, Modify (WCM)
Modify
Read, Write, Create, Erase, Modify, File Scan (RWCEMF)
Full Control 
Supervisor (S)
Windows 2000 File Permissions and NetWare File Rights
Table 12.8 compares Windows 2000 file permissions to NetWare file rights.
Table 12.8   Windows 2000 File Permissions to NetWare File Rights
Windows 2000 File Permissions 
Corresponding NetWare File Rights
Read 
Read (R)
Modify
Read, Write, Erase, Modify (RWEM)
Full Control 
Supervisor (S)
Windows 2000 and NetWare File Attributes
NetWare file attributes, also known as flags, are not exactly the same as Windows 2000 file attributes. Table 12.9 shows how Windows 2000 file attributes correspond to NetWare file attributes when you open a NetWare file through Gateway Service for NetWare or Client Service for NetWare. The four attributes below are actually a subset of many attributes supported by NetWare. Windows 2000 does not support any additional NetWare file and directory attributes.
Table 12.9   Windows 2000 and NetWare File Attributes
Windows 2000 File Attributes
NetWare File Attributes
A (Archive)
A (Archive needed)
S (System)
Sy (System file)
H (Hidden)
H (Hidden)
R (Read-only)
Ro (Read-only), Di (Delete inhibit), Ri (Rename inhibit)
Gateway Service for NetWare does not support the following NetWare file attributes: Dc (Don’t Compress), Ci (Copy Inhibit), Dm (Don’t Migrate), Ic (Immediate Compress), P (Purge), Ri (Rename Inhibit), Ra (Read Audit), Rw (Read Write), S (Sharable), T (Transactional), I (Index), and X (Execute Only). These attributes vary between different NetWare versions.
When you copy a file from a Windows or Windows 2000 Professional–based network client to the NetWare file server by means of Client Service for NetWare or Gateway Service for NetWare, the A, S, H, and R attributes are assigned the corresponding NetWare A, Sy, H, and Ro attributes.
When you use a computer running Client Service for NetWare or Gateway Service for NetWare to access NetWare servers and you need to set attributes that are not supported in Client Service for NetWare or Gateway Service for NetWare, you can use NetWare utilities, such as filer, rights, or the flag command from a command prompt to set those attributes.
NDS Object and Property Rights
The NetWare NDS security structure adds NDS object and NDS property rights to the directory and file rights that exist in the NetWare bindery-based server security structure. In NDS, a network structure is organized through the use of NDS objects. Objects are components of the NDS hierarchical tree structure. The tree structure includes the following:

Root objects at the top of the tree.

Container objects, which are composed of various organizational units.

Leaf objects such as users, groups, servers, and volumes.
The following NDS object settings exist: Supervisor, Browse, Create, Delete, and Rename.
Properties are contained within an object and are attributes that represent that object. For instance a user object can contain properties, such as a user telephone number, office location, and title. Property rights are implemented as a separate security structure than object rights in the NetWare NDS security structure. Therefore, you can configure security separately for objects and object properties. The following five object properties exist: Supervisor, Compare, Read, Write, and Add/Delete Self.
Note   NDS object and property rights apply only to NetWare NDS volumes, and you can manipulate them only by using the NetWare network operating system software.
Accessing NetWare Volumes
You can access NetWare volumes either through the Windows 2000 graphical user interface or through the Windows 2000 command-line interface.
To connect to a NetWare volume using the graphical user interface
 1.
On the desktop, double-click My Network Places.
 2.
If only Windows 2000–based or Windows NT–based network resources are shown, double-click Entire Network, and if you still do not see NetWare resources, on the left pane click Entire contents, and then double-click NetWare or Compatible Network. Tree icons for NDS trees and computer icons for individual NetWare computers appear.
 3.
Double-click a tree or computer to see its contents; you can double-click the resulting object, computer, or volume to see volumes or folders.
 4.
When you find the volume or folder you want to access, double-click it to expand it.

– Or –

To map a local drive to the volume or folder, click the volume or folder, and then click Map Network Drive.
Note   When you map a network drive, by default you are connected under the user name and password you used to log on. To connect under a different user name, type the user name in the Connect As box.
The following procedures illustrate how to connect to a NetWare volume using the command-line interface.
To connect to a volume to which you are not authenticated

At the command prompt, type:
net use <drive>: <UNCpath or NetWarepath> /user:.cn.ou.ou.o password

where cn is the NDS common name, ou is the organizational unit, and o is the organization. The tree location, user name, and context can be typed in either the name type or the typeless name format at the command prompt.
To connect to a volume to which you are authenticated

At the command prompt, type:
net use <drive>: <UNCpath or NetWarepath>

For example, to redirect the G drive to the folder \Data\Mydata of the A volume on server B using UNC naming syntax, type:
net use G: \\B\A\data\mydata
If you see the error message, “The password is invalid for \\<server name>\<volume name>[\<directory name>...],” then your user name and password are not valid and you cannot be authenticated. Follow the procedure “To connect to a volume to which you are authenticated,” earlier in this section.
Note   When you connect to NetWare file resources using the command-line interface, you can use the next available drive letter by replacing the drive letter with an asterisk (*) in the syntax. For example,
net use * <UNCname or NetWarename>
If you prefer to be prompted for a password, you can replace the password in the command line with an asterisk (*). When you type your password at the command prompt, it does not appear on the screen.
Using the Net View Command
At the command prompt, use the net view command to view NetWare file resources or view the list of network servers. The net view command is similar to the NetWare slist utility.
To display a list of NetWare file servers

At the command prompt, type:
net view /network:nw
To display volumes on a specific NetWare file server

At the command prompt, type:
net view \\<nwservername> /network:nw

For example, to view the volumes on NetWare server B, type:
net view \\B /network:nw
To display the contents of a directory on a NetWare file server running NDS

At the command prompt, type:
dir \\<directory path>
Login Scripts
A NetWare login script is a list of commands that are executed each time the user logs on to the NetWare network. Login scripts can create settings for user defaults such as drive mappings, search drive mappings, printer configurations, and other variable settings that define the user’s environment configuration on the NetWare network. Thus, they enable you to create a consistent user environment.
Login scripts reside on NetWare servers and execute when you access NetWare networks through Client Service for NetWare or Gateway Service for NetWare. If you want to use a NetWare login script to set up variables on the NetWare network each time a user connects to the NetWare network, you must enable the Login Script option in the Client Service for NetWare or the Gateway Service for NetWare dialog box. When you enable the Login Script option in Gateway Service for NetWare, the NetWare login script is executed when you log on to the computer. The variables in the NetWare login script then apply for all users that access the NetWare network through Gateway Service for NetWare. When you enable the Login Script option in Client Service for NetWare, the NetWare login script is executed when the user is authenticated to the NetWare network and the NetWare login script variables only apply to the individual user.
Bindery-based and NDS versions of NetWare enable you to use different login scripts. The bindery-based server version provides system and user login scripts that are executed at the system-wide level and at the user level, respectively. The system login script sets variables for all users on a server.
NDS enables you to use four types of login scripts that work in sequence to set users rights to services at the container, profile, and user level. NDS enables you to use the following login scripts:

The NDS container login script is similar to the system login script in the NetWare bindery-based server version but sets global variables at the container level so that you can set variables for different organizations.

The NDS profile login script allows you to set variables for users who need common access to specific applications or members of workgroups.

The user login script allows you to set variables for individual users.

The default login script is executed when a user login script is not available.
For detailed information about setting up a NetWare login script, see your NetWare documentation. For information about troubleshooting login scripts accessed through Gateway Service for NetWare or Client Service for NetWare, see “Troubleshooting NetWare Login Scripts” later in this chapter.
Troubleshooting Windows 2000 and NetWare Connectivity
The following sections explain how to troubleshoot common problems, including incorrect setup and login scripts, and describe the tools you can use to do so.
Windows 2000 Troubleshooting Tools
Windows 2000 has several tools that allow you to determine computer settings and perform diagnostic tests to resolve communication problems.
Ipxroute Config
This command-line utility enables you to troubleshoot IPX connectivity problems and provides information about the current state of the stack. It displays the current IPX status, including the network number, media access control (MAC) address, interface name, and frame type. To use this utility, type ipxroute config at the command prompt.
Ipxroute Ripout
This command uses RIP to determine if there is connectivity to a specific network. To use this command, type ipxroute ripout <network number> at the command prompt.
Network Monitor
Network Monitor enables you to detect and troubleshoot problems on LANs and on WANs, including RAS links. With Network Monitor you can identify network traffic patterns and network problems. For example, you can locate client-to-server connection problems, find a computer that makes a disproportionate number of work requests, capture frames (packets) directly from the network, display and filter the captured frames, and identify unauthorized users on your network.
Windows 2000 Server includes a version of Network Monitor that allows you to capture traffic coming to or going from the local computer. This version of Netmon is not available with Windows 2000 Professional. For more information about network monitoring, see “Monitoring Network Performance” in the Server Operations Guide.
Troubleshooting Common Problems
Most connectivity problems between Windows 2000 and NetWare are caused by an incorrect setup. Without proper setup, access to NetWare resources is either inconsistent or nonexistent.
If you experience any of the following symptoms when connecting to the NetWare network, you probably have an incorrect setup:

Access is denied to applications residing on NetWare servers.

Programs fail to run and display error messages.

Data throughput is slow.

Users see the error message “Server not found.”

Users are denied access to network resources located on NetWare servers.

Access to NetWare resources is limited.

Some clients have some access to NetWare services, but others have no access.

Users can connect to servers running Windows 2000 and Windows NT, but not to NetWare servers.

Users can connect to some NetWare servers but not to others.
Because connectivity involves resources on both Windows 2000 and NetWare computer resources must be set up correctly on both Windows 2000–based computers and NetWare computers.
First, verify that access to NetWare resources is correctly configured on the NetWare file servers. You must check a variety of parameters, depending on the problem and its severity. Consider the following questions when resolving connectivity problems:

Are user accounts set up correctly on the NetWare file server?

Are the appropriate groups set up?

Is group membership set up correctly?

Are the correct rights set for the required resources?
Note   Contact your NetWare administrator or consult your NetWare documentation for information on proper NetWare configuration procedures.
When you have verified that the necessary configurations and rights are set up on the NetWare file servers and the problem has still not been resolved, test the configuration on the Windows 2000–based computer. For best results, follow the steps in Figure 12.17. Each step is discussed later in this section.
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Figure 12.17   Troubleshooting Windows 2000 and NetWare Connectivity Problems
Are NWLink and Gateway Service for NetWare or Client Service for NetWare installed?
For a client or server running Windows 2000 to access NetWare servers, NWLink and Gateway Service for NetWare or Client Service for NetWare must be installed on the computer running Windows 2000. When Gateway Service for NetWare or Client Service for NetWare is installed, NWLink is installed automatically.
To verify NWLink and Gateway Service/Client Service installation
 1.
Double-click My Computer, double-click Control Panel, and then double-click Network and Dial-up Connections.
 2.
In the Network and Dial-up Connections window, right-click the connection you want to configure, and then click Properties.
 3.
In the properties for your connection, verify that NWLink and either Gateway Service for NetWare or Client Service for NetWare is listed.
For more information about how to install Client Service for NetWare or Gateway Service for NetWare, see “Configuring Gateway Service and Client Service” earlier in this chapter.
Are the correct frame type and network number installed?
When you install Gateway Service for NetWare or Client Service for NetWare and NWLink, the Auto Detect feature is enabled. For more information about Auto Detect, see “NWLink Auto Detect” earlier in this chapter. In most cases, Auto Detect detects the correct frame type and network number. However, problems can occur when a network is using multiple frame types or when an incorrect frame type is set manually. If NWLink detects no network traffic, NWLink sets the frame type to 802.2.
To verify that the frame type is set to Auto Detect
 1.
In the properties box for your connection, double-click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol.
 2.
On the General tab, verify that Auto frame type detection is selected as the adapter method.
To determine the frame type set on the NetWare server
 1.
Connect to the NetWare server system console locally or connect to it remotely by using the NetWare Rconsole utility.
 2.
At the console, type:
Config



The frame type is displayed.
To determine the installed frame type and network number on the Windows 2000 Server–based computer
 1.
Click Start, point to Programs, and then click Command Prompt.
 2.
At the command prompt, type:
ipxroute config

Verify that the frame and network number in the Frame and Network columns are correct for your installation.

If you have multiple network adapters, examine the Node MAC address column to determine the network number that is associated with the specified card.
To manually set the correct frame type and network number, follow the procedures in “Frame Types and Network Numbers,” earlier in this chapter.
Is the computer set to the correct bindery server or to the correct NDS tree and context?
When Gateway Service for NetWare or Client Service for NetWare is configured with an incorrect bindery server or an incorrect context within the NDS tree, users have problems accessing network resources.
To reset the current preferred server or default tree and context
 1.
Double-click My Computer, then double-click Control Panel.
 2.
In Control Panel, double-click the Gateway Service for NetWare or the Client Service for NetWare icon.
 3.
The preferred bindery server or default tree and context is displayed.
 4.
If the default tree and context or preferred server is incorrect, select the correct default tree and context or preferred server, and then click OK.
Note   If you do not want to set a preferred server, click None. You then connect to NetWare through the nearest available NetWare bindery-based server. However, you are not actually logged on to this server; you can use it only for browsing.
Are the user name and password the same across the LAN servers?


If a user running Windows 2000 Professional cannot gain access to certain servers on the network, the user name and password might not be synchronized across the network.
To determine whether the user name and password is synchronized
 1.
Log on to the network on the Windows 2000 Professional–based computer that is having a problem, using a user name and password combination that is known to work.
 2.
If you can access the desired network resources using this alternate account, the original account needs to be synchronized across the network. Set the password on the client running Windows 2000 to propagate the password across the network.
Tip   Use the Change Password option on the client running Windows 2000 Professional to automatically modify the password on both the servers running Windows 2000 and the NetWare servers. If you modify the password only on the NetWare servers, it does not propagate to the servers running Windows 2000.
Are the file sizes and timestamps for Gateway Service or Client Service and IPX/SPX files correct?
In some instances files do not copy correctly, or they become corrupt during the file copy process.
To determine if the file sizes and timestamps are correct
 1.
Examine the file sizes and timestamps for the files created when NWLink, Gateway Service for NetWare, or Client Service for NetWare is installed on the Windows 2000–based client or server that is having a problem.

For a list of files that are installed when Gateway Service for NetWare or Client Service for NetWare is installed on a computer running Windows 2000 see “NWLink” and “Gateway Service and Client Service” earlier in this chapter.
 2.
Make sure that they are the same as the identical files on a working Windows 2000–based client or server.

If the file sizes and timestamps are not identical, your files could be corrupt.
To correct a problem with file corruption
 1.
In the properties for your network connection, select Client Service for NetWare on a Windows 2000 Professional computer or Gateway (and Client) Services for NetWare on a Windows 2000 Server computer, click Uninstall, and then click OK.
 2.
Check whether all of the Gateway Service for NetWare or Client Service for NetWare and NWLink files have been deleted. If any files remain, rename them rather than deleting them, in case you need them later. To rename the files, replace each file name extension with .bak (for example, rename file Nwlnknb.sys to Nwlnknb.bak, and so forth).
 3.
Reinstall Gateway Service for NetWare or Client Service for NetWare.
Troubleshooting NetWare Login Scripts
Login scripts set the user environment on NetWare servers and are used when the servers are accessed. Therefore, they need to be set correctly for optimal performance. You might experience the following problems when login scripts are activated through Client Service for NetWare or Gateway Service for NetWare.
CX Command
The user receives the following error message when the NetWare login script attempts to change context using a relative path: “The context you want to change to does not exist.”


Nwscript.exe parses the NetWare login script. The CX command changes the context and can be used as follows: “cx ..”. This should move the user’s context one level up within the NDS hierarchy. Instead, the user receives an error message.
To correct this problem, use absolute paths in login scripts. For example, type:
cx .somecontainer
Capture Command
Error 255 is reported in line 668 of Spool.c when the login script containing the following line is run:
#COMMAND /c CAPTURE /S=servername /Q=quename
To correct this problem, replace the preceding line with the following:
#CAPTURE /S=<servername> /Q=<queuename>
Note   Capture.exe is not a supported application and often fails when run from the command-line interface. The login script processor does not actually run Capture.exe. Instead, it parses the command #CAPTURE and works in the background. Therefore, when you use the #CAPTURE command, you are running the actual Capture.exe file.
Troubleshooting Other Common Problems
In addition to potential NetWare and Windows 2000 connectivity problems related to setup and login scripts, you might experience the following problems.
Gateway Service or Client Service creates multiple licensed connections to NDS servers
If you have a NetWare NDS tree that includes more than one NetWare server, you could be using multiple licensed connections by connecting to one server for authentication and login, then mapping connections through a login script to another server. If you do this, you could be using twice the number of Novell-licensed connections as necessary.
For information about how to correct this problem, see the Microsoft Knowledge Base link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. Search the knowledge base using the keywords “connect to multiple servers” and “NDS.”
Windows 2000–based computers cannot connect to other Windows clients
By default, Windows 95–based and Windows 98–based computers use client and server-side direct hosting for the IPX/SPX protocol. Direct hosting is a feature that allows computers to communicate over IPX, bypassing the NetBIOS layer.
Windows 2000 supports server-side direct hosting but does not support client-side direct hosting. Therefore, although a Windows for Workgroups, Windows 95, or Windows 98–based client running only the IPX/SPX protocol can connect to a Windows 2000–based server, a Windows 2000–based client cannot connect to a Windows 2000–based server running only the IPX/SPX protocol. To resolve this problem you need to enable NetBIOS on the Windows 2000–based client and the Windows 2000–based server.
For information and instructions about how to enable NetBIOS on the Windows client version running on your computer, see the documentation provided with your Windows operating system.
Additional Resources

For more information about how to synchronize passwords for NetWare 4.x servers, see the Novell link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources or contact Novell.

For more information about updates on Windows NT 4.0 Directory Service Manager, see the ResourceLink link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
