Chapter 6 - Demand-Dial Routing
Microsoft® Windows® 2000 provides extensive support for demand-dial routing, the routing of packets over point-to-point links such as analog phone lines and ISDN. Demand-dial routing allows you to connect to the Internet, to connect branch offices, or to implement router-to-router virtual private network (VPN) connections.
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
For more information about unicast routing, see “Unicast Routing Overview” in this book.

For more information about Windows 2000 and IP routing, see “Unicast IP Routing” in this book.

For more information about Windows 2000 and IPX routing, see “IPX Routing” in this book.

For more information about PPP connection establishment and the PPP protocol suite, see “Remote Access Server” in this book.

For more information about virtual private networks, see “Virtual Private Networking” in this book.

For more information about the Windows 2000 Router, see “Routing and Remote Access Service” in this book.
Introduction to Demand-Dial Routing
Demand-dial routing is the forwarding of packets across a Point-to-Point Protocol (PPP) link. The PPP link is represented inside the Windows 2000 router as a demand-dial interface. Demand-dial interfaces can be used to create on-demand connections across dial-up, non-permanent or persistent media.
With local area network (LAN) and permanent wide area network (WAN) links, the interface that is being used to forward the packet is always in an active or connected state. The packet can be forwarded without having to create the physical or logical connection. However, the demand-dial interface can either be in a connected state or a disconnected state. If in a disconnected state when the packet is being forwarded, the demand-dial interface must be changed to a connected state before the packet can be forwarded.
The connection establishment process, consisting of creating a physical connection or a logical connection and a PPP connection, introduces a delay in the forwarding of the packet called the connection establishment delay. The length of the connection establishment delay varies for the type of physical or logical connection being established. For example, the connection establishment delay for analog phone lines or X.25 dialing in to a packet assembler-disassembler (PAD) can be 10 to 20 seconds or more. For Integrated Services Digital Network (ISDN) lines, the connection establishment delay can be as small as 3 to 5 seconds.
The connection establishment delay is an important consideration for applications being used across a demand-dial connection. There are two behaviors of applications to consider:

How long it takes for the application to abandon the attempt to establish network communications, also known as application time-out. If the application time-out is longer than the connection establishment delay, then the application fails to establish communications and presents an error message to the user.

How many times it attempts to establish network communications. On the first attempt, network traffic is forwarded to the demand-dial router which begins the connection establishment process. Due to the size of a finite buffer in the router, additional packets to be forwarded across the demand-dial connection that arrive during the connection establishment process might overwrite the initial application connection attempt packet. If the application tries to establish communications multiple times, then there is a better chance of forwarding an application connection attempt packet once the connection is established.
Applications that have long time-outs or multiple retries might not fail while waiting for the link to become available. Interactive applications such as Web browsers and Telnet might fail when first connecting. However, when the user retries the connection attempt, it succeeds because the first connection attempt created the demand-dial connection.
Once the connection is established, packets are forwarded across the demand-dial connection. Because the costs of demand-dial connections are typically time sensitive, after a configured amount of idle time the demand-dial link is terminated. Demand-dial connections have the benefit of allowing the user to use cheaper dial-up WAN links and only pay for the link when it is being used.
Demand-Dial Routing and Remote Access
Demand-dial routing is not the same as remote access; remote access connects a single user to a network, and demand-dial routing connects networks together. However, both remote access and demand-dial routing use PPP as the protocol mechanism to negotiate and authenticate the connection and encapsulate data sent on the connection. As implemented in the Windows 2000 Routing and Remote Access service, both remote access and demand-dial connections can be enabled separately but share the same:

Behavior of the dial-in properties of user accounts.

Security, including authentication protocols and encryption.

Use of remote access policies.

Use of Windows or Remote Authentication Dial-In User Service (RADIUS) as authentication providers.

IP and Internetwork Packet Exchange (IPX) address allocation configuration.

Use of PPP features such as Microsoft Point-to-Point Compression (MPPC), Multilink, and Bandwidth Allocation Protocol (BAP).

Troubleshooting facilities including event logging, Windows or RADIUS authentication and accounting logging, and tracing.
Types of Demand-Dial Connections
Demand-dial connections can be characterized in the following ways:

On-demand or persistent

Two-way initiated or one-way initiated
The decision to use one or the other impacts the configuration of the demand-dial interface.
On-Demand and Persistent Connections
On-demand connections are used when the cost of using the communications link is time-sensitive. For example, long distance analog phone calls are charged on a per-minute basis. With on-demand connections, the connection is made when traffic is forwarded, and the connection is terminated after a configured amount of idle time.
Idle disconnect behavior can be configured on the calling router and the answering router:

To configure idle disconnect on the calling router, the router initiating the connection, set an idle disconnect time on the General tab of the properties of the demand-dial interface.

To configure idle disconnect on the answering router, the router accepting the connection attempt, set an idle disconnect time on the Dial-In Constraints tab of the profile properties of remote access policy being used by the demand-dial connection.
Persistent demand-dial connections use a dial-up WAN technology when the cost of the link is fixed and the connection can be active 24 hours a day. Examples of WAN technologies for persistent demand-dial connections include local calls that use analog phone lines, leased analog lines, and flat-rate ISDN. If a persistent connection is lost, the calling router immediately attempts to reestablish the connection.
Persistent connection behavior must be configured on the calling router and the answering router.
To configure connection persistence on the calling router
 1.
In the Routing and Remote Access snap-in, right-click the demand-dial interface under Routing Interfaces, and then click Properties.
 2.
On the Options tab, select Persistent connection.
To configure connection persistence on the answering router
 1.
In the Routing and Remote Access snap-in, right-click the remote access policy being used by the demand-dial connection under Remote Access Policies, and then click Properties.
 2.
Click Edit profile.
 3.
On the Dial-in Constraints tab, clear the Disconnect if idle for check box.
Both the calling router and the answering router must be configured for connection persistence. If the calling router is configured for a persistent connection and the answering router is configured for an idle disconnect, then the answering router terminates the connection after the specified idle time. The calling router must then reestablish the demand-dial connection, causing a pause in the forwarding of packets equal to the connection establishment delay.
Two-Way and One-Way Initiated Connections
With two-way initiated connections, either router can be the answering router or the calling router depending on who is initiating the connection. Both routers must be configured to initiate and accept a demand-dial connection. You use two-way initiated connections when traffic from either router can create the demand-dial connection. Two-way initiated demand-dial connections require that:

Both routers are configured as LAN and WAN routers.

User accounts are added for both routers so that the authentication credentials of the calling router are accessed and validated by the answering router.

Demand-dial interfaces, with the same name as the user account that is used by the calling router, are fully configured at both routers, including the phone number of the answering router and user account credentials to authenticate the calling router.

Static routes are configured on both routers.
For two-way initiated demand-dial routing to work properly, the user name of the calling router must match the name of a demand-dial interface on both sides of the connection. Table 6.1 shows an example of this configuration. 
Table 6.1   Example of Two-Way Initiated Connection Configuration
Router
Demand-Dial Interface Name
User Account Name
Corporate office router
NewYorkRouter
CorpHub
Branch office router
CorpHub
NewYorkRouter
With one-way initiated connections, one router is always the answering router and one router is always the calling router. In one-way initiated connections, the routing configuration is simplified because user accounts, demand-dial interfaces, and static IP routes do not need to be fully configured on both sides of the connection. Instead of configuring a demand-dial interface and static routes on the answering router, static routes are added to the dial-in properties of the user account of the calling router.
When the connection is made, the static routes on the user account of the calling router are added to the IP routing table of the answering router. If routing protocols are used to propagate the new static routes, then there is a delay between the time the connection is made and the time when all of the routers on the intranet of the answering router are aware of the new route. Therefore, hosts on the intranet of the calling router might experience a delay between the time that the connection is made and the time when they begin to receive traffic back from hosts on the intranet of the answering router.
If your answering router is in a Windows 2000 mixed-mode domain or in a Microsoft® Windows NT® version 4.0 domain, static routes on the user account are not available. In this case, one-way initiated connections require that:

Both routers are configured as LAN and WAN routers.

A user account is added for the authentication credentials of the calling router.

A demand-dial interface is configured at the calling router with the user credentials of the user account. A demand-dial interface is configured at the answering router with the same name as the user account that is used by the calling router. The demand-dial interface of the answering router is not used to dial out, therefore it is not configured with the phone number of the calling router or with valid user credentials.
Components of Demand-Dial Routing
The main components of demand-dial routing are the calling router, the answering router, and the connection medium as illustrated in Figure 6.1.
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Figure 6.1   Components of Demand-Dial Routing
Calling Router
The calling router initiates the demand-dial connection. It contains the following components:

Routing and Remote Access service

The Routing and Remote Access service on the calling router must be configured as a LAN and WAN router and configured for IP address allocation (either using DHCP or a static pool) and authentication methods.

Port

A port is a logical or physical communications channel capable of supporting a single PPP connection. Physical ports are based on equipment installed in the calling router. Virtual private network (VPN) ports are logical ports.

Demand-dial interface

A demand-dial interface configured on the calling router represents the PPP connection and contains configuration information such as the port to use, the addressing used to create the connection (such as a phone number), authentication and encryption methods, and authentication credentials.

Route

An IP or IPX route in the routing tables of the calling router is configured to use a demand-dial interface to forward traffic.
Answering Router
The answering router, the router that accepts an initiated demand-dial connection from a calling router, contains the following components:

Routing and Remote Access service

The Routing and Remote Access service on the answering router must be configured as a LAN and WAN router and configured for IP address allocation (either using DHCP or a static pool) and user authentication.

Port

A port is a logical or physical communications channel capable of supporting a single PPP connection. Physical ports are based on equipment installed in the answering router. Virtual private network (VPN) ports are logical ports.

User account

To authenticate the calling router, the credentials of the calling router must be verified by the properties of a corresponding user account. A user account for the calling router must be either locally present or available through Windows 2000 security. If the answering router is configured for RADIUS authentication, then the RADIUS server must have access to the user account of the calling router.
The user account must have the following settings:

On the Dial-in tab, remote access permission is set to either Allow access or Control access through Remote Access Policy.

On the General or Account tab, User must change password at next logon is disabled and Password never expires is enabled.
For a one-way initiated connection, configure static IP routes that are added to the answering router’s routing table when the demand-dial connection is made.

Demand-dial interface

For two-way initiated connections, a demand-dial interface configured on the answering router represents the PPP connection to the calling router. For a one-way initiated connection using static routes on the user account of the calling router, a demand-dial interface on the answering router does not need to be configured.

Route

For two-way initiated connections, an IP or IPX route in the routing tables of the calling router is configured to use a demand-dial interface to forward traffic.

For one-way initiated connections, you can configure the user account of the calling router with static IP routes.

Remote access policy

To specify connection parameters that are specific to demand-dial connections, create a separate remote access policy that uses the Windows-Groups attribute set to the group, which has all of the user accounts for calling routers as members. A separate remote access policy for demand-dial connections is not required.
Connection Medium
The PPP link is established over either a physical medium or a tunnel medium. Physical mediums include analog phone lines and ISDN. Tunnel mediums include Point-to-Point Tunneling Protocol (PPTP) and Layer Two Tunneling Protocol (L2TP).
Demand-Dial Routing Process
The following sequence outlines the demand-dial routing process when both the calling router and the answering router are Windows 2000 routers:
 1.
Upon receipt of a packet, the calling router finds the best route to forward the packet.
 2.
If the interface on the best route is a demand-dial interface, the connection state of the interface is checked.

If the connection state is “Connected,” then the packet is forwarded across the interface subject to the packet filters configured on the interface.

If the connection state is “Disconnected,” then the IP or IPX forwarder component calls the Dynamic Interface Manager with instructions to bring up the demand-dial interface in the route.
 3.
The Dynamic Interface Manager checks the dial-out hours and demand-dial filters configured on the interface. If dial-out hours or demand-dial filters prohibit the initiation of the demand-dial connection, the connection attempt is terminated and the Unreachability reason on the interface is set. For more information about the unreachability reason, see “Troubleshooting Tools” later in this chapter.
 4.
If the demand-dial connection is allowed, the Dynamic Interface Manager retrieves the configuration of the indicated demand-dial interface from SystemRoot\system32\ras\router.pbk.
 5.
Based on the port of the demand-dial interface configuration, a physical or logical connection with the endpoint of the connection is made.

For direct serial or direct parallel configurations, there is no phone number. A physical connection is made between the two computers using the serial or parallel port.

For modem or ISDN ports, the configured phone number is dialed using the configured port. If the configured port is not available, another port of the same type is used. If no other ports of the same type are available, then the connection attempt is terminated and the unreachability reason is set.

For VPN connections, the configured IP address or host name is used to establish either a PPTP tunnel (for PPTP connections) or an IPSec security association and an L2TP tunnel (for L2TP over IPSec connections).
 6.
Once the physical or logical connection is made, a PPP connection is negotiated with the endpoint. PPP connection behavior that is specific to demand-dial connections is as follows:

The calling router is allocated an IP address by the answering router and the answering router is allocated an IP address by the calling router. The allocated IP addresses should be on different subnets to prevent both routers from allocating the same IP address.

If the calling router is configured with the IP addresses of Domain Name System (DNS) or Windows Internet Name Service(WINS) servers, then DNS and WINS server IP addresses are not requested. If the calling router is not configured with the IP addresses of DNS and WINS servers, then DNS and WINS servers are requested. The answering router never requests DNS and WINS server IP addresses from the calling router.

Unlike Windows 2000 remote access clients, the calling router does not create a default route or send a DHCPINFORM message to the answering router. By default, the calling router does not register itself with the DNS or WINS servers of the answering router unless the RegisterRoutersWithNameServers registry value (HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman \PPP\ControlProtocols\BuiltIn) is set to 1.
 7.
The credentials of the calling router are sent during the PPP authentication phase based on the negotiated PPP authentication protocol.

Based on the user credentials, the answering router either:

Checks the appropriate account database and local remote access policies to accept the connection.

Sends the connection attributes to a configured RADIUS server. If the RADIUS server is a Windows 2000 Internet Authentication Service (IAS) server, it checks the appropriate user account database and remote access policies to accept the connection.
 8.
If the user account of the calling router has static routes configured, those routes become static routes in the IP routing table of the answering router.
 9.
The answering router looks in SystemRoot\System32\ras\router.pbk for the name of a demand-dial interface that matches the user name of the user credential of the calling router.

If a demand-dial interface name matching the calling router user name is found, the demand-dial interface is changed to a “Connected” connection state.
10.
Once the PPP connection establishment is completed, the calling router forwards packets across the demand-dial connection subject to the packet filters configured on the demand-dial interface.
If the user name credential of the calling router does not match the name of a demand-dial interface, the calling router is interpreted as a remote access client. If there are no static routes configured on the user account, you might have routing problems.
For example, if the calling router uses a user name credential that does not correspond to a demand-dial interface on the answering router, then the calling router is identified as a remote access client rather than a router. Packets forwarded from the calling router’s intranet are forwarded across the demand-dial connection and then forwarded by the answering router.
However, when response packets sent back to the calling router’s intranet are received by the answering router, the routes for the calling router’s intranet are configured to use a demand-dial interface. Because the demand-dial interface is in a “Disconnected” state, the answering router attempts a demand-dial connection to the calling router. If another port of the same type is available, a second demand-dial connection is made. If another port of the same type is not available, the packet is dropped and the unreachability reason is set. The end result is that either two demand-dial connections are created when only one is needed or the packet is dropped.
On-Demand Router-to-Router VPN
A router-to-router VPN connection is typically used to connect remote offices together when both routers are connected to the Internet through permanent WAN links, such as T1 or Frame Relay. In this configuration, the VPN connection is persistent and available 24 hours a day. However, when a permanent WAN link is not possible or practical, you can configure an on-demand router-to-router VPN connection.
Figure 6.2 shows an on-demand router-to-router VPN connection.
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Figure 6.2   On-Demand Router-to-Router VPN Connection
An on-demand router-to-router VPN connection consists of two demand-dial interfaces that are configured on the VPN client (the calling router):
 1.
A demand-dial interface to dial-in to a local Internet service provider (ISP).
 2.
A demand-dial interface for the router-to-router VPN connection.
An on-demand router-to-router VPN connection is automatically established when you route traffic to a specific location. For example, in a branch office configuration, when a packet is received to be routed to the corporate office, the branch office router uses a dial-up link to connect to a local ISP and then creates a router-to-router VPN connection with the corporate office router located on the Internet.
Note   This discussion assumes that the corporate office router (the answering router) is connected to the Internet using a permanent WAN link. It is possible to have both routers connected to the Internet by using a dial-up WAN link. However, this is only feasible if the Internet service provider (ISP) supports demand-dialing routing to customers; the ISP calls the customer router when an IP packet is to be delivered to the customer. Demand-dial routing to customers is not widely supported by ISPs.
To configure an on-demand router-to-router VPN connection at the branch office router, do the following:

Create a demand-dial interface for the Internet connection that is configured for the appropriate equipment (a modem or ISDN device), the phone number of the local ISP, and the user name and password to gain Internet access.

Create a demand-dial interface for the VPN connection with the corporate office router that is configured for a VPN port (a PPTP or L2TP port), the IP address of the interface on the Internet for the corporate office router, and a user name and password that can be verified by the VPN server. The user name must match the name of a demand-dial interface on the corporate office router.

Create a static host route for the IP address of the corporate office router’s Internet interface that uses the ISP demand-dial interface.

Create a static route (or routes) for the IP network of the corporate intranet that uses the VPN demand-dial interface.
To configure the corporate office router, do the following:

Create a demand-dial interface for the VPN connection with the branch office that is configured for a VPN port (a PPTP or L2TP port). The demand-dial interface must have the same name as the user name in the authentication credential that is used by the branch office router to create the VPN connection.

Create a static route (or routes) for the IP network IDs of the branch office that uses the VPN demand-dial interface.
The router-to-router VPN connection is automatically initiated by the branch office router through the following process:
 1.
Packets sent to a corporate network location from a computer in the branch office are forwarded to the branch office router.
 2.
The branch office router checks its routing table and finds a route to the corporate intranet network, which uses the VPN demand-dial interface.
 3.
The branch office router checks the state of the VPN demand-dial interface and finds it is in a disconnected state.
 4.
The branch office router retrieves the configuration of the VPN demand-dial interface.
 5.
Based on the VPN demand-dial interface configuration, the branch office router attempts to initialize a router-to-router VPN connection at the IP address of the corporate office router on the Internet.
 6.
To establish a VPN, either a TCP (by using PPTP) or UDP (by using L2TP over IPSec) packet must be sent to the corporate office router that acts as the VPN server. The VPN establishment packet is created.
 7.
To forward the VPN establishment packet to the corporate office router, the branch office router checks its routing table and finds the host route that is using the ISP demand-dial interface.
 8.
The branch office router checks the state of the ISP demand-dial interface and finds it is in a disconnected state.
 9.
The branch office router retrieves the configuration of the ISP demand-dial interface.
10.
Based on the ISP demand-dial interface configuration, the branch office router uses its modem or ISDN device to dial and establish a connection with its local ISP.
11.
Once the ISP connection is made, the VPN establishment packet is sent to the corporate office router.
12.
A router-to-router VPN connection is negotiated between the branch office router and the corporate office router. As part of the negotiation, the branch office router sends authentication credentials that are verified by the corporate office router.
13.
The corporate office router checks its demand-dial interfaces and finds one that matches the user name sent during authentication and changes the interface to a connected state.
14.
The branch office router forwards the routed packet across the VPN and the corporate office router forwards the packet to the appropriate intranet location.
15.
When the intranet location responds to the packet sent to it by the user in the branch office, the packet is forwarded to the corporate office router.
16.
The corporate office router checks its routing table and finds a route to the branch office network that uses the VPN demand-dial interface.
17.
The corporate office router checks the state of the VPN demand-dial interface and finds it is in a connected state.
18.
The response packet is forwarded across the Internet by using the VPN connection.
19.
The response packet is received by the branch office router and is forwarded to the original user.
Testing Demand-Dial Connections
You can test whether a demand-dial connection works correctly either manually or automatically.
Manual Test
By manually testing a demand-dial connection, you are testing whether the PPP link can be established. Manual testing verifies that the configuration of the authentication methods, encryption, user credentials, and address for the demand-dial interface are valid.
To manually connect a demand-dial interface
 1.
In the Routing and Remote Access snap-in, double-click Routing Interfaces.
 2.
Right-click the appropriate demand-dial interface.
 3.
Click Connect.
Once the demand-dial connection is made, the Connection Status column of the demand-dial interface changes from Disconnected to Connected.
If you cannot manually connect the demand-dial interface, see “Troubleshooting Demand-Dial Routing” later in this chapter.
Automatic
By automatically testing a demand-dial connection, you are testing whether the demand-dial connection is automatically initiated when traffic matching a configured route is sent to the demand-dial router. Before automatic testing, ensure that the appropriate static routes are configured on the calling router and answering router.
To test for an automatic connection, verify that the demand-dial interface being tested is in a disconnected state. Next, generate network traffic for a location that exists across the demand-dial connection. One easy way to generate IP traffic is to use the ping or tracert commands.
For ping and tracert, the first attempt might fail due to the connection establishment delay. However, the first packet being sent across the interface causes the demand-dial interface to be connected. Subsequent use of the testing utility is successful once the connection has been made. One way to see the connection process from an application viewpoint is to use the ping command with the “-t” command line option to continue sending Internet Control Message Protocol (ICMP) Echo Request messages until interrupted. You see “Request timed out” messages until the demand-dial connection is made, after which you see the replies.
If you cannot automatically connect the demand-dial interface, see “Troubleshooting Demand-Dial Routing” later in this chapter.
Monitoring Initiated Demand-Dial Connections with Rasmon
The connection status of a demand-dial interface can be seen from the Routing Interfaces node in the Routing and Remote Access snap-in. However, details of the demand-dial connection such as the line speed, device statistics, connection statistics, and device errors cannot be seen. To view this information for demand-dial connections initiated by the router, run the rasmon Resource Kit tool on the demand-dial router. Only demand-dial connections initiated by the router acting as a calling router will be present in rasmon. Demand-dial interfaces in a connected state due to the router acting as an answering router are not shown. The rasmon Resource Kit tool is equivalent to the rasmon tool present in Windows NT version 4.0.
Demand-Dial Routing Security
Security for demand-dial connections uses the same security features as remote access connections including:

Remote access permission

Authentication

Encryption

Callback

Caller ID

Remote access account lockout
For more information about callback, caller ID, and remote access account lockout, see “Remote Access Server” in this book and Windows 2000 Server Help.
Remote Access Permission
The user account of the calling router must be a valid account in the security database of the answering router or RADIUS server (if RADIUS authentication is being used) and it must either be granted remote access permission either explicitly in the user account (remote access permission of the dial-in properties of the user account is set to Allow access) or implicitly through the remote access permission setting on a remote access policy (the remote access permission of the dial-in properties of the user account is set to Control access through Remote Access Policy and a matching remote access policy remote access permission is set to Grant remote access).
Authentication
The calling router can be authenticated at the user level and the computer level.
User-Level Authentication
As part of the PPP connection establishment process, the calling router’s credentials must be authenticated. User-level authentication occurs through one of the following PPP authentication methods:

Password Authentication Protocol (PAP)

Shiva Password Authentication Protocol (SPAP)

Challenge Handshake Authentication Protocol (CHAP)

Microsoft Challenge Handshake Authentication Protocol version 1
(MS-CHAP v1)

Microsoft Challenge Handshake Authentication Protocol version 2
(MS-CHAP v2)

Extensible Authentication Protocol-Message Digest 5 CHAP (EAP-MD5)

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS)
In all of the previously listed authentication methods except EAP-TLS, the calling router’s credentials consist of a user name, a domain, and a password. In all of the previously listed authentication methods except PAP, the password is sent over the connection in an encrypted or hashed form.
In the case of EAP-TLS, the calling router’s credentials consist of a user certificate that is validated by the answering router. EAP-TLS requires a public key infrastructure (PKI) to issue and validate certificates.
Computer-Level Authentication
Computer-level authentication occurs in two cases for demand-dial routing:
 1.
When IPSec is used for a L2TP over IPSec demand-dial connection, computer-level authentication is performed through the exchange of computer certificates (also known as machine certificates) during the establishment of the IPSec security association .
 2.
When EAP-TLS is used for user-level authentication, the answering router authenticates itself to the calling router by sending its computer certificate.
Computer certificates require a public key infrastructure (PKI) to issue and validate certificates.
One-Way and Mutual Authentication
Authentication of the demand-dial connection can be one-way or mutual.
One-Way Authentication
With one-way authentication, the calling router authenticates itself to the answering router. PAP, SPAP, CHAP, MS-CHAP v1, and EAP-MD5 authentication methods only provide for the passing of credentials from the calling router to the answering router. With one-way authentication, the calling router does not receive any verification that the answering router is the proper router. One-way authentication does not provide protection from unauthorized or masquerading answering routers.
Mutual Authentication
With mutual authentication, the calling router authenticates itself to the answering router and the answering router authenticates itself to the calling router. Both ends of the connection verify the identity of the other end of the connection. MS-CHAP v2 and EAP-TLS authentication methods provide mutual authentication.
With MS-CHAP v2, both sides of the connection send a hash of a challenge string and the user password. If successful, both ends of the connection are ensured that the other end of the connection has access to the user account’s password.
With EAP-TLS, the calling router sends a user certificate that is validated by the answering router and the answering router sends a computer certificate that is validated by the calling router. EAP-TLS is the most secure form of mutual authentication, however it requires a PKI.
Note   Windows NT 4.0 with the Routing and Remote Access Service (RRAS) supports a feature called two-way authentication. Two-way authentication uses one-way authentication methods to perform mutual authentication. When two-way authentication is enabled on a demand-dial interface, the calling router forces the answering router to authenticate itself after the calling router authenticates itself to the answering router. A Windows 2000 calling router never requests to authenticate a Windows NT 4.0 RRAS answering router. However, a Windows 2000 answering router authenticates itself when requested by a Windows NT 4.0 RRAS calling router.
Encryption
There are two forms of encryption available for demand-dial connections: Microsoft Point-to-Point Encryption (MPPE) and Internet Protocol Security (IPSec).
MPPE
All PPP connections, including PPTP but not including L2TP, can use Microsoft Point-to-Point Encryption (MPPE). MPPE uses the Rivest-Shamir-Adleman (RSA) RC4 stream cipher and is only used when either the EAP-TLS or MS-CHAP (version 1 or version 2) authentication methods are used.
MPPE can use 40-bit, 56-bit, or 128-bit encryption keys. The 40-bit key is designed for backward compatibility. By default, the highest key strength supported by the calling router and answering router is negotiated during the connection establishment process. If the answering router requires a higher key strength than is supported by the calling router, the connection attempt is rejected.
IPSec
For demand-dial connections using L2TP over IPSec, encryption is determined by the establishment of the IPSec security association (SA). The available encryption algorithms include:

DES with a 56-bit key.

Triple DES (3DES), which uses three 56-bit keys and is designed for high-security environments.
The initial encryption keys are derived from the IPSec authentication process. For more information about IPSec settings for L2TP over IPSec connections, see “Virtual Private Networking” in this book. For more information about IPSec, see “Internet Protocol Security” in the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide.
Demand-Dial Interface Packet Filtering
IP and IPX packet filters on the demand-dial interface can be used to restrict the types of traffic that are allowed in to (input filters) and out of (output filters) the interface. IP and IPX packet filtering only occurs when the demand-dial interface is in a connected state.
Packet filtering is especially useful for an extranet, a portion of your private intranet that is accessible to business partners over demand-dial connections. For example, when a business partner makes a demand-dial connection, packet filters on the demand-dial interface can restrict the TCP/IP traffic to only specific network segments or specific resources as identified by IP address and TCP or UDP port number.
Remote Access Policy Profile Packet Filtering
In addition to demand-dial interface packet filtering, TCP/IP packet filters can be configured on the profile of the remote access policy configured for calling routers. While primarily designed to restrict the traffic of remote access connections, remote access policy profile–based TCP/IP packet filters can be used for demand-dial routing. Rather than configure the same IP packet filters on many demand-dial interfaces, if all the demand-dial connections share the same IP packet filters and remote access policy, then remote access policy profile packet filters allow you to configure the IP packet filters once for all the demand-dial connections.
Creating User Accounts with the Demand-Dial Wizard
When a demand-dial interface is created with the Demand-Dial wizard in the Routing and Remote Access snap-in, the Add a user account so a remote router can dial in option on the Protocols and Security page of the wizard allows you to create a new user account that is used by the calling router. When this option is selected, a user account with the same name as the demand-dial interfaces is created in the security accounts database being used by the router on which the demand-dial interface is being created.
Table 6.2 lists where the user account is created.
Table 6.2   Location of User Accounts Created by the Demand-Dial Wizard
Router
Where the Account Is Created
Stand-alone
A local account as if created through the Local Users and Groups snap-in.
Domain controller
A domain account as if created through the Active Directory Users and Groups snap-in.
Member of a domain
A local account as if created through the Local Users and Groups snap-in.
In all cases, the remote access permission is set to Allow access even though for a new account in a Windows 2000 native mode domain or a stand-alone router, the default remote access permission for newly created accounts is set to Control access through Remote Access Policy. This behavior can cause some confusion if you are using the access by policy administrative model. In the access by policy administrative model, the remote access permission of all user accounts is set to Control access through Remote Access Policy and the remote access permission of individual policies are set to either Grant remote access or Deny remote access.
When the user account is created, it is created with the current default password settings and policies set for your domain. Verify that each user account used by calling routers have the following password settings on the Account tab on the properties sheet of the user account:

User must change password at next logon is disabled.

If enabled, then you must manually disable this setting for accounts created with the Demand-Dial Wizard. If you do not disable this setting, then a demand-dial router is unable to connect using this account. When the calling router sends its credentials, the calling router is prompted to change the password. Because the initiation of a demand-dial connection is not an interactive process involving a user, the calling router is unable to change the password and aborts the connection attempt.

Password never expires is enabled.

Because the demand-dial connection process is not interactive, if the password expires, the calling router is prompted to change the expired password and the connection attempt is aborted.
Preventing Demand-Dial Connections
While on-demand demand-dial routing provides a lower cost solution than a dedicated WAN link, each connection that a demand-dial router makes can incur a monetary cost. For example, the cost of dial-up analog lines are time and distance sensitive. For ISDN lines, you might be charged for each call that is made in addition to time and distance charges.
To prevent demand-dial connections from occurring, and therefore incurring the costs associated with each connection, Windows 2000 demand-dial routing allows the configuration of demand-dial filters and dial-out hours.
Demand-Dial Filters
Demand-dial filters are used to specify what types of TCP/IP traffic either creates the connection or ignores it for the purposes of creating the connection. For example, if you only want a demand-dial connection to be initiated for Web traffic, set the demand-dial filters so that only traffic to TCP destination port 80 can initiate the connection. Demand-dial filters are only relevant for a demand-dial interface that is in a disconnected state.
To set demand-dial filters on a demand-dial interface
 1.
In the Routing and Remote Access snap-in, double-click Routing Interfaces, and then right-click the appropriate demand-dial interface.
 2.
Click Set IP Demand-Dial filters.
 3.
Click Add, configure the filter settings, and then click OK.
 4.
Click the appropriate filter action, either Only for the following traffic to initiate a demand-dial connection for traffic matching the configured filters or For all traffic except to not initiate a demand-dial connection for traffic matching the configured filters.
Note   Demand-dial filters are different than IP packet filters. Demand-dial filters define what traffic initiates a demand-dial connection. IP packet filters define what traffic is allowed in and out of the demand-dial interface once it is connected. Because IP packet filters are applied after the connection is initiated, it is recommended that if you have configured IP output packet filters that prevent the flow of TCP/IP traffic on the demand-dial interface, then configure the same filters as demand-dial filters. If you do, then the demand-dial connection is never established for traffic that is discarded by the IP packet filters for the demand-dial interface.
Dial-Out Hours
Dial-out hours are used to specify when the demand-dial connection can be made. With dial-out hours, you can specify the time of day and day of the week that a demand-dial connection is either allowed or denied. For example, if a specific demand-dial interface is intended to be used for backing up data from 12:00 midnight to 4:00 A.M. during weekdays, then you can set the dial-out hours to only permit connections during those days and times.
To set dial-out hours on a demand-dial interface
 1.
In the Routing and Remote Access snap-in, double-click Routing Interfaces, and then right-click the appropriate demand-dial interface.
 2.
Click Dial-out Hours.
 3.
In the Dial-out Hours dialog box, select days and times to either permit or deny a connection, and then click OK.
The day and time used for comparison with the configured dial-out hours is the current day and time of the Windows 2000 router on which the demand-dial interface resides. By default, all times on all days are permitted.
When the current time corresponds to a time that the demand-dial connection is denied with dial-out hours, a demand-dial interface that is in a connected state is not automatically disconnected. Dial-out hours only apply to demand-dial interfaces in a disconnected state.
Demand-Dial Routing and Routing Protocols
The method of updating the routing tables of demand-dial routers depends on the type of demand-dial connection.

For on-demand connections, use static routing.

For persistent connections, use dynamic routing with routing protocols.
On-Demand Connections
The recommendation of static routing for on-demand demand-dial connections is based on the fact that the routing protocols provided with the Windows 2000 Routing and Remote Access Service (Routing Information Protocol [RIP] for IP, Open Shortest Path First [OSPF], RIP for IPX, Service Advertising Protocol [SAP] for IPX) have a periodic advertising behavior that can cause the connection to be made for each advertisement or to keep the connection up permanently if the advertising interval is less than the idle time-out. Due to the time, distance, and cost-sensitive nature of typical dial-up WAN links, running routing protocols over on-demand connections is not recommended.
Static routes for demand-dial routing are either manually configured or automatically configured by using autostatic updates, discussed later in this section.
Manual Configuration of Static Routes
Manual configuration of static routes is the adding of static routes that are available across the demand-dial interface using the Routing and Remote Access snap-in. For TCP/IP traffic, static IP routes must be added.
To add a static IP route that uses a demand-dial interface
 1.
In the Routing and Remote Access snap-in, double-click IP Routing, and then right-click Static routes.
 2.
Select New, and then click Static route.
 3.
In the Interface box, select the demand-dial interface.
 4.
Type the appropriate values for Destination, Network mask, and Metric.
 5.
If you do not want traffic for this static route to initiate the demand-dial connection, clear the Use this route to initiate demand-dial connections check box.
Note   The Gateway field is not available when a demand-dial interface is selected. A demand-dial interface is a point-to-point connection and the forwarding IP address of the Gateway field is not needed to forward the IP traffic.
For IPX traffic, static IPX routes and static SAP services must be added.
Using a Default IP Route for an On-Demand Connection
Make sure to use the default IP route (0.0.0.0/0) carefully. While the default route can be used to simplify configuration of static routing over on-demand connections, you must consider its implications. The default IP route effectively summarizes all IP destinations and becomes the route used to forward IP packets when another more specific route is not found.
The use of the default route is an assumption that all other destinations is in the direction of the default route. When you are using a demand-dial interface to connect to the Internet, this is a valid assumption. However, when you are using a demand-dial interface to connect a branch office to a corporate office in a private intranet, the use of a default route needs to be carefully considered.
If a default IP route is configured to use a demand-dial interface, then the demand-dial connection can be initiated for IP traffic that is unreachable. For example, if an organization is using the private IP network 10.0.0.0/8 for its address space and a branch office uses 10.1.1.0/24 for the hosts of the branch office, then the static routing of the branch office router can be configured in the following ways:

Configure a static route for 10.0.0.0/8 using the on-demand demand-dial interface.

If someone in the branch office attempts to send traffic to the destination IP address of 192.168.0.1, the router at the branch office does not have a route in its routing table for the packet. The packet is discarded and an ICMP Destination Unreachable-Host Unreachable message is sent to the sending host.

Configure a default route for 0.0.0.0/0 using the on-demand demand-dial interface.

If someone in the branch office attempts to send traffic to the destination IP address of 192.168.0.1, the router at the branch office initiates the connection and forward the packet across the demand-dial connection to the corporate router. Neither the corporate router nor another router on the corporate intranet has a route in its routing table for the packet. The packet is discarded and an ICMP Destination Unreachable-Host Unreachable message is sent to the sending host.
Using a default route for branch office connectivity can produce undesirable results for unreachable traffic.
Autostatic Updates
While manually entering a small number of static routes might be a feasible solution, when the number of routes is large or routes change, manual configuration is no longer a viable administrative option. To automatically add routes and services to the routing tables of a Windows 2000 router, the Routing and Remote Access service supports autostatic updates across demand-dial interfaces.
An autostatic update requests all known routes or services from the router on the other side of the connection and adds them to the routing tables of the requesting router. An autostatic update is a one-time, one-way exchange of routing information. After the routes are sent, the two routers do not periodically advertise even though the connection remains in a connected state.
Note   The “auto” in autostatic is the automatic adding of routes as static routes in a routing table. Autostatic updates do not occur automatically when the demand-dial connection is made.
To use autostatic updates for IP routes, the demand-dial interface must be added to the RIP routing protocol. The default operation mode for demand-dial interfaces for RIP is Autostatic update mode. The default outgoing packet protocol is RIP version 2 multicast. The default settings are correct when initiating a connection with another Windows 2000 router.
To use autostatic updates for IPX routes and SAP services, the demand-dial interface must be added to the RIP for IPX and SAP for IPX routing protocols. The default update mode for demand-dial interfaces for RIP for IPX is No update. You must change the update mode to Autostatic. The default update mode for demand-dial interfaces for SAP for IPX is No update. You must change the update mode to Autostatic.
To change the update mode
 1.
In the Routing and Remote Access snap-in, double-click IPX Routing.
 2.
For RIP for IPX, click RIP for IPX, right-click the appropriate demand-dial interface, click Autostatic under Update mode, and then click OK.
 3.
For SAP for IPX, click SAP for IPX, right-click the appropriate demand-dial interface, click Autostatic under Update mode, and then click OK.
Note   When an autostatic update is requested, the existing routes that were obtained through a previous autostatic update are deleted before the request for routes is sent. If there is no response to the request, then the router cannot replace the routes it has deleted. This might lead to a loss of connectivity to remote networks.
Autostatic updates can be made manually or on a scheduled basis.
Manual Autostatic Updates
To manually update static IP routes across a demand-dial interface, perform the following procedure.
To manually perform an IP autostatic update
 1.
In the Routing and Remote Access snap-in, double-click IP Routing, and then double-click General.
 2.
Right-click the appropriate demand-dial interface, and then click Update Routes.
If the demand-dial interface is in a disconnected state, the connection is automatically made. After the link is in a connected state, the autostatic update begins. The autostatic update only transfers routing information from the answering router to the calling router. To transfer routing information from the calling router to the answering router, perform the preceding procedure on the answering router.
The transfer of IP routing information occurs through RIP for IP. The router on which the update was initiated sends a General RIP Request. The router on the other end of the connection responds with a RIP Response containing all of the appropriate routes in its IP routing table. The RIP routes received by the requesting router are automatically added as static routes to the requesting router’s IP routing table. For more information about RIP messages, see “Unicast IP Routing” in this book.
To manually update static IPX routes and SAP services across a demand-dial interface, perform the following procedure.
To manually perform an IPX and SAP autostatic update
 1.
In the Routing and Remote Access snap-in, double-click IPX Routing and then open General.
 2.
Right-click the appropriate demand-dial interface, and then click Update Routes.
Just as in the case of an IP autostatic update, if the demand-dial interface is in a disconnected state, the connection is automatically made. After the link is in a connected state, the auto static update begins. The autostatic update only transfers routing and service information from the answering router to the calling router. To transfer routing and service information from the calling router to the answering router, perform the preceding procedure on the answering router.
The transfer of IPX routing information occurs through RIP for IPX. The router on which the update was initiated sends a RIP General Request. The router on the other end of the connection responds with a RIP Response containing all of the appropriate routes in its IPX routing table. The RIP for IPX routes received by the requesting router are added as static routes to the requesting router’s IPX routing table. For more information about RIP messages, see “IPX Routing” in this book.
The transfer of SAP service information occurs through SAP for IPX. The router on which the update was initiated sends a SAP General Request. The router on the other end of the connection responds with a SAP Response containing all of the appropriate services in its SAP service table. The SAP services received by the requesting router are added as static services to the requesting router’s SAP service table. For more information about SAP messages, see “IPX Routing” in this book.
Scheduled Autostatic Updates
Autostatic updates can be scheduled to occur periodically through a combination of a batch file or netsh script and Windows 2000 Scheduled Tasks. To perform an autostatic update using RIP for IP and the netsh script, the following netsh commands are run:
netsh interface set interface name=<Demand-Dial interface name> connect=CONNECTED
netsh routing ip rip update <Demand-Dial interface name>
netsh interface set interface name=<Demand-Dial interface name> connect=DISCONNECTED
For example, to update IP routes using a demand-dial interface called CorpHub, the netsh commands are:
netsh interface set interface name=CorpHub connect=CONNECTED
netsh routing ip rip update CorpHub
netsh interface set interface name=CorpHub connect=DISCONNECTED
The netsh commands can be run from a Windows 2000 batch file or they can be placed in a netsh script file. For example, the following script file Corphub.scp is created to run the preceding commands:
interface set interface name=CorpHub connect=CONNECTED
routing ip rip update CorpHub
interface set interface name=CorpHub connect=DISCONNECTED
To run the preceding script file, run the following at the command line:
netsh -f corphub.scp
After the Windows 2000 batch file or netsh script file is created, you can configure it to run periodically through Windows 2000 Scheduled Tasks.
Persistent Connections
For persistent demand-dial connections, routing protocols can be enabled to operate in the same fashion as LAN interfaces to provide dynamic updates of routing tables. Special configuration of the routing protocol for a persistent demand-dial interface is outlined in Table 6.3.
Table 6.3   Changes to Default Routing Protocol Configuration for Demand-Dial Interfaces
Routing Protocol
Configuration Change
RIP for IP
Change the default operation mode to Periodic update mode and enable triggered updates.
OSPF
Select the Point-to-point network type on the General tab on the properties of an OSPF interface. This is the default network type for demand-dial interfaces. For a persistent router-to-router VPN connection, you might want to increase the values of the transit delay, the re-transmit interval, the hello interval, and the dead interval on the Advanced tab on the properties of an OSPF interface to account for the delay of forwarding OSPF packets across the Internet.
RIP for IPX
Change the update mode to Standard.
SAP for IPX
Change the update mode to Standard.
In all cases, including autostatic updates, routing protocols provided by the Windows 2000 Routing and Remote Access service must run over a numbered connection. A numbered connection is assigned an IP or IPX address during the PPP connection process. Unnumbered connections are supported by the Routing and Remote Access service, but routing protocols do not work over them. An unnumbered connection is typically used when dialing an Internet service provider who does not want to waste IP addresses for the point-to-point connection. The Internet connection can be unnumbered because you would typically configure a default static IP route, rather than run a routing protocol.
Using Multilink and BAP
Multilink and Bandwidth Allocation Protocol (BAP) can be used with demand-dial routing to automatically add physical connections to a Multilink PPP connection when network traffic increases and remove physical connections when the network traffic decreases.
To create a Multilink or BAP demand-dial connection
 1.
In the Routing and Remote Access snap-in, double-click Routing Interfaces.
 2.
Right-click Routing Interfaces, point to New, and then click Demand-dial interface.
 3.
In the Demand-Dial Wizard, select the modem that you want to use for the first physical connection.
 4.
Right-click the demand-dial interface, and then click Properties.
 5.
On the General tab under Connect using, select the modems or ports that you want to use for the connection and the order in which you want to use them.

If each of the separate physical connections calls a different number, then clear All devices call the same numbers. The number to call is negotiated by BAP at the time the connection is required.
 6.
On the Options tab under Multiple devices, click Dial devices only as needed.
 7.
Click Configure to specify when a new physical connection is made and when an existing physical connection is dropped. The Automatic Dialing and Automatic Hanging Up dialog box is shown in Figure 6.3.

Under Automatic dialing, select the appropriate conditions under which a new line is dialed. The default setting is two minutes at 75 percent or more capacity of the exiting MP connection.

Under Automatic hangup, select the appropriate conditions under which a line is hung up. The default setting is two minutes at 10 percent or less capacity of the line.
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Figure 6.3   Automatic Dialing and Automatic Hanging Up Dialog Box
Note   If a link within the multilink bundle is dropped when using multilink without BAP, then it does not automatically reconnect. To force a reconnection of dropped links in a multilink bundle, use BAP and configure your links for settings that always cause the links to be initialized when the demand-dial connection is created and always reinitialized when the line is dropped. For example, set automatic dialing conditions for Activity at least to 1% and Duration at least to 3 seconds.
IPX Demand-Dial Connections
IPX-based demand-dial connections have two different ways in which the IPX parameters of the connection are negotiated, corresponding to two different IPX control protocols:

IPXCP

IPX Control Protocol (IPXCP) is the Link Control Protocol (LCP) for IPX negotiation for PPP connections and is documented in RFC 1552. IPXCP is the default control protocol for IPX connections. For more information about IPXCP, see “Remote Access Server” in this book.

IPX WAN

IPX WAN is a control protocol used by Novell NetWare and compatible remote access servers and routers. Use IPX WAN when calling a Novell NetWare server or router or other router that supports the IPX WAN control protocol.
To change the IPX control protocol on a demand-dial interface
 1.
Use the Routing and Remote Access snap-in and open IPX Routing and then click General.
 2.
Right-click the desired demand-dial interface.
 3.
Click either IPX CP or IPX WAN and click OK.
NCP Watchdog Spoofing
Novell NetWare clients communicate with Novell NetWare servers using a file sharing protocol called NetWare Core Protocol (NCP). NetWare Core Protocol is a connection-oriented, reliable protocol that provides file and printer sharing on NetWare networks. Once an NCP connection is made, the connection is maintained using the NCP Watchdog protocol. The NCP Watchdog protocol is a simple protocol that a NetWare server uses to poll a NetWare client to verify that the client is still present and operating over the open NCP connection.
The NCP Watchdog packet is a message sent by the internal adapter of the NetWare server to the NetWare client consisting of the NCP connection number and a signature character (0x3F). If the client is still active on the connection, the client returns the connection number and signature character back to the NetWare server.
By default, if a client has not sent any NCP connection data for 4 minutes and 56.6 seconds, the NetWare server sends a NCP Watchdog packet. If no response is received, then the NetWare server sends up to 10 more NCP Watchdog packets at intervals of 59.3 seconds. This behavior is configurable on the NetWare server. Consult your NetWare server documentation for more information.
The NCP Watchdog protocol keeps a demand-dial connection open even though the client or server are not sending data on the NCP connection. To keep the NCP Watchdog protocol from keeping time-sensitive on-demand connections open, the Windows 2000 Routing and Remote Access service spoofs, or answers on behalf of NetWare clients, the replies to NCP Watchdog packets across a demand-dial connection.
If the demand-dial router receives a NCP Watchdog packet sent from a NetWare server to a NetWare client that is reachable through a route that uses a demand-dial interface, it replies to the NCP Watchdog packet for the NetWare client. By spoofing the NCP Watchdog protocol, NCP Watchdog packets do not keep the demand-dial connection open, incurring additional costs. Spoofing the NCP Watchdog packets on behalf of the NetWare client does not cause the NetWare client to time out the NCP connection.
After the configured idle time, the demand-dial connection is terminated and the Windows 2000 Routing and Remote Access service continues to spoof NCP Watchdog packets. When either the NetWare server or the NetWare client sends data on the NCP connection, the on-demand connection is made and the data is forwarded.
Troubleshooting Demand-Dial Routing
Remote access problems typically include the following:

On-demand connection not being made automatically.

Unable to make demand-dial connection.

Unable to reach locations beyond the calling router or answering router.

Autostatic updates not working.
The following sections give troubleshooting tips to isolate the configuration or infrastructure problem causing the demand-dial routing problem.
On-demand connection not being made automatically

Verify that the correct static routes exist and are configured with the appropriate demand-dial interface.

For the static routes using a demand-dial interface, verify that the Use this route to initiate demand-dial connections check box is selected.

Verify that the demand-dial interface is not in a disabled state. To enable, right-click the demand-dial interface and select Enable.

Verify that the dial-out hours for the demand-dial interface on the calling router are not preventing the connection attempt.

Verify that the demand-dial filters for the demand-dial interface on the calling router are not preventing the connection attempt.
Unable to make a demand-dial connection

Verify that the Routing and Remote Access service is running on both the calling router and the answering router.

Verify that routing is enabled with local and remote routing (LAN and WAN routers) on both the calling router and the answering router.

Verify that the dial-up ports being used on both the calling router and answering router are configured to allow demand-dial routing (inbound and outbound).

Verify that all of the dial-up ports on both the calling router and answering router are not already connected.

Verify that the calling router and the answering router in conjunction with a remote access policy are enabled to use at least one common authentication method.

Verify that the calling router and the answering router in conjunction with a remote access policy are enabled to use at least one common encryption method.

Verify that the calling router's credentials consisting of user name, password, and domain name are correct and can be validated by the answering router.

For demand-dial connections using MS-CHAP v1 and attempting to negotiate 40-bit MPPE encryption, verify that the user's password is not larger than 14 characters.

Verify that the user account of the calling router has not been disabled or is not locked out on the properties of the user account. If the password on the account has expired, verify that the remote access client is using MS-CHAP v1 or MS-CHAP v2. MS-CHAP v1 and MS-CHAP v2 are the only authentication protocols provided with Windows 2000 that allow you to change an expired password during the connection process.

For an administrator-level account whose password has expired, reset the password using another administrator-level account.

Verify that the user account of the calling router has not been locked out due to remote access account lockout. For more information, see “Remote Access Server” in this book.

Verify that account options on the Account tab on the properties sheet of the user account of the calling router are configured to not change the password at the next logon attempt, so that the password never expires.

Verify that the parameters of the connection attempt are accepted by the currently configured dial-in properties of the user account of the calling router and remote access policies. If the answering router is configured to use Windows authentication, the remote access policies stored on the answering router are used. If the answering router is configured to use RADIUS authentication and the RADIUS server being used is a Windows 2000 Internet Authentication Service (IAS) server, then the remote access policies of the IAS server are used.

In order for the connection to be established, the parameters of the connection attempt must:
 1.
Match all of the conditions of at least one remote access policy.
 2.
Be granted remote access permission, either through the remote access permission of the user account (set to Allow access), or the user account is set to Control access through Remote Access Policy and the remote access permission of the matching remote access policy is set to Grant remote access permission.
 3.
Match all the settings of the profile.
 4.
Match all the settings of the dial-in properties of the user account.

Verify that the settings of the remote access policy profile are not in conflict with properties of the answering router.

The properties of the remote access policy profile and the properties of the answering router both contain settings for:

Multilink

Bandwidth Allocation Protocol

Authentication protocols

If the settings of the profile of the matching remote access policy are in conflict with the settings of the answering router, then the connection attempt is denied. For example, if the matching remote access policy profile specifies that the EAP-TLS authentication protocol must be used and EAP-TLS is not enabled through the properties of the answering router, then the answering router denies the connection attempt.

If the answering router is configured with a static IP address pool, verify that there are enough addresses in the pool.

If all of the addresses in the static pool have been allocated to connected demand-dial routers or remote access clients, then the answering router is unable to allocate an IP address. If the calling router is only configured to route IP packets, the connection attempt is aborted.

Verify the configuration of the authentication provider of the answering router.

The answering router can be configured to use either Windows authentication or RADIUS to authenticate the credentials of the calling router. If RADIUS is selected, verify the RADIUS configuration of the answering router.

For an answering router that is a member server in mixed-mode or native-mode Windows 2000 domain that is configured for Windows 2000 authentication, verify that:

The RAS and IAS Servers security group exists in the Active Directory™ directory service. If not, then create the group and set the group type to Security and the group scope to Domain local.

The RAS and IAS Servers security group has Read permission to the RAS and IAS Servers Access Check object.

The computer account of the answering router computer is a member of the RAS and IAS Servers security group. You can use the netsh ras show registeredserver command at the Windows 2000 command prompt to view the current registration. You can use the netsh ras add registeredserver command to register the server in a specified domain.

If you add the answering router computer to the RAS and IAS Servers security group, the answering router might not immediately authenticate the credentials of incoming connections (due to the way that Windows 2000 caches authentication information). For immediate authentication ability, you need to restart the answering router.

For an answering router that is a member of a Windows 2000 native-mode domain, verify that the answering router has joined the domain.

For a Windows NT version 4.0 Service Pack 4 and later answering router that is a member of a Windows 2000 mixed-mode domain or a Windows 2000 answering router that is a member of a Windows NT 4.0 domain that is accessing user account properties for a user account in a trusted Windows 2000 domain, verify that the Everyone group is added to the Pre-Windows 2000 Compatible Access group with the net localgroup “Pre-Windows 2000 Compatible Access” command. If not, issue the net localgroup “Pre-Windows 2000 Compatible Access” everyone /add command on a domain controller computer and then restart the domain controller computer.

For a Windows NT version 4.0 Service Pack 3 and earlier answering router that is a member of a Windows 2000 mixed mode domain, verify that Everyone group has been granted list contents, read all properties, and read permissions to the root node of your domain and all sub-objects of the root domain.

For RADIUS authentication, verify that the answering router computer can communicate with the RADIUS server.

If the answering router is using Windows authentication and is a member of Windows 2000 mixed-mode domain, when the mixed-mode domain is upgraded to a native mode domain, you must restart the answering router computer before the answering router can successfully authenticate calling router and remote access credentials.

Verify that if Windows 2000 Fax service and the Routing and Remote Access service are sharing the same modem, that the modem supports adaptive answer. If the modem does not support adaptive answer, you must disable fax on the modem to receive incoming demand-dial routing and remote access connections.

For certificate-based demand-dial routing, verify the following on the calling router:

EAP is enabled as an authentication protocol.

The correct certificate for the root certificate authority certificate of the answering router is selected.

The correct router (offline request) certificate is selected when configuring the credentials of the demand-dial interface.

For certificate-based demand-dial routing, verify the following on the answering router:

EAP is enabled as an authentication protocol.

The correct machine certificate for the root certificate authority of the answering router is selected.
Unable to reach locations beyond the calling router or answering router

For a two-way initiated demand-dial connection, verify that the demand-dial connection is not being interpreted as a remote access connection. In order for the answering router to determine that the incoming call is a router rather than remote access client, the user name of the calling router's credentials must match the name of a demand-dial interface configured on the answering router.

If the incoming caller is a router, the port on which the call was received shows a status of Active, and the corresponding demand-dial interface is in a Connected state. If the name of the calling router’s user name credential appears under Remote Access Clients, then the calling router has been interpreted by the answering router as a remote access client.

For two-way initiated connections, either router can be the calling router or the called router. The user names and demand-dial interface names must be properly matched. For example, two-way initiated connections should work under the following configuration:

Router 1 has a demand-dial interface called NEW-YORK, which is configured to use SEATTLE as the user name when sending authentication credentials.

Router 2 has a demand-dial interface called SEATTLE, which is configured to use NEW-YORK as the user name when sending authentication credentials.

This example assumes that the SEATTLE user name can be validated by Router 2 and the NEW-YORK user name can be validated by Router 1.

For a one-way initiated demand-dial connection, verify that the appropriate static routes are enabled on the user account of the calling router and that the answering router is configured with a routing protocol so that when a connection is made, the static routes of the user account of the calling router are advertised to neighboring routers.

Verify that there are routes on both sides of the demand-dial connection that support the two-way exchange of traffic. Unlike a remote access client connection, a demand-dial connection does not automatically create a default IP route. Routes on both sides of the demand-dial connection have to be created so that traffic can be routed to and from the other side of the demand-dial connection.

Verify that there are routes in the intranet routers on the calling router and answering router’s intranet that support the forwarding of packets between hosts on the intranets. Routes can be added to the routers of each intranet through static routes or by enabling a routing protocol on the intranet interface of the calling and answering routers.

Verify that there are no IP or IPX packet filters on the demand-dial interfaces that are preventing the flow of wanted traffic. Each demand-dial interface can be configured with IP and IPX input and output filters that allow you to control the exact nature of TCP/IP and IPX traffic allowed in to and out of the demand-dial interface.

Verify that there are no configured TCP/IP packet filters on the profile properties of the remote access policies on the answering router (or the RADIUS server if IAS is used) that are preventing the sending or receiving of TCP/IP traffic.
Autostatic updates not working

For IP autostatic updates, verify on both routers that the appropriate demand-dial interface is added to the RIP routing protocol, that its operation mode is set to Autostatic update mode, and that the outgoing packet protocol is RIP version 2 multicast.

For IPX autostatic updates, verify that the desired demand-dial on both routers is added to the RIP for IPX and SAP for IPX routing protocols and that for each routing protocol, the update mode is set to Autostatic.
Troubleshooting Tools
The following tools, which enable you to gather additional information about the source of your problem, are included with Windows 2000.
Unreachability Reason
If a demand-dial connection attempt fails, the demand-dial interface is left in an unreachable state. A Windows 2000 router records the reason why the connection failed through the unreachability reason. You can troubleshoot further based on the information in the unreachability reason.
To check the unreachability reason
 1.
In the Routing and Remote Access snap-in, right-click the appropriate demand-dial interface.
 2.
Click Unreachability reason.
 3.
From the Routing and Remote Access dialog box, read the text for the Unreachability reason, and then click OK.
The following are reasons why the demand-dial interface is left in an unreachable state:

There are no more ports of the type being used by the demand-dial interface.

The Routing and Remote Access service has paused.

The demand-dial interface is disabled.

Dial-out hours are preventing the connection.
When a demand-dial interface is configured, a port is selected. A port is a hardware or software channel that represents a single point-to-point connection. Ports are grouped by type such as analog phone ports, ISDN B-channel ports, and VPN ports such as PPTP and L2TP.
While you might configure a demand-dial interface to use a specific port, you are also configuring the demand-dial interface to use a port type. If the specific port is not available when the connection needs to be made, the Routing and Remote Access service attempts to use another port of the same type. For example, if you have two modems and you configure a demand-dial interface to use a specific modem and that modem is in use when the demand-dial connection needs to be made, the calling router uses the other modem automatically.
The Routing and Remote Access snap-in allows you to configure more demand-dial interfaces for a given port type than there are actual ports. For example, you can configure multiple demand-dial interfaces that are all configured to use the same modem port. If that modem port is in use when the demand-dial connection needs to be initiated and there are no other ports of that port type available, the connection attempt fails and the unreachability reason is recorded.
Event Logging
Event logging is the recording of events in the Windows 2000 system event log. Event logging is typically used for troubleshooting or for notifying network administrators of unusual events.
On the Event logging tab on the properties sheet of an answering router, there are four levels of logging. Select Log the maximum amount of information and try the connection again. After the connection fails, check the system event log for events logged during the connection process. After you are done viewing events, select the Log errors and warnings option on the Event logging tab.
Windows Accounting and Logging
The Routing and Remote Access service supports the logging of authentication and accounting information for demand-dial and remote access connections when Windows accounting is enabled. This logging is separate from the events recorded in the system event log. You can use the information that is logged to track demand-dial and remote access usage and authentication attempts. Logging is especially useful for troubleshooting remote access policy issues. For each authentication attempt, the name of the remote access policy that either accepted or rejected the connection attempt is recorded.
The authentication and accounting information is stored in a configurable log file or files stored in the SystemRoot\System32\LogFiles folder. The log files are saved in IAS 1.0 or IAS 2.0 format. IAS 2.0 format is database–compliant, meaning that any database program can read the log file directly for analysis.
You can configure the type of activity to log (accounting or authentication activity) and log file settings from the properties of the Remote Access Logging folder in the Routing and Remote Access snap-in.
Network Monitor
Network Monitor is a packet capture and analysis tool that you can use to view the traffic sent between demand-dial routers during the connection establishment process and during data transfer. Network Monitor does not interpret the compressed or encrypted portions of demand-dial traffic.
The proper interpretation of the PPP connection establishment traffic with Network Monitor requires an understanding of PPP protocols described in “Remote Access Server” in this book. Network Monitor captures can be saved as files and sent to Microsoft support for analysis.
Tracing
Tracing records the sequence of programming functions called during a process to a file. Enable tracing for remote access or demand-dial components and try the connection again. After you are done viewing the traced information, reset the tracing settings back to their default values.
The tracing information can be complex and very detailed. Most of the time, this information is useful only to Microsoft support professionals, or to network administrators who are very experienced with the Routing and Remote Access service. The tracing information can be saved as files and sent to Microsoft support for analysis.
For more information about PPP tracing, see “Remote Access Server” in this book.
