Windows 2000 Server Internetworking Guide Glossary
3
3270   A class of IBM Systems Network Architecture terminal and related protocol used to communicate with IBM mainframe host systems.
5
5250   A class of IBM Systems Network Architecture terminal and related protocol used to communicate with IBM mainframe host systems.
8
802.1p   A protocol that supports the mapping of RSVP signals to Layer 2 signals using 802.1p priority markings to enable the prioritization of traffic across Layer 2 devices, such as switches, on a network segment. IEEE 802 refers to the Layer 2 technology used by LANs including the data-link layer and the media access control layer.
A
AAL   See ATM Adaptation Layer.
access control   The security mechanism in Windows NT and Windows 2000 that determines which objects a security principal can use and how the security principal can use them.
access control entry (ACE)   An entry in an access control list (ACL) containing a security identifier (SID) and a set of access rights. A process with a matching security identifier is either allowed access rights, denied rights, or allowed rights with auditing.
access privileges   Permissions set by Macintosh users that allow them to view and make changes to folders on a server. By setting access privileges (called permissions when set on a computer running Windows 2000 Server), administrators control which Macintosh computers can use folders on a volume.
access token   An object containing the security information for a logon session. Windows 2000 creates an access token when a user logs on, and every process executed on behalf of the user has a copy of the token. The token identifies the user, the user's groups, and the user's privileges. The system uses the token to control access to securable objects and to control the ability of the user to perform various system-related operations on the local computer. There are two kinds of access token: primary and impersonation. See also impersonation token; primary token; process; security identifier.
accessibility   The quality of a system incorporating hardware or software to engage a customizable user interface, alternative input and output methods, and greater exposure of screen elements to make the computer usable by people with cognitive, hearing, physical, or visual disabilities.
account domain   A Windows NT domain that holds user account data. Also known as a master domain.
account lockout   A Windows 2000 security feature that locks a user account if repeated failed logon attempts occur within a specified amount of time, based on security policy lockout settings. (Locked accounts cannot log on.)
ACE   See access control entry.
Active Directory   The directory service included with Windows 2000 Server. It stores information about objects on a network and makes this information available to users and network administrators. Active Directory gives network users access to permitted resources anywhere on the network using a single logon process. It provides network administrators with an intuitive hierarchical view of the network and a single point of administration for all network objects. See also directory; directory service.
ActiveX   A set of technologies that enables software components to interact with one another in a networked environment, regardless of the language in which the components were created.
ActiveX control   A reusable software component that incorporates ActiveX technology.
address pool   A group of IP addresses in a scope. Pooled addresses are then available for dynamic assignment by a DHCP server to DHCP clients.
Address Resolution Protocol (ARP)   In TCP/IP, a protocol that uses limited broadcast to the local network to resolve a logically assigned IP address. The IP address is conferred in software for each IP network host device to its physical hardware or media access control layer address. In ATM the ARP protocol is used two different ways. For CLIP, ARP is used to resolve addresses to ATM hardware addresses. For ATM LAN emulation, ARP is used to resolve Ethernet/802.3 or Token Ring addresses to ATM hardware addresses. See also media access control; Transmission Control Protocol/Internet Protocol.
adjacency   A relationship formed between selected neighboring OSPF routers for the purpose of exchanging routing information. When the link state databases of two neighboring routers are synchronized, the routers are said to be adjacent. Not every pair of neighboring routers becomes adjacent. See also link state database.
Advanced Peer-to-Peer Networking (APPN)   An upgrade to IBM Systems Network Architecture that supports distributed session control services and dynamic routing, avoiding dependencies on centralized mainframe network services.
Advanced Program-to-Program Communication (APPC)   An IBM Systems Network Architecture communications method that uses the LU 6.2 protocol to establish, manage, and terminate network communication between programs in a distributed computing environment.
Advanced Program-to-Program Communication File Transfer Protocol (AFTP)   A file transfer protocol used in IBM host systems, the IBM Advanced Program-to Program Communications equivalent to the TCP/IP File Transfer Protocol.
agent   An application that runs on a Simple Network Management Protocol (SNMP) managed device. The agent application is the object of management activities. A computer running SNMP agent software is also sometimes referred to as an agent.
algorithm   A rule or procedure for solving a problem. Internet Protocol security uses cryptographically-based algorithms to encrypt data.
AppleTalk   The Apple Computer network architecture and network protocols. A network that has Macintosh clients and a computer running Windows 2000 Server with Services for Macintosh functions as an AppleTalk network.
AppleTalk Control Protocol (ATCP)   The Network Control Protocol for AppleTalk-based PPP connections. ATCP negotiates AppleTalk-based parameters to dynamically configure an AppleTalk-based PPP peer across a point-to-point link.
AppleTalk Phase 2   The extended AppleTalk Internet model designed by Apple Computer that supports multiple zones within a network and extended addressing capacity. See also AppleTalk.
AppleTalk Protocol   The set of network protocols on which the AppleTalk network architecture is based. The AppleTalk Protocol stack must be installed on a computer running Windows 2000 Server so that Macintosh clients can connect to it. See also AppleTalk.
application layer   The layer at which applications access network services. This layer represents the services that directly support applications, such as software for file transfers, database access, and e-mail.
application programming interface (API)   A set of routines that an application uses to request and carry out lower-level services performed by a computer's operating system. These routines usually carry out maintenance tasks such as managing files and displaying information.
APPN   See Advanced Peer-to-Peer Networking.
APPN domain   An APPN network node and the other physical unit (PU) type 2.1 nodes attached to it.
area   A group of contiguous networks within an OSPF autonomous system. OSPF areas reduce the size of the link state database and provide the ability to summarize routes. See also autonomous system; link state database.
area border router (ABR)   A router that is attached to multiple areas. Area border routers maintain separate link state databases for each area. See also link state database.
ARP   See Address Resolution Protocol.
ARP cache   A table of IP addresses and their corresponding media access control address. There is a separate ARP cache for each interface.
Asynchronous Transfer Mode (ATM)   A high-speed connection-oriented protocol used to transport many different types of network traffic.
ATCP   AppleTalk Control Protocol
ATM   See Asynchronous Transfer Mode.
ATM adaptation layer (AAL)   The layer of the ATM protocol stack that parses data into the payload portion of the ATM cell for transport across an ATM network. See also Asynchronous Transfer Mode (ATM).
attribute (object)   In Active Directory, a single property of an object. An object is described by the values of its attributes. For each object class, the schema defines what attributes an instance of the class must have and what additional attributes it might have.
authentication   In network access, the process by which the system validates the user's logon information. A user's name and password are compared against an authorized list. If the system detects a match, access is granted to the extent specified in the permissions list for that user. When a user logs on to an account on a computer running Windows 2000 Professional, the authentication is performed by the client. When a user logs on to an account on a Windows 2000 Server domain, authentication can be performed by any server of that domain. See also server; trust relationship.
authentication   The IPSec process that verifies the origin and integrity of a message by assuring the genuine identity of each computer. Without strong authentication, an unknown computer and any data it sends is suspect. IPSec provides multiple methods of authentication to ensure compatibility with earlier systems running earlier versions of Windows, non-Windows-based systems, and shared computers.
authenticator   A data structure used by one party to prove that another party knows a secret key. In the Kerberos authentication protocol, authenticators include timestamps, to prevent replay attacks, and are encrypted with the session key issued by the Key Distribution Center (KDC). See also Kerberos authentication protocol; Key Distribution Center; replay attack; secret key.
Automatic Private IP Addressing (APIPA)   A feature of Windows 2000 TCP/IP that automatically configures a unique IP address from the range 169.254.0.1 to 169.254.255.254 and a subnet mask of 255.255.0.0 when the TCP/IP protocol is configured for dynamic addressing and a Dynamic Host Configuration.
Automation   A Component Object Model (COM) based technology that allows for interoperability among ActiveX components, including OLE components. Formerly referred to as OLE Automation. See also ActiveX; object linking and embedding.
autonomous system (AS)   A group of routers exchanging routing information by using a common routing protocol.
availability   A measure of the fault tolerance of a computer and its programs. A highly available computer runs 24 hours a day, 7 days a week. See also fault tolerance.
available bit rate (ABR)   An ATM service type that supports available-bit-rate traffic, minimum guaranteed transmission rate, and peak data rates. ABR also allows bandwidth allocation depending on availability, and it uses flow control to communicate bandwidth availability to the end node.
B
B channel   One of the 64 Kbps communications channels on an ISDN circuit. A BRI (Basic Rate Interface) ISDN has two bearer channels and one data channel. A PRI (Primary Rate Interface) ISDN line has 23 bearer channels (in North America) or 30 bearer channels (in Europe) and one data channel. B channel is also called bearer channel. See also Integrated Services Digital Network (ISDN).
backbone   In OSPF, an area common to all other OSPF areas that is used as the transit area for inter-area traffic and for distributing routing information between areas. The backbone must be contiguous. See also Open Shortest Path First (OSPF).
backbone router   In OSPF, a router that is connected to the backbone area. This includes routers that are connected to more than one area (area border routers). However, backbone routers do not have to be area border routers. Routers that have all networks connected to the backbone are internal routers. See also area border router; Open Shortest Path First (OSPF).
backup designated router (BDR)   An OSPF router that forms adjacencies with all other routers on a multiple access network and becomes the designated router when the designated router becomes unavailable.
backup domain controller   In Windows NT Server 4.0 or earlier, a computer running Windows NT Server that receives a copy of the domain's directory database (which contains all account and security policy information for the domain). The copy synchronizes periodically with the master copy on the primary domain controller. A backup domain controller also authenticates user logon information and can be promoted to function as primary domain controllers as needed. Multiple backup domain controllers can exist in a domain. Windows NT 3.51 and 4.0 backup domain controllers can participate in a Windows 2000 domain when the domain is configured in mixed mode. See also mixed mode; primary domain controller.
bandwidth   In communications, the difference between the highest and lowest frequencies in a given range. For example, a telephone line accommodates a bandwidth of 3,000 Hz, the difference between the lowest (300 Hz) and highest (3,300 Hz) frequencies it can carry. In computer networks, greater bandwidth indicates faster data-transfer capability and is expressed in bits per second (bps).
Bandwidth Allocation Control Protocol (BACP)   A PPP Network Control Protocol that negotiates the election of a favored peer for a multiprocessing connection. If both ends of the multiprocessing connection issue a connection request at the same time, then the connection request of the favored peer is performed.
Bandwidth Allocation Protocol (BAP)   A PPP control protocol that is used on a multiprocessing connection to dynamically add and remove links.
binary   A base-2 number system in which values are expressed as combinations of two digits, 0 and 1.
bindery   A database in Novell NetWare 2.x and 3.x that contains organizational and security information about users and groups.
binding   A process by which software components and layers are linked together. When a network component is installed, the binding relationships and dependencies for the components are established. Binding allows components to communicate with each other.
bit stuffing   A technique used by PPP on synchronous links, such as T-Carrier, ISDN, or other digital links, to prevent the occurrence of the Flag character within the PPP frame.
bits per second (bps)   The number of bits transmitted every second, used as a measure of the speed at which a device, such as a modem, can transfer data. A character is made up of 8 bits. In asynchronous communication, each character is preceded by a start bit and terminates with a stop bit. So for each character, 10 bits are transmitted. If a modem communicates at 2,400 bits per second (bps), then 240 characters are sent every second.
bonding   The combining of ISDN B channels through hardware support.
boot   To start or reset a computer. When first turned on or reset, the computer executes the software that loads and starts the computer's operating system, which prepares it for use.
Border Gateway Protocol (BGP)   A routing protocol designed for use between autonomous systems. See also autonomous system.
Bourne shell   A UNIX command processor developed by Steven Bourne.
broadcast and unknown server (BUS)   A multicast service on an emulated local area network (ELAN) that forwards broadcast, multicast, and initial unicast data traffic sent by a LAN emulation client. See also emulated local area network (ELAN).
broadcast message   A network message sent from a single computer that is distributed to all other devices on the same segment of the network as the sending computer.
broadcast network   A network that supports more than two attached routers and has the ability to address a single physical message to all of the attached routers (broadcast). Ethernet is an example of a broadcast network.
browser   A client tool for navigating and accessing information on the Internet or an intranet. In the context of Windows networking, “browser” can also mean the Computer Browser service, a service that maintains an up-to-date list of computers on a network or part of a network and provides the list to applications when requested. When a user attempts to connect to a resource in a domain, the domain's browser is contacted to provide a list of available resources.
brute force attack   See key search attack.
buffer   An area of memory used for intermediate storage of data until it can be used.
BUS   See broadcast and unknown server.
C
C shell   A UNIX command processor whose programming constructs are similar to those of the C language.
cache   For DNS and WINS, a local information store of resource records for recently resolved names of remote hosts. Typically, the cache is built dynamically as the computer queries and resolves names; it helps optimize the time required to resolve queried names. See also cache file; naming service; resource record.
cache file   A file used by the Domain Name System (DNS) server to preload its names cache when service is started. Also known as the “root hints” file because resource records stored in this file are used by the DNS service to help locate root servers that provide referral to authoritative servers for remote names. For Windows DNS servers, the cache file is named Cache.dns and is located in the %SystemRoot%\System32\Dns folder. See also cache; systemroot.
Call Manager   A software component that establishes, maintains and terminates a connection between two computers.
Callback Control Protocol (CBCP)   The Network Control Protocol for negotiating the use of callback over PPP links.
Challenge Handshake Authentication Protocol (CHAP)   A challenge-response authentication protocol for PPP connections documented in RFC 1994 that uses the industry-standard Message Digest 5 (MD5) one-way encryption scheme to hash the response to a challenge issued by the remote access server.
character stuffing   A technique used by PPP on asynchronous links, such as analog phone lines, to prevent the occurrence of the Flag character within the PPP frame.
child object   An object that resides in another object. For example, a file is a child object that resides in a folder, which is the parent object. See also object; parent object.
Chooser   The Macintosh desk accessory with which users select the network server and printers they want to use.
cipher   The method of forming a hidden message. The cipher is used to transform a readable message called plaintext (also sometimes called cleartext) into an unreadable, scrambled, or hidden message called ciphertext. Only someone with a secret decoding key can convert the ciphertext back into its original plaintext. See also ciphertext; plaintext; cryptography.
ciphertext   Text that has been encrypted using an encryption key. Ciphertext is meaningless to anyone who does not have the decryption key. See also decryption; encryption; encryption key; plaintext.
Class D IP address   The Internet address class designed for IP multicast addresses. The value of the first octet for Class D IP addresses and networks varies from 224 to 239.
class-based   IP addressing or routing that is based on the internet address classes.
classical IP over ATM (CLIP)   A proposed Internet standard, described in RFC 2225 and other related RFCs, that allows IP communication directly on the ATM layer, bypassing an additional protocol (such as Ethernet or Token Ring) in the protocol stack. See also Asynchronous Transfer Mode; Internet Protocol.
Classless Interdomain Routing (CIDR)   A method of allocating public IP addresses that is not based on the original internet address classes. Classless Interdomain Routing (CIDR) was developed to help prevent the depletion of public IP addresses and minimize the size of Internet routing tables.
cleartext   Data transmitted without encryption.
client   Any computer or program connecting to, or requesting services of, another computer or program. See also server.
Client Service for NetWare   A service included with Windows 2000 Professional that allows clients to make direct connections to resources on computers running NetWare 2.x, 3.x, 4.x, or 5.x server software.
CLIP   See Classical IP over ATM.
cluster   A set of computers that work together to provide a service. The use of a cluster enhances both the availability of the service and the scalability of the operating system that provides the service. Network Load Balancing provides a software solution for clustering multiple computers running Windows 2000 Server that provides networked services over the Internet and private intranets. See also availability; scalability.
Cluster controller   An IBM Systems Network Architecture component that manages input/output operations for clusters of terminals or attached network devices.
cn (Common-Name)   The name of the class belonging to the class attributeSchema. The Common-Name property is unique across all Common-Names for all classSchema and attributeSchema objects in the Schema container.
command control block (CCB)   A specifically formatted information set used in the IBM Token Ring environment that is transmitted from the application program to the adapter support software to request an operation.
common gateway interface (CGI)   A server-side interface for initiating software services. For example a set of interfaces that describe how a Web server communicates with software on the same computer. Any software can be a CGI program if it handles input and output according to the CGI standard.
Common Internet File System (CIFS)   A protocol and a corresponding API used by application programs to request higher level application services. CIFS was formerly known as SMB (Server Message Block).
Common Programming Interface for Communications (CPIC)   A platform-independent API developed by IBM to provide portability for APPC LU 6.2-based applications.
Component Object Model (COM)   An object-based programming model designed to promote software interoperability; it allows two or more applications or components to easily cooperate with one another, even if they were written by different vendors, at different times, in different programming languages, or if they are running on different computers running different operating systems. COM is the foundation technology upon which broader technologies can be built. Object linking and embedding (OLE) technology and ActiveX are both built on top of COM.
computer name   A unique name of up to 15 uppercase characters that identifies a computer to the network. The name cannot be the same as any other computer or domain name in the network.
confidentiality   An Internet Protocol security service that ensures that a message is disclosed only to intended recipients by encrypting the data.
connection establishment delay   The delay encountered when forwarding a packet across an on-demand demand-dial connection. The delay is due to the connection establishment process, consisting of creating a physical connection and/or a logical connection and a PPP connection.
connection-oriented   A type of network protocol that requires an end-to-end virtual connection between the sender and receiver before communicating across the network.
connection-oriented communication   Network transmission service where a link is established prior to packet transmission and an acknowledgment of the data transmission received is returned to the originating source.
Connection-Oriented NDIS (Co-NDIS)   A Network Driver Interface Specification that supports connection-oriented data transfer.
connectionless   A network protocol in which a sender broadcasts traffic on the network to an intended receiver without first establishing a connection to the receiver.
console tree   The tree view pane in a Microsoft Management Console (MMC) that displays the hierarchical namespace. By default it is the left pane of the console window, but it can be hidden. The items in the console tree (for example, Web pages, folders, and controls) and their hierarchical organization determines the management capabilities of a console. See also Microsoft Management Console (MMC); namespace.
constant bit rate (CBR)   An ATM service type that supports constant bandwidth allocation. CBR ensures that all cells in a transmission are maintained from end to end. This service type is used for voice and video transmissions that require little or no cell loss and rigorous timing controls during transmission.
container object   An object that can logically contain other objects. For example, a folder is a container object. See also noncontainer object; object.
convergence   The process of stabilizing a system after changes occur in the network. For routing, if a route becomes unavailable, routers send update messages throughout the internetwork, reestablishing information about preferred routes. For Network Load Balancing, a process by which hosts exchange messages to determine a new, consistent state of the cluster and to elect the host with the highest host priority, known as the default host. During convergence, a new load distribution is determined for hosts that share the handling of network traffic for specific TCP or UDP ports. See also cluster; default host; host; User Datagram Protocol (UDP).
convergence time   The time it takes for the internetwork to achieve convergence. See convergence.
CryptoAPI (CAPI)   An application programming interface (API) that is provided as part of Windows 2000. CryptoAPI provides a set of functions that allow applications to encrypt or digitally sign data in a flexible manner while providing protection for private keys. Actual cryptographic operations are performed by independent modules known as cryptographic service providers (CSPs). See also cryptographic service provider; private key.
cryptographic key   See encryption key.
cryptographic service provider (CSP)   An independent software module that performs cryptography operations such as secret key exchange, digital signing of data, and public key authentication. Any Windows 2000 service or application can request cryptography operations from a CSP. See also CryptoAPI.
cryptography   The art and science of information security. It provides four basic information security functions: confidentiality, integrity, authentication, and nonrepudiation. See also confidentiality; integrity; authentication; nonrepudiation.
current directory   The directory being worked in currently. Also called current folder.
current working directory   The directory that a user is associated with at any given time.
D
daemon   A networking program, usually associated with UNIX systems, that runs in the background performing utility functions such as housekeeping or maintenance without user intervention or awareness. Pronounced “demon.”
Data Encryption Standard (DES)   An encryption algorithm that uses a 56-bit key, and maps a 64-bit input block to a 64-bit output block. The key appears to be a 64-bit key, but one bit in each of the 8 bytes is used for odd parity, resulting in 56 bits of usable key.
Data Link Control (DLC)   A protocol used primarily for IBM mainframe computers and printer connectivity.
data stream   All information transferred over a network at any given time.
data-link layer   A layer that packages raw bits from the physical layer into frames (logical, structured packets for data). This layer is responsible for transferring frames from one computer to another, without errors. After sending a frame, the data-link layer waits for an acknowledgment from the receiving computer.
datagram   An unacknowledged packet of data sent to another network destination. The destination can be another device directly reachable on the local area network (LAN) or a remote destination reachable using routed delivery through a packet-switched network.
decryption   The process of making encrypted data readable again by converting ciphertext to plaintext. See also ciphertext; encryption; plaintext.
default gateway   A configuration item for the TCP/IP protocol that is the IP address of a directly reachable IP router. Configuring a default gateway creates a default route in the IP routing table.
default host   The host with the highest host priority for which a drainstop command is not in progress. After convergence, the default host handles all of the network traffic for TCP and UDP ports that are not otherwise covered by port rules. See also convergence; host priority; port rule; User Datagram Protocol.
default printer   The printer to which a computer sends documents if the Print command is selected without first specifying which printer to use with a program.
default route   A route that is used when no other routes for the destination are found in the routing table. For example, if a router or end system cannot find a network route or host route for the destination, the default route is used. The default route is used to simplify the configuration of end systems or routers. For IP routing tables, the default route is the route with the network destination of 0.0.0.0 and netmask of 0.0.0.0.
default zone   The zone to which all Macintosh clients on a network are assigned by default.
defragmentation   The process of rewriting parts of a file to contiguous sectors on a hard disk to increase the speed of access and retrieval. When files are updated, the computer tends to save these updates on the largest continuous space on the hard disk, which is often on a different sector than the other parts of the file. When files are thus fragmented, the computer must search the hard disk each time the file is opened to find all of the parts of the file, which slows down response time. In Active Directory, defragmentation rearranges how the data is written in the directory database file to compact it. See also fragmentation.
demand-dial connection   A connection, typically using a circuit-switched wide area network link, that is initiated when data needs to be forwarded. The demand-dial connection is typically terminated when there is no traffic.
demand-dial filter   An IP packet filter that specifies what types of TCP/IP traffic either creates the connection or ignores it for the purposes of creating the connection.
demand-dial interface   A logical interface that represents a demand-dial connection (a PPP link) that is configured on the calling router. The demand-dial interface contains configuration information such as the port to use, the addressing used to create the connection (such as a phone number), authentication and encryption methods, and authentication credentials.
demand-dial routing   Routing that makes dial-up connections to connect networks based on need. For example, a branch office with a modem that dials and establishes a connection only when there is network traffic from one office to another.
demultiplexing   The action of forwarding a packet to the proper process, such as when an IPX packet arrives at its destination and is handed to the IPX protocol.
designated router (DR)   An OSPF router that forms adjacencies with all other routers on a multiple access network.
DHCP relay agent   A routing component that transfers messages between DHCP clients and DHCP service located on separate networks.
dialog box   A window that is displayed to request or supply information. Many dialog boxes have options which must be selected before Windows NT can carry out a command.
dictionary attack   An attack in which an attacker tries known words in the dictionary and numerous common password names in an attempt to “guess” the password. Because most users prefer easily remembered passwords, dictionary attacks are often a shortcut to finding a password in significantly less time than key search (brute force) attacks would take to find the same password. See also key search attack.
direct delivery   The delivery of an IP packet by an IP node to the final destination on a directly attached network.
direct hosting   A feature that allows computers to communicate over IPX, bypassing the NetBIOS layer.
directory   An information source that contains information about computer files or other objects. In a file system, a directory stores information about files. In a distributed computing environment (such as a Windows 2000 domain), the directory stores information about objects such as printers, applications, databases, and users.
directory service   Both the directory information source and the service that make the information available and usable. A directory service enables the user to find an object given any one of its attributes. See also Active Directory; directory.
directory tree   A hierarchy of objects and containers in a directory that can be viewed graphically as an upside-down tree, with the root object at the top. Endpoints in the tree are usually single (leaf) objects, and nodes in the tree, or branches, are container objects. A tree shows how objects are connected in terms of the path from one object to another. A simple tree is a single container and its objects. A contiguous subtree is any unbroken path in the tree, including all the members of any container in that path.
disabled user account   A user account that does not permit logging on. The account appears in the user account list of Local Users and Groups or Active Directory Users and Computers and can be re-enabled by a member of the Administrators group at any time. See also user account.
discovery   A process by which the Windows 2000 Net Logon service attempts to locate a domain controller running Windows 2000 Server in the trusted domain. Once a domain controller has been discovered, it is used for subsequent user account authentication. For SNMP, dynamic discovery is the identification of devices attached to an SNMP network.
discretionary access control list (DACL)   The part of an object's security descriptor that grants or denies specific users and groups permission to access the object. Only the owner of an object can change permissions granted or denied in a DACL; thus access to the object is at the owner's discretion. See also access control entry; object; system access control list; security descriptor.
disjointed subnet   Subnets of a subnetted IP network ID that are not contiguous (connected by the same routers).
distance vector   A routing protocol technology in which routing information is advertised as a series of network IDs and their distance in hops from the advertising router. Routing information exchanged between typical distance vector–based routers is unsynchronized and unacknowledged.
Distributed Data Management (DDM)   An underlying database architecture provided by the host system, used by IBM.
Distributed Relational Database Architecture (DRDA)    An IBM distributed database protocol that provides access to IBM DB2 relational database programs on IBM host platforms including IBM Multiple Virtual Storage (MVS) and AS/400 systems.
distribution point   In Systems Management Server, a site system with the distribution point role that stores package files received from a site server. Systems Management Server clients contact distribution points to obtain programs and files after they detect that an advertised application is available from a client access point.
DNS server   A computer that runs DNS server programs containing name-to-IP address mappings, IP address-to-name mappings, information about the domain tree structure, and other information. DNS servers also attempt to resolve client queries.
domain   For Windows NT and Windows 2000, a networked set of computers running Windows NT or Windows 2000 that share a Security Accounts Manager (SAM) database and that can be administered as a group. A user with an account in a particular domain can log on to and access his or her account from any computer in the domain. A domain is a single security boundary of a Windows NT computer network. For DNS, a branch under a node in the DNS tree.
domain controller   For a Windows NT Server or Windows 2000 Server domain, the server that authenticates domain logon requests and maintains the security policy and the master database for a domain. Both servers and domain controllers are capable of validating a user's logon request, but password changes must be made by contacting the domain controller.
domain local group   A Windows 2000 group only available in native mode domains and can contain members from anywhere in the forest, in trusted forests, or in a trusted pre-Windows 2000 domain. Domain local groups can only grant permissions to resources within the domain in which they exist. Typically, domain local groups are used to gather security principals from across the forest to control access to resources within the domain.
domain name   In Windows 2000 and Active Directory, the name given by an administrator to a collection of networked computers that share a common directory. For DNS, domain names are specific node names in the DNS namespace tree. DNS domain names use singular node names, known as “labels,” joined together by periods (.) that indicate each node level in the namespace. See also Domain Name System (DNS); namespace.
Domain Name System (DNS)   A hierarchical naming system used for locating domain names on the Internet and on private TCP/IP networks. DNS provides a service for mapping DNS domain names to IP addresses, and vice versa. This allows users, computers, and applications to query the DNS to specify remote systems by fully qualified domain names rather than by IP addresses. See also domain; Ping.
domain tree   In DNS, the inverted hierarchical tree structure that is used to index domain names. Domain trees are similar in purpose and concept to the directory trees used by computer filing systems for disk storage. See also domain name; namespace.
dotted decimal notation   The format of an IP address after it is converted from binary format. (Example: 192.168.3.24)
duplex   A system capable of transmitting information in both directions over a communications channel. See also full-duplex; half-duplex.
DWORD   A data type composed of hexadecimal data with a maximum allotted space of 4 bytes.
Dynamic Host Configuration Protocol (DHCP)   A networking protocol that provides safe, reliable, and simple TCP/IP network configuration and offers dynamic configuration of Internet Protocol (IP) addresses for computers. DHCP ensures that address conflicts do not occur and helps conserve the use of IP addresses through centralized management of address allocation.
dynamic router   A router with dynamically configured routing tables. Dynamic routing consists of routing tables that are built and maintained automatically through an ongoing communication between routers. This communication is facilitated by a routing protocol. Except for their initial configuration, dynamic routers require little ongoing maintenance, and therefore can scale to larger internetworks.
dynamic routing   The use of routing protocols to update routing tables. Dynamic routing responds to changes in the internetwork topology.
dynamic update   An updated specification to the Domain Name System (DNS) standard that permits hosts that store name information in DNS to dynamically register and update their records in zones maintained by DNS servers that can accept and process dynamic update messages.
dynamic-link library (DLL)   A feature of the Microsoft Windows family of operating systems and the OS/2 operating system. DLLs allow executable routines, generally serving a specific function or set of functions, to be stored separately as files with .dll extensions, and to be loaded only when needed by the program that calls them.
E
EAP   See Extensible Authentication Protocol.
EAP type   A specific EAP authentication scheme. Once the use of EAP is determined, the specific EAP type must be negotiated and performed.
emulated local area network (ELAN)   A logical network initiated by using the mechanisms defined by LAN emulation. This could include ATM and previously attached end stations.
encapsulation   See tunneling.
encrypted password   A password that is scrambled. Encrypted passwords are more secure than plaintext passwords, which are susceptible to network sniffers.
encryption   The process of disguising a message or data in such a way as to hide its substance.
Encryption Control Protocol (ECP)   The Network Control Protocol for negotiating the use of encryption over PPP links. ECP is documented in RFC 1968.
encryption key   A value used by an algorithm to encode or decode a message.
end system   A network device without the ability to forward packets between portions of a network. See also host.
end-to-end encryption   Data encryption between the client application and the server hosting the resource or service being accessed by the client application.
environment variable   A string consisting of environment information, such as a drive, path, or filename, associated with a symbolic name that can be used by Windows NT and Windows 2000. Use the System option in Control Panel or the set command from the command prompt to define environment variables.
error detection   A technique for detecting when data is lost during transmission. This allows the software to recover lost data by requesting that the transmitting computer retransmit the data.
event logging   The Windows 2000 process of recording an audit entry in the audit trail whenever certain events occur, such as services starting and stopping or users logging on and off and accessing resources. You can use Event Viewer to review Services for Macintosh events as well as Windows 2000 events.
everyone category   In the Macintosh environment, one of the user categories to which  permissions for a folder are assigned. Permissions granted to everyone apply to all users who use the server, including guests.
export   In NFS, to make a file system available by a server to a client for mounting.
Extensible Authentication Protocol (EAP)   An extension to PPP that allows for arbitrary authentication mechanisms to be employed for the validation of a PPP connection.
extension-type association   The association of an MS DOS file name extension with a Macintosh file type and file creator. Extension-type associations allow users of the personal computer and Macintosh versions of the same program to share the same data files on the server. Services for Macintosh has many predefined extension-type associations.
external network number   A 4-byte hexadecimal number used for addressing and routing purposes. The external network number is associated with physical network adapters and networks. To communicate with each other, all computers on the same network that use a given frame type must have the same external network number. All external network numbers must be unique to the IPX internetwork. See also internal network number; Internetwork Packet Exchange (IPX).
extranet   A limited subset of computers or users on a public network, typically the Internet, that are able to access an organization's internal network. Typically the computers or users belong to partner organizations.
F
fault tolerance   The assurance of data integrity when hardware failures occur. On the Windows NT and Windows 2000 platforms, fault tolerance is provided by the Ftdisk.sys driver.
Fiber Distributed Data Interface (FDDI)   A type of network media designed to be used with fiber-optic cabling. See also LocalTalk; Token Ring.
file allocation table (FAT)   A file system based on a file allocation table (FAT) maintained by some operating systems, including Windows NT and Windows 2000, to keep track of the status of various segments of disk space used for file storage.
file creator   A four-character sequence that tells the Macintosh Finder the name of the program that created a file. In Services for Macintosh, extension-type associations can be created that map personal computer file name extensions to Macintosh file creators and file types. These associations allow both Windows and Macintosh users to share the same data files on the server. See also extension-type association.
file server   A server that provides organization-wide access to files, programs, and applications.
File Server for Macintosh   A Services for Macintosh service that allows Macintosh clients and Windows clients to share files. Also called MacFile.
file system   In an operating system, the overall structure in which files are named, stored, and organized. NTFS, FAT, and FAT32 are types of file systems.
File Transfer Protocol (FTP)   A protocol that defines how to transfer files from one computer to another over the Internet. FTP is also a client/server application that moves files using this protocol.
filtering mode   For Network Load Balancing, the method by which network traffic inbound to a cluster is handled by the hosts within the cluster. Traffic can either be handled by a single server, load balanced among the hosts within the cluster, or disabled completely. See also server.
filters   In IP and IPX packet filtering, a series of definitions that indicate to the router the type of traffic allowed or disallowed on each interface.
finite state machine   A computer, or operating system, in which a set of inputs determine not only the set of outputs but also the internal state of a computer, so that processing is optimized.
firewall   A combination of hardware and software that provides a security system, usually to prevent unauthorized access from outside to an internal network or intranet. A firewall prevents direct communication between network and external computers by routing communication through a proxy server outside of the network. The proxy server determines whether it is safe to let a file pass through to the network. A firewall is also called a security-edge gateway.
flat routing infrastructure   A routing infrastructure where each network segment is represented individually by a network route in the routing table. The network IDs in a flat routing infrastructure have no network/subnet structure and cannot be summarized.
flow   A stream of data sent or received by a host. Also called network traffic.
Flowspec   A traffic parameter that specifies the type of QoS requested. Flowspec is used to set parameters in the QoS packet scheduler.
forest   A collection of one or more Windows 2000 Active Directory trees, organized as peers and connected by two-way transitive trust relationships between the root domains of each tree. All trees in a forest share a common schema, configuration, and Global Catalog. When a forest contains multiple trees, the trees do not form a contiguous namespace.
forwarder   A DNS server designated by other internal DNS servers to be used to forward queries for resolving external or offsite DNS domain names.
forwarding address   A field in a routing table entry that indicates the address to which a packet is forwarded. The forwarding address can be a physical address or an internetwork address.
forwarding IP address   The IP address to which a packet is being forwarded based on the destination IP address and the contents of the IP routing table.
fragmentation   The scattering of parts of the same disk file over different areas of the disk. Fragmentation occurs as files on a disk are deleted and new files are added. It slows disk access and degrades the overall performance of disk operations, although usually not severely. See also defragmentation.
frame   In synchronous communication, a package of information transmitted as a single unit from one device to another. Frame is a term most often used with Ethernet networks. A frame is similar to the packet used on other networks. See also packet.
front-end processor (FEP)   A dedicated computer that controls communications between an IBM mainframe and the network devices that communicate with it, offloading communication processing overhead from the mainframe.
full-duplex   A system capable of simultaneously transmitting information in both directions over a communications channel. See also duplex; half-duplex.
G
gateway   A device connected to multiple physical TCP/IP networks, capable of routing or delivering IP packets between them. A gateway translates between different transport protocols or data formats (for example, IPX and IP) and is generally added to a network primarily for its translation ability. See also IP address; Internet Protocol router.
Gateway Service for NetWare   A service that creates a gateway in which Microsoft clients can access NetWare core protocol networks, such as NetWare file and print services, through a Windows 2000 server.
Gigabit Ethernet   The Ethernet standard that transmits data at 1billion bits per second or more.
global group   For Windows 2000 Server, a group that can be used in its own domain, in member servers and in workstations of the domain, and in trusting domains. In all those places a global group can be granted rights and permissions and can become a member of local groups. However, a global group can contain user accounts only from its own domain. See also group; local group.
graphical user interface (GUI)   A display format, like that of Windows, that represents a program's functions with graphic images such as buttons and icons. GUIs allow a user to perform operations and make choices by pointing and clicking with a mouse.
group   A collection of users, computers, contacts, and other groups. Groups can be used as security or as e-mail distribution collections. Distribution groups are used only for e-mail. Security groups are used both to grant access to resources and as e-mail distribution lists. In a server cluster, a group is a collection of resources, and the basic unit of failover. See also domain local group; global group; native mode; universal group.
group account   A collection of user accounts. By making a user account a member of a group, the user obtains all the rights and permissions granted to the group. See also user account.
group address   An IP multicast address in the Class D range of 224.0.0.0 to 239.255.255.255 as defined by setting the first four high order bits of the IP address to 1110.
Group Policy   An administrator's tool for defining and controlling how programs, network resources, and the operating system operate for users and computers in an organization. In an Active Directory environment, Group Policy is applied to users or computers on the basis of their membership in sites, domains, or organizational units.
guest account   A built-in account used to log on to a computer running Windows 2000 when a user does not have an account on the computer or domain or in any of the domains trusted by the computer's domain.
H
h-node   A NetBIOS implementation that uses a hybrid of b-node and p-node to register and resolve NetBIOS names to IP addresses. An h-node computer uses a server query first and reverts to broadcasts only if direct queries fail. Windows 2000-based computers are h-node by default.
half-duplex   A system capable of transmitting information in only one direction at a time over a communications channel. See also duplex; full-duplex.
Hardware Compatibility List (HCL)   A list of the devices supported by Windows 2000, available from the Microsoft Web site.
hardware failure   A malfunction of a physical component, such as a disk head failure or memory error.
hardware router   A router that performs routing as a dedicated function and has specific hardware designed and optimized for routing.
hash   See message digest.
hash message authentication code (HMAC)   An Internet Protocol security function providing a way to verify that information received is exactly the same as the information that was sent.
hashing algorithm   See message digest.
header error check (HEC)   The fifth byte in the ATM cell header used to detect and correct errors in the ATM header.
hexadecimal   A base-16 number system whose numbers are represented by the digits 0 through 9 and the letters A (equivalent to decimal 10) through F (equivalent to decimal 15).
hierarchical routing infrastructure   A routing infrastructure where groups of network IDs can be represented as a single routing table entry through route summarization. The network IDs in a hierarchical internetwork have a network/subnet/sub-subnet structure.
hop count   The value in the Transport Control field that indicates the number of IPX routers that have processed the IPX packet.
host   A Windows 2000 computer that runs a server program or service used by network or remote clients. For Network Load Balancing, a cluster consists of multiple hosts connected over a local area network.
host address   See host ID.
host group   The set of hosts listening for IP multicast traffic sent to a specific multicast group address.
host ID   A number used to identify an interface on a physical network bounded by routers. The host ID should be unique to the network.
host name   The name of a computer on a network. In the Windows 2000 Server Resource Kit, host name is used to refer to the first label of a fully qualified domain name. See also hosts file.
host priority   For Network Load Balancing, a host's precedence for handling default network traffic for TCP and UDP ports. It is used if a host within the cluster goes offline, and determines which host within the cluster will assume responsibility for the traffic previously handled by the offline host. See also User Datagram Protocol (UDP).
host route   A route to a specific internetwork address (network ID and host ID). Instead of making a routing decision based on just the network ID, the routing decision is based on the combination of network ID and host ID. Host routes allow intelligent routing decisions to be made for each internetwork address. Host routes are typically used to create custom routes to control or optimize specific types of internetwork traffic. For IP routing tables, a host route has a netmask of 255.255.255.255.
Hosts file   A local text file in the same format as the 4.3 Berkeley Software Distribution (BSD) UNIX/etc/hosts file. This file maps host names to IP addresses. In Windows 2000, this file is stored in the \%SystemRoot%\System32\Drivers\Etc folder. See also systemroot.
hub   A network-enabled device joining communication lines at a central location, providing a common connection to all devices on the network.
Hypertext Transfer Protocol (HTTP)   The protocol used to transfer information on the World Wide Web. An HTTP address (one kind of Uniform Resource Locator [URL]) takes the form: http://www.microsoft.com
I
idempotent   An initialization subroutine that completes an action only once, even if the routine is called more than once.
impersonation   A circumstance that occurs when Windows NT or Windows 2000 allows one process to take on the security attributes of another.
impersonation token   An access token that has been created to capture the security information of a client process, allowing a service to “impersonate” the client process in security operations. See also access token; primary token.
independent software vendors (ISVs)   A third-party software developer; an individual or an organization that independently creates computer software.
indirect delivery   The delivery of an IP packet by an IP node to an intermediate router.
inode   A UNIX system data structure that contains unique identifying information about a file.
input filter   A filter that defines the incoming traffic on a given interface that is allowed to be routed or processed by the router.
integrated local management interface (ILMI)   A set of functions used to exchange configuration data in an ATM network. The ATM Call Manager in Windows ATM Services uses ILMI for many tasks, such as exchanging ATM addresses. By default, the ATM Call Manager uses ILMI on all ATM network adapters.
Integrated Services Digital Network (ISDN)   A type of phone line used to enhance WAN speeds. ISDN lines can transmit at speeds of 64 or 128 kilobits per second, as opposed to standard phone lines, which typically transmit at 28.8 kilobits per second. An ISDN line must be installed by the phone company at both the server site and the remote site. See also wide area network (WAN).
integrity   An Internet Protocol security property that protects data from unauthorized modification in transit, ensuring that the data received is exactly the same as the data sent. Hash functions sign each packet with a cryptographic checksum, which the receiving computer checks before opening the packet. If the packet-and therefore signature-has changed, the packet is discarded.
interface   In networking, a logical device over which packets can be sent and received. In the Routing and Remote Access administrative tool, it is a visual representation of the network segment that can be reached over the LAN or WAN adapters. Each interface has a unique name. See also network adapter; local area network (LAN); routing; wide area network (WAN).
Interior Gateway Routing Protocol (IGRP)   A distance vector IP routing protocol developed by Cisco Systems, Inc.
intermediate system   A network device with the ability to forward packets between portions of a network. Bridges, switches, and routers are examples of intermediate systems.
internal network number   A 4-byte hexadecimal number used for addressing and routing purposes. The internal network number identifies a virtual network inside a computer. The internal network number must be unique to the IPX internetwork. Internal network number is also called virtual network number. See also external network number; Internetwork Packet Exchange (IPX).
Internet   A worldwide public TCP/IP internetwork consisting of thousands of networks, connecting research facilities, universities, libraries, and private companies.
internet   Two or more network segments connected by routers. Another term for internetwork. With Services for Macintosh, an internet can be created by connecting two or more AppleTalk networks to a computer running Windows 2000 Server. With TCP/IP, an internet can be created by connecting two or more IP networks to a multihomed computer running either Windows 2000 Server or Windows 2000 Professional. IP forwarding must be enabled to route between attached IP network segments.
Internet address class   The original Internet design of dividing the IP address space into defined classes to accommodate different sizes of networks. Address classes are no longer used on the modern Internet. See Class A IP address, Class B IP address, and Class C IP address.
Internet Assigned Numbers Authority (IANA)   An organization that delegates IP addresses and their allocation to organizations such as the InterNIC.
Internet Control Message Protocol (ICMP)   A required maintenance protocol in the TCP/IP suite that reports errors and allows simple connectivity. ICMP is used by the Ping tool to perform TCP/IP troubleshooting.
Internet Engineering Task Force (IETF)   An open community of network designers, operators, vendors, and researchers concerned with the evolution of Internet architecture and the smooth operation of the Internet. Technical work is performed by working groups organized by topic areas (such as routing, transport, and security) and through mailing lists. Internet standards are developed in IETF Requests for Comments (RFCs), which are a series of notes that discuss many aspects of computing and computer communication, focusing on networking protocols, programs, and concepts.
Internet Group Management Protocol (IGMP)   A protocol in the TCP/IP protocol suite that is responsible for the management of IP multicast group membership.
Internet Information Services (IIS)   Software services that support Web site creation, configuration, and management, along with other Internet functions. Internet Information Services include Network News Transfer Protocol (NNTP), File Transfer Protocol (FTP), and Simple Mail Transfer Protocol (SMTP). See also File Transfer Protocol (FTP); Simple Mail Transfer Protocol (SMTP).
Internet Multicast Backbone   The portion of the Internet that supports multicast routing and forwarding of Internet-based IP multicast traffic. The MBone structure consists of a series of multicast-enabled islands, collections of contiguous networks, connected together using tunnels. Multicast traffic is passed from one island to another by tunneling - encapsulating the IP multicast packet with an additional IP header addressed from one router in a multicast island to another router in another multicast island.
Internet Protocol (IP)   A routable protocol in the TCP/IP protocol suite that is responsible for IP addressing, routing, and the fragmentation and reassembly of IP packets.
Internet Protocol Control Protocol (IPCP)   The Network Control Protocol for IP-based PPP connections. IPCP negotiates IP-based parameters to dynamically configure a TCP/IP-based PPP peer across a point-to-point link. IPCP is documented in RFCs 1332 and 1877.
Internet Protocol router   A system connected to multiple physical TCP/IP networks that can route or deliver IP packets between the networks. See also packet; router; routing; Transmission Control Protocol/Internet Protocol.
Internet Protocol security (IPSec)   A set of industry-standard, cryptography-based protection services and protocols. IPSec protects all protocols in the TCP/IP protocol suite and Internet communications using L2TP. See also Layer 2 Tunneling Protocol (L2TP).
internet router   A device that connects networks and directs network information to other networks, usually choosing the most efficient route through other routers. See also router.
Internet service provider (ISP)   A company that provides individuals or companies access to the Internet and the World Wide Web. An ISP provides a telephone number, a user name, a password and other connection information so users can connect their computers to the ISP's computers. An ISP typically charges a monthly and/or hourly connection fee.
internetwork   At least two network segments connected using routers.
internetwork address   The combination of the network ID and the host ID that uniquely identifies a host on an internetwork. An example is an IP address, which contains a network ID and a host ID.
Internetwork Packet Exchange (IPX)   A network protocol native to NetWare that controls addressing and routing of packets within and between LANs. IPX does not guarantee that a message will be complete (no lost packets). See also Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX).
Internetwork Packet Exchange Control Protocol (IPXCP)   The Network Control Protocol for IPX-based PPP connections. IPXCP negotiates IPX-based parameters to dynamically configure an IPX-based PPP peer across a point-to-point link. IPXCP is documented in RFC 1552.
Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX)   Transport protocols used in Novell NetWare and other networks.
internetwork-level broadcasts   Broadcast packets with a special destination internetwork address that informs the router that the packet is to be forwarded to all other network segments except the network segment on which it was received.
intranet   A network within an organization that uses Internet technologies and protocols, but is available only to certain people, such as employees of a company. An intranet is also called a private network.
IP address   A 32-bit address used to identify a node on an IP internetwork. Each node on the IP internetwork must be assigned a unique IP address, which is made up of the network ID, plus a unique host ID. This address is typically represented with the decimal value of each octet separated by a period (for example, 192.168.7.27). In Windows 2000, the IP address can be configured manually or dynamically through DHCP. See also Dynamic Host Configuration Protocol (DHCP); node.
IP multicast group   See host group.
IP source routing   The practice of specifying the list of router interfaces corresponding to the path through an IP internetwork that a packet must travel. IP source routing is used in network testing and debugging situations.
IP-in-IP interface   A logical interface that sends IP packets in IP-in-IP tunneled mode.
IP-in-IP tunnels   A tunneling technology used to forward information between endpoints that are acting as a bridge between portions of an IP internetwork that have differing capabilities. A typical use for IP-in-IP tunnels is the forwarding of IP multicast traffic from one area of the intranet to another area of the intranet, across a portion of the intranet that does not support multicast forwarding or routing.
IPX packet filtering   Filtering that provides a way to precisely define the type of IPX traffic allowed to cross a router.
ISDN   See Integrated Services Digital Network.
J
join latency   The time it takes for the first member of an IP multicast host group on a subnet to begin receiving group traffic.
K
Kerberos authentication protocol   An authentication mechanism used to verify user or host identity. The Kerberos v5 protocol is the default authentication service for Windows 2000. Internet Protocol security and the QoS Admission Control Service use the Kerberos protocol for authentication. See also  Internet Protocol security (IPSec); QoS Admission Control Service.
kernel   The core of layered architecture that manages the most basic operations of the operating system and the computer's processor for Windows NT and Windows 2000. The kernel schedules different blocks of executing code, called threads, for the processor to keep it as busy as possible and coordinates multiple processors to optimize performance. 
The kernel also synchronizes activities among Executive-level subcomponents, such as I/O Manager and Process Manager, and handles hardware exceptions and other hardware-dependent functions. The kernel works closely with the hardware abstraction layer.
kernel mode   A highly privileged mode of operation where program code has direct access to all memory, including the address spaces of all user-mode processes and applications, and to hardware. Kernel mode is also known as supervisor mode, protected mode, or Ring 0.
key   A secret code or number required to read, modify, or verify secured data. Keys are used in conjunction with algorithms to secure data. Windows 2000 automatically handles key generation. For the registry, a key is an entry in the registry that can contain both subkeys and entries. In the registry structure, keys are analogous to folders, and entries are analogous to files. In the Registry Editor window, a key appears as a file folder in the left pane. In an answer file, keys are character strings that specify parameters from which Setup obtains the needed data for unattended installation of the operating system.
Key Distribution Center (KDC)   A network service that supplies session tickets and temporary session keys used in the Kerberos authentication protocol. In Windows 2000, the KDC runs as a privileged process on all domain controllers. The KDC uses Active Directory to manage sensitive account information such as passwords for user accounts. See also Kerberos authentication protocol; session ticket.
key exchange   Confidential exchange of secret keys online, which is commonly done with public key cryptography. See also public key cryptography.
key management   Secure management of private keys for public key cryptography. Windows 2000 manages private keys and keeps them confidential with CryptoAPI and CSPs. See also private key; CryptoAPI; cryptographic service provider.
key search attack   An attack to find a secret password or a symmetric encryption key by trying all possible passwords or keys until the correct password or key is discovered. Also called a brute force attack.
kilobits per second (Kbps)   Data transfer speed, as on a network, measured in multiples of 1,024 bits per second.
Korn shell (ksh)   A command shell which provides the following functionality: 
file input and output redirection
command line editing using vi
command history
integer arithmetic
pattern matching and variable substitution
command name abbreviation (aliasing)
built-in commands for writing shell programs
L
L2TP client   A tunnel client using the L2TP tunneling protocol and IPSec.
L2TP server   A tunnel server using the L2TP tunneling protocol and IPSec.
LAN emulation (LANE)   A set of protocols that allow existing Ethernet and Token Ring LAN services to overlay an ATM network. LANE allows connectivity among LAN- and ATM-attached stations. See also Asynchronous Transfer Mode (ATM).
LAN emulation client (LEC)   The client on an emulated local area network (ELAN) that performs data forwarding, address resolution, and other control functions. The LEC resides on end stations in an emulated local area network (ELAN). See also Asynchronous Transfer Mode (ATM); emulated local area network (ELAN); LAN emulation.
LAN emulation configuration server (LECS)   The service that assigns individual LANE clients to particular emulated local area networks (ELANs) by directing them to the LAN emulation service (LES). See also emulated local area network (ELAN); LAN emulation; LAN emulation server.
LAN emulation server (LES)   The central control point for an emulated local area network (ELAN). Enables LANE clients to join the emulated local area network (ELAN) and resolves LAN addresses to ATM addresses. See also Asynchronous Transfer Mode (ATM); emulated local area network (ELAN); LAN emulation (LANE).
latency   See replication latency.
Layer 2 Tunneling Protocol (L2TP)   A tunneling protocol that encapsulates PPP frames to be sent over IP, X.25, Frame Relay, or ATM networks. L2TP is a combination of the Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Forwarding (L2F), a technology proposed by Cisco Systems, Inc.
leave latency   The time between when the last host on a subnet has left an IP multicast host group and when no more multicast traffic for that group is forwarded to the subnet.
Lightweight Directory Access Protocol (LDAP)   A directory service protocol that runs directly over TCP/IP and the primary access protocol for Active Directory. LDAP version 3 is defined by a set of Proposed Standard documents in Internet Engineering Task Force (IETF) RFC 2251. See also Lightweight Directory Access Protocol application programming interface (LDAP API).
Lightweight Directory Access Protocol application programming interface (LDAP API)   A set of low-level C-language APIs to the LDAP protocol.
limited broadcast address   The broadcast address of 255.255.255.255.
line kill   In UNIX, an assigned key that deletes the entire current line.
Link Control Protocol (LCP)   A PPP control protocol that negotiates link and PPP parameters to dynamically configure the data-link layer of a PPP connection.
Link State Advertisements (LSAs)   A advertisement of an OSPF router that contains its attached networks and their configured costs.
link state database (LSDB)   A map of an area maintained by OSPF routers. It is updated after any change in the network topology. The link state database is used to compute IP routes, which must be computed again after any change in the topology. See also Open Shortest Path First (OSPF).
link station   Hardware and software components within a node that represent a connection to an adjacent node over a specific link.
listening mode   The way that the network adapter analyzes the destination media access control address of incoming frames in order to decide to process them further.
local area network (LAN)   A communications network connecting a group of computers, printers, and other devices located within a relatively limited area (for example, a building). A LAN allows any connected device to interact with any other on the network. See also wide area network (WAN).
local computer   A computer that can be accessed directly without using a communications line or a communications device, such as a network adapter or a modem. Similarly, running a local program means running the program on your computer, as opposed to running it from a server.
local group   For computers running Windows 2000 Professional and member servers, a group that is granted permissions and rights from its own computer to only those resources on its own computer on which the group resides. See also global group.
locally administered address (LAA)   Internal network address on a network adapter that is specifically written to accommodate an organization's adapter naming standard.
LocalTalk   The Apple networking hardware built into every Macintosh computer. LocalTalk includes the cables and connector boxes to connect components and network devices that are part of the AppleTalk network system. LocalTalk was formerly known as the AppleTalk Personal Network.
lock   To make a file inaccessible. When more than one user can manipulate a file, that file is locked when a user accesses it in order to prevent more than one user from modifying the file simultaneously.
log file   A file that stores messages generated by an application, service, or operating system. These messages are used to track the operations performed. For example, Web servers maintain log files listing every request made to the server. Log files are usually ASCII files and often have a .log extension. In Backup, a file that contains a record of the date the tapes were created and the names of files and directories successfully backed up and restored. The Performance Logs and Alerts service also creates log files.
log on   To begin using a network by providing a user name and password that identifies a user to the network.
logical IP subnet (LIS)   A group of IP hosts/members belonging to the same IP subnet and whose host ATMARP server ATM address is the same.
logical link control (LLC)   A protocol standard developed by the IEEE 802 committee, which governs the exchange of transmission frames between data stations independently of how the transmission medium is shared on the local area network.
logical unit (LU)   An IBM Systems Network Architecture protocol that allows end users to communicate with each other and gain access to IBM network resources.
long name   A folder name or file name longer than the 8.3 file name standard (up to eight characters followed by a period and an extension of up to three characters) of the FAT file system. Windows 2000 supports long file names up to the file-name limit of 255 characters. Macintosh users can assign long names to files and folders on the server and, using Services for Macintosh, long names to Macintosh-accessible volumes can be assigned when created. Windows 2000 automatically translates long names of files and folders to 8.3 names for MS DOS and Windows 3.x users. See also name mapping.
M
Macintosh-accessible volume   Storage space on the server used for folders and files of Macintosh users. A Macintosh-accessible volume is equivalent to a shared folder for personal computer users. Each Macintosh-accessible volume on a computer running Windows 2000 Server will correspond to a folder. Both personal computer users and Macintosh users can be given access to files located in a folder that is designated as both a shared folder and a Macintosh-accessible volume.
Macintosh-style permissions   Folder and volume permissions that are similar to the access privileges used on a Macintosh.
Management Information Base (MIB)   A collection of formally described objects, each of which represents a particular type of information, that can be accessed and managed by the Simple Network Management Protocol (SNMP) through a network management system.
maximum receive unit (MRU)   The maximum size of a PPP frame. The MRU is determined during the negotiation of the logical link.
media access control   A layer in the network architecture of Windows NT and Windows 2000 that deals with network access and collision detection.
member server   A computer that runs Windows 2000 Server but is not a domain controller of a Windows 2000 domain. Member servers participate in a domain, but do not store a copy of the directory database.
message digest   A fixed-size result obtained by applying a one-way mathematical function called a message digest function (sometimes called a “hash function” or “hash algorithm”) to an arbitrary amount of data. Given a change in the input data, the resulting value of the message digest will change. Message digest is also called a hash.
metacharacter   A character that is assigned a special meaning that is recognized by the shell.
metric   A number used to indicate the cost of a route in the IP routing table to enable the selection of the best route among possible multiple routes to the same destination.
Microsoft Challenge Handshake Authentication Protocol version 1 (MS-CHAP v1)   An encrypted authentication mechanism for PPP connections similar to CHAP. The remote access server sends a challenge to the remote access client that consists of a session ID and an arbitrary challenge string. The remote access client must return the user name and a Message Digest 4 (MD4) hash of the challenge string, the session ID, and the MD4-hashed password.
Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2)   An encrypted authentication mechanism for PPP connections that provides stronger security than CHAP and MS-CHAP v1. MS-CHAP v2 provides mutual authentication and asymmetric encryption keys.
Microsoft Management Console (MMC)   A framework for hosting administrative consoles. A console is defined by the items on its console tree, which might include folders or other containers, World Wide Web pages, and other administrative items. A console has one or more windows that can provide views of the console tree and the administrative properties, services, and events that are acted on by the items in the console tree. The main MMC window provides commands and tools for authoring consoles. The authoring features of MMC and the console tree might be hidden when a console is in User Mode. See also console tree.
miniport drivers   A driver that is connected to an intermediate driver and a hardware device.
mixed mode   The default mode setting for domains on Windows 2000 domain controllers. Mixed mode allows Windows 2000 domain controllers and Windows NT backup domain controllers to co-exist in a domain. Mixed mode does not support the universal and nested group enhancements of Windows 2000. You can change the domain mode setting to Windows 2000 native mode after all Windows NT domain controllers are either removed from the domain or upgraded to Windows 2000. See also native mode.
multicast   Network traffic destined for a set of hosts that belong to a multicast group. See also multicast group.
multicast address dynamic client allocation protocol (MADCAP)   An extension to the DHCP protocol standard used to support dynamic assignment and configuration of IP multicast addresses on TCP/IP-based networks.
multicast address resolution service (MARS)   A service for resolving multicast IP addresses to the ATM addresses of the clients that have joined that multicast group. The MARS can work in conjunction with the multicast server MCS and clients to distribute multicast data through point-to-multipoint connections.
multicast DHCP (MDHCP)   An extension to the DHCP protocol standard that supports dynamic assignment and configuration of IP multicast addresses on TCP/IP-based networks.
multicast forwarding table   The table used by IP to forward IP multicast traffic. An entry in the IP multicast forwarding table consists of the multicast group address, the source IP address, a list of interfaces to which the traffic is forwarded (next hop interfaces), and the single interface on which the traffic must be received in order to be forwarded (the previous hop interface).
multicast group   A group of member TCP/IP hosts configured to listen and receive datagrams sent to a specified destination IP address. The destination address for the group is a shared IP address in the Class D address range (224.0.0.0 to 2239.255.255.255). See also datagram.
multicast heartbeat   The ability of the Windows 2000 router to listen for a regular multicast notification to a specified group address.
multicast promiscuous mode   A listening mode that passes up for processing all frames that have the IEEE-defined multicast bit set to 1.
multicast routing protocol   Protocols such as Distance Vector Multicast Routing Protocol (DVMRP), Multicast Open Shortest Path First (MOSPF), or Protocol Independent Multicast (PIM) used to exchange IP multicast host membership information. Group membership is either communicated explicitly, by exchanging [group address, subnet] information, or implicitly, by informing upstream routers that there either are or are not group members in the downstream direction from the source of the multicast traffic.
multicast scope   A range of IP multicast addresses in the range of 239.0.0.0 to 239.254.255.255. Multicast addresses in this range can be prevented from propagating in either direction (send or receive) through the use of scope-based multicast boundaries.
multicast static route   A static route used to determine the previous hop interface for IP multicast forwarding table entries and the previous hop neighbor used for multicast diagnostic utilities such as mtrace.
multihomed   A computer that has multiple network adapters installed.
multilink protocol (MP)   An extension to PPP that is used to aggregate multiple physical links into a single logical link. MP is defined in RFC 1990.
multimaster replication   A replication model in which any domain controller accepts and replicates directory changes to any other domain controller. This differs from other replication models in which one computer stores the single modifiable copy of the directory and other computers store backup copies. See also domain controller; replication.
multipath routing infrastructure   A routing infrastructure where multiple paths exist between network segments in the internetwork.
mutual authentication   The process when the calling router authenticates itself to the answering router and the answering router authenticates itself to the calling router. Both ends of the connection verify the identity of the other end of the connection. MS-CHAP v2 and EAP-TLS authentication methods provide mutual authentication.
N
name management   Registering, querying, and releasing NetBIOS names.
name mapping   A Windows 2000 feature that enables file system access by MS DOS and Windows 3.x users to NTFS and FAT volumes, and enables user account assignments for Kerberos users from non-Windows 2000 Kerberos realms or for external (non-enterprise) users with X.509 certificates. For file system access, Windows 2000 allows share names of up to 255 characters, as opposed to MS DOS and Windows 3.x, which are restricted to eight characters followed by a period and an extension of up to three characters. Each file or folder with a name that does not conform to the MS DOS 8.3 standard is automatically given a second name that does. MS DOS and Windows 3.x users connecting to the file or directory over the network see the name in the 8.3 format; Windows 2000 users see the long name.
name query   A query broadcast to a local network or to a NetBIOS name server in order to resolve the IP address when one NetBIOS application wants to communicate with another NetBIOS application.
name registration   The process of registering a computer name with a name server, such as a DHCP or WINS server, when a client computer joins a computer network. This process of name registration creates a database entry that other network services use to locate that computer.
name resolution   The process of having software translate between names that are easy for users to work with, and numerical IP addresses, which are difficult for users but necessary for TCP/IP communications. Name resolution can be provided by software components such as the Domain Name System (DNS) or the Windows Internet Name Service (WINS). In directory service, the phase of LDAP directory operation processing that involves finding a domain controller that holds the target entry for the operation. See also Domain Name System (DNS); Transmission Control Protocol/Internet Protocol (TCP/IP); Windows Internet Name Service (WINS).
name resolution service   A service required by TCP/IP internetworks to convert computer names to IP addresses and IP addresses to computer names. (People use “friendly” names to connect to computers; programs use IP addresses.) See also internetwork; IP address; Transmission Control Protocol/Internet Protocol (TCP/IP).
name server   In the DNS client/server model, a server authoritative for a portion of the DNS database. The server makes computer names and other information available to client resolvers that are querying for name resolution across the Internet or an intranet. See also Domain Name System (DNS).
Named Pipe   A portion of memory that can be used by one process to pass information to another process, so that the output of one process is the input of the other process. The second process can be local (on the same computer as the first) or remote (on a networked computer).
namespace   A set of unique names for resources or items used in a shared computing environment. The names in a namespace can be resolved to the objects they represent. For Microsoft Management Console (MMC), the namespace is represented by the console tree, which displays all of the snap-ins and resources that are accessible to a console. For Domain Name System (DNS), namespace is the vertical or hierarchical structure of the domain name tree. For example, each domain label, such as “host1” or “example,” used in a fully qualified domain name, such as “host1.example.microsoft.com,” indicates a branch in the domain namespace tree. For Active Directory, namespace corresponds to the DNS namespace in structure, but resolves Active Directory object names.
naming service   A service, such as that provided by WINS or DNS, that allows friendly names to be resolved to an address or other specially defined resource data that is used to locate network resources of various types and purposes.
NAT editor   A component of a network address translator that performs additional translation and payload adjustment beyond the IP, TCP, and UDP headers. A NAT editor is an installable component that can properly modify otherwise non-translatable payloads so that they can be forwarded across a NAT.
native mode   The condition in which all domain controllers within a domain are Windows 2000 domain controllers and an administrator has enabled native mode operation (through Active Directory Users and Computers). See also mixed mode.
nested groups   A Windows 2000 capability available only in native mode that allows the creation of groups within groups. See also domain local group; forest; global group; universal group.
NetBIOS Enhanced User Interface (NetBEUI)   A network protocol native to Microsoft Networking, that is usually used in local area networks of one to 200 clients. NetBEUI uses Token Ring source routing as its only method of routing. It is the Microsoft implementation of the NetBIOS standard.
NetBIOS Frames Control Protocol (NBFCP)   The Network Control Protocol for NetBEUI-based PPP connections. NBFCP negotiates NetBEUI-based parameters to dynamically configure a NetBEUI-based PPP connection across a point-to-point link. NBFCP is documented in RFC 2097.
NetBIOS name   A name recognized by WINS, which maps the name to an IP address.
NetBIOS name query   A packet sent to either a NetBIOS name server, such as a WINS server, or as a broadcast to resolve the IP address of a NetBIOS name.
NetBIOS name server   A computer that resolves NetBIOS names to IP addresses. A WINS server is a NetBIOS name server.
NetBIOS Node Type   A designation of the exact mechanisms by which NetBIOS names are resolved to IP addresses.
NetBIOS over TCP/IP (NetBT)   A feature that provides the NetBIOS programming interface over the TCP/IP protocol. It is used for monitoring routed servers that use NetBIOS name resolution.
netsh   A command-line and scripting utility for Windows 2000 networking components for local or shared computers.
NetWare   Novell's network operating system.
NetWare Core Protocol (NCP)   The file-sharing protocol that governs communications about resource (such as disk and printer), bindery, and NDS operations between server and client computers on a Novell NetWare network. Requests from client computers are transmitted by the IPX protocol. Servers respond according to NCP guidelines. See also bindery; Internetwork Packet Exchange (IPX); Novell Directory Services (NDS).
NetWare Link Services Protocol (NLSP)   A link state routing protocol developed by Novell and used on IPX internetworks.
network access server (NAS)   The device that accepts PPP connections and places clients on the network that the NAS serves. NAS is also called Terminal server.
network adapter   A software or hardware plug-in board that connects a node or host to a local area network. If the node is a member of a server cluster, the network adapter is a server cluster object (the network interface object).
network address   See network ID.
network address translation (NAT)   A protocol that allows a network with private addresses to access information on the Internet through an IP translation process. With NAT, you can configure your home network or small office network to share a single connection to the Internet.
network address translator   An IP router defined in RFC 1631 that can translate IP addresses and TCP/UDP port numbers of packets as they are being forwarded.
network basic input/output system (NetBIOS)   An application programming interface (API) that can be used by applications on a local area network or computers running MS DOS, OS/2, or some version of UNIX. NetBIOS provides a uniform set of commands for requesting lower level network services.
network bridge   A device that connects networks by using the same communications protocols so that information can be passed from one to the other. Also, a device that connects two local area networks, whether or not they use the same protocols. A bridge operates at the ISO/OSI data-link layer.
Network Control Protocol (NCP)   A protocol within the PPP protocol suite that negotiates the parameters of an individual LAN protocol such as TCP/IP or IPX.
Network Device Interface Specification (NDIS)   A software component that provides Windows 2000 network protocols a common interface for connection to network adapters. NDIS allows more than one transport protocol to be bound and operate simultaneously over a single network adapter card.
network file system (NFS)   A service for distributed computing systems that provides a distributed file system, eliminating the need for keeping multiple copies of files on separate computers.
network ID   A number used to identify the systems that are located on the same physical network bounded by routers. The network ID should be unique to the internetwork.
network layer   A layer that addresses messages and translates logical addresses and names into physical addresses. It also determines the route from the source to the destination computer and manages traffic problems, such as switching, routing, and controlling the congestion of data packets.
network media   The type of physical wiring and lower-layer protocols used for transmitting and receiving frames. For example, Ethernet, FDDI, and Token Ring.
Network Monitor   A packet capture and analysis tool used to view network traffic. This feature is included with Windows 2000 Server; however, Systems Management Server has a more complete version.
network name   In server clusters, the name through which clients access server cluster resources. A network name is similar to a computer name, and when combined in a resource group with an IP address and the applications clients access, presents a virtual server to clients.
network number   In the Macintosh environment, the routing address or range of addresses assigned to the physical network that Phase 2 AppleTalk routers use to route information to the appropriate network. Network number is also called network range and cable range. See also routing.
network prefix   The number of bits in the IP network ID starting from the high order bit. The network prefix is another way of expressing a subnet mask.
network range   See network number.
network route   A route to a specific network ID in an internetwork.
NFS   See network file system.
node   In tree structures, a location on the tree that can have links to one or more items below it. In local area networks (LANs), a device that is connected to the network and is capable of communicating with other network devices. In a server cluster, a server that has Cluster service software installed and is a member of a cluster. See also local area network (LAN).
nonce   A randomly generated value used to defeat replay attacks. See also replay attack.
noncontainer object   An object that cannot logically contain other objects. A file is a noncontainer object. See also container object; object.
nonrepudiation   A basic security function of cryptography. Nonrepudiation provides assurance that a party in a communication cannot falsely deny that a part of the communication occurred. Without nonrepudiation, someone can communicate and then later deny the communication or claim that the communication occurred at a different time. See also cryptography; authentication; confidentiality; integrity.
Novell Directory Services (NDS)   On networks running Novell NetWare 4.x and NetWare 5.x, a distributed database that maintains information about every resource on the network and provides access to these resources.
NVRunCmd service   A service that allows commands issued from a host system NetView console to be carried out on the computer running Windows 2000 and SNA Server. The NVRunCmd service also returns the command results to the host NetView console in standard character or number formats.
NWLink   An implementation of the Internetwork Packet Exchange (IPX), Sequenced Packet Exchange (SPX), and NetBIOS protocols used in Novell networks. NWLink is a standard network protocol that supports routing and can support NetWare client/server applications, where NetWare-aware Sockets-based applications communicate with IPX/SPX Sockets-based applications. See also Internetwork Packet Exchange (IPX); network basic input/output system (NetBIOS).
O
object   An entity, such as a file, folder, shared folder, printer, or Active Directory object, described by a distinct, named set of attributes. For example, the attributes of a File object include its name, location, and size; the attributes of an Active Directory User object might include the user's first name, last name, and e-mail address. For OLE and ActiveX objects, an object can also be any piece of information that can be linked to, or embedded into, another object. See also attribute; container object; noncontainer object; parent object; child object.
object linking and embedding (OLE)   A method for sharing information among applications. Linking an object, such as a graphic, from one document to another inserts a reference to the object into the second document. Any changes you make in the object in the first document will also be made in the second document. Embedding an object inserts a copy of an object from one document into another document. Changes you make in the object in the first document will not be updated in the second unless the embedded object is explicitly updated. See also ActiveX.
octet   In programming, an octet refers to eight bits or one byte. IP addresses, for example, are typically represented in dotted-decimal notation; that is, with the decimal value of each octet of the address separated by a period. See also IP address.
off-subnet addressing   The allocation of IP addresses from remote access servers to remote access clients that are not in a range defined by a subnet to which the remote access server is attached.
OLE   See object linking and embedding.
on-demand connection   A demand-dial connection made over dial-up links when the cost of using the communications link is time-sensitive. For example, long distance analog phone calls are charged on a per-minute basis. With on-demand connections, the connection is made when traffic is forwarded, and the connection is terminated after a configured amount of idle time.
on-demand router-to-router VPN connection   A router-to-router VPN connection that is made by a calling router who has a dial-up connection to the Internet.
on-subnet addressing   The allocation of IP addresses from a remote access server to remote access clients that are in a range defined by a subnet to which the remote access server is attached.
open database connectivity (ODBC)   An application programming interface (API) that enables database applications to access data from a variety of existing data sources.
Open Shortest Path First (OSPF)   A routing protocol used in medium-sized and large-sized networks. This protocol is more complex than RIP, but allows better control and is more efficient in propagating routing information.
OSPF   See Open Shortest Path First.
output filters   Filters which define the traffic that is allowed to be sent from that interface.
owner   In Windows 2000, the person who controls how permissions are set on objects and can grant permissions to others. In the Macintosh environment, an owner is the user responsible for setting permissions for a folder on a server. A Macintosh user who creates a folder on the server automatically becomes the owner of the folder. The owner can transfer ownership to someone else. Each Macintosh-accessible volume on the server also has an owner.
P
packet   A transmission unit of fixed maximum size that consists of binary information. This information represents both data and a header containing an ID number, source and destination addresses, and error-control data.
packet filtering   Prevents certain types of network packets from either being sent or received. This can be employed for security reasons (to prevent access from unauthorized users) or to improve performance by disallowing unnecessary packets from going over a slow connection. See also packet.
page-description language (PDL)   A computer language that describes the arrangement of text and graphics on a printed page. See also printer control language (PCL); PostScript.
parent object   The object in which another object resides. A parent object implies relation. For example, a folder is a parent object in which a file, or child object, resides. An object can also be both a parent and a child object. See also child object; object.
pass-through VPN connection   A less common combined Internet and intranet virtual private network (VPN) connection.
password authentication protocol (PAP)   A simple, plaintext authentication scheme for authenticating PPP connections. The user name and password are requested by the remote access server and returned by the remote access client in plaintext.
path   A sequence of directory (or folder) names that specifies the location of a directory, file, or folder within the Windows directory tree. Each directory name and file name within the path must be preceded by a backslash (\). For example, to specify the path of a file named Readme.doc located in the Windows directory on drive C, type C:\Windows\Readme.doc.
performance counter   In System Monitor, a data item associated with a performance object. For each counter selected, System Monitor presents a value corresponding to a particular aspect of the performance that is defined for the performance object. See also performance object.
performance object   In System Monitor, a logical collection of counters that is associated with a resource or service that can be monitored. See also performance counter.
permanent virtual circuit (PVC)   A virtual circuit assigned to a preconfigured static route.
persistent connection   A connection that is always active. For instance, the WINS servers in Windows 2000 use persistent connections to constantly update their WINS databases.
persistent demand-dial connection   A demand-dial connection that uses a dial-up WAN technology when the cost of the link is fixed. A persistent demand-dial connection can be active 24 hours a day. Examples of WAN technologies for persistent demand-dial connections include local calls that use analog phone lines, leased analog lines, and flat-rate ISDN. If a persistent connection is lost, the calling router immediately attempts to reestablish the connection.
persistent route   Routes that are not based on the TCP/IP configuration, that are automatically added to the IP routing table when the TCP/IP protocol is started. Routes added to the IP routing table using the route utility with the “-p” command line option are recorded.
persistent router-to-router VPN connection   A scenario in which both the calling and answering routers are permanently connected to the Internet.
physical layer   A software layer that transmits bits from one computer to another and regulates the transmission of a stream of bits over a physical medium. This layer defines how the cable is attached to the network adapter and which transmission technique is used to send data over the cable.
physical media   A storage object that data can be written to, such as a disk or magnetic tape. A physical medium is referenced by its physical media ID (PMID).
physical unit (PU)   An IBM Systems Network Architecture component that monitors and manages the resources of a network node as requested by the systems services control point.
Ping   A tool that verifies connections to one or more remote hosts. The ping command uses the ICMP echo request and echo reply packets to determine whether a particular IP system on a network is functional. Ping is useful for diagnosing IP network or router failures. See also Internet Control Message Protocol (ICMP).
ping of death   A denial of service attack where malicious users send one or multiple 64-KB ICMP Echo Request messages. The 64-KB messages are fragmented and must be reassembled at the destination host. For each separate 64-KB message, the TCP/IP protocol must allocate memory, tables, timers, and other resources. With enough fragmented messages, a host can become bogged down so that the servicing of valid information requests is impaired.
PKI   See public key infrastructure.
plaintext   Data that is not encrypted. Sometimes also called clear text. See also ciphertext; encryption; decryption.
PMTU black hole router   A router that silently discards IP datagrams that require fragmentation when the Don't Fragment (DF) flag in the IP header is set to 1.
point of presence (POP)   The local access point for a network provider. Each POP provides a telephone number that allows users to make a local call for access to online services.
point-to-LAN remote access connectivity   In internetworking, when remote access clients are transparently connected to the network to which the remote access server is attached.
Point-to-Point Protocol (PPP)   An industry standard suite of protocols for the use of point-to-point links to transport multiprotocol datagrams. PPP is documented in RFC 1661.
point-to-point remote access connectivity   In internetworking, when remote access clients connect to remote access servers and are connected only to the remote access server.
Point-to-Point Tunneling Protocol (PPTP)   A tunneling protocol that encapsulates Point-to-Point Protocol (PPP) frames into IP datagrams for transmission over an IP-based internetwork, such as the Internet or a private intranet.
poison reverse   A process that, used with split horizon, improves RIP convergence over simple split horizon by advertising all network IDs. However, the network IDs learned in a given direction are advertised with a hop count of 16, indicating that the network is unavailable. See also split horizon.
port monitor   A device that controls the computer port that provides connectivity to a local or remote print device.
port rule   For Network Load Balancing, a set of configuration parameters that determine the filtering mode to be applied to a range of ports. See also filtering mode.
PostScript   A page-description language (PDL) developed by Adobe Systems for printing with laser printers. PostScript offers flexible font capability and high-quality graphics. It is the standard for desktop publishing because it is supported by imagesetters, the high-resolution printers used by printing services for commercial typesetting. See also printer control language (PCL); page-description language (PDL).
PPP   See Point-to-Point Protocol.
PPTP client   See Point-to-Point Tunneling Protocol client.
PPTP server   See Point-to-Point Tunneling Protocol server.
preferred server   The NetWare bindery-based (NetWare 2.x, and 3.x) server to which you connect by default when you log on to your computer. The preferred server validates your user credentials and is queried when you request information about resources available on the NetWare network.
presentation layer   A network layer that translates data from the application layer into an intermediary format. This layer also manages security issues by providing such services as data encryption, and compresses data so that fewer bits need to be transferred on the network.
primary domain controller   A Windows NT 4.0 and 3.51 domain controller that is the first one created in the domain and contains the primary storehouse for domain data. Within the domain, the primary domain controller periodically replicates its data to the other domain controllers, known as backup domain controllers. See also backup domain controller.
primary server   An authoritative DNS server for a zone that can be used as a point of update for the zone. Only primary masters have the ability to be updated directly to process zone updates, which include adding, removing, or modifying resource records that are stored as zone data. Primary masters are also used as the first sources for replicating the zone to other DNS servers.
primary token   The access token assigned to a process to represent the default security information for that process. It is used in security operations by a thread working on behalf of the process itself rather than on behalf of a client. See also access token; impersonation token; process.
print server   A computer that is dedicated to managing the printers on a network. The print server can be any computer on the network.
print sharing   The ability for a computer running Windows 2000 Professional or Windows 2000 Server to share a printer on the network.
print spooler   Software that accepts a document sent to a printer and then stores it on disk or in memory until the printer is ready for it. This collection of dynamic-link libraries (DLLs) receives, processes, schedules, and distributes documents for printing. The term spooler is an acronym created from “simultaneous print operations online.” See also spooling.
printer control language (PCL)   The page-description language (PDL) developed by Hewlett Packard for their laser and inkjet printers. Because of the widespread use of laser printers, this command language has become a standard in many printers. See also page-description language (PDL); PostScript.
printer driver   A program designed to allow other programs to work with a particular printer without concerning themselves with the specifics of the printer's hardware and internal language. By using printer drivers that handle the subtleties of each printer, programs can communicate properly with a variety of printers. See also printer control language (PCL); PostScript.
private addresses   IP addresses that are designed to be used by organizations for private intranet addressing within one of the following blocks of addresses: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16.
private key   The secret half of a cryptographic key pair that is used with a public key algorithm. Private keys are typically used to digitally sign data and to decrypt data that has been encrypted with the corresponding public key. See also public key.
privileged mode   Also known as kernel mode, the processing mode that allows code to have direct access to all hardware and memory in the system.
process   An operating system object that consists of an executable program, a set of virtual memory addresses, and one or more threads. When a program runs, a Windows 2000 process is created. See also thread.
promiscuous mode   A feature of the network adapter that supports the detection of all frames sent over the network segment.
protocol   A set of rules and conventions by which two computers pass messages across a network. Networking software usually implements multiple levels of protocols layered one on top of another. Windows NT and Windows 2000 include NetBEUI, TCP/IP, and IPX/SPX-compatible protocols.
protocol number   A field in the IP packet which identifies the next level higher in the protocol stack.
public addresses   IP addresses assigned by the Internet Network Information Center (InterNIC) that are guaranteed to be globally unique and reachable on the Internet.
public key   The non-secret half of a cryptographic key pair that is used with a public key algorithm. Public keys are typically used to verify digital signatures or decrypt data that has been encrypted with the corresponding private key. See also private key.
public key cryptography   A method of cryptography in which two different keys are used: a public key for encrypting data and a private key for decrypting data. Public key cryptography is also called asymmetric cryptography.
public key infrastructure (PKI)   The laws, policies, standards, and software that regulate or manipulate certificates and public and private keys. In practice, it is a system of digital certificates, certification authorities, and other registration authorities that verify and authenticate the validity of each party involved in an electronic transaction. Standards for PKI are still evolving, even though they are being widely implemented as a necessary element of electronic commerce.
Q
QoS Admission Control Service   A software service that controls bandwidth and network resources on the subnet to which it is assigned. Important applications can be given more bandwidth, less important applications less bandwidth. The QoS Admission Control Service can be installed on any network-enabled computer running Windows 2000.
quantization noise   The noise introduced on an analog dial-up connection due to an analog to digital conversion.
queue   A list of programs or tasks waiting for execution. In Windows 2000 printing terminology, a queue refers to a group of documents waiting to be printed. In NetWare and OS/2 environments, queues are the primary software interface between the application and print device; users submit documents to a queue. In Windows 2000, however, the printer is that interface; the document is sent to a printer, not a queue.
R
Record Level Input/Output (RLIO)   An IBM distributed database protocol that provides record level access to nonrelational data on IBM host operating systems, including MVS, OS/390, and OS/400.
redirector   See Windows 2000 Redirector.
registry   In Windows 2000, Windows NT, Windows 98, and Windows 95, a database of information about a computer's configuration. The registry is organized in a hierarchical structure and consists of subtrees and their keys, hives, and entries.
remote access policy   A set of conditions and connection parameters that define the characteristics of the incoming connection and the set of constraints imposed on it. Remote access policies determine whether a specific connection attempt is authorized to be accepted.
Remote Access Service (RAS)   A Window NT 4.0 service that provides remote networking for telecommuters, mobile workers, and system administrators who monitor and manage servers at multiple offices.
remote access VPN connection   A connection made by a remote access client, a single user, that connects to a private network. The VPN server provides access to the resources of the VPN server or to the entire network to which the VPN server is attached. The packets sent from the remote client across the VPN connection originate at the remote access client computer.
remote computer   A computer that is accessible only by using a communications line or a communications device, such as a network adapter or a modem.
remote procedure call (RPC)   A message-passing facility that allows a distributed application to call services that are available on various machines in a network. Used during remote administration of computers.
replay attack   An attempt to circumvent an authentication protocol by copying authentication messages from a legitimate client and then resending them during the impostor's own authentication to the server. See also nonce.
replication   The process of copying data from a data store or file system to multiple computers that store the same data for the purpose of synchronizing the data. In Windows 2000, replication of Active Directory occurs through the Directory Replicator Service and replication of the file system occurs through Dfs replication.
replication latency   In Active Directory replication, the delay between the time an update is applied to a given replica of a directory partition and the time it is applied to some other replica of the same directory partition. Latency is sometimes referred to as propagation delay. See also multimaster replication.
Request for Comments (RFC)   A document that defines a standard. RFCs are published by the Internet Engineering Task Force (IETF) and other working groups.
resource record (RR)   Information in the DNS database that can be used to process client queries. Each DNS server contains the resource records it needs to answer queries for the portion of the DNS namespace for which it is authoritative.
Resource Reservation Protocol (RSVP)   A signaling protocol that allows the sender and receiver in a communication to set up a reserved highway for data transmission with a specified quality of service.
RFC   See Request for Comments.
RIP   See routing information protocol.
root   The highest or uppermost level in a hierarchically organized set of information. The root is the point from which further subsets are branched in a logical sequence that moves from a broad or general focus to narrower perspectives.
root directory   The top-level directory (or folder) on a computer, a partition or volume, or Macintosh-accessible volume. See also directory tree.
root domain   The beginning of the Domain Name System (DNS) namespace. In Active Directory, the initial domain in an Active Directory tree. Also the initial domain of a forest.
route flapping   A condition on an internetwork in which a network segment becomes intermittently available.
route summarization   The practice of combining multiple network IDs into a single route in the routing table. With proper planning, hierarchical routing infrastructures can use route summarization.
routemon utility   A scripting utility for the Routing and Remote Access service that is intended as a command-line alternative to the router administration user interface available through the Routing and Remote Access Manager.
router   A network server that helps LANs and WANs achieve interoperability and connectivity and that can link LANs that have different network topologies, such as Ethernet and Token Ring.
router-to-router VPN connection   A connection made by a router that connects two portions of a private network. The VPN server provides a routed connection to the network to which the VPN server is attached. On a router-to-router VPN connection, the packets sent from either router across the VPN connection typically do not originate at the routers.
routing   The process of forwarding a packet based on the destination IP address.
routing domain   A collection of contiguous network segments connected by routers that share the routing information for the routes within the domain.
Routing Information Protocol (RIP)   A suite of networking protocols that provides communications across interconnected networks made up of computers with diverse hardware architectures and various operating systems. TCP/IP includes standards for how computers communicate and conventions for connecting networks and routing traffic. See also protocol; Transmission Control Protocol.
routing infrastructure   The structure and topology of the internetwork.
routing loop   A path through an internetwork for a network ID that loops back onto itself.
routing protocol   A series of periodic or on-demand messages containing routing information that is exchanged between routers to exchange routing information and provide fault tolerance. Except for their initial configuration, dynamic routers require little ongoing maintenance, and therefore can scale to larger internetworks.
routing table   A database of routes containing information on network IDs, forwarding addresses, and metrics for reachable network segments on an internetwork.
routing table maintenance protocol (RTMP)   A distance vector routing protocol used on AppleTalk internetworks.
S
SAP table   The service and IPX internetwork address information is collected in a database called a SAP table by IPX routers and Novell NetWare servers.
scalability   A measure of how well a computer, service, or application can expand to meet increasing performance demands. For server clusters, the ability to incrementally add one or more systems to an existing cluster when the overall load of the cluster exceeds its capabilities.
scaling   The process of adding processors to a system to achieve higher throughput.
secret key   An encryption key that two parties share with each other and with no one else. See also symmetric key encryption.
Secure Sockets Layer (SSL)   A proposed open standard developed by Netscape Communications for establishing a secure communications channel to prevent the interception of critical information, such as credit card numbers. Primarily, it enables secure electronic financial transactions on the World Wide Web, although it is designed to work on other Internet services as well.
Security Accounts Manager (SAM)   A protected subsystem of Windows NT and Windows 2000 that maintains the security accounts management database and provides an API for accessing the database. In Windows NT 4.0, both local and domain security principals are stored by SAM in the registry. In Windows 2000, workstation security accounts are stored by SAM in the local computer registry, and domain controller security accounts are stored in Active Directory.
security context   The security attributes or rules that are currently in effect. For example, the rules that govern what a user can do to a protected object are determined by security information in the user's access token and in the object's security descriptor. Together, the access token and the security descriptor form a security context for the user's actions on the object. See also access token; security descriptor.
security descriptor   A set of information attached to an object that specifies the permissions granted to users and groups, as well as the security events to be audited. See also discretionary access control list (DACL); object; system access control list (SACL).
security identifier (SID)   A unique name that identifies a user who is logged on to a Windows NT or Windows 2000 security system. A security identifier can represent an individual user, a group of users, or a computer.
Security Parameters Index (SPI)   A unique, identifying value in the SA used to distinguish among multiple security associations existing at the receiving computer.
seed router   In the Macintosh environment, a router which initializes and broadcasts routing information about one or more physical networks. This information tells routers where to send each packet of data. On an AppleTalk network, a seed router initially defines the network numbers and zones for a network. Services for Macintosh servers, and third-party hardware routers can function as seed routers.
Sequenced Packet Exchange (SPX)   A transport layer protocol built on top of IPX.
server   A computer that provides shared resources to network users.
Server Message Block (SMB)   A file-sharing protocol designed to allow networked computers to transparently access files that reside on remote systems over a variety of networks. The SMB protocol defines a series of commands that pass information between computers. SMB uses four message types: session control, file, printer, and message.
Server service   A software component that provides RPC (remote procedure call) support and file, print, and Named Pipe sharing. See also Named Pipe; remote procedure call (RPC).
service access point   A logical address that allows a system to route data between a remote device and the appropriate communications support.
session key   A key used primarily for encryption and decryption. Session keys are typically used with symmetric encryption algorithms where the same key is used for both encryption and decryption. For this reason, session and symmetric keys usually refer to the same type of key. See also symmetric key encryption.
session layer   A network layer that allows two applications on different computers to establish, use, and end a session. This layer establishes dialog control between the two computers in a session, regulating which side transmits, as well as when and how long it transmits.
session ticket   A credential presented by a client to a service in the Kerberos authentication protocol. Because session tickets are used to obtain authenticated connections to services, they are sometimes called service tickets. See also Kerberos authentication protocol; Key Distribution Center (KDC).
sessions   Multiple packets sent with acknowledgments between two endpoints.
share name   A name that refers to a shared resource on a server. Each shared folder on a server has a share name used by personal computer users to refer to the folder. Users of Macintosh computers use the name of the Macintosh-accessible volume that corresponds to a folder, which may be the same as the share name. See also Macintosh-accessible volume.
shell   The command interpreter that is used to pass commands to the operating system.
Shiva Password Authentication Protocol (SPAP)   A two-way, reversible encryption mechanism for authenticating PPP connections employed by Shiva remote access servers.
short name   A valid MS DOS or OS/2 8.3 file name (with up to 8 characters followed by a period and an extension of up to 3 characters) that a computer running Windows 2000 Server creates for every Macintosh folder name or file name on the server. Personal computer users refer to files on the server by their short names; Macintosh users refer to them by their long names. See also name mapping.
silent discard   When a packet is discarded and the sending host is not informed as to why the packet was discarded.
silent RIP   The capability of a computer to listen for and process Routing Information Protocol (RIP) announcements but without announcing its own routes.
Simple Mail Transfer Protocol (SMTP)   A protocol used on the Internet to transfer mail. SMTP is independent of the particular transmission subsystem and requires only a reliable, ordered, data stream channel.
Simple Network Management Protocol (SNMP)   A network management protocol installed with TCP/IP and widely used on TCP/IP and Internet Package Exchange (IPX) networks. SNMP transports management information and commands between a management program run by an administrator and the network management agent running on a host. The SNMP agent sends status information to one or more hosts when the host requests it or when a significant event occurs.
single-path routing infrastructure   A routing infrastructure where only a single path exists between any two network segments in the internetwork.
site server   A computer running Windows NT Server on which Systems Management Server (SMS) site setup has been run. When SMS is installed on a computer, that computer is assigned the site server role. The site server, which hosts SMS components needed to monitor and manage an SMS site, typically performs several additional SMS roles, including component server, client access point, and distribution point.
Small Office/Home Office (SOHO)   An office with a few computers that can be considered a small business or part of a larger network.
smart card   A credit card-sized device that is used with a PIN number to enable certificate-based authentication and single sign-on to the enterprise. Smart cards securely store certificates, public and private keys, passwords, and other types of personal information. A smart card reader attached to the computer reads the smart card. See also authentication.
SNMP   See Simple Network Management Protocol.
socket   A bidirectional pipe for incoming and outgoing data between networked computers. The Windows Sockets API is a networking API used by programmers to create TCP/IP-based sockets programs.
software router   A router that is not dedicated to performing routing but performs routing as one of multiple processes running on the router computer.
source routing   The practice of specifying the list of networks or routers in the network layer header to forward a packet along a specific path in an internetwork.
split horizon   A route-advertising algorithm that prevents the advertising of routes in the same direction in which they were learned. Split horizon helps prevent routing loops. See also poison reverse.
spooling   A process on a server in which print documents are stored on a disk until a printer is ready to process them. A spooler accepts each document from each client, stores it, and sends it to a printer when the printer is ready.
standard error (STDERR)   In UNIX, the defined receiver of error messages about a process. By default, the standard error goes to the terminal.
standard input (STDIN)   In UNIX, the defined source of input for a process. By default, standard input comes from the terminal.
standard output (STDOUT)   In UNIX, the defined receiver for output from a process. By default, the standard output goes to the terminal.
static router   A router with manually configured routing tables. A network administrator, with knowledge of the internetwork topology, manually builds and updates the routing table, programming all routes in the routing table. Static routers can work well for small internetworks but do not scale well to large or dynamically changing internetworks due to their manual administration.
static routing   Routing limited to fixed routing tables, as opposed to dynamically updated routing tables. See also dynamic routing; routing; routing table.
static services   An IPX service that is permanently stored in a SAP table. Static services are advertised using normal SAP processes. Static SAP services are typically used to define the services that are available across a demand-dial connection.
Stream Input/Output (Stream I/O)   A protocol that provides access to IBM host data one file at a time, as opposed to one record at a time, such as with Structured Query Language (SQL).
structured query language (SQL)   A widely accepted standard database sublanguage used in querying, updating, and managing relational databases.
stub area   An OSPF area that does not advertise individual external networks. Routing to all external networks in a stub area is done through a default route (destination 0.0.0.0 with the network mask of 0.0.0.0).
subarea   An area composed of one subarea node (a type 5 host node or a type 4 node [a Front End Processor]) and the resources it controls, including type 2 nodes
subkey   In the registry, a key within a key. Subkeys are analogous to subdirectories in the registry hierarchy. Keys and subkeys are similar to the section header in .ini files; however, subkeys can carry out functions. See also key.
subnet   A subdivision of an IP network. Each subnet has its own unique subnetted network ID.
subnet mask   A 32-bit value expressed as four decimal numbers from 0 to 255, separated by periods (for example, 255.255.0.0). This number allows TCP/IP to distinguish the network ID portion of the IP address from the host ID portion. The host ID identifies individual computers on the network. TCP/IP hosts use the subnet mask to determine whether a destination host is located on a local or a remote network.
subnetted network ID   A network ID for a subnetted network segment that is the result of a subdivision of a TCP/IP network ID.
subnetting   The act of subdividing the address space of a TCP/IP network ID into smaller network segments, each with its own subnetted network ID.
supernetting   The practice of expressing a range of IP network IDs using a single IP network ID and subnet mask. Supernettting is a route aggregation and summarization technique.
switch   A computer or other network-enabled device that controls routing and operation of a signal path. In clustering, a switch is used to connect the cluster hosts to a router or other source of incoming network connections. See also routing.
switched virtual circuit (SVC)   A connection established dynamically between devices on an ATM network through the use of signaling.
symmetric key encryption   An encryption algorithm that requires the same secret key to be used for both encryption and decryption. This is often called secret key encryption. Because of its speed, symmetric encryption is typically used rather than public key encryption when a message sender needs to encrypt large amounts of data.
system access control list (SACL)   The part of an object's security descriptor that specifies which events are to be audited per user or group. Examples of auditing events are file access, logon attempts, and system shutdowns. See also access control entry (ACE); discretionary access control list (DACL); object; security descriptor.
system call   A routine that makes the operating system available to a program or that requests services from the operating system.
systemroot   The path and folder name where the Windows 2000 system files are located. Typically, this is C:\Winnt, although a different drive or folder can be designated when Windows 2000 is installed. The value %systemroot% can be used to replace the actual location of the folder that contains the Window 2000 system files. To identify your systemroot folder, click Start, click Run, and then type %systemroot%.
Systems Management Server   A part of the Windows BackOffice suite of products. Systems Management Server (SMS) includes inventory collection, deployment, and diagnostic tools. SMS can significantly automate the task of upgrading software, allow remote problem solving, provide asset management information, manage software licenses, and monitor computers and networks.
Systems Network Architecture (SNA)   A communications framework developed by IBM to define network functions and establish standards for enabling computers to share and process data.
T
T1   A wide-area carrier that transmits data at 1.544 Mbps.
TCP   Transmission Control Protocol.
TCP connection   The logical connection that exists between two processes that are using TCP to exchange data.
TCP segment   The quantity consisting of the TCP header and its associated data. TCP segments are exchanged using a TCP connection.
TCP/IP   See Transmission Control Protocol/Internet Protocol.
TCP/IP filtering   A feature of Windows 2000 TCP/IP that allows you to specify exactly which types of incoming non-transit IP traffic are processed for each IP interface.
Telephony API (TAPI)   An application programming interface (API) used by communications programs to communicate with telephony and network services. See also Internet Protocol.
Telnet   A terminal-emulation protocol that is widely used on the Internet to log on to network computers. Telnet also refers to the application that uses the Telnet protocol for users who log on from remote locations.
Telnet 3270 (TN3270)   Terminal emulation software, similar to Telnet, that allows a personal computer to log on to an IBM mainframe over a TCP/IP network.
Telnet 5250 (TN5250)   Terminal emulation software, similar to Telnet, that allows a personal computer to log on to an IBM AS/400 host system over a TCP/IP network.
terminal   A device consisting of a display screen and a keyboard that is used to communicate with a computer.
thread   A type of object within a process that runs program instructions. Using multiple threads allows concurrent operations within a process and enables one process to run different parts of its program on different processors simultaneously. A thread has its own set of registers, its own kernel stack, a thread environment block, and a user stack in the address space of its process.
throughput   For disks, the transfer capacity of the disk system.
Tick Count   An estimate of the amount of time it takes an IPX packet to reach the destination network.
Time To Live (TTL)   A timer value included in packets sent over TCP/IP-based networks that tells the recipients how long to hold or use the packet or any of its included data before expiring and discarding the packet or data. For DNS, TTL values are used in resource records within a zone to determine how long requesting clients should cache and use this information when it appears in a query response answered by a DNS server for the zone.
Token Ring   A type of network media that connects clients in a closed ring and uses token passing to allow clients to use the network. See also Fiber Distributed Data Interface (FDDI); LocalTalk.
topology   In Windows operating systems, the relationships among a set of network components. In the context of Active Directory replication, topology refers to the set of connections that domain controllers use to replicate information among themselves. See also domain controller; replication.
totally stubby area   An OSPF area that does not advertise individual external networks or OSPF inter-area routes. A router’s routing table within a totally stubby area contains intra-area routes and a default route (destination 0.0.0.0 with the network mask of 0.0.0.0). The default route summarizes all inter-area routes and all external routes.
tracing   A capability of components of the Windows 2000 Routing and Remote Access service that records internal component variables, function calls, and interactions. You can use tracing to troubleshoot complex network problems.
Traffic Control   A Windows 2000 mechanism that creates and regulates data flows with defined QoS parameters. The Traffic Control API (TC API) creates filters to direct selected packets through this flow. Traffic control is invoked by the QoS API and subsequently serviced by the RSVP SP.
Transaction Program Monitor   A monitor that manages the operating environment of the online transaction processing (OLTP) application by optimizing the use of operating system resources and the network. The TP Monitor provides a management platform for the system administrator that supports: load balancing, fault tolerance, performance monitoring, and security.
transit internetwork   The shared or public internetwork crossed by the encapsulated data.
Transmission Control Protocol/Internet Protocol (TCP/IP)   A set of software networking protocols widely used on the Internet that provide communications across interconnected networks of computers with diverse hardware architectures and operating systems. TCP/IP includes standards for how computers communicate and conventions for connecting networks and routing traffic.
Transport Driver Interface (TDI)   In the Windows NT and Windows 2000 networking model, a common interface for network layer components that communicate with the session layer of the Open Systems Interconnection model. The TDI is not a single program, but a protocol specification to which the upper bounds of transport protocol device drivers are written. It allows software components above and below the transport layer to be mixed and matched without reprogramming.
transport layer   The network layer that handles error recognition and recovery. When necessary, it repackages long messages into small packets for transmission and, at the receiving end, rebuilds packets into the original message. The receiving transport layer also sends receipt acknowledgments.
Transport Layer Security (TLS)   A standard protocol that is used to provide secure Web communications on the Internet or intranets. It enables clients to authenticate servers or, optionally, servers to authenticate clients. It also provides a secure channel by encrypting communications for confidentiality.
transport protocol   A protocol that defines how data should be presented to the next receiving layer in the Windows NT and Windows 2000 networking model and packages the data accordingly. The transport protocol passes data to the network adapter driver through the network device interface specification (NDIS) interface and to the redirector through the Transport Driver Interface (TDI).
trigger   For Network Monitor data captures, a set of conditions defined by a user that, when met, initiate an action such as stopping a capture or executing a program or command file.
triggered update   A route advertising algorithm that advertises changes in the network topology as they occur, rather than waiting for the next scheduled periodic advertisement.
trust relationship   A logical relationship established between domains that allows pass-through authentication in which a trusting domain honors the logon authentications of a trusted domain. User accounts and global groups defined in a trusted domain can be given rights and permissions in a trusting domain, even though the user accounts or groups do not exist in the trusting domain's directory. See also authentication; domain; two-way trust relationship.
tunnel   The logical path by which the encapsulated packets travel through the transit internetwork.
tunneled data   Data that is sent through the tunneled, or encapsulated, portion of the connection.
tunneling   A method of using an internetwork infrastructure of one protocol to transfer a payload (the frames or packets) of another protocol.
tunneling protocol   A communication standard used to manage tunnels and encapsulate private data. Data that is tunneled must also be encrypted to be a VPN connection. Windows 2000 includes the Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Tunneling Protocol (L2TP).
two-way initiated connection   A demand-dial connection where either router can be the answering router or the calling router depending on who is initiating the connection. Both routers must be configured to initiate and accept a demand-dial connection. You use two-way initiated connections when traffic from either router can create the demand-dial connection.
two-way trust relationship   A link between domains in which each domain trusts user accounts in the other domain to use its resources. Users can log on from computers in either domain to the domain that contains their account. See also trust relationship.
U
unicast   An address that identifies a specific, globally unique host.
unicast listening mode   A listening mode where the only frames that are considered for further processing are in a table of interesting destination media access control addresses on the network adapter. Typically, the only interesting addresses are the broadcast address (0xFF-FF-FF-FF-FF-FF) and the unicast address, (also known as the media access control address), of the adapter.
Unicode   A fixed-width, 16-bit character-encoding standard capable of representing the letters and characters of the majority of the world's languages. Unicode was developed by a consortium of U.S. computer companies.
universal group   A Windows 2000 group only available in native mode that is valid anywhere in the forest. A universal group appears in the Global Catalog but contains primarily global groups from domains in the forest. This is the simplest form of group and can contain other universal groups, global groups, and users from anywhere in the forest. See also domain local group; forest; Global Catalog.
UNIX   A powerful, multiuser, multitasking operating system initially developed at AT&T Bell Laboratories in 1969 for use on minicomputers. UNIX is considered more portable—that is, less computer-specific—than other operating systems because it is written in C language. Newer versions of UNIX have been developed at the University of California at Berkeley and by AT&T.
user account   A record that consists of all the information that defines a user to Windows 2000. This includes the user name and password required for the user to log on, the groups in which the user account has membership, and the rights and permissions the user has for using the computer and network and accessing their resources. For Windows 2000 Professional and member servers, user accounts are managed by using Local Users and Groups. For Windows 2000 Server domain controllers, user accounts are managed by using Microsoft Active Directory Users and Computers. See also domain controller; group.
User Datagram Protocol (UDP)   A TCP component that offers a connectionless datagram service that guarantees neither delivery nor correct sequencing of delivered packets.
user network interface (UNI)   The interface between ATM users or end stations and an ATM switch or network. The UNI interface is defined in the ATM Forum UNI documents.
V
variable bit rate (VBR)   An ATM service type that guarantees service based on average and peak traffic rates. VBR is used for traffic that requires little or no cell loss. It transmits data in spurts, or bursts, rather than in a continuous stream.
variable length subnet masks (VLSM)   Subnet masks used to produce subnets of an IP network ID of different sizes.
variable length subnetting   The practice of subdividing the address space of an IP network ID into subnets of different sizes.
virtual channel identifier (VCI)   A section of the ATM cell header that contains the virtual channel address over which the cell is to be routed.
Virtual Circuit (VC)   A point-to-point connection for the transmission of data. This allows greater control of call attributes, such as bandwidth, latency, delay variation, and sequencing.
virtual link   A logical link between a backbone area border router and an area border router that is not connected to the backbone.
virtual memory   The space on the hard disk that Windows 2000 uses as memory. Because of virtual memory, the amount of memory taken from the perspective of a process can be much greater than the actual physical memory in the computer. The operating system does this in a way that is transparent to the application, by paging data that does not fit in physical memory to and from the disk at any given instant.
virtual network   A logical network that exists inside Novell NetWare and NetWare-compatible servers and routers but is not associated with a physical adapter. The virtual network appears to a user as a separate network. On a computer running Windows 2000 Server, programs advertise their location on a virtual network, not a physical network. The internal network number identifies a virtual network inside a computer. See also internal network number; external network number.
virtual path identifier (VPI)   A section of the ATM cell header that contains the virtual path address over which the cell is to be routed.
virtual private network (VPN)   The extension of a private network that encompasses links across shared or public networks, such as the Internet.
virtual private network connection   A link in which private data is encapsulated and encrypted.
VPN   See virtual private network.
VPN client   A computer that initiates a VPN connection to a VPN server. A VPN client can be an individual computer that obtains a remote access VPN connection or a router that obtains a router-to-router VPN connection.
VPN connection   The portion of the connection in which your data is encrypted.
VPN server   A computer that accepts VPN connections from VPN clients. A VPN server can provide a remote access VPN connection or a router-to-router VPN connection.
W
Web server   A server that provides the ability to develop COM-based applications and to create large sites for the Internet and corporate intranets.
wide area network (WAN)   A communications network connecting geographically separated computers, printers, and other devices. A WAN allows any connected device to interact with any other on the network. See also local area network (LAN).
wildcard   In DNS, a character that can be substituted for another character during a query.
Windows 2000 Redirector   A software component that intercepts network requests and redirects them to network servers, workstations, printers and directory shares.
Windows Internet Name Service (WINS)   A software service that dynamically maps IP addresses to computer names (NetBIOS names). This allows users to access resources by name instead of requiring them to use IP addresses that are difficult to recognize and remember. WINS servers support clients running Windows NT 4.0 and earlier versions of Windows operating systems. See also Domain Name System (DNS).
Windows Sockets (Winsock)   An industry-standard application programming interface (API) used on the Microsoft Windows operating system that provides a two-way, reliable, sequenced, and unduplicated flow of data.
WINS proxy   A computer that listens to name query broadcasts and responds for those names not on the local subnet. The proxy communicates with the name server to resolve names and then caches them for a specific time period. See also Windows Internet Name Service (WINS).
Z
zone   In a DNS database, a zone is a contiguous portion of the DNS tree that is administered as a single separate entity by a DNS server. The zone contains resource records for all the names within the zone. In the Macintosh environment, a logical grouping that simplifies browsing the network for resources, such as servers and printers. It is similar to a domain in Windows 2000 Server networking. See also domain; Domain Name System (DNS); DNS server.
zone list   In the Macintosh environment, a list that includes all of the zones associated with a particular network. Not to be confused with Windows 2000 DNS zones. See also zone.
