Chapter 12 - Backup
Backing up system state data, files, and other data on your system is an important aspect of planning a reliable configuration. If you do not back up your data, you might not be able to recover important information or settings when problems occur. Microsoft® Windows® 2000 provides a backup utility that you can use to make sure that up-to-date copies of your data can be readily restored. 
In This Chapter
Overview of Backups   
Establishing a Backup Plan    
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Related Information in the Resource Kit

For more information about planning considerations, see “Planning a Reliable Configuration” in this book.

For more information about restoring from backups, see “Repair, Recovery, and Restore” in this book.

For more information about data storage options, see “Data Storage and Management” in this book.
Overview of Backups
Regular backup of servers and local hard disks prevents data loss and damage caused by disk drive failures, power outages, virus infection, and many other possible computer problems. Backup operations based on careful planning and reliable equipment make file recovery easier and less time consuming.
Backup Types
Backup can perform several types of backups:

A normal backup copies all selected files and marks each as having been backed up. With normal backups, you need only the most recent copy of the backup file to restore all of the files.

An incremental backup backs up only those files created or changed since the last normal or incremental backup. It marks files as having been backed up. If you use a combination of normal and incremental backups, you need the last normal backup set as well as all the incremental backup sets to restore your data.

A differential backup copies files created or changed since the last normal or incremental backup. It does not mark files as having been backed up. If you are doing normal and differential backups, you must have the last normal and last differential backup sets to restore. 

A copy backup copies all selected files but does not mark each file as having been backed up. Copying is useful to back up files between normal and incremental backups, because it does not affect other backup operations.

A daily backup copies all selected files that have been modified on the day that the daily backup is performed. The backed up files are not marked as having been backed up. 
Note   Perform regular backups when the fewest people are using the network. If many files are in use, the backup might not accurately reflect your network.
Storage Devices and Media
Windows 2000 can back up files to a variety of storage devices, including a tape drive. Data can be backed up to a logical drive, removable disk, network share, or a library of disks or tapes organized into a media pool and controlled by a robotic changer. If you do not have a separate storage device, you can back up to another hard disk or to a floppy disk. 
Storage Devices
Storage technology changes rapidly, so it is important to research the merits of various media before you make a purchase. Consider drive and media costs, as well as reliability and capacity, when selecting a storage device. Ideally, a storage device has more than enough capacity to back up your largest server and can also detect and correct errors during backup-and-restore operations. For information about supported storage devices, see the Windows 2000 Hardware Compatibility List (HCL) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Tip   The best way to make sure that your storage devices and media are working correctly is to verify your backups by performing test restores.
Media Types
The most common type of medium is magnetic tape. The primary tape drives used for backup include a quarter-inch cartridge (QIC), digital audio tape (DAT), 8mm cassette, and digital linear tape (DLT). High-capacity, high-performance tape drives typically use SCSI controllers. Other types of media include magnetic disks, optical disks and CD-ROMs (CD-R and CD-RW). 
Backup Strategies
A good backup strategy is the best defense against data loss. The following are three common backup strategies with questions to consider when determining what is appropriate for your computer system.
Network backup or server only   Do you plan to back up your entire network, or do you have storage devices attached to certain servers where users copy their important files? 
Individual or local computer backup   Does each computer need a storage device? Is each user responsible for backing up his or her data? 
Server and computer backup   Does each department have a storage device and a designated user to back up all data for that department?
You can physically connect your storage device to a local computer or to a server. Table 12.1 lists some advantages and disadvantages of each configuration. 
Table 12.1   Comparison of Server-Only and Local Computer Backups
Backup Type
Advantages
Disadvantages
Server-only
Fewer storage devices are needed. There is less media to manage because shared media stores multiple backups.If each server has more than one client computer, server-only backup costs less than backing up individual computers.
Registries and event logs of remote computers are not backed up. Backups and restorations are slower, due to network throughput.Backups and restorations require greater planning and preparation. They must be scheduled when network traffic is low or when critical information can be backed up as quickly as possible.
Local computer
Fewer network resources are committed to lengthy backup procedures.File recovery is quicker.
Using more storage devices costs more. 
Backups that include computers running both Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Professional combine the advantages and disadvantages of server-only and local computer backups. Additional considerations include the following:

If you run backups from a server, you can back up and restore that server quickly. However, if your network has more than one server, the speed advantage is lost. 

Servers typically operate 24 hours a day, so it is possible to run backups during less busy hours. However, if a problem with backup hardware occurs, you might have to turn off the server. 

As a rule, if data is primarily on one server, it is better to run backups from that server.
Note   Whether you run remote backups from a local computer or a server, it makes sense to place the storage device on the portion of your network with the greatest bandwidth or highest transmission frequency. You might also consider keeping the storage device in a secure room.
Figure 12.1 illustrates local computer and server-only backup options for a tape drive.
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Figure 12.1   Server-Only and Local Computer Backup Configurations 
Caution   Backups protect data against viruses. Because some viruses take weeks to appear, it is recommended that you keep normal backup tapes for at least a month to make sure that you can restore a system to its uninfected status. 
Security Considerations
There are several steps that you can take to enhance the security and operation of your backup-and-restore operations. You should also take steps to secure your backup media.
When you form a backup plan, consider implementing the following methods:

Secure both the storage device and the backup media. Data from stolen media can be accessed and restored to another server.

Back up an entire volume in case of a disk failure. It is more efficient to restore the entire volume in one operation.

Always back up the system state data on a domain controller to prevent the loss of user accounts and security information.

Keep three current copies of backup media. Store at least one copy off-site in a properly controlled environment. 
Backup and Restore Rights
Backup and restore rights are independent of each other. However, you can grant both rights together. 
Important   You must have administrative privileges to restore the system, but only restore privileges are required to restore files.
If you are the system administrator, extend backup and restore rights only to persons responsible for backing up your network. In a minimum-security or medium-security network, grant one user backup rights and another user restore rights. Train personnel with restore rights to perform all restore tasks in the event that you are unavailable. In a high-security network, only you should restore files.
Caution   A person who does not have permission to write to a file might have permission to restore the file. During restoration, such permission conflicts are ignored, and the existing file can be overwritten.
Granting Rights at Large Sites
Large sites might have two groups of backup operators: one with backup rights only; and the other with restore rights. It is recommended that you implement the following guidelines:

Grant backup-only rights by creating a local group named Backup Operators and give members Backup files and directories user rights. Then, create a global group named Backup Only and add it to the local group.

Grant restore-only rights by creating a local group named Restore Operators and give members Restore files and directories user rights. Then, create a global group named Restore Only and add it to the local group.
File Permissions
In Windows 2000, access to NTFS files is limited by NTFS file permissions, share permissions, and file attributes. You cannot back up or restore NTFS files to which you do not have access right unless:

You belong to the permissions group of administrators, backup operators, or restore operators.

You have been granted user rights to Backup files and directories (if you are backing up) and Restore files and directories (if you are restoring). 

Note   Neither the FAT16 nor the FAT32 file systems provide file permissions. 
Storing Backup Media
Some kinds of information need to be stored near your computers to be readily available; store some data off-site to be available in the event of a disaster or for long-term storage. 
Caution   Backup media lasts longer in cool, humidity-controlled locations. Your storage area should also be free of magnetic fields, such as those near the backs of computer terminals and analog telephone equipment. 
On-Site Storage
Some data needs to be stored on-site and readily available in the event of a failure.
Daily backups, whether full or incremental   Store media in a fireproof safe or cabinet. Secure storage protects against natural disaster, theft, and sabotage.
Copies of the media   If more than one copy of a software program is purchased, store one off-site if possible. If you have only one copy, you can back it up to media and label it as a backup of the application. If you need to reinstall software, you can restore from media to a computer running Windows 2000. You can then run the application setup program over the network and delete the software from the server.
Off-Site Storage
For highly confidential data that must be stored off-site, consider assistance from a company that specializes in secure data storage. Such companies lease space in underground vaults that remain impervious to most threats. If the cost or logistics of such protection is too great, use an alternative solution, such as a safe-deposit box or an off-site fireproof safe designed to protect magnetic media.
It is recommended that you store the following items off-site:

A full backup of the entire system, best performed weekly.

Original software installed on computers (only copies kept on site).

Documents required for processing an insurance claim, such as purchase orders or receipts for computer hardware and software. (Pertinent information is available from your business insurance agent.)

Information required to get network hardware reinstalled or reconfigured.

Information required to reconfigure your storage subsystem.

Tip   Make sure that your off-site storage location is bonded.
Establishing a Backup Plan
When developing your backup plan, keep the following in mind:

Be sure to have spare hardware in case of a failure in your backup device.

Test backed up data regularly to verify the reliability of your backup procedures and equipment.

Include stress testing of backup hardware (storage drives, optical drives, and controllers) and software (backup program and device drivers).
Backup Scenarios
There is a wide range of system configurations that can affect your backup strategies. At one extreme is a small, simple network with a computer that must be backed up and also be available 24 hours a day, seven days a week; at the other is a computer with a large amount of data that needs to be backed up. This section discusses backup strategies for these two situations.
Caution   Backup does not back up files on computers running Microsoft® MS-DOS®. Consider reserving some space on the server so that users of MS-DOS and Microsoft® Windows version 3.1 can copy important files. Those files can be backed up during regular server backups. 
Small and Medium LANs
The following scenario illustrates a possible approach for backing up a small network comprised of a computer that is running Windows 2000 Server and 20 client computers: 
The situation   The clients are a mix of computers running MS-DOS, Microsoft® Windows® for Workgroups, Microsoft® Windows® 95, Microsoft® Windows® 98, Microsoft® Windows NT®, and Windows 2000. You plan to purchase one tape drive and a controller card and to use Backup.
An approach   You can work out a backup solution by following these four steps: 
 1.
Research and select a tape drive for its reliability, speed, capacity, cost, and compatibility with Windows 2000. The drive should support tape cartridges with more than enough space to back up your entire server.
 2.
Install the tape controller card in the server. If you are using SCSI, put the tape drive on its own controller.
 3.
Connect your tape drive to the server so that you can back up the server system state data and so that server backups are most efficient. If you are using a SCSI tape driver, turn on the tape drive before turning on the server so that the SCSI tape driver can be loaded properly. From the server, you can back up user files on remote computers that are running Windows for Workgroups, Windows 95, Windows 98, Windows NT, and Windows 2000.
 4.
Establish a tape rotation schedule for backing up computers running Windows for Workgroups, Windows 95, Windows 98, Windows NT, and Windows 2000 Professional. To conserve tapes, back up clients less frequently than the server and encourage users to copy critical files to the server at the end of the day. Figure 12.2 shows one possible tape rotation schedule.
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Figure 12.2   Possible Rotation Schedule for Backup
Methods for 24-Hour Operations or Very Large Backups
If you need to back up a lot of data, such as a Microsoft® SQL Server™ database or a number of large graphics files, it can take a long time. When the time available for backups is short, approaches that work for small and medium-sized local area networks (LANs) become inadequate. It is helpful if you use a backup utility that can back up while the application remains available to clients. 
You can configure the disks that require daily backup separately from the Windows 2000 system disks. For critical data, use host-based or hardware-based redundant array of independent disks (RAID). For very critical data, you can even implement a software mirror of two separate hardware-controlled RAID arrays. With this configuration, if either a disk or an entire array fails, operations continue. If a component such as a network adapter, video device, IDE adapter, or power supply fails, it can easily be replaced. It is recommended that you have a spare computer with Windows 2000 Server installed as a backup for data. For more information about RAID arrays, see “Planning a Reliable Configuration” in this book. 
Important   Hardware reliability does not replace the need for regular backups. Backing up data protects you against software problems as well as human error.
In the descriptions of the following methods, the computer that contains the data to be backed up is called Data. The computer that runs the backup is called Target. Unlike the Methods One and Two, Method Three allows users to continue to access Data while it is being backed up.
Method One
Back up Data locally to disk. Use a networked backup or Xcopy to move the resulting backup file to Target. Make sure to regularly run a backup verification pass comparing the data on Data and Target. Do not use Compare when you are using the Active Directory™ directory service because comparing data takes about twice as long as copying it. Typically, Ethernet or Token Ring transfer speeds are 1 megabyte (MB) per second if the network is not busy. You can use this transfer rate and the total amount of data being transferred to estimate the transfer time. You might need to use a faster network connection or a different backup method.
Method Two
Back up Data over the network to Target. Copy the data that you want to back up to another disk or disks on Data. Bring Data online, and copy the data using a backup device connected to Data. You can also back up Data over the network to Target. Whether to perform the backup from Data or from Target depends on the following factors:

The availability of a target computer.

Any backup policies requiring that backups be performed on designated computers.

The time and cost of performing the backup from Data versus transferring the files to Target.
Method Three
Use hardware mirroring and third-party utilities that can mirror data across the network to another computer running Windows 2000 while the files are being used on Data. For more information about two-site backups, refer to the documentation provided by your hardware or software vendor. Mirroring data is best when you cannot risk losing data because a disk or RAID array fails or when you must protect against loss of an entire site. While there might be some downtime while moving data from the mirror computer to Data after a failure on Data is fixed, it is preferable to losing all data created or changed since the last backup. 
Important   Backup file servers often. If the data is critical, it must be mandatory for users to close their files at the end of the day.
Establishing a Backup Schedule
The frequency with which you create backups depends on how often your data changes and how valuable your data is. You can perform a weekly backup, a monthly backup, and an archive backup. The archive backup can be a simple copy. 
Twelve-Week Schedule
The 12-week schedule uses a different backup tape each day for two weeks, with the first tape being used again at the beginning of every third week. Incremental backups are performed Monday through Thursday, and normal backups are performed Friday, with the most recent normal backup stored on-site, as illustrated in Figure 12.3. The normal backup of the preceding week is stored off-site. At the end of 12 weeks, the cycle starts again with a new set of tapes.
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Figure 12.3   Backup Rotation for a 12-Week Schedule
Twelve-Month Schedule
One popular tape-alternation schedule uses 19 tapes over the course of one year. Four tapes are used Monday through Thursday for incremental backups, and three tapes are used for the normal backups performed each Friday. Figure 12.4 shows one month of the 12-month schedule. The remaining 12 tapes are used for monthly normal backups that are stored off-site. 
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Figure 12.4   Backup Rotation for One Month in a 12-Month Schedule 
Note   You can lower backup costs by alternating backup media. The life cycle of a tape depends on the manufacturer and on storage conditions.
Developing Backup and Restore Procedures
Backup specifics and procedures vary according to the needs of a company. After you develop your procedures based on the considerations discussed in this section, it is important to test, document, and verify them. Periodically reviewing your backup-and-restore process is a key part of ensuring data security.
Considerations for Developing Procedures
This section offers a series of checklists — suggestions and questions — to serve as flexible guidelines when you develop a comprehensive backup-and-restore process for your company.
Delegation of Tasks
It is critical that reliable personnel perform your backup and restore operations. Consider the following questions when deciding how to delegate these tasks:

Who makes the policy that determines what files and computers are backed up, and how is the policy made known?

Who is responsible for performing backups?

If backups occur automatically, who handles interruptions such as error messages? 

Who does the backup when the assigned backup operator is unavailable? 

To whom is the success or failure of a backup reported? Who notifies the users if a backup fails?
Time-Sensitive Backup Questions
In addition to determining when and how often backups take place, it is important to know how long it takes to retrieve backup media and perform a restore. To determine this, ask the following questions:

Do all backups, both full and partial, occur outside of regular business hours? 

Should backups occur immediately after or before regular business hours?

How often do you perform full and incremental backups?

How long does it take to retrieve backups or copies from a local or remote storage area? Can the remote copies be obtained at any time or only during business hours?

How long does it take to perform a full restore if the computer fails?
In the Event of a Backup Problem
Make sure to take certain issues into consideration before a backup problem occurs: 

Determine who is notified if a problem or backup failure occurs, and what process they follow.

If backup fails because of hardware problems, is standby hardware on-site or available on loan from your vendor? Determine how long it takes to replace failed hardware.

Determine the availability of hardware and software technical support.

Does your technical support staff have configuration information about computers running Windows 2000? If not, you need to determine how to make the information available in the event of a problem.

How does support from hardware or software vendors affect how long fixes take?

If trained personnel monitor overnight backups, are they also scheduled to work the next day? Who covers their other duties while they troubleshoot backup problems or restore data?
Security Considerations
The security of your backup operations, as well as the security of the storage location, is of paramount importance. Take the following questions into consideration when planning for the security of company data: 

Where are the backup tapes stored?

What has been done to make the backup location secure in the event of fire, flood, theft, or another disaster?

How is the backup location monitored?

Are the tapes that are stored on-site always accessible to the people who need them?

If there are copies of backup media, where are they stored?

Is the backup location bonded?
Policy Considerations
Developing a backup-and-restore process and deciding what to back up requires that you either set or comply with company policy. Keep the following issues in mind when determining your backup plans:

What is the policy for backup, and how is your plan in compliance?

Are all modified files to be backed up, or does company policy specify only critical files or the files of certain users, groups, departments, or divisions?

Are any disks or volumes on the computer not to be backed up?

Are users responsible for backing up their own client systems?

Is there a charge-back system for the amount of storage used?

How is the backup process validated?
Technical Considerations
You also need to determine how your backups are performed. For instance, determine the following:

Does the system have to meet certain conditions before the backup starts?

How is the backup started — from the command line, from an icon, or by batch? 

Are logs created and are they correct?

If the path is long, the file name odd, the file size very large, or the number of files large, does the backup still work? Can you restore files that have these characteristics?

Is the backup done to a local tape drive, remotely over the LAN, or remotely over the wide area network (WAN)?

Does the tape verify that the backed-up data is correct?

How are the connections between a data source and the storage device verified before the backup begins?

Are computers equipped for power outages if operators are not present when backups take place?

Do backups occur on schedule?

What is the process in place for dealing with unforeseen occurrences during a backup or restore?
Testing Backup-and-Restore Procedures
Complete verification of the entire backup-and-restore process is critical. Develop backup-and-restore strategies with appropriate resources and personnel, and then test them. Testing backup strategies also demonstrates how much time is required to restore data. A good plan ensures fast recovery of lost data.
Try performing a trial restoration periodically to verify that your files are properly backed up. A trial restoration can uncover hardware problems that do not show up with software verifications.
After a backup strategy has been designed, test it thoroughly with as many simulated failures as possible. For example, if you use disk mirroring, simulate a disk failure by removing or powering down one of the mirrors and ensure that remaining mirror continues to operate without interruption. Again, while RAID is effective, it does not eliminate the need for backups. A data recovery plan based on disk mirroring alone offers no protection if a computer is stolen. 
The following questions can help you assess your verification strategy.

Has every option that you expect to use been tested?

Do automated backup instructions work?

Does the backup-and-restore process work properly?

After you make changes to the operating system (such as installing a service pack), or the backup program, does the backup-and-restore process work properly?

After you make hardware changes (such as installing a new controller or tape drive, or changing the BIOS on the motherboard) does the backup-and-restore process work properly?

When you change the hardware or software involved in a backup, how do you verify that you can use the old tapes?
Documenting Backup-and-Restore Procedures
Keeping accurate backup records is essential to finding missing information quickly, particularly if you have accumulated a large number of high-volume media. Thorough records include media labels, catalogs, and online log files and log books.
Media labels   Labels should contain a date, the type of backup (normal, incremental, or differential), and a list of contents. If you are restoring from differential or incremental backups, you need to locate the last normal backup and either the last differential backup or all incremental backups created since the last normal backup. Alternately, you can label media sequentially and keep a log book of media content.
Catalogs   Most backup software includes a mechanism for cataloging backup files. Backup stores backup catalogs on the backup media and temporarily loads them into memory. Catalogs are created for each backup set, or collection of backed up files from one drive. 
Log files   Log files include the names of all backed up and restored files and directories. A log file is useful when restoring data because you can print or read it from any text editor. Keeping printed logs in a notebook makes it easier to locate specific files. For example, if the tape containing the catalog of the backup set is corrupt, you can use the printed logs to locate a file.
Conducting Verify Operations
A verify operation compares the files on disk to the files on backup media. It occurs after all files are backed up or restored, and it takes about as long as the backup procedure. It is recommended that you perform a verify operation after every backup, especially if you back up to a set of media for long-term storage. A verify operation is also recommended after file recovery. 
Note   If a verify operation fails for a given file, check the date that the file was last modified. If the file changes between a backup and a verify operation, the verify operation fails.
Backing Up System State Data
System state data is comprised of the following files:

Boot files, including the system files, and all files protected by Windows File Protection (WFP).

Active Directory (on a domain controller only).

Sysvol (on a domain controller only).

Certificate Services (on certification authority only).

Cluster database (on a cluster node only).

The registry.

Performance counter configuration information.

Component Services Class registration database.
The system state data can be backed up in any order. Restoration of the system state replaces boot files first and commits the system hive of the registry as a final step in the process. 
System state backup and restore operations include all system state data: you cannot choose to backup or restore individual components due to dependencies among the system state components. However, you can restore system state data to an alternate location in which only the registry files, Sysvol directory files, and system boot files are restored. The Active Directory database, Certificate Services database, and Component Services Class Registration database are not restored to the alternate location.
Although you cannot change which components of the system state are backed up, you can back up all protected system files with the system state data by setting advanced backup options. 
To set advanced backup options 
 1.
In the Backup dialog box, click the Backup tab, and then select the files and folders that you want to back up. 
 2.
Click Start Backup. 
 3.
In the Backup Job Information dialog box, click Advanced. 
 4.
Set the advanced backup options that you want, and then click OK. 
The advanced backup options are described in Table 12.2.
Table 12.2   Advanced Backup Options
Option
Description
Back up data that is in Remote Storage 
Backs up data that has been designated for Remote Storage. You can restore Remote Storage data only to an NTFS volume that is used with Windows 2000. 
Verify data after backup 
Verifies that the backed up data is exactly the same as the original data. This could substantially increase the time it takes to perform a backup. 
If possible, compress the backup data to save space 
Compresses the data you are backing up so you can save more data on a tape. If this option is disabled, you do not have a tape drive on your computer or your tape drive cannot compress data. 
Automatically back up system protected files with the system state 
Backs up all of the system files that are in your %SystemRoot% directory in addition to the boot files that are included with the system state data. Substantially increase the size of your backup job. 
Note   If you have more than one domain controller in your organization, and Active Directory is replicated to any of these other servers, you might have to authoritatively restore any Active Directory data that you want to restore. For more information about authoritative restores, see the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
To back up system state data 
 1.
Start Backup.
 2.
Click the Backup tab, and then select the System State check box.  

This backs up the system state data along with any other data that you have selected for the current backup operation.
Keep the following in mind when you are backing up system state data:

You must be an administrator or a backup operator to back up files and folders.

You can only back up the system state data on a local computer. You cannot back up the system state data on a remote computer. 

You can also use the Backup wizard to back up system state data. 
If you are backing up the system state data to a tape, and the Backup program indicates that there is no unused media available, you might have to use Removable Storage to add your tape to the Backup media pool. For more information about Removable Storage, see “Data Storage and Management” in this book. 
Boot and System Files
Backup considers the functionality of WFP when backing up and restoring boot and system files. System files are backed up and restored as a single entity. The Window File Protection service catalog file, located in the folder %SystemRoot%\system32\ catroot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}, is backed up with the system files.
In Windows NT 4.0 and earlier, backup programs could selectively backup and restore operating system files as they would data files, allowing for incremental backup and restore operations of most operating system files. Windows 2000, however, does not allow incremental restoration of operating system files.
The Advanced Backup option Automatically back up system protected files with the System State backs up all system files that are in your %SystemRoot% directory, in addition to the startup files that are included with the system state data. 
Active Directory
A directory service provides a way to locate and identify users and resources available in a distributed system. Windows 2000 Server includes Active Directory to manage the enterprise directory information for distributed networks. The information in this directory must be considered within your overall backup and restore strategy.
The directory service can be backed up either online or offline, but the restoration process can be completed only when the directory is offline, similar to Microsoft® Exchange Server. The Active Directory database can only be backed up completely; incremental backup is not supported.  
Directory information can be replicated, so the system administrator needs to formulate a recovery plan. One option is to restore a replica of the directory and then propagate changes that occurred since the backup from other replicas in the domain. The domain controller can also be restored from tape backup. This assumes that other replicas are not corrupted. If the other replicas are corrupted, you might need to do an authoritative restore. For more information about Active Directory backups, see the Distributed Systems Guide.
Certificate Services Information
Windows 2000 includes a certificate server service that can be installed and configured to provide X.509 certificates for clients. A full backup of the Certificate Services database must exist before it can be restored.
Cluster Database
System state data includes the cluster database. For more information about backing up and restoring clusters, see the Distributed Systems Guide.
Registry
The contents of the registry are backed up and restored when you back up and restore system state data. 
When you back up the system state data, a copy of your registry files is also saved in the folder %SystemRoot%\Repair\Regback. If your registry files become corrupted or are accidentally erased, you can use these files to repair the registry without performing a full restore of the system state data. This method of repairing the registry is only recommended for advanced users.
Important   It is important that you have current, reliable backup copies of the registry. Make sure to back up the registry as part of your regular backup routine and before you edit the registry. If you select the System State check box on the Backup tab in Backup, the registry is automatically backed up.
Performance Counter Configuration
The performance counter configuration files are also backed up and restored as part of the boot data. 
Component Services Class Registration Database
The Component Object Model (COM) is a binary standard for writing component software in a distributed systems environment. The Component Services Class Registration Database is backed up and restored with the system state data.
Component Services have special backup and restore considerations. There are two Component Services elements on each system: the component binaries, including dynamic-link libraries (DLLs) and executable files (EXEs), and the Component Services database. The components are backed up as a part of normal file enumeration. The Component Services database, however, is backed up and restored as a part of the system state data. 
Using Backup
Backup is a graphical tool used with a variety of storage media to back up and restore files on either NTFS or file allocation table (FAT) volumes. Backup also simplifies archiving and allows you to use the Windows 2000 Job Scheduler for automating backup jobs. 
Tasks such as mounting and dismounting a tape or disk are done by Removable Storage. It tracks and controls backup media, usually organized into pools, on storage devices, and allows applications such as Backup to share robotic changers and media libraries. Once started, Removable Storage is transparent to the data path, so you only need to access it when changing media, not when performing a backup or restore operation. 
Note   You can back up to a file or a tape without using Removable Storage as long as the backup medium is not part of a media pool. 
Selecting Backup Type
There are several factors to consider when deciding what backup to use, including the following issues:

The normal backup type is best when a large amount of data changes between backups or to provide a baseline for the other backup types.

The incremental backup type is best to record the progression of frequently changed data. 

The differential backup type simplifies the process for restoring files.

To provide for long-term storage with fewer media, you can use a combination of a normal backup plus either incremental or differential backups. 
Some backup types use backup markers, also known as archive attributes, to track when a file has been backed up. When the file changes, Windows 2000 marks the file to be backed up again. Files or directories that have been moved to a new location are not marked for backup. Backup allows you to choose to back up only files with this marker set, and you can choose whether or not to mark files as having been backed up.
Table 12.3 lists the main advantages and disadvantages associated with common types of backup.
Table 12.3   Advantages and Disadvantages of Backup Types
Backup type
Advantages
Disadvantages
Normal
Files are easy to find because they are always on a current backup of your system or on one medium. File recovery requires only one medium or set of media.
Most time-consuming.If files do not change frequently, backups are redundant.
Incremental
Least data storage space required.Least time-consuming.
Files can be difficult to find, because they can be on several media.
Differential
Recovery requires only the last normal backup medium and last differential medium.Less time-consuming than normal backups.
Recovery takes longer than if files were on a single medium.If large amounts of data change daily, backups can consume more time than incremental backups.
Selecting Backup Media
Backup displays a list of all available storage devices in Backup destination the Backup tab. If no external devices are detected, you can back up to disk. If you want to back up to media not managed by Removable Storage, make sure that the disk or tape is loaded in a stand-alone storage device. 
Note   If you are backing up to media managed by Removable Storage, you must first start Removable Storage in the Services snap-in. To back up to new media, you must first make the media available in the media scratch pool. If you want to back up to an existing media pool, the media must be loaded in the library. For more information about using Removable Storage, see “Data Storage and Management” in this book.
Files Skipped During Backup
Backup skips the following file types during the backup and restore processes: 

Files that are held open by other applications. 

Files that are skipped by default by Backup. 
Files Skipped by Default
Backup skips certain files by default, including the following:

Files that you do not have permission to read. Only users with backup rights can copy files that they do not own. 

Files that are temporary in nature, such as Pagefile.sys, Hiberfil.sys, Win386.swp, 386spart.par, Backup.log, and Restore.log. These files are neither backed up nor restored by Backup. The list of skipped files is embedded into Backup and cannot be changed. 

Registry files on remote computers. Windows 2000 backs up only local registry files. 
Locked Files
Windows 2000 lets you back up local files that are exclusively locked by the operating system, such as event logs and registry files; however, Backup skips those files held open by other processes. 
Encrypted Files
If encrypted files exist on backup tapes, it is important to ensure that user keys, particularly the recovery agent keys, are also stored safely on backup media. Certificate Services provides methods to export keys to floppy disks, or other removable media so that they can be secured in a trusted location.
For more information about Encrypting File System (EFS), see “Encrypting File System” in the Distributed Systems Guide.
Backing Up Files on Your Local Computer
Backup lets you back up any file on your local disk system. This section describes various files on your local computer that it is recommended to back up. 
Logon Scripts
Logon scripts are files that can be assigned to user accounts. Each time a user logs on, the assigned logon script is run. You can use logon scripts to configure user working environments by creating network connections and starting applications. Logon scripts are useful when you want to affect the user work environment without managing all aspects of it. A logon script is always downloaded from the computer running Windows 2000 Server that validates a user’s logon request.
On Windows 2000 Server domains, any domain controller can authorize a user’s logon attempt. To ensure that logon scripts always work, make sure that logon scripts for all user accounts in a domain exist on every domain controller.
To ensure that logon scripts are always available and consistent, use the Active Directory Replicator service. In replication, copies of the files are sent across the network to other computers. A domain controller sends the logon scripts to the other computers in the domain. 
Note   Only use replication for critical information that must be available because replicating files puts a large load on the network. For example, use replication for such critical data as the DHCP and WINS databases. For more information, see the Microsoft® Windows® 2000 Server Resource Kit TCP/IP Core Networking Guide. 
User Data
Most changes on a server occurs in the users’ folders. Users constantly add, modify, or delete files from the computer. It is recommended that you back up changes to users’ folders daily. 
Some users keep most of the files that they want backed up on file servers. Other users require that data on local computers be backed up. Your backup procedures need to consider both situations. 
Application Programs
Network users primarily use applications, such as Microsoft® Word. You can reinstall the executable files from the original distribution media, but the time and productivity lost make this approach less than ideal. Additionally, if you have customized the applications to suit the needs of your organization, then reproducing those settings can be more difficult than reloading the programs themselves. Since the applications rarely change, backing them up as part of your backup procedure ensures that the latest version is always available without using a lot of offline storage space. 
Archived Data
Backup can back up data that has been archived using Remote Storage. If the archived files are on your local disk, the backup operation works the same as any other. If the archived files are offline or remote, only placeholders on your local disk for the archived data are backed up. If you elect to back up the remote archived data, do so by direct media copy (tape to tape). 
Backing Up Files on Remote Computers
You can use Backup to back up files on any computers to which you can connect remotely. This allows a single media drive to be shared across an entire network and one backup policy to be in effect for the entire network.
Note   Backup does not recognize MS-DOS or computers that are running Windows 3.1.
Backing Up Windows 2000 Services and NTFS Features
Windows 2000 includes a number of system services and NTFS features that require special handling of descriptive catalog, metadata, or logging data stores. The binaries of these extensions and services are backed up during normal file backup. Temporary files or other files that can be skipped are registered to be excluded. 
Remote Storage Considerations
Implement Remote Storage should be implemented within a well-planned primary backup scheme. Remote Storage media are standard Microsoft Tape Format (MTF) tapes. MTF-compliant backup applications can catalog the tapes and restore migrated files from Remote Storage media. 
Important   Do not confuse Remote Storage media with primary backup media or view Remote Storage as a substitute for primary backups. Remote Storage migrates data that is used infrequently. Busy data that needs to be restored immediately after a primary storage catastrophe, is less likely to be present on Remote Storage media. 
Remote Storage enhances system usability by ensuring a steady supply of free space on file server volumes. It also enhances backup procedures because infrequently used data is no longer present on the volume, and this data doesn’t need to be included in a full backup. It is not meant to protect data the way that backup applications do. 
Where backup and Remote Storage share a single tape changer that only has one tape drive, backups of this type cannot be created because they would be contending for use of the single tape drive. Remote Storage uses Removable Storage to arbitrate its access to secondary storage. If Backup also uses Removable Storage, then under normal conditions the backup application and Remote Storage can share devices. However, Remote Storage recalls cannot preempt backup jobs, so it is necessary to ensure that backups do not cause recalls when only a single tape drive is available.
When writing to tape media, Remote Storage uses the MTF. When files cannot be recovered from regular backups, Backup uses MTF tapes to restore the Remote Storage data from the Remote Storage tapes.
For more information about Remote Storage, see “Data Storage and Management” in this book.
Backing Up Remote Storage Databases
Remote Storage requires that the Remote Storage database files be backed up during Backup operations. If the database files are corrupted or lost, stop all Remote Storage services, restore the database files, and then restart the service. If the files in %SystemRoot%\system32\NtmsData are backed up, Remote Storage functions properly after they are restored. Make sure that the system directories are assigned to the same path, including drive letter and directory structure. For example, if the system path is D:\Winnt\system32 prior to the recovery of Windows 2000, after recovery operations the drive letter is still D and the path is still Winnt\system32. 
Protecting Remote Storage Media
Administrators can make up to three copies of each Remote Storage medium. This ensures that tape media, which is less durable than other types of media, is available to the administrator for multiple purposes, including rotating media to off-site storage and having data redundancy in case a tape becomes no longer usable. Media sets can be removed from changers to provide shelf storage of infrequently used data. Media sets can also be added to the backup sets to provide a full set of managed data for recovery.
Using the Remote Storage snap-in, the administrator can identify the copy state of each Remote Storage medium, request that copies be created or updated, and request that media be recreated from copies. Media copies should be part of the normal backup procedure for a Remote Storage volume. 
A minimum of two drive changers and three tapes of equal length are needed to create media copies. 
Once Remote Storage data has been moved to the media, a copy set of all Remote Storage media can be produced.
To make media copies
 1.
In the Remote Storage snap-in, set the number of needed media copies on the general properties tab. You need enough media within the changer to be able to create copies of each medium that is within the Remote Storage media list. 
 2.
In the media context menu, start the Submit Synchronize Media Copies Now wizard. This will submit a one-time-only scheduled job to provide a copy of the media. 

Note   The schedule can be updated under the scheduled task manager to provide an update of the copy set regularly. Only use this option if media sets are not being rotated out of the changer.
To add a media copy to the Backup set for recovery
 1.
After performing the media copy procedure, right-click the media set that is going to be used as part of the backup set. 

The copy must be in the Remote Storage pool before it can be deleted from the Remote Storage databases. By deleting the media copy, you set the tape to Idle, Available. 
 2.
In the Remote Storage pool, right-click the appropriate media, and then click Copy. 
 3.
In the Remote Storage pool, right-click the wanted media pool, and then click Paste. 

This allows the media copy to become part of the Backup set. This medium can subsequently be removed from the changer. A medium that is created by Backup does not carry an on tape catalog and requires significantly more time to restore than media produced from Remote Storage. Use multiple media copies to recover the media from a standard media copy. The deleted media copies can be recreated. Copies that are deleted from the database are not available for Remote Storage recovery but can be recovered using Backup. 
Remote Storage Self-Backup
Although Remote Storage requires that managed files be backed up, it also copies critical structured storage and Jet database information on Remote Storage media. 
Exchange Database
Although the Exchange directory and information store services are independent of each other, they are built on top of Jet databases. 
Backing up Exchange
The Exchange services are backed up online with the data divided into two parts: the database, and the transaction logs and patch files. The transaction logs can be backed up independently from the database during an incremental backup. Backup determines which services are running on the specified server.
Note   To restore, the Exchange service needs the database and a sequential list of transaction logs. If circular logging is enabled on Exchange services, it is not possible to perform a no-loss restore. A no-loss restore uses the log files that reside on the system prior to the restore along with the restored log files to bring the system data to a state just before the crash. Thus if circular logging is enabled, then the existing logs must be deleted. After the restore, the system data is at the state it was just after the backup.
If the log file path is not set, a new log is created on the default directory. Otherwise, the existing log files are used.
Restoring Exchange
Exchange services are restored offline. To perform the restoration, Backup stops the associated services. The Win32 Service Manager functions are used to control the services.
SQL Database Backup
Microsoft® SQL Server™ should not be backed up using Backup. SQL Server has a built-in backup capability. A separate process should be in place to ensure that SQL Server is properly backed up. 
Logical Volume Information
In Windows 2000, the Fault Tolerant Disk state is stored on disk in hidden sectors. This is a change from Windows NT, which stored this information in the registry. Backup applications do not save or restore Fault Tolerant Disk configuration information in Windows 2000. It is up to the operator to reconfigure the disks to the original configuration (including stripe sets, mirrors, and volume sets) prior to restore. 
