Chapter 4 - Network Printing
By using a computer that is running Microsoft® Windows® 2000 Server as your network print server, you can print from any operating systems that your networked computers use. Computers that are running Microsoft® Windows® 2000 Professional can print easily, even across the Internet. Computers that are running Microsoft® Windows NT® version 4.0 and earlier, Microsoft® Windows® 95, and Microsoft® Windows® 98, do not require manual installation of a printer driver, because print resources are provided automatically from each application. Computers that are running UNIX, NetWare, and Macintosh operating systems can submit print jobs using Print Services for Unix, File and Print Services for NetWare, and Print Server for Macintosh, respectively.
Note   This chapter concerns itself primarily with printing across a network and regards Windows 2000 Server as a dedicated print server. For general information about printing, such as creating print jobs and sending them to a printer, see the Microsoft® Windows® 2000 Professional Resource Kit. 
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
For information about using a computer that is running Windows 2000 Professional as a peer-to-peer print server for a small LAN (10 or fewer connections), see “Connecting to Microsoft Peer-to-Peer Networks” in the Microsoft® Windows® 2000 Professional Resource Kit.

For more information about using printing resources with Active Directory, see the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Introduction to Network Printing
Windows 2000 Server is designed for network printing. Using a variety of platforms, applications send print jobs to printers that are attached to a Windows 2000 print server or are connected to the network by internal network adapters, external network adapters, or another server. 
Print Devices, Print Clients, Printers, and Print Servers
A print device is a hardware device used for printing. Print device resolution is measured in dots per inch (DPI). The higher the DPI, the finer the resolution.
A print client is an application on a user’s computer that submits print jobs to a print device. Print jobs are source code that contain both data and commands for print processing. Print jobs are classified into data types based on the modifications that the print server must make to the job to print correctly. 
The printer is the software interface between a print device and the print clients. It is sometimes called a logical printer and typically resides on the print server for remote printing. For local printing or print jobs redirected to a remote print device, the printer software is located on the print client.
The printer software specifies the print device’s interface with the operating system and is stored with a unique printer name in the Printers folder. It includes the printer driver. Printer drivers are programs that enable applications to communicate properly with specific print devices. 
The printer software specifies the port by which a document reaches the print device. A printer port is the software interface through which a computer communicates with the print device by means of a locally attached interface, such as LPT, COM, or universal serial bus (USB) or by means of a network-attached device such as HP JetDirect, Intel NetPort, or Extended Systems Print Server using a network transport protocol like TCP/IP or Data Link Control (DLC).  
Multiple printers can be defined for a single print device, allowing clients to use it in different ways. One user might want the device to be widely available; another might want to restrict it; one might want double-sided printing; another might want single-sided printing only. Conversely, as shown in Figure 4.1, a single set of printer software can access multiple print devices. This is called printer pooling.
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Figure 4.1   Printer Software-Hardware Relationships
A print server is a computer that manages a queue of print jobs for a shared print device. Computers running Windows 2000 Server or Windows 2000 Professional can function as a print server. However, Windows 2000 Professional limits concurrent connections to 10. If more than 10 clients need to connect to the print server simultaneously, Windows 2000 Server is the better solution. 
A print server that is running on Windows 2000 can process remote printing over various network protocols, such as NWLink, TCP/IP, or AppleTalk. The Transmission Control Protocol/Internet Protocol (TCP/IP) is required for Internet communications and is installed with Windows 2000 Server.
The preferred port monitor in Windows 2000 is the Standard TCP/IP Port Monitor (SPM), which uses TCP/IP as the transport protocol. SNMP is used to configure and monitor the printer ports. In addition to SPM, Internet printing adds an hypertext transport protocol (HTTP) port monitor. All other port monitors that were included with Windows NT 4.0 are also present. 
Local and Remote Printing
Several combinations of clients, servers, and printers are possible with Windows 2000, depending on whether the print device is local (receives data directly from the computer) or remote (accessed through a print server), and whether it is networked or directly attached to the computer. A directly attached print device is connected to the computer by a local interface, such as a parallel, serial RS-232/422/IRDA, or USB port. A networked printer is a node on the network: computers send print jobs to it through a network adapter, which might be built-in. A networked printer is also called a network-interface printer. 
The following figures show four basic printing configurations. The thin lines represent physical connections, such as network or parallel cables, and the arrows represent the logical print data flow.
Figure 4.2 shows the simplest configuration, a local or stand-alone printer. The print device is plugged into the parallel port of the computer that runs the application. The printer driver and job queue are on that computer, and it sends print data directly to the print device. 
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Figure 4.2   Local, Directly Attached Print Device
Figure 4.3 shows a small group of computers sharing a networked print device. This is a peer-to-peer network, where each computer has equal access to the printer, and there is no central control of printing or security. Each computer has its own job queue and cannot see the documents queued on the print device by other computers. If printing halts, the error message does not appear on every client. This is acceptable for small organizations where the users are in frequent contact, but becomes less manageable as traffic increases. Contention among computers submitting documents might cause the print device to time out or reject print jobs. 
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Figure 4.3   Local, Networked Print Device
Figure 4.4 illustrates a network configuration using a central print server. Many clients share access to the print device through the server, which is locally connected to the print device. The job queue resides on the server and is visible to each client. 
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Figure 4.4   Remote, Directly Attached Print Device
Printing is controlled by the server administrator. The administrator defines and enforces a security plan for the network, maintains the printer software, and downloads it to clients when they connect to the printer share. When a client connects to a network print queue, the client checks for new print drivers on the print server and updates older print drivers on the client.
Clients might also be connected to other print devices, and the print server often has several attached print devices. However, the number of parallel ports on the print server limits the number of print devices that can be directly attached to it. 
Figure 4.5 shows several clients sharing a print device in a domain managed by a computer that is running Windows 2000 Server; the print device is connected to the server over the network, allowing one print server to manage several print devices.
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Figure 4.5   Remote, Networked Print Device
Use the Add Printer Wizard to create and share printers so that network clients can connect to them. Regardless of where the print devices are located, the printer software must be located on the print server:

If the print device is attached locally, the wizard detects it and then attempts to configure the printer software. 

If the print device is attached elsewhere on the network, you must create a port for it when you configure the printer software.
You can also use the Add Printer Wizard to connect to remote print devices. It is important to remember the following:

Creating a printer means installing the print device either directly on a print server or on the network itself, and then configuring the printer software that controls the print device on the print server. Run the Add Printer Wizard and click the Local computer option. You must name the printer, install the printer driver, and specify a port. 

Connecting to a printer means connecting to the share on the computer that created the printer. To connect to a printer, run the Add Printer Wizard, and click the Network printer option. If the print driver for the client platform exists on the print server, it is not necessary to install the printer driver because Windows 2000 downloads it automatically. Otherwise, you will be prompted to install the printer software. 
Web Printing
Windows 2000 Server printing is now integrated with the Internet. To install a printer from the Internet, use the printer’s Uniform Resource Locator (URL) as the name of the printer. You can also choose to use the URL format within an intranet. For Windows 2000 Server to process print jobs that contain URLs, it must be running Microsoft® Internet Information Services (IIS). 
You can view and manage printers from any browser, but you must use Microsoft Internet Explorer version 4.0 or later to be able to connect to a printer using a browser. 
For more information about printing over the Internet, see “Internet Printing” later in this chapter.
Architecture
Figure 4.6 shows the processing flow of a document submitted for printing. Some processes, or the software components that perform them, are slightly different for print clients that are not running Windows 2000. For more information about different print clients, see “Working with Other Operating Systems” later in this chapter. 
For more information about how Windows 2000 processes print jobs using the Internet or a corporate intranet, see “Internet Printing” later in this chapter.
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Figure 4.6   Windows 2000 Remote Printing Process 
 1.
A user at a client chooses to print a document.

If the client is running any Windows-based operating system and is printing from a Windows-based application, the application calls the graphical device interface (GDI), which calls the printer driver associated with the target print device. Using the document information from the application and the print device information from the printer driver, the GDI renders the print job in the printer language of the print device. The application then calls the client side of the spooler (Winspool.drv).

If the client is running a non-Windows-based operating system or is using a non-Windows-based application on a Windows operating system, another software component replaces the GDI to perform a similar task.
 2.
The client delivers the print job to the print server.

If the client is running Windows 2000, the client side of the spooler makes a remote procedure call (RPC) to the server side of the spooler (Spoolsv.exe), which makes a direct application programming interface (API) call to the print router (Spoolss.dll). The print router polls the remote print providers, and the remote print provider (Win32spl.dll) makes an RPC to Spoolsv.exe on the print server, which receives the print job over the network.

If the client is running another Windows-based operating system or is a Windows 2000 client that created a local printer port and redirected output to a network server (\\Server\Printer), the print job goes to the server message block (SMB) redirector on the client. The redirector delivers the job to the print server service on the print server.

UNIX or other line printer remote (LPR) clients can print to the Windows 2000 line printer daemon (LPD) service. LPR clients must comply with Request for Comments (RFC) 1179. 

Macintosh clients can print to the Windows 2000 server in two ways:

Over AppleTalk if Windows 2000 Server is running Print Server for Macintosh

Over TCP/IP if the Macintosh client has an LPR client and Windows 2000 LPD service is running
 3.
The print router or print server service receives the print job.

On the print server, print jobs from Windows 2000 clients using Windows applications are enhanced metafiles (EMFs). Some print server services for clients that are not running Windows 2000 assign a data type and others leave the data type blank. Print jobs with no data type assume that the default data type in the Print Processor dialog box on the print server. For more information about printer server services, see “Print Processor” later in this chapter.
 4.
The print router or print server service passes the print job to the local print provider on the server (a component of the spooler), which spools the print job (writes it to disk) in an SPL file.
 5.
The local print provider polls the print processors. When a print processor recognizes the job’s data type, that print processor receives the print job and alters it (or not) according to its data type to ensure that the job prints correctly.
 6.
The job is despooled to the print monitor.

If the print device is bidirectional, the job first goes to a language monitor, which handles bidirectional communication with the printer and then passes the job to the port monitor.

If the print device is not bidirectional, the job goes directly to the port monitor, which transmits the print job to the print device or to another server over a specific communications channel.
 7.
The print device receives the print job and reproduces the data in the form of the physical medium.
Note   For a list of currently supported printers, see the Microsoft Windows 2000 Hardware Compatibility List (HCL) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
Graphical Device Interface
The GDI calls the printer driver and provides information about the type of printer needed and the data type used. The printer driver responds by sending the GDI the fully qualified path name for the printer and printer escape sequences or Printer Job Language (PJL) which the GDI passes to the spooler.
Windows 3.x-based (16-bit) applications running on Windows 2000 use the Win16-on-Win32 (WOW) layer, which interacts with the applications through the GDI and with printer drivers through the device driver interface (DDI). The WOW layer translates 16-bit print and display APIs to 32-bit Microsoft® Win32® services. The GDI also provides services to the printer driver, including caching, client/server communications, and ANSI-to-Unicode conversion. 
Printer Driver
A printer driver is a software program that understands how to communicate with printers and plotters. Printer drivers translate the information a user sends from the computer into commands that the printer understands. Various drivers must be installed on the print server to support different hardware and operating systems. For example, an administrator running Windows 2000 Server who shares a printer with clients running Windows 95 and Windows 98 might want to install the appropriate drivers so the users won’t be prompted to install the missing drivers.
The printer driver sends the printer-setting information, including the specifications needed to produce each character of the document, to the GDI. It also transmits helper services or utilities required to make the output print correctly.
Windows 2000 provides three generic printer drivers: Universal (Unidriver), PostScript, and HP-GL/2 plotter.
Universal Printer Driver (Unidriver)
The Unidriver is also called the raster driver because it supports raster graphics printing and is compatible with most types of printers. Each printer vendor provides a device-specific data file.
This driver supports color printing at various depths (4 bits per pixel (bpp), 8 bpp, 24 bpp), scalable TrueType and OpenType fonts, device fonts (including double-byte), grayscale printing, font substitution, run length encoding (RLE), Tag Image File Format (TIFF) version 4.0, and Delta Row Compression (DRC). It also has an extension interface that allows printer manufacturers to customize the driver for specific models.
The Unidriver contains the following component files: 

Unidrv.dll is the printer graphics driver file for printer languages based on raster (bitmap) images, including Printer Control Language (PCL), and most inkjet and dot-matrix printer languages.

Unidrvui.dll is the configuration file. It displays the user interface for Unidrv.dll.

Raster minidriver (x.gpd) is the data file, also called characterization file. The file name depends on the printer or printer family. For more information, see the documentation included with your printer.
PostScript Printer Driver
The Windows 2000 PostScript driver uses Adobe version 4.3–compatible PostScript printer description (PPD) files. This driver automatically supports key features, including binary transfer compression, resolution, and paper source, for printers reporting as PostScript levels 1, 2, and 3. Its output is device independent because it is fully compliant with Document Structuring Convention (DSC) 3.0.
This driver contains the following component files:

Pscript5.dll is the driver file.

Ps5ui.dll is the configuration file. It displays the user interface for the driver file, reports device capabilities to applications, and handles DevMode settings. Ps5ui.dll also allows you to enable TrueType and OpenType font substitution and image color matching, and to determine whether color matching needs to be done on the host or on the printer.

X.ppd is the data file, also called the characterization file. PPD files are the only printer driver files that are generally binary-compatible across processors and platforms.
HP-GL/2 Plotter Driver
The Windows 2000 plotter driver supports diverse plotters that use the HP-GL/2 language but does not support HP-GL. This driver’s output requires a plotting device that can process all of the enhancements built into the HP-GL/2 language.
This driver contains the following component files:

Plotter.dll is the driver file.

Plotui.dll is the configuration file. It displays the user interface for Plotter.dll.

X.pcd is the data file.
If Microsoft does not supply a driver for your printer . . . 
 . . . ask the device manufacturer for compatibility settings. To ensure quality, use drivers that have passed Windows Hardware Quality Labs (WHQL) tests. Microsoft Product Support Services does not support systems with unapproved drivers. For information, see the WHQL link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.
You can also e-mail ntwish@microsoft.com to suggest support for a driver or feature. Please include the following information in your request: requester’s name, business name, requester’s contact information (phone number or e-mail address), printer manufacturer, printer model, and nature of request (feature request or driver request). This does not guarantee that Microsoft will write a driver for your printer.
Client Spooler
The spooler on the client side is not used for network printing. It functions the same as the spooler on the server side when printing locally.
Remote Print Provider
A Windows 2000-based client has three remote print providers. When the server receives a print job from a client, the print router polls the remote print providers and passes the job to the first one that recognizes the printer name. On a Windows-based network, this provider is Win32spl.dll. Win32spl.dll sends jobs to print servers, such as those running Microsoft® Windows NT or Microsoft® Windows for Workgroups.
Win32spl.dll performs specific processing based on the type of target print server:

For a Windows 2000 print server, Win32spl.dll makes an RPC connection to the spooler on the server (Spoolsv.exe) which makes a call to the print router (Spoolss.dll). The print router receives the job over the network and passes it to the local print provider as if a local client had submitted it.

For a print server with Windows for Workgroups or OS/2, Win32spl.dll sends a message to the Windows 2000 redirector, which then forwards the job over the network to the server.
Print Router
To submit a document for printing, the application communicates with the client side of the spooler (Winspool.drv). Winspool.drv makes an RPC connection to the server side of the spooler (Spoolsv.exe), which makes a direct API call to the print router (Spoolss.dll), which is also on the server side of the spooler. The print router passes the print job to the local print provider. 
Print Server Service
Remote print jobs are intercepted by a print server service before passing to the server spooler. Different services are provided for different clients. A Microsoft® MS-DOS® client running Microsoft Client for Networks, for instance, cannot use the same service as a UNIX client.
The service determines whether the spooler alters the document and how to alter it, and assigns the corresponding data type value to the job. Alternatively, the service can omit the data type and let the print processor component of the spooler apply the default value. Each service supplied with Windows 2000 uses different logic to determine how the document prints. The print server service assigns the RAW (ready to print) data type to all print jobs from clients that are not running Windows 2000 or Windows NT. Print server services, such as Print Services for Unix and Print Server for Macintosh, can also assign the RAW data type to incoming jobs, based on information from the client about the type of printer.
Note   This component is used only if the print client has added the printer as a local printer and redirected to a network printer. If the print client has connected to the printer, the job goes directly to the spooler.
The default print server service for Windows 2000 is Windows 2000 Server Service, or Srv.sys. The service receives jobs from print clients that use SMB redirectors. Srv.sys does not set the data type. For more information about the data types used with Windows clients, see “Print Processor” later in this chapter.
Other print server services available with Windows 2000 are listed in Table 4.1.
Table 4.1   Special Print Server Services
Name of Service
Purpose
Availability
Print Services for Unix
Nearly all remote printing using the TCP/IP protocol.
Installed with Windows 2000.
Peer Web Services
Printing to the Internet from Windows 2000 Professional.
Microsoft® Windows® 2000 Professional Resource Kit companion CD.
Internet Information Services (IIS)
Printing to and from the Internet using Windows 2000 Server.
Installed with Windows 2000 Server.
File and Print Services for NetWare 
Printing from NetWare computers using Windows 2000 Server.
Sold separately as Microsoft Services for NetWare.
Client Service for NetWare 
Printing to NetWare servers from Windows 2000 Professional.
Optional component of Windows 2000 Professional.
Gateway Service for NetWare 
Printing to and from NetWare print queues using Windows 2000 Server. It also provides a gateway for SMB clients to print to NetWare print queues.
Optional component of Windows 2000 Server.
Print Server for Macintosh
Printing from Macintosh clients.
Optional component of Windows 2000 Server.
Server Spooler
The components below the print router and above the print device are collectively called the spooler. Each component of the spooler uses the services of the component directly below it. The spooler is a series of dynamic-link libraries (DLLs) consolidated in a single architecture, providing smooth background printing by using background thread processing. This means that the spooler passes data to the printer only when the printer is ready to receive more data.
Local Print Provider
The local print provider, Localspl.dll, writes its contents to a spool (SPL) file. It also tracks administrative information, such as user name, document name, and data type, in a shadow (SHD) file. Spooling protects a print job by saving it on disk. If a power failure or other disaster occurs before all jobs in the queue are printed, the SPL and SHD files preserve the documents and prevent loss of data after processing resumes.
Next, Localspl.dll polls the print processors for recognition of the document data type. If no data type has been set, Localspl.dll receives the job and uses the default data type from the Print Processor dialog box.
By default, SPL and SHD files are written to the folder %SystemRoot%\System32\Spool\Printers. If the hard disk partition containing Windows 2000 does not have enough space for these files, you can change the location of the folder.
To change the location of the default spool folder for all printers on a server
 1.
In the Printers dialog box, on the File menu, click Server Properties.
 2.
In the Print Server Properties dialog box, click the Advanced tab.
 3.
Type the path and name for the new default spool folder, and then click OK.
The change is effective immediately. You do not need to restart your system.
Important   Do not attempt to spool to a root (such as D:\). This causes the files to revert to the old default. 
To change the location of the spool folder for a specific printer
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
 1.
Create a new spool folder.
 2.
Start a registry editor (Regedt32.exe or Regedit.exe). 
 3.
Add the following entry to the registry:

Entry name: SpoolDirectory

Path: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft
\Windows NT\CurrentVersion\Print\Printers\<Printer-name>

Data type: REG_SZ

Value: <path to the new spool folder>
 4.
Restart the computer to make the change effective.

Important   Do not omit step 1. Adding the SpoolDirectory entry to the registry does not create a spool folder. If you do not create a folder, the files spool to the root, which is the default spool folder. For the same reason, never specify a root as the new folder.
By default, SPL and SHD files are deleted after the job prints. However, by enabling spooler event logging, you can use the data they contain to get valuable data about printer traffic, hard disk space, and other printing maintenance issues. See “Auditing Printing Events” later in this chapter.
Print Processor
The print processor tells the spooler to alter a job according to the document data type. It works together with the printer driver to move the spooled print jobs from the hard disk drive to the printer. Localspl.dll is the print processor for all Windows-compatible printing; Sfmpsprt.dll is used to print to Apple devices. 
Software vendors can develop their own print processors for custom data types. A printer vendor can also develop a custom print processor if the vendor has its own printer driver or supports a data type other than the five that Localspl.dll supports. Usually, the print processor is installed when the printer driver is installed.
RAW Data Type
For print jobs on computers that are not running Windows 2000 or Windows NT, the spool file’s data type is RAW by default. These files are device dependent. The spooled data is destined and formatted for a particular device and does not need to be printed on a different device.
NT EMF 1.00x Data Type
With an EMF file, the GDI releases console control after generating it. The data is then interpreted in the background on a 32-bit spooler thread and sent to the printer driver. Splitting the rendering of a print job in this way is especially useful for very large documents, because the application is not tied up for the whole rendering time. The time gain is greatest if you have connected to rather than added the printer, because the background processing is done on the print server rather than the local computer.
EMF spool files are encoded to provide greater printer independence. For example, a graphic measuring 2 inches by 4 inches on a video graphics adapter (VGA) display and stored in an EMF maintains those dimensions whether it is printed on a 300-dpi laser printer or a 75-dpi dot-matrix printer. The EMF data type also ensures that the print server uses the fonts you specified.
TEXT Data Type
The TEXT data type allows you to send a simple-text print job to a print device (such as a PostScript device) that cannot interpret simple text. The spooler creates a new print job, embedding the text in print instructions derived from the print device’s defaults for font, form, and orientation. The spooler uses the resolution setting specified using the Printing Defaults button on the Advanced tab in the printer’s Properties dialog box.
Text files consist of ASCII characters. Several character sets are in common use, and text files do not indicate which one to use. The TEXT data type uses the American National Standards Institute (ANSI) character set, so it might print some characters wrong if the application uses a different set. Most character sets are identical for the values 0 through 127, so this problem usually affects only extended characters (values 128 through 255).
Windows operating systems use the ANSI character set. The default PCL character set is called Roman-8. PC-437 and PC-850 are commonly used by MS-DOS-based applications in the United States and Europe, respectively.
Print Monitors
Windows 2000 supports two kinds of print monitors: language monitors and port monitors. Port monitors are further subdivided into local and remote.
Language Monitor
The language monitor provides the common language needed for the client and printer to understand each other in bidirectional communication, so you can configure the printer and monitor printer status. You can request configuration and status from the printer, and the printer can send unsolicited status (such as “Paper tray empty”) to the client. 
Windows 2000 includes Pjlmon.dll, a language monitor that uses Printer Job Language (PJL) as the language. Any bidirectional printer that uses PJL can use Pjlmon.dll. For example, PJL is the language that implements the bidirectional communication between a Hewlett-Packard LaserJet 5Si and its print server.
If a printer uses a different printer language, the vendor can develop a language monitor for it. A vendor might also develop a language monitor to add data, such as printer-specific control information, to the print stream that is going to a unidirectional printer.
To take advantage of bidirectional printing, you need a bidirectional printer, an IEEE 1284–compliant cable, and a correctly configured port. Some parallel ports are set by default to IBM AT-compatible mode; you need to change the setting to bidirectional.
Local Port Monitor
The local port monitor, Localspl.dll, controls parallel and serial I/O ports where a printer might be attached. It sends print jobs to local devices, including those on familiar ports like LPT1 and COM1. 
The FILE port is listed by default on the Ports tab of the printer’s Properties dialog box. When you send a print job to a printer that uses this port, the spooler prompts you for the name of a file where the document needs to be stored. 
You can select other local ports by clicking Add Port on the Ports tab of an existing printer property, selecting Local Port, and then clicking New Port. The Port Name dialog box prompts you for the name of a port to be governed by Localspl.dll. Your entry will be listed as a Local Port on the Ports tab. Possible entries include:

A file name, such as C:\dir\file_name. All jobs sent to this port are written to the named file, and each new job overwrites the last one.

The name of a remote print share, such as \\Server\Printer (URLs are not accepted). Jobs sent to this port are transferred over the network to the named share by the network redirector. This can be useful if you are printing remotely but you want the job to spool locally too (as in network printing on Windows 95 or Windows 98). If your printer is not connected directly to the computer, select Standard TCP/IP Port or a remote port monitor other than Local Port.

IrDA. Use this port to connect to infrared-enabled printers meeting Infrared Data Association (IrDA) specifications. If your hardware does not support IrDA, it is not be listed on the Ports tab.

USB. This specifies the universal serial bus (USB) port, used to connect to cameras, modems, and audio.

1394. This specifies the 1394 port designed for Institute of Electrical and Electronics Engineers (IEEE) 1394 bus class drivers.

NUL. This specifies the null port, which you can use to test whether network clients can send jobs. Jobs sent to NUL are deleted without wasting paper or delaying real print jobs.
To test client connectivity by using the NUL port
 1.
Pause the printer assigned to this port.
 2.
Send a job from a network client.
 3.
Look in the queue to confirm that the job arrived.
 4.
Resume the printer.
A second local port monitor, Usbmon.dll, initially does not appear in the Add Printer Wizard because USB printers are hot-plugging devices. Usbmon.dll is installed automatically whenever you plug in a USB printer to the correct physical port on your computer. If USB has been enabled in BIOS, Windows 2000 detects the device and displays its settings on the screen. You might be required to insert a CD-ROM containing driver files.
Installation opens the USB Root Hub and a generic USB parallel printer port (for example, USB001, 002), and copies the parallel printer point-and-print driver. Settings for the port can be modified using Device Manager.
Remote Port Monitors
All other port monitors that are supplied with Windows 2000 are remote monitors and enable printing to remote printers. An example is Lanman Print Services Port.
Sharing Printers
To install a printer for use by print clients, you must perform two major tasks:
 1.
Install and configure the printer on the print server.
 2.
Share the printer and, optionally, install the drivers for any clients that might be connecting as Plug and Play clients.
By default, the local administrator for a computer can install a printer on that computer. However, as a print server administrator, you can restrict some or all of the local choices for a user through security permissions or, in a Windows 2000 domain, user profiles.
Administering Remote Ports
Windows 2000 Server lets administrators remotely configure and manage ports from any computer running Windows 2000. This feature is applicable to local, Standard TCP/IP, and LPR ports. HP Network and AppleTalk ports must be configured on the Server console.
Local Printing
Local printers can be added from the Printers folder by starting the Add Printer Wizard. However, Plug and Play compatible printers start the Add Printer Wizard automatically when they are connected. Refer to the print device documentation for instructions on connecting the print device to your computer.  
Add Printer Wizard
Printing is managed through the Printers folder which contains the Add Printer Wizard, shown in Figure 4.7.
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Figure 4.7   Add Printer Wizard
To install a printer under local control, click Local printer on the second screen of the wizard. Printer ports can be added and configured in the wizard or at another time. The wizard prompts you to install a printer driver if one is needed; or you can choose to replace the existing driver.
To connect to a printer share controlled by another computer, click Network printer in the wizard. 
You can also use the wizard to connect to a remote printer share and install its software interface on your computer, assuming that you want local control and have the correct permissions. This bypasses the print server for the remote printer by processing print jobs locally and redirecting the output to a remote printer.
To install a printer share as a local printer
 1.
In the Printers folder, double-click Add Printer, and then click Next.
 2.
Click Local Printer, and then click Next.
 3.
Click Create a new port, select Local Port, and then click Next.
 4.
In the Port name field, type the address of the network printer share as \\server_name\share_name.
 5.
On the Name Your Printer screen the print device name appears in the input field. Be sure to change the name so that your copy of the printer software cannot be confused with the printer share.
 6.
Finish the wizard.

If you choose to share the printer with other network users, the wizard uses the server name and print device name to build a printer share address. 
Note   Clients on Microsoft 16-bit and UNIX operating systems must always create a printer share as a local printer using the installation commands specific to their systems. 
Plug and Play
Plug and Play is a combination of hardware and software that allows Windows 2000 to automate the installation and configuration of new hardware. When a Plug and Play printer is connected to the computer, the printer signals the computer with a Plug and Play identification that Windows 2000 uses to determine the device type and device characteristics (for example, a printer; model 123). The Add Printer Wizard is started and the printer is either configured automatically or the operator is prompted for additional information if all the device characteristics are not known. 
Print devices using a USB port or an IEEE 1394 port are detected upon physical connection and are installed automatically. A print device that connects to a parallel port (LPT) cannot be detected when its cable is attached. In this case, you must add the printer using the Add Printer Wizard with Automatically detect my printer selected to trigger Plug and Play.
Note   When connecting a Plug and Play printer to a Centronix parallel port, the cable must meet the IEEE 1284 standard and the port must be configured as bidirectional in the basic input/output system (BIOS). 
If your computer has an IrDA (infrared) port and you have an IrDA-enabled printer, turn them on, and then point the infrared port on the computer at the infrared port on the printer. The appropriate printer driver is installed and the IrDA printer appears in your Printers folder. You can also use the Add Printer Wizard to install an IrDA printer by clicking IRDA under Available ports.
Note   Plug and Play print devices are not shared automatically. To share a print device, you must run the Add Printer Wizard.
Forwarding Print Jobs
A null session forwards a print job from one print server to another. This allows job processing to be moved to more protected sites. For example, if you create local printer B that connects to printer share A, you must share local printer B. If a user tries to connect to B and print, access will be denied unless job forwarding is enabled on the computer where printer share A exists.
By default, the null session is disabled, preventing job forwarding, but administrators can edit the registry to enable job forwarding and allow the print server that receives the print job to support null sessions.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
To enable job forwarding
 1.
Start a registry editor (Regedt32.exe or Regedit.exe) on the receiving print server, and then find subkey HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters
 2.
Change the value of the NullSessionShares entry to the share name for the printer.
 3.
Restart the computer to make the change effective.
Remote Printing
Standard TCP/IP Port Monitor (SPM) is designed for Windows 2000 print servers that communicate with shared printers using TCP/IP. This includes network-ready printers, network adapters like the Hewlett-Packard JetDirect, and external network boxes like the Intel NetPort. SPM can support many printers on one server and is faster and easier to configure than the LPR Port Monitor. 
SPM is also compatible with RFC 1759, the standard for the Simple Network Management Protocol (SNMP). As a result, SPM provides much more detailed status than LPR. 
For more information about the HPmon print monitor, see “Legacy Network-Interface Printing” later in this chapter. For more information about remote printing to print devices on other platforms, see “Working with Other Operating Systems” later in this chapter. 
Prerequisites
To use SPM, TCP/IP must be installed on the print server so it can talk to the print device. Clients do not need TCP/IP; any common network protocol such as SMB, NetWare Core Protocol (NCP), LPR, AppleTalk, or NetBEUI can be used. The transport protocol is not important because only the Windows 2000 print server communicates with the print device.
For example, if both the client and the server have the Internetwork Packet Exchange (IPX) protocol, the client can send the document using IPX. The server can send the document to the printer over TCP/IP. Figure 4.8 illustrates these connections.
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Figure 4.8   Protocol Links for Remote Printing
Print Server Protocols Used
SPM sends documents to a printer using either of two print server protocols, Raw or LPR. Together, these protocols support most current TCP/IP printers. Do not confuse these protocols with the transport protocols such as TCP/IP or DLC.
The Raw protocol is the default for most print devices: 

The print server opens a TCP stream to the printer’s port 9100, or another port number, to select connections to multiport external devices. For example, on some devices port 9101 goes to the first parallel port, 9102 goes to the second parallel port, and so on.

The print server writes to the stream, using normal TCP flow control. The data is raw page description language (PDL), and no protocol is imposed.

The print server disconnects when it is finished sending data.
SPM uses the LPR protocol if you specify it during port installation or reconfiguration. SPM deviates from the LPR standard in one way: it does not conform to the RFC 1179 requirement that the source TCP port lie between port 721 and port 731. This range is insufficient when a server sends data to more than 11 printers. SPM therefore uses ports from the general, unreserved pool of ports (ports 1024 and above).
Port Installation Procedure
To configure a standard TCP/IP port using SPM, use the following procedure.
To configure a standard TCP/IP port using SPM
 1.
Open the Add Standard TCP/IP Printer Port Wizard by clicking Standard TCP/IP Port from the Add Port button in either the Print Server Properties dialog box or the printer's Properties dialog box.
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Figure 4.9   Add Standard TCP/IP Printer Port Wizard
 2.
Type a name or the IP address of a print device in the Printer Name or IP Address text box.
 3.
Type a port name, which can be any character string, in the Port Name text box, or use the default name that the wizard supplies, and then click Next. 

The system sends an SNMP trap to the device. Using the SNMP values returned from the trap, the device details are determined and the appropriate device options are displayed for further selection (for example, which port on a multi-port print device).
 4.
If prompted by the Additional Port Information Required screen, click Standard, and then select one of the listed devices.

– Or –

Click Custom, and then configure the port by using the Configure Standard TCP/IP Port Monitor screen that appears. If you do not know details of the port, try using Generic Network Card. 

If the wizard cannot determine the protocol, it prompts you for the information. If you are not prompted, skip to step 6.
 5.
When prompted for the protocol, select either Raw or LPR. RAW is preferred.

If the wizard detects that the device supports multiple ports (indicated in the Tcpmon.ini file), it prompts you to select a port.
 6.
Select a port from the list and finish the wizard.

The new port is listed on the Ports tab of the Properties dialog box.
Reconfiguration
The SPM port can be reconfigured in the printer’s Properties dialog box. Click the Configure Port button on the Ports tab. The SPM has its own Configure dialog box that appears, as shown in Figure 4.10.
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Figure 4.10   SPM Configuration Dialog Box
Warning   The dialog box does not verify the settings created in the following procedure. If they are incorrect, the port no longer works. Check with the printer manufacturer to see if the device supports SNMP.
To reconfigure the Standard TCP/IP Port
 1.
In the Add Standard TCP/IP Printer Port Wizard, click either Raw (for port 9100) or LPR protocol.
 2.
Depending on which protocol was clicked, select Raw Settings or LPR Settings.

For Raw Settings, type a port number. For LPR Settings, type the LPR queue name specified by the printer vendor.
 3.
If the print device supports SNMP and RFC 1759, select the SNMP Status Enabled check box. 
 4.
If SNMP Status Enabled is selected, you can change both the community name and the host device index.

The device index is used mainly for multiport devices that support several printers; each port on a multiport device has a different device index, specified by the device vendor.
 5.
When the configuration is correct, click OK.
Status Reporting
Printers return status over SNMP. Since SPM is compatible with SNMP, it allows detailed status reporting if the printer provides it. Printers that are not compliant with the SNMP standard do not return status information. When there is an error during printing, the spooler displays a general printing error or does not detect any error at all.
Printer status is returned on a separate thread asynchronously from the print transmission. SPM polls the printers at intervals and sends status updates to the client.
Internet Printing
Installing and configuring a printer from the Internet is like printing on a local port except that the address is a URL. The URL can also be used within an intranet. It makes no difference to the application, which is typically unaware that the printer is accessed through a URL.
If the print server and print client are not within the same intranet, the URL is listed on the client as the printer address. 
Figure 4.11 shows the path that print data takes from a client application to a print server spooler when the client prints to a URL-identified job queue.
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Figure 4.11   Processing Flow when Printing to a URL 
Prerequisites
Before a computer running Windows 2000 Professional can print to a printer using a URL address, it must be running Microsoft® Peer Web Services (PWS). A Windows 2000 Server must have Internet Information Services (IIS). The low-level protocol used for job submission is Internet Printing Protocol (IPP) 1.0, which uses the HTTP protocol as a carrier. 
Installing a Printer from a Web Page
You can view Web pages to find a URL-identified printer. You can also connect to a printer share via a Web page from clients running Windows 2000, Windows 98, and Windows 95. 
Automatic installation begins on the printer’s installation page (share_name on server_name) on the Web. The installation page displays the options your permissions allow you to choose. Click the Install option. Windows 2000 downloads the printer software to the client, and the printer is displayed in the Printers folder on the client.
The installation route depends on whether the client and print server are both running Windows 2000 or Windows NT and are within the same intranet. If they are, they communicate via RPCs, and the installed printer will continue to use RPCs to link the client and the server even if HTTP is not specified in the address.
The installation uses HTTP, not RPCs, as the communication medium in the following instances:

The client and server are not on the same intranet.

The client is not running Windows 2000, Windows 98, or Windows 95.

The printer contains an internal network adapter and supports IPP 1.0, and is not connected to a server.
With HTTP, the print server generates and sends the client a cabinet (CAB) file containing the required INF and installation files. On the client computer, the CAB file starts the Add Printer Wizard to complete the installation. A progress report is displayed in HTML while the wizard is working.
Important   Installation is not automatic for Web-based printers with internal network adapters. You must start the Add Printer Wizard, enter the printer’s URL instead of a universal naming convention (UNC), and finish the wizard manually. This method can be used to install any URL-identified printer by means of HTTP.
Information Displays in HTML
Regardless of the underlying protocol used, the job queue appears in the standard Win32 format when you open the queue window from the Printers folder. When communication is by means of HTTP, however, the job queue is displayed in HTML from http://server_name/share_name. 
If the print server is running IIS or PWS, the Printers folder on the client displays an HTML link to the Web-based printer information page, generated by the print server.
Security for Internet Printing
Print server security is provided by IIS or PWS, which runs on the print server. Basic authentication, which all browsers support, is allowed. To support all browsers and all Internet clients, the administrator must select basic authentication. IIS and PWS also allow the use of Windows NT challenge/response authentication and Kerberos authentication, both of which are supported by Internet Explorer. 
The administrator selects the authentication method in IIS or PWS by clicking the File Security tab in the Properties dialog box for that server. This displays the File Security page as shown in Figure 4.12.
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Figure 4.12   File Security Page
To select an authentication method 
 1.
In the console tree of the IIS console, expand the node for the server, and then expand the Default Web Site node.
 2.
Click the icon at the Printers node. This node represents a virtual directory that is used to set all security for Internet printing. A list of Web server proxy pages appears in the details pane.
 3.
Right-click a page icon, click Properties, and then click the File Security tab. The tab displays three choices for security control: Anonymous access and authentication control, Secure communications, and IP address and domain name restrictions.
 4.
Click the respective Edit button to enable either Anonymous access and authentication control or Secure communications, and then fill in details.
 5.
Click the Edit button under IP address and domain name restrictions to list exceptions to access rights and to toggle the default to either:

Grant access to all computers other than the listed exceptions (the initial setting).

– Or –

Deny access to all computers other than the listed exceptions.
 6.
Click OK to save your settings.
Typically, administrators select Anonymous access. After clicking the Edit button, anonymous access is enabled on the Authentication Methods dialog box (Figure 4.13) by clicking the Anonymous access check box. Then click the Basic authentication check box to select basic authentication.
Note   Integrated Windows authentication is checked by default and takes precedence over basic authentication if the user’s Web browser supports it. To ensure that users are authenticated only with basic authentication, clear all check boxes except Basic authentication.
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Figure 4.13   Authentication Methods Dialog Box
Checking Basic authentication allows all clients to access each server resource by impersonating the Anonymous account IUSR_computername. No user action is required. However, if a user attempts to go to another domain or proxy server that does not allow anonymous access, a dialog box appears that asks for the user name and password. If the user closes the box, it does not appear again in the same logon session.
For basic authentication, user names and passwords are not encrypted; they are base-64 encoded and can potentially be intercepted. Integrated Windows authentication is more secure because it does not send the password. IIS applies either challenge/response or Kerberos encryption technology, depending on the capability of the client, when the Integrated Windows authentication check box is selected. For more information about IIS security, see the Microsoft® Windows® 2000 Server Resource Kit Internet Information Services Resource Guide.
Earlier Network-Interface Printing
The HP Network Print Monitor, Hpmon, is used to send documents to HP network adapters that support only the DLC protocol. Such adapters include both the JetDirect device, which connects a parallel printer to the network, and the network adapters installed in some printers to connect them directly to the network. 
Prerequisites
To print to a network adapter by using Hpmon, you must meet the following requirements:

DLC must be available on the network on which the print device resides.

The DLC protocol must be installed on both the print server and the network adapter and enabled on the print server.

Any intervening subnet junctions must be bridged rather than routed. DLC is not routable.

The hardware address of the network adapter is needed for the print device.

Install Hpmon on the print server from the Windows 2000 product CD.
Creating a Port
Hpmon is installed when the DLC protocol is installed. You can create a port using the Port tab in either the Print Server Properties dialog box or the printer's Properties dialog box. Double-click Hewlett-Packard Network Port.
In the Name field, type a logical name for the port. It is used to identify the printer and is associated with the card address (or media access control (MAC) address). In the Card Address field, click the network adapter address. If the adapter is not on the network or you are working offline, the address is not listed and you must type it in. If it must be listed but is not, see if the adapter is correctly attached.
Hpmon does not allow more than one print server at a time to access the same network adapter, although each server can access it through more than one port. Configure the Hpmon ports as either a Job-based connection or a Continuous connection. The default is Continuous. 
With Job-based connection, the print server connects to the adapter, sends a document, and disconnects when the document is printed. The connection is restored when you send another document. This enables other print servers to connect and print.
With Continuous connection, the print server stays connected until either it or the adapter is restarted. Security is more centralized because others cannot print to the device unless they manually restart it.
Note   If you configure two Windows 2000 print servers to send documents to the same network adapter, set both servers to Job-based connection, or one blocks the other from connecting.
Working with Other Operating Systems
Windows 2000 print servers can accommodate a wide variety of computing platforms, operating systems, and network protocols. 
Printing from Windows 95 and Windows 98 Clients
Windows 95 and Windows 98 print clients can use Windows 2000 print services without adding software. However, to use the Active Directory™ directory service for a printer search, these clients must have Active Directory Client Upgrade installed. This utility is included with Windows 2000 Server.
Because of the cross-platform point and print functionality in Windows 2000, drivers for clients running Windows 95 and Windows 98 can be installed on the print server; when a client connects, it downloads the drivers from the print server and begins printing. Select the Sharing tab from the printer properties on the print server and select the Additional Drivers button. From this window, you can select the Windows 95 or 98 check box. You are then prompted for the location of the Windows 95 or Windows 98 driver files. These files are located on the Windows 2000 Server Setup CD in the directory Printers\win9x. The Add Printer Wizard looks for the printer name in any INF files in the specified location and attempts to install the drivers identified in the INF file.
Printing from Other Microsoft Print Clients
The Windows 3.x, MS-DOS, and OS/2 operating systems use their own printer drivers. Clients with these systems can get a list of all available printers in a domain but cannot use Active Directory. These clients can print to a Windows 2000 print server by installing a local printer and redirecting the local port to the network printer share on the Windows 2000-based server. For example, if a printer is installed on LPT1 and you type the following on the command line: 
net use lpt1: \\Servername\Sharename
The output to the LPT1 port is redirected by the client network redirector.
Required Redirectors
Network redirectors are required because 16-bit clients print to ports rather than printers and are unaware of the printers in the Printers folder. This limits most 16-bit applications to local ports. 
To use remote printers, install Microsoft® LAN Manager Client Version 2.2c (for OS/2) or Microsoft Network Client version 3.0 for MS-DOS (for MS-DOS or Windows 3.x). Redirectors are not needed for Microsoft® Windows® for Workgroups (Windows 3.11), which has a built-in redirector.
Note   Some 16-bit applications do not print to addresses that are longer than 31 characters; some do not print to any printer if the default printer has a long address. Also some 16-bit applications do not support spaces in addresses.
Output Destination Rules
The rules for directing output differ between 16-bit applications and Windows-based 32-bit applications. Windows 2000 accommodates 16-bit applications in the following ways:

If the redirector controls the port (as when a net use command redirects output to a shared resource), the redirector determines where the document goes.

If the port is not controlled by a redirector but has a printer assigned to it, the document goes to that printer. That printer’s spooling options take effect.

If the port is not controlled by a redirector and no printer is assigned, the document is sent directly to the port device driver and prints unaltered. 
For example, print server \\Server1 has two shared printers defined in its Printers folder. Printer HPV prints to an LPT2 port supplied by a separate I/O card, and printer HPIIISi prints to the FILE port. LPT1 and LPT2 each have one print device attached. Type the net use command:
net use lpt3 \\server1\hpiiisi
Copy a file to the parallel ports. In the following results, /b is the switch for a binary transfer:
copy test.txt lpt1:/b
The client checks the redirector and finds that it does not manage LPT1. It checks the spooler and finds that neither printer prints to LPT1. The document is sent to the parallel port device driver. To do this, type:
copy test.txt lpt2:/b
The client finds that the redirector does not manage LPT2. It finds that printer HPV prints to LPT2. The job goes to HPV, whose spooling options take effect as the document prints on LPT2. Type:
copy test.txt lpt3:/b
The client finds that the redirector is managing LPT3, so the redirector takes control. The net use command has redirected LPT3 output to the print share \\Server1\HPIIISi, where the spooling options of HPIIISi take effect. 
Note   Although net use is typically used to assign a local port to a remote shared resource, it can also assign a local port to a local shared resource. This is useful in testing and troubleshooting.
Printing with UNIX Clients and Servers Using LPR/LPD
A line printer remote (LPR) utility lets an application on one computer print to a spooler on a remote computer. The receiving utility is called a line printer daemon (LPD). The LPR/LPD combination was developed for UNIX computers but is widely used for many operating systems. Both utilities are included in Print Services for Unix.
To install Print Services for Unix
 1.
From the Start menu, point to Settings, click Control Panel, double-click Add/Remove Programs, and then click Add/Remove Windows Components.
 2.
Click Next.
 3.
In Components, click Other Network File and Print Services (but do not select or clear its check box), and then click Details.
 4.
Select the Print Services for Unix check box. 
 5.
Click OK, and then click Next.
Printing Documents Received Through the LPD Utility
The LPD utility, Lpdsvc, receives print jobs from computers that have LPR utilities. Any client that is fully RFC 1179 compliant can use LPR to send printing to Lpdsvc on a printer server that is running Windows 2000. Partially compliant systems might fail.
Note   Windows 2000 also has an emulation subsystem in which you can run and print from UNIX applications written to the POSIX.1 standard. The control commands and processing are the same as in native UNIX systems.
Prerequisites
LPR print clients can print to a print server running Windows 2000 by sending straight text and using the f command so that Windows 2000 formats the print jobs properly. The following connections must be in place:

Both client and server have TCP/IP, and the client has an RFC-compliant version of LPR.

Print Services for Unix is installed on the print server. 

The printer share name is identified to the LPR software on the client. The share name may differ from the printer name in the Printers folder and in the printer’s Properties dialog box. 
In Windows 2000, the LPD utility is included in Print Services For Unix. When installed, it starts automatically for all shared printers. LPR clients know the printer names as the Windows 2000 share names.
Directing Output
Use the LPR utility on the client to direct the output to a printer on the print server. For example, on a Windows 2000 client, type the following on the command line:
lpr -S servername -P queuename filename
Other LPR clients might use a different command or syntax.
Default Data Types
Print Services for Unix sets the print data type when it sends the document to the spooler. This is derived from the control command included in a print job from an LPR client. It might be necessary to change the default data type at the client to avoid processing PCL or PostScript print jobs as TEXT when they are actually RAW. For more information about the data types, see “Print Processor” earlier in this chapter.
If the control command is f or p, the data type is TEXT, and the spooler edits the document file to print correctly. If the command is l, the data type is RAW and no editing is done. If the command is o, the document is already formatted in PostScript code and is assigned the RAW data type.
Some UNIX systems usually send the f command by default, resulting in the following symptoms:

The output includes PCL or PostScript code.

Extended characters are printed incorrectly.

The printer’s default font is used.

An extra page is printed at the end.
You can make a registry entry to force Windows 2000 to process the data as RAW. For more information, see the see the Knowledge Base link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. Search for the keyword SimulatePassThrough.
Sending Documents Through the LPR Utility
The LPR Monitor (Lprmon) provided with Print Services for Unix acts as the client for printing according to RFC 1179 guidelines and spools to an LPD-enabled target host. The target is usually a UNIX, MVS, or VAX/VMS-based computer but can also be a network adapter, an external network box, a Windows NT–based computer, or a print server running Print Services for Unix or another version of LPD. 
Prerequisites
To use Lprmon, the client must have TCP/IP and Print Services for Unix installed. The target server must be running a Berkeley Style Daemons (BSD)–compatible LPD utility according to RFC 1179. If the server is running Windows 2000 or Windows NT, check that Print Services for Unix is started. 
Entering the Printer Address
While installing this monitor, the Add Port Wizard asks you to enter the Name Or Address Of Host Providing LPD and Name Of Printer On The Target LPD. The printer name is defined by the LPD and varies based on the manufacturer. Please refer to the LPD product documentation for the printer names. 
Host Name or IP Address
For the host name, enter the DNS name or the IP address. The DNS name of the target computer needs to be defined in the host file on the Windows 2000 print server hosts file. You can use the ping command to verify the name and address of the target computer. If the connector is a network adapter instead of a computer host, see the documentation provided with it.
Printer Name - Host
If the target host is a UNIX computer and you do not know its name, log on to the UNIX computer that is running a BSD-compatible LPD daemon. To view the target’s /etc/printcap file, at the command prompt, type:
cat /etc/printcap
Each entry in a UNIX /etc/printcap file corresponds to a UNIX print queue. The first field of an entry lists names for the print queue (for example, LP, Lablaser, or The_Lab_Printer), separated by “|” characters and ending with a colon. For example, a 9600-baud TTY printer might show a listing such as:
lp|lablaser|the_lab_printer:\
:lp=/dev/ttya:br#9600:\
:lf=/usr/spool/lpd/lablaser-err:\
:sd=/usr/spool/lpd/lablaser:
The second line tells what kind of printer is used. You can enter any of the names for the print queue in the Add LPR Port Wizard. Alternatively, to display a list of all defined print queue names on the host, type:
lpc stat all
Note   This example is for illustration only. Refer to UNIX documentation for information about the /etc/printcap file.
Printer Name - Network Adapter
Because the printer name varies depending on the manufacturer, see the adapter’s documentation for details. Typical examples include TEXT, PASSTHROUGH, RAW, P1, P2, and so on.
Changing the Default Control Command
The LPR sends a processing instruction in each print job in the form of a control command: f, l, o, or p. The default is l for Lprmon and f for Lpr.exe, but it can be changed by modifying a registry entry.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
To change the default command for a particular printer
 1.
Start a registry editor (Regedt32.exe or Regedit.exe).
 2.
Add the following entry to the registry:

Entry name: PrintSwitch

Path: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Monitors\LPRPort\Ports\<Port-name>\<IP Address or Host name:Printer-name>

Data type: REG_SZ

Value: <control command>
Normally, you would set the default value to l, but this can cause a problem when sending an ASCII text file to a PostScript printer on a UNIX computer. The l value sets the RAW data type, and the PostScript instructions are ignored. Many UNIX systems add software that scans arriving documents for PostScript code with the l value. If it is found, the document goes directly to the printer; otherwise, the software adds PostScript code.
Not all scanners recognize the output of the Windows 2000 PostScript driver as valid PostScript code, and the printer prints PostScript code instead of interpreting it. To correct this, set o as the default value for this registry entry. 
Respooling
LPR must include an accurate byte count in the control file, but it cannot get it from the local print provider. After Lprmon receives a document from the local print provider, it spools it a second time as a temporary file in the System32 subfolder, finds the size of that file, and sends the size to the LPD print server.
Status Reporting
The LPR protocol does not return a detailed error status report. If there is a problem, the message is always ERROR. To find the specific problem, see Windows 2000 Server Help.
Printing with NetWare Clients and Servers
Microsoft has three products that provide printing compatibility with NetWare systems: File and Print Services for NetWare, Client Service for NetWare, and Gateway Service for NetWare.
Printing Documents from NetWare Clients
A print server that is running Windows 2000 Server can process print jobs from NetWare print clients if the File and Print Services utility is installed. File and Print Services does not run on Windows 2000 Professional. The NetWare clients can be connected to the print server’s network directly or through a NetWare server.
Windows 2000 File and Print Services also allows NetWare clients to print to NetWare-compatible printers that are attached directly to the Windows 2000 network.
Prerequisites
You must ensure that communication with NetWare is enabled by means of the NWLink protocol (in full, NWLink IPX/SPX/NetBIOS Compatible Transport). File and Print Services installs NWLink software automatically if it is not already present on the Windows 2000 print server. NetWare connectivity over TCP/IP is not supported.
Printer Search Facility
With File and Print Services, the Windows 2000 print server appears to the NetWare client like a NetWare 3.x-compatible file and print server. File and Print Services presents the same dialog boxes to the client as a NetWare server uses to process a print job from a client. The printers on the Windows 2000 print server are displayed and searched for like NetWare print queues. 
Directing Output
To print by means of File and Print Services, NetWare clients must download the printer driver, duplicating the shared printer as a local printer. They cannot use the RPRINTER printing method, although they can use both PSERVER and LDP. Ports must be specified as follows:

For a printer attached to the Windows 2000 print server, select port LPT1.

For a networked printer, select either the NetWare_Pserver_0 or NetWare_Pserver_1 port.
Sending Documents to a NetWare Network
Gateway Service for NetWare allows Windows 2000 Server to send print jobs to printers using Novell PSERVER technology on a NetWare network.
When using Gateway Service for NetWare, requests from Microsoft networking clients are processed through the gateway so access is slower than direct access from the client to the NetWare network. Clients that require frequent access to NetWare resources must run Client Service for NetWare to bypass the Windows 2000 print server.
Prerequisites
To use this capability, do the following on the server that is making the connection from the Windows 2000 network:

Ensure that the NWLink protocol is installed on the computer. Gateway Service for NetWare installs it automatically if it is not already present.

Install Gateway Service for NetWare on a computer running Windows 2000 Server. To install these utilities, open My Computer, Control Panel, Network and Dial-up Connections, and then right-click Local Area Connection. Click Properties, Install, Client, Gateway (and Client) Services for NetWare, and then click OK. Click Close. 

Note   Client Service for NetWare is also installed automatically on the server so you can test your installation by sending a print job from the Windows 2000 server to the NetWare printer.

Add a NetWare port. This requires you to install the NetWare remote port monitor, Nwmon, which manages communication between the Windows 2000 print server and the print device. 
Printer Search Facility
With Gateway Service for NetWare, you can view available NetWare printers in the Add Printer Wizard or by using net view. 
Connecting to the NetWare Printer Share
Gateway Service lets clients connect to a NetWare printer share the same way they connect to a printer share on the Windows 2000 network. Windows 2000 downloads the printer driver. Printer settings, such as paper size, are not retrievable on a NetWare print server, so you need to adjust them on the client. 
Unlike Windows 2000, the NetWare printer driver is not automatically kept current on the client. Use the Add Printer Wizard to update it.
Print Processing
In Novell PSERVER processing, the server grabs the document from a passive print queue, rather than the print server driving the transport of the document.
The Microsoft NetWare print provider, Nwprovau, performs the document transfer. If Nwprovau recognizes the printer name when the print router on the Windows 2000-based print server polls it, it takes control of the print job and sends a message to the NetWare Workstation Service (Nwwks), which in turn passes control to the NetWare redirector. The NetWare redirector sends the print job to the NetWare print server, as shown in Figure 4.14.
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Figure 4.14   NetWare Print Provider 
Printing with Macintosh Clients and AppleTalk Printers
Print Server for Macintosh allows Macintosh clients to connect to printers shared on computers that are running Windows 2000 Server. The AppleTalk protocol also installs Macintosh Port Monitor (Sfmmon) which allows computers that are running Windows 2000 Professional or Server to print to AppleTalk print devices. Windows 2000 can only send print jobs to a Macintosh computer using AppleTalk when there is third-party software running on the Macintosh.  
You only need install the AppleTalk protocol to print to AppleTalk printers on a network. If there are Macintosh clients on the network that need to spool print jobs to the Windows 2000 server, install Print Server for Macintosh on the server.
Printing Documents from Macintosh Clients
Macintosh clients can print to a print server that is running Windows 2000 Server with AppleTalk and Print Server for Macintosh. To the Macintosh client, the Windows 2000–based computer looks like an AppleTalk print device on the network.
Printer Search Facility
Macintosh clients can browse all printers available on the network by using the Chooser dialog box. These printers can be distributed over several Windows 2000 print servers. Macintosh users do not have access to Active Directory. 
Prerequisites
No reconfiguration of the Macintosh client is required. You must install Print Server for Macintosh to receive the print jobs on the print server. Installing Print Server for Macintosh also installs the AppleTalk protocol.
Print Server for Macintosh is installed from Control Panel. Select Add/Remove Programs, Add/Remove Windows Components, Other Network File and Print Services, and then click Details. Click Print Server for Macintosh, click the check box, click OK, and then click Next.
Data Types
Setting up Print Server for Macintosh installs a print processor, Sfmpsprt, that assigns either of two data types, listed in Table 4.2, to a document.
Table 4.2   Data Types for Print Server for Macintosh
Data Type
Instructions to Spooler
Use
RAW
Print the document with no changes. 
For all documents targeted to PostScript printers
PSCRIPT1
Convert the document to rasterized images, or bitmaps.
For all documents targeted to non-PostScript print devices
The PSCRIPT1 data type means that the document file is Level 1 PostScript code from a Macintosh client but the target printer is not a PostScript printer. The spooler sends the PostScript code through a Microsoft® TrueImage® raster image processor, which creates a series of one-page, monochrome bitmaps at 300 dots per inch (dpi) maximum. The printer driver returns a print job that prints the bitmaps on the page.
Because the monochrome, 300-dpi limitation is in the raster image processor software, it applies even if the driver supports color or higher resolution. (PostScript printers are not affected.) For those who need a higher-end raster image processor, original equipment manufacturer (OEM) Win32 raster image processor packages are commercially available for Windows NT 3.1 and later versions.
Note   Do not send binary PostScript jobs to a server running Windows 2000. Because Windows 2000 is not designed for this type of input, all output is garbled.
User-Level Security
Native Macintosh networking supports security for files but not for printers. AppleTalk has no mechanism supporting client user name or password. Thus Macintosh print clients cannot identify themselves on a Windows 2000 network, and the print server cannot impose user-level security on them. If a Macintosh client is physically able to send a job to the printer, it has implicit permission. However, you can set user-level permissions for all Macintosh print clients as a group. 
To limit user permissions for Macintosh print clients
 1.
Create a new user account for the group, to take the place of the System account, giving this account the print permissions that you want the group to have.

By default, the Macintosh MacPrint service logs on as the System account. That account has print permission on all local printers and thus gives Macintosh clients access to any local printer on the Windows 2000 server.
 2.
Set the MacPrint service to log on using the new account.
Tip   This procedure can be used to bypass a restriction of the System account, that is, the inability of a System account on one computer to access resources on other computers. Thus MacPrint, logging on as System, cannot send print jobs to printers that forward jobs to other print servers. The solution is to give the new user account permission to print on all print servers to which print jobs are forwarded.
Sending Documents over AppleTalk
Windows 2000 has a Macintosh port monitor, Sfmmon, that sends print jobs to remote printers such as the Apple LaserWriter family using the AppleTalk protocol. It also lets you send jobs to AppleTalk spoolers regardless of the printer to which the spooler is attached. This monitor also enables any computer running Windows 2000 to send local print jobs to AppleTalk printers. Macintosh clients can also send local print jobs to AppleTalk printers but might not share these printers with other clients.
Note   Some printers misprint non-PostScript documents if these documents are received over AppleTalk; others misprint PostScript documents containing binary data if they arrive over any protocol but AppleTalk. These problems result from restrictions in those printers and do not mean that Windows 2000 is transmitting documents incorrectly.
Prerequisite
For a computer running Windows 2000 to print to a remote Macintosh device, the AppleTalk protocol must be installed on both the sending computer and the receiving print device. If the sending computer running on a Windows 2000 Server configuration has Print Server for Macintosh installed to provide access to Macintosh clients, AppleTalk was installed automatically. 
Printer Capture
A captured printer accepts print jobs only from the Windows 2000 print server, thus giving you complete control over the printer. In general, it is best to capture a printer unless another source (such as a Macintosh server) prints to it. If a printer is used only by Windows 2000, it is recommended that you capture it. 
Capture ensures that users do not accidentally bypass the print server and send print jobs directly to the printer or reset the printer, which might cause spooler problems. It also prevents job contention caused by the client preparing the printer to accept the same level of PostScript printing that the driver on the client supports. This can cause excessive cycling of the printer, taking up excessive time and stressing the print device.
If a printer is not captured, both Windows 2000 Server and Macintosh users can send print jobs to it. You can enable or disable printer capture by rerunning the Add Printer Wizard and answering No or Yes to Do you want to capture this AppleTalk printing device?
Printing and Active Directory
A directory service needs to make it easy for users to find printers. In Windows 2000, the print subsystem is tightly integrated with Active Directory, making it possible to search across a domain for printers at different locations. 
Printing and Directory Service Overview
Active Directory is a distributed database shared by the domain controllers in a network. Information about printer queues, sites, names, and addresses is kept in Active Directory. This information must be sent by individual print servers, as shown in Figure 4.15. It is important to keep the printer information that is stored in Active Directory up-to-date. 
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Figure 4.15   Print Servers and Active Directory 
Pertinent characteristics of the relationship between print servers and Active Directory include the following:

Each print server is responsible for publishing its own printers in Active Directory. 

The print server does not have an affinity to any specific domain controller — it dynamically finds a domain controller in the appropriate domain.

When a printer is updated on the print server, the changes are automatically propagated through Active Directory.

Printers are published in Active Directory as printQueue objects. The published printQueue object contains a subset of the information stored on the print server for a printer. 
By default, the integration of printing with Active Directory is configured to work without administrative intervention. You only need to make changes if the default behavior is not acceptable. The default behavior includes the following:

Any printer shared by a print server is published in Active Directory. This still requires administrative access to the host computer to install and share a printer.

The printQueue object is placed in the print server’s Computer object in Active Directory. To learn more about the information that is propagated into the Active Directory printQueue object, see the Platform Software Development Kit (SDK) link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.

When any change occurs in the printer’s configuration, the Active Directory object is updated. All the configuration information is resent to Active Directory even if not all of it has not changed. 

If a print server disappears from the network, its printers are removed from Active Directory.
Publishing Windows 2000 Printers
You can only publish printers that are shared. Printer publishing is controlled by the List in the Directory check box on the printer’s Sharing tab. 
The Add Printer Wizard does not let you change this setting when you create a printer. Printers that are added using the Add Printer Wizard are published by default. If you do not want a printer published in Active Directory, on the Sharing tab of the printer properties, clear the List in the Directory check box. 
Note   For a USB printer that is detected and installed automatically, you must manually share and publish it using the Sharing tab.
The printer is placed in the print server’s Computer object in Active Directory. Once it has been placed in Active Directory, the object can be moved or renamed using the Active Directory Users and Computers console. 
Publishing a Printer Manually
To publish a printer in Active Directory manually, you must first set the pruning interval to “never.” If you do not do this, the printer you manually add to Active Directory is removed the next time the pruner runs. Then publish the printer using the Add Printer Wizard to permanently create the printQueue object.
Publishing Mechanism
The print server sends data asynchronously to Active Directory. Initially it sends the data after a one-second delay. If this fails, the server retries after a longer period and continues until it reaches a delay of two hours. At this point the server retries at this interval until it is successful. During this pending phase, the message “The Directory operation is still in progress” is displayed on the Sharing tab of the printer properties. 
The printer is published to a random domain controller, so a query might not show the printer until it has been replicated to all the domain controllers. For local domain controllers on the same site, the maximum delay is approximately 30 minutes, but is typically 5 – 10 minutes. For inter-site searches, the delay depends on the replication strategy of your organization.
Pruning Orphans
When a printer is deleted from a print server, the corresponding Active Directory object is removed. However, there can be circumstances where the printer is no longer available. For example, when the print server is being rebuilt or is powered off.
Under these circumstances the orphaned entries must be removed because Active Directory must reflect only the print devices that are currently available. A program called an orphan pruner accomplishes this by running on each domain controller to periodically check for orphaned printers. If a printer does not exist, it is deleted. The pruner only looks at print servers that are in the same site as the domain controller on which it is running.
The orphan pruner is controlled by several policy settings. By default, if the pruner cannot see a printer three times in a row at 8-hour intervals, it assumes that the entry is no longer valid and deletes it.
In some cases, the pruner might remove a printer that still needs to be published. For example, if a print server is down for a few days, its printers need to be removed. Once the server comes back up, its printers need to be republished. To cover this situation, a print server verifies that its printers are published when it restarts and the spooler starts up. You can force a restart by issuing the commands:
net stop spooler
and
net start spooler
Alternatively, you can use the “check published state” policy.
Sites Without Domain Controllers
It is unusual but possible to create an Active Directory site that has no domain controllers. If this case, the print servers in the site are never pruned. To resolve this, you can make another domain controller responsible for managing this site. This is also required for users to log on to the network.
To add a site to a domain controller in another site
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
 1.
Start a registry editor (Regedt32.exe or Regedit.exe). 
 2.
Add the SiteCoverage entry to the registry. For its value, list each additional site that the domain controller must cover:

Path: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters\SiteCoverage

Data type: REG MULTI_SZ

Value: <site name>
Supporting Non-Windows 2000 Printers
Printers that are on print servers running Windows NT 4.0 or Windows NT 3.51 can be published in Active Directory by using the Users and Computers console. Alternately, you can use the Pubprn.vbs script, which is provided in the System32 folder. You can publish all printers on a server or specify single printers to be published.
To run Pubprn.vbs, type:
Cscript c:\winnt\system32\pubprn.vbs <params>
If you don’t enter any parameters, the following help message is displayed:
Usage: [cscript] pubprn.vbs server "LDAP://OU=..,DC=..."
    server is a Windows NT server name (e.g.: Server) or UNC printer name (\\Server\Printer)
    "LDAP://CN=..,DC=..." is the DS path of the target container
Example 1: pubprn.vbs MyServer "LDAP://CN=MyContainer,DC=MyDomain,DC=Company,DC=Com"
Example 2: pubprn.vbs \\MyServer\Printer LDAP://CN=MyContainer,DC=MyDomain,DC=Company,DC=Com"
For instructions about publishing printers on other network operating systems, see the Microsoft® Windows® 2000 Server Resource Kit Internetworking Guide.
Group Policy Settings
Table 4.3 lists group policies related to printing. The Computer column indicates whether this policy must be set for the domain controller or for the print server. It is recommended that you have one or more computer groups for the domain controllers and one or more computer groups for the main printer servers to set the policy on those groups.
Table 4.3   Important Group Policy Settings for Printing
Name
Description
Computer
Default
Pruning Interval
The length of time that the pruner waits before starting another Active Directory scan.
Domain controller
8 hours
Pruning Retries
The number of scans after which the pruner deletes the printer from Active Directory if it is missing.
Domain controller
3 
Backward Compatibility Printer Pruning
You might want a different pruning policy for non-Windows 2000 printers. The default is to never prune. Alternately, you can choose to prune only if the print server confirms that the printer is absent.
Domain controller
Never
Allow Pruning of Published Printers
If true, the printers published by this computer are candidates for pruning. If false, the pruner never attempts to prune the printer on this server. 
Server
True
Allow Printers to be Published 
Disable this option to prevent printers from being published
Server
Yes
Automatically Publish New Printers
Disable this option to prevent the Add Printer Wizard from automatically publishing a new printer when it is added
Server
Yes
Check Publish State
If this is set to any other value than never, the print server checks if its printers are published at regular intervals. (The check is the same as what is performed at system startup).
Server
Never
For more information about Group Policy, see “Group Policy” in the Microsoft® Windows® 2000 Server Resource Kit Distributed Systems Guide.
Printer Location Tracking
Printer location tracking in Windows 2000 allows users to search for and find printers at their location or another specified location, according to attributes assigned to printers.
For more information about printer location tracking and procedures for setting it up, see Windows 2000 Server Help.
Group Policy lets you configure printer location tracking for a group of computers. See the “Computer location” and “Pre-populate printer search location text” policies in Computer Configuration\Administrative Templates\Printers. For information about these policies, see the Explain tab for each policy or the Windows 2000 Resource Kit Group Policy Reference (Gp.chm) on the Windows 2000 Resource Kit companion CD.
Printing and Clusters
The Cluster service is a virtual server that supports mission-critical applications and data by allowing a group of independent computers to work together as a single system. The cluster appears to network clients as a single server. All computers in the cluster are known by a common name — the cluster name. Each computer is a node, and if one node fails, the cluster’s resources “fail over” — move over to a node that is still operating. 
Cluster service runs only on Windows 2000 Advanced Server. However, after it is set up on Windows 2000 Server computers, it can be administered, including installing and configuring printers, from any computer running Windows 2000 in the network.
Creating the Spooler
Adding printers requires the creation of a spooler for the cluster so the cluster can be used as a print server. Without a spooler, you cannot add printers. 
Prerequisites
To create a spooler for a cluster, you must be the administrator of the cluster as well as of each node within the cluster.
You must also have the administration software installed on your computer. Cluster Administrator is the graphical application supplied with the Cluster service package to manage clusters. Alternatively you can use Cluster.exe, a command-line tool, or custom administration tools developed using the Cluster service command interfaces. 
Specifying the Resource
The network applications, data files, and other tools installed on the nodes are the cluster resources, which provide services to network clients. The spooler is specified by selecting the Print Spooler resource type in the Cluster Administrator window or using a Cluster.exe command. Resources are organized into groups, consisting of resources that are interdependent and therefore must fail over together. There can be no more than one Print Spooler resource per cluster group.
The procedure to specify a Print Spooler resource is as follows. It is like the procedure for creating any resource in Cluster service, and more details can be found in other chapters in this book. 
To create a Print Spooler resource
 1.
In the Cluster Administrator window, start the New Group Wizard, and then create a group for the print spooler.

This group, called the virtual server, is used to contain all resources necessary to create a printer share. 
 2.
Add an IP Address resource to the group. 

This resource is a prerequisite for the Network Name resource, created next. If the nodes have Print Services for Unix installed and started, clients with the LPR utility can also use this IP address to access the printer. 
 3.
Add a Network Name resource to the group. 

This is the server name (cluster name) that clients will use when connecting to the printer share. 
 4.
Add a Physical Disk resource to the group. 

The Physical Disk resource is where the spooler files for the printer shares will be stored. This resource must be on the SCSI bus that is common to the nodes. 
 5.
Add the Print Spooler resource to the group.

Ensure that the spool directory is placed on a Physical Disk resource that is part of the group.
 6.
Configure the possible owners.
 7.
Add the Physical Disk and Network Name resources as dependencies. 
 8.
On the Parameters property sheet for the Print Spooler resource type, configure the following options:

Spool folder: type a fully qualified path for the spool folder (for example, G:\Spool). The spooler creates the folder if it does not already exist.

Job completion time out: specify how long the document can take to get from the client to the printer before the printer stops trying to print it.
 9.
Use Cluster Administrator to bring the Print Spooler resource online.
After you have created and configured the Print Spooler resource, you need to install printer drivers on each node and add printers to the clustered spooler.
Installing Printing Components
This process does not use Cluster Administrator. Instead, perform the following actions. Only TCP/IP and simple LPR ports are supported.

Go to the Printers folder for each node and ensure that each has the appropriate protocols, port monitors, language monitors, print processors, and forms installed. You can do this remotely, but you must address each node by its node name, not the cluster name. A specification made on one node does not carry over to the other nodes, so ensure that the settings are identical on all nodes.  

On each node install the printer drivers you want to use for the cluster. Each node of the cluster must have the correct printer drivers installed for all clients that connect to the printer share. Otherwise, Point and Print does not work and clients are prompted to install drivers when they connect to the printer the first time.

Add printer ports from the Cluster virtual computer Printers folder in addition to the cluster node computers.
Adding a Printer to a Cluster
After creating the group, resources, ports, and printer drivers, you can add a printer to the cluster. Each node must have connectivity to the remote print server device (port). A locally connected computer cannot be used in a cluster configuration because the printer is connected directly to the node and does not fail over if that node goes down. 
Adding a printer to a cluster is the same as adding it to any other computer, with the following exceptions:

Never start from the local Printers folder. The cluster always appears remote, even if you are working on the active cluster node. Instead, type the cluster name (for example, \\Cluster-prn) in the Run menu. Then click the remote Printers folder that is displayed.

If the Add Printer Wizard does not appear when the remote Printers folder opens, you cannot continue. One of three things is wrong:

You do not have administrator permissions on each cluster node.

The spooler service is not started on the current computer (unlikely).

The cluster does not have at least one Print Spooler resource online.
What Happens at Failover
When a group containing a Print Spooler resource fails over to another node, the document that is currently being spooled to the printer is restarted from the other node after the failure. When you move a Print Spooler resource or take it offline, Cluster service waits until all documents are finished spooling or until the configured wait time has elapsed. Documents that are spooling from an application to a Print Spooler resource are discarded and must be respooled to the resource (or reprinted) if the group containing the resource fails over before the application has finished spooling.
Monitoring Printer Performance
Windows 2000 provides several features that allow you to assess the performance of your network printing resources.
Using System Monitor
System Monitor allows you to observe counters for printing performance. It also supports setting alert levels for the counters being monitored. Individual counters and objects are present for each instance of a printer that is installed.
The two most critical performance counters for monitoring printing are the following:

Bytes Printed/sec. The number of RAW bytes per second that are sent to the printer. Low values for this counter can indicate that the printers are underutilized, either because there are no jobs, print queues are not evenly loaded, or the server is too busy. This value varies according to the type of printer. Consult your printer documentation for acceptable values for printer throughput. 

Job Errors. Number of job errors. Job errors are typically caused by improper port configuration. Check your port configuration for invalid settings. A printing job instance will increment this count only once, even if it happens multiple times. Also, some monitors do not support this kind of error, causing the counter to remain at 0.
Collecting baseline data is an important step in monitoring all performance counters. For more information about System Monitor, see “Overview of Performance Monitoring” in this book.
Auditing Printing Events
Auditing is a means of tracking a printer’s usage. It’s possible to specify which groups or users and which actions to audit for a particular printer, as well as audit both successful and failed actions. Windows 2000 stores the data that is generated from auditing a file, which can be viewed and published in various formats using Event Viewer.
To change audit entries, you use the Audit Entry for printer_name page of the Printer Properties dialog box (Figure 4.16). 
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Figure 4.16   Example of an Audit Entry Page
To add, remove, view, or edit audit entries for a printer
 1.
In the Properties dialog box for the printer, click the Security tab, and then click Advanced.
 2.
Click the Auditing tab.

If the tab is not visible, this means you do not have administrator permissions (Manage Printers, Manage Documents) for the server and you cannot continue.
 3.
Use the Add and Remove buttons to specify user names and/or groups to be audited, or the View/Edit button to change settings.

The Add and View/Edit buttons take you to the Audit Entry for printer_name page as shown in Figure 4.16.
 4.
On the Audit Entry page, under Apply onto, specify whether the auditing should be done by printer, by document, or both.
 5.
Under Access, select check boxes as appropriate to tailor the auditing for the users or groups appearing in the Name box:

Successful means “Audit all successful attempts to perform this action.”

Failed means “Audit all failed attempts to perform this action.”

Print, Manage Printers, and Manage Documents are the printing permissions. Read Permissions, Change Permissions, and Take Ownership are permissions to control permissions. Table 4.4 shows the associated events that are audited by selecting each permission.
 6.
To configure another user or group for auditing, click Choose Account.
 7.
When finished, click OK to save all your settings.
Note   Most printers should not be audited: the Event Log service would fill up with useless information. It is best to limit auditing to select, high-security printers.
Table 4.4   Audit Events Matrix for Printers

Permission Selected for Auditing

Event

Print
Manage Documents
Manage
Printers
Read Permissions
Change Permissions
Take Ownership
Printing documents
Audited
Not
audited
Not
audited
Not
audited
Not
audited
Not
audited
Changing document printing preferences
Audited
Not
audited
Not
audited
Not
audited
Not
audited
Not
audited
Changing document job properties
Not
audited
Audited
Not
audited
Not
audited
Not
audited
Not
audited
Pausing, restarting, moving, and deleting documents
Not
audited
Audited
Not
audited
Not
audited
Not
audited
Not
audited
Changing document printing defaults
Not
audited
Audited
Audited
Not
audited
Not
audited
Not
audited
Creating a printer share
Not
audited
Not
audited
Audited
Not
audited
Not
audited
Not
audited
Changing printer properties
Not
audited
Not
audited
Audited
Not
audited
Not
audited
Not
audited
Deleting a printer
Not
audited
Not
audited
Audited
Not
audited
Not
audited
Not
audited
Reading printer permissions
Not
audited
Not
audited
Not
audited
Audited
Not
audited
Not
audited
Changing printer permissions
Not
audited
Not
audited
Not
audited
Not
audited
Audited
Not
audited
Taking ownership
Not
audited
Not
audited
Not
audited
Not
audited
Not
audited
Audited
Important   For this procedure to work, the Audit Object Access option in Group Policy must be set to audit successful attempts, failed attempts, or both. To access this option, click Computer Configuration, Windows Settings, Security Settings, Local Policies, and then click Audit Policy.
Logging Spooler Events
Another source of valuable information is the spooler, which can provide data about printer traffic, hard disk space, spooler errors, and other printing maintenance issues. Use the following procedure to enable spooler event logging. 
To enable spooler event logging
 1.
In the Printers dialog box, click the appropriate printer.
 2.
On the File menu, click Server Properties.
 3.
Click the Advanced tab.
 4.
Verify that the entry in the Spool folder field is the path you want; if not, type in the correct path.
 5.
Select any combination of the three check boxes related to event logging to enable the information that you want, and then click OK.

Note   These check boxes also appear in Group Policy under User Configuration. 
For more information about the spooler, see “Server Spooler” earlier in this chapter.
Utilities
Windows 2000 provides several utilities to help you administer your network printing resources.
rundll32
Some enterprise configurations require clients to connect to network printers during an unattended setup. Microsoft facilitates this with the rundll32 command, which allows printers to be installed from the command line. This is particularly useful when you need to add or remove printers from a group of users by means of a logon script.  
The rundll32 command provides greater control than older supplemental utilities such as Con2prt.exe, which allowed only for the addition and deletion of networked printers. For example, the rundll32 command allows local printers to be modified and deleted. It also allows you to add printer connections by computer rather than by user as the Add Printer Wizard does. The result is that you can control all aspects of the end user's printing experience by running a local or remote batch file or logon script containing rundll32 commands.
The case-sensitive syntax for the rundll32 command is:
rundll32 printui.dll,PrintUIEntry <options>
Examples of useful options include:
rundll32 printui.dll,PrintUIEntry /il /c\\computer
This installs a printer for the user logged on a remote computer named computer by running the Add Printer Wizard. You can also type:
rundll32 printui.dll,PrintUIEntry /ga /c\\computer /n\\print_server\printer 
This adds a connection to print_server/printer for all users on a remote computer named computer.
The available options for rundll32 are shown in Figure 4.17
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Figure 4.17   Rundll32 Options
PrnAdmin
The PrnAdmin utility lets you use scripts that perform administrative printer functions. You can create your own scripts or modify one of the sample scripts that is provided with PrnAdmin. Either way you can manage both local and remote printers using PrnAdmin.
This tool can perform the following functions:

Add or delete local or remote printers.

Add or delete printer connections.

Add or delete local or remote forms.

Add or delete ports on local or remote printers.

Add or delete printer drivers on local or remote printers.

Enumerate ports, drivers, printers, or forms on local or remote printers.

Pause, resume, or purge a local or remote printer.

Configure a local or remote printer.
Note   To create scripts, you need to know a scripting language such as Microsoft® Visual Basic or JavaScript or be able to make use of the objects provided by PrnAdmin in any language that supports COM programming.
To install PrnAdmin, type the following command: 
regsvr32 [Path]PrnAdmin.dll
To use the PrnAdmin sample scripts shown in Figure 4.18, type:
Cscript prnmgr.vbs
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Figure 4.18   PrnAdmin Scripts
