Appendix D - TCP/IP Remote Utilities
The tools described in this appendix allow a network administrator to manage network computers from a distance. Many are similar to UNIX utilities.
In This Appendix
Finger
Ftp
Rcp
Rexec
Rsh
Telnet
Tftp
Note   All passwords used by Windows networking services are encrypted. However, the Ftp, and Rexec connectivity tools all rely on cleartext password authentication by the remote computer. Cleartext passwords are not encrypted before being sent over the network. This enables another user equipped with a network analyzer on the same network to steal a user’s remote account password. For this reason, choose different passwords from those used for Windows 2000–based computers or domains when connecting to non-Microsoft remote computers with the Ftp, Rexec, or Telnet tools. Note that the protocols themselves prohibit encryption; cleartext passwords are not a standard that Microsoft encourages.
Finger
This connectivity command displays information about a user on a specified host running the Finger service. Output varies based on the configuration of the remote host.
Syntax
finger [–l] [user]@hostname
Switches
–l
Displays information in long list format; not supported on all remote computers.
Variables
user
Specifies the user you want information about. Omit the user parameter to display information about all users on the specified host.
@hostname
Specifies the host name or IP address of the remote computer whose users you want information about.
Ftp
This connectivity tool transfers files to and from a host running an FTP server service (such as Microsoft® Internet Information Services). A service is called a daemon in UNIX. The Ftp tool uses the session-oriented File Transfer Protocol. Ftp can be used interactively or by processing ASCII text files.
Syntax
ftp [–v] [–n] [–i] [–d] [–g] [–s: filename] [-a] [-A] [-w:windowsize] [hostname]
Switches
–v
Suppresses display of remote server responses.
–n
Suppresses autologon upon initial connection.
–i
Turns off interactive prompting during multiple file transfers.
–d
Enables debugging, displaying all FTP commands passed between the client and server.
–g
Disables file name globbing, which permits the use of wildcard characters in local file and path names. (Also see the glob command in Table D.1.)
–s: [filename]
Specifies a text file containing FTP commands; the commands automatically run after Ftp starts. Use this switch instead of redirection (<).
–a
Specifies that any local interface can be used when binding the FTP data connection.
–A
Logs in to the FTP server as anonymous.
–w:windowsize
Specifies the size of the transfer buffer. The default windowsize is 4096 bytes.
Variables
Hostname
Specifies the host name or the IP address of the remote host to connect to. The host, if specified, must be the last parameter on the line.
Table D.1 lists the FTP commands. For details about syntax of individual commands, see Windows 2000 Help.
Table D.1    Ftp Commands in Windows 2000
Command
Function
!
Runs the specified command on the local computer.
?
Displays descriptions for Ftp commands. ? is identical to help.
Append
Appends a local file to a file on the remote computer using the current file type setting.
Ascii
Sets the file transfer type to ASCII, which is the default.
Bell
Toggles a bell to ring after each file transfer command is completed. By default, the bell is off.
Binary
Sets the file transfer type to binary.
Bye 
Ends the FTP session with the remote host and exits Ftp.
Cd
Changes the working directory on the remote host.
Close
Ends the FTP session with the remote server and returns to the command interpreter.
Debug
Toggles debugging. When debugging is on, each command sent to the remote host is printed, preceded by the string – – – >. By default, debugging is off.
Delete
Deletes files on remote hosts.
Dir
Displays a list of a remote directory’s files and subdirectories.
Disconnect
Disconnects from the remote host, retaining the Ftp prompt.
Get 
Copies a remote file to the local host using the current file transfer type.
Glob
Toggles file name globbing. Globbing permits use of wildcard characters in local file or path names. By default, globbing is on.
Hash
Toggles number-sign (#) printing for each data block transferred. The size of a data block is 2,048 bytes. By default, number-sign printing is off.
Lcd
Changes the working directory on the local host. By default, the current directory on the local host is used.
Literal
Sends arguments, verbatim, to the remote FTP server. A single FTP reply code is expected in return.
Ls
Displays an abbreviated list of a remote directory’s files and subdirectories.
Mdelete
Deletes multiple files on remote hosts.
Mdir
Displays a list of a remote directory’s files and subdirectories.
Mget
Copies multiple remote files to the local host using the current file transfer type.
Mkdir
Creates a remote directory.
Mls
Displays an abbreviated list of a remote directory’s files and subdirectories.
Mput
Copies multiple local files to the remote host using the current files and subdirectories.
Open
Connects to the specified FTP server.
Prompt
Toggles prompting. Ftp prompts during multiple file transfers to enable you to selectively retrieve or store files; mget and mput transfer all files if prompting is turned off. By default, prompting is on.
Put
Copies a local file to the remote host using the current file transfer type.
Pwd
Displays the current directory on the remote host.
Quit
Ends the FTP session with the remote host and exits Ftp.
Quote
Same as the Literal command.
Recv
Copies a remote file to the local host using the current file transfer type. Recv is identical to get.
Remotehelp
Displays help for remote commands.
Rename
Renames remote files.
Rmdir
Deletes a remote directory.
Send
Copies a local file to the remote host using the current file transfer type. Send is identical to put.
Status
Displays the current status of FTP connections and toggles.
Trace
Toggles packet tracing; trace displays the route of each packet when running an Ftp command.
Type
Sets or displays the file transfer type.
User 
Specifies a user to the remote host.
Verbose
Toggles verbose mode. If on, all FTP responses are displayed; when a file transfer completes, statistics regarding the efficiency of the transfer are also displayed. By default, verbose is on.
Rcp
This connectivity command copies files between a computer running Microsoft® Windows® 2000 and a computer running Rshd, the remote shell server service or daemon. The rcp command can also be used for third-party transfer to copy files between two computers running Rshd when the command is issued from a Windows 2000–based computer. The Rshd server service (daemon) is available on UNIX computers, but not on a Windows 2000–based computer. The computer running Windows 2000 can only participate as the computer from which the commands are issued. The remote computers must also support the Rcp tool in addition to running Rshd.
Syntax
rcp [–a] [–b] [–h] [–r] [source1 source2 sourceN] [destination]
Switches
–a
Specifies ASCII transfer mode. This mode converts the carriage return/linefeed characters to carriage returns on outgoing files, and linefeed characters to carriage return/linefeeds for incoming files. This is the default transfer mode.
–b
Species binary image transfer mode. No carriage return/linefeed conversion is performed.
–h
Transfers source files marked with the hidden attribute on the computer running Windows 2000. Without this option, specifying a hidden file on the rcp command line has the same effect as if the file did not exist.
–r
Recursively copies the contents of the all subdirectories of the source to the destination. Both the source and the destination must be directories.
Variables
source and destination
Must be of the form [host[.user]:]filename. If the [host[.user]:] portion is omitted, the host is assumed to be the local computer. If the user portion is omitted, the currently logged-on Windows 2000 user name is used. If a fully qualified host name is used, which contains the period (.) separators, then [.user] must be included. Otherwise, the last part of the host name is interpreted as the user name. If multiple source files are specified, destination must be a directory.
If the file name does not begin with a forward slash (/) for UNIX computers or a backslash (\) for Windows-based computers, it is assumed to be relative to the current working directory. Under Windows 2000 this is the directory from which the command is issued. On the remote computer, it is the logon directory for the remote user. A period (.) means the current directory. Use the escape characters (\, ", or ') in remote paths to use wildcard characters on the remote host.
Remote Privileges
The rcp command does not prompt for passwords; the current or specified user name must exist on the remote host and enable remote command execution via Rcp.
Rhosts File
The Rhosts file specifies which remote computer or users can access a local account using rsh or rcp commands. This file (or a file called hosts.equiv) is required on the remote computer for access to a remote computer using these commands. Rsh and rcp both transmit the local user name to the remote computer. The remote computer uses this name plus the IP address (usually resolved to a host name) or the requesting computer to determine whether to grant access. There is no provision for specifying a password to access an account using these commands.
If the user is logged on to a Windows 2000 Server domain, the domain controller must be available to resolve the currently logged-on name, because the logged-on name is not cached on the local computer. Because the user name is required as part of the RSH protocol, the command fails if the user name cannot be obtained. 
The Rhosts file is a text file where each line is an entry. An entry consists of the local host name, the local user name, and any comments about the entry or a local host name and any comments about the entry. Entries are separated by a tab or space, and comments begin with a number sign (#), for example:
Computer5   marie   #This computer is in room 41A.
Computer7           #This computer is in room 42.
This Rhosts file must be in the user’s home directory on the remote computer. 
Additionally, have your host name added to the remote computer’s /Etc/Hosts file. (Normally a DNS name server is used instead of the Hosts file.)
For more information about a remote computer’s specific implementation of the Rhosts file, see the remote computer’s documentation.
Specifying Hosts
Use the host.user variables to use a user name other than the current user name. If host.user is specified with source, the Rhosts file on the remote host must contain an entry for user.
If a host name is supplied as a full domain name containing periods, a user name must be appended to the host name. This prevents the last element of the domain name from being interpreted as a user name. For example:
Rcp domain-name1.user:johns domain-name2.user:buddyg
Remote Processing
Remote processing is performed by a command run from the user’s logon shell on most UNIX computers. The user’s profile or Cshrc is executed before parsing file names, and exported shell variables can be used (using the escape characters or quotation marks) in remote file names.
Copying Files
If you try to copy several files to a file rather than to a directory, only the last file is copied. Also, the rcp command cannot copy a file onto itself.
Rcp Syntax
These examples demonstrate syntax for the most common uses of rcp.
To copy a local file to the logon directory of a remote computer:
rcp <file name remote computer>
To copy a local file to an existing directory and a new file name on a remote computer:
rcp <file name remote computer:/directory/newfile name>
To copy multiple local files to a subdirectory of a remote logon directory:
rcp <file1 file2 file3 remote computer:subdirectory/filesdirectory>
To copy from a remote source to the current directory of the local computer:
rcp <remote computer:file name>
To copy multiple files from multiple remote sources to a remote destination with different user names:
rcp <remote1.user1:file1 remote2.user2:file2 remotedest.destuser:directory>
To copy from a remote computer using an IP address to a local computer (where the user name is mandatory because a period is used in the remote host name):
rcp <IP address.user:file name file name>
Rexec
This connectivity tool runs commands on remote hosts running the Rexecd service. Rexec authenticates the user name on the remote host by using a password, before carrying out the specified command.
Syntax


rexec host [–l username] [–n] command
Switches
–l [username]
Specifies the user name on the remote host.
–n 
Redirects the input of Rexec to NUL.
Variables
host
Specifies the remote host on which to run the command.
command
Specifies the command to run.
Using Rexec
Rexec prompts the user for a password and authenticates the password on the remote host. If the authentication succeeds, the command is executed.
Rexec copies standard input to the remote command, standard output of the remote command to its standard output, and standard error of the remote command to its standard error. Interrupt, quit, and terminate signals are propagated to the remote command. Rexec normally terminates when the remote command does.
Using Redirection Symbols
Use quotation marks around redirection symbols to redirect onto the remote host. If quotation marks are not used, redirection occurs on the local computer. For example, the following command appends the remote file remotefile to the local file localfile:
Rexec otherhost cat remotefile >> localfile
The following command appends the remote file remotefile to the remote file otherremotefile:
Rexec otherhost cat remotefile ">>" otherremotefile
Using Interactive Commands
You cannot run most interactive commands using Rexec. For example, vi and emacs cannot be run using Rexec. Use telnet to run interactive commands.
Rsh
This connectivity tool runs commands on remote hosts using the Rsh service. For information about the Rhosts file used to enable this tool, see the Rcp tool.
Syntax
rsh host [–l username] [–n] command
Switches
–l [username]
Specifies the user name to be used on the remote host. If this parameter is omitted, the logged-on user’s name is used.
–n
Redirects the input of Rsh to NUL.
Variables
host
Specifies the remote host.
command
Specifies the command to run.
Using Rsh
Rsh copies standard input to the remote command, standard output of the remote command to its standard output, and the standard error of the remote command to its standard error. Rsh terminates when the remote command does.
Using Redirection Symbols
Use quotation marks around redirection symbols to redirect onto the remote host. If quotation marks are not used, redirection occurs on the local computer. For example, the following command appends the remote file remotefile to the local file localfile:
Rsh otherhost cat remotefile >> localfile
The following command appends the remote file remotefile to the remote file otherremotefile:
Rsh otherhost cat remotefile ">>" otherremotefile
Using Rsh on a Windows 2000 Server Domain
If the user is logged on to a Microsoft® Windows® 2000 Server domain, the domain controller must be available to resolve the currently logged-on name, because the logged-on name is not cached on the local computer. Because the user name is required as part of the RSH protocol, the command fails if the user name cannot be obtained.
Rhosts File
The Rhosts file generally permits network access rights on UNIX computers. The Rhosts file lists computer names and associated logon names that have access to remote computers. When issuing rcp, rexec, or rsh commands to a remote computer with a properly configured Rhosts file, you do not need to provide logon and password information for the remote computer.
The Rhosts file is a text file in which each line is an entry. An entry consists of the local computer name, the local user name, and any comments about the entry. Entries are separated by a tab or space, and comments begin with a number sign (#), for example:
Computer5
marie
#This computer is in room 41A
The Rhosts file must be in the user’s home directory on the remote computer. For more information about a remote computer’s specific implementation of the Rhosts file, see the remote computer’s documentation.
Telnet
This connectivity tool starts terminal emulation with a remote host running a telnet server service. Telnet provides DEC VT 100, DEC VT 52, or ANSI emulation, using the connection-based services of TCP.
To provide terminal emulation from a Windows computer, the remote host must be running TCP/IP and a telnet server service. The Windows-based telnet user must also have a user account on the remote telnet server.
To start the telnet client, type telnet at a command prompt. The syntax and usage for starting the telnet client from the command prompt are described in this section.
Note   Windows 2000 Server and Microsoft® Windows® 2000 Professional provide the telnet client tool and also provide a telnet server. This service is built in, but the service must be started before it can serve telnet clients.
Syntax
telnet [host [port]]
Variables
host
Specifies the host name or IP address of the remote host to which you want to connect.
port
Specifies the remote port you want to connect to. If unspecified, the default connection TCP port value is 23.
Tftp
This connectivity tool transfers files to and from a remote computer running the Trivial File Transfer Protocol (TFTP) service. This tool is similar to Ftp, but it does not provide user authentication, although the files require read and write UNIX permissions. Tftp can only be used for unidirectional transfer of files.
Syntax
tftp [–i] host [get | put] source [destination]
Switches
–i
Specifies binary image transfer mode (also called octet). In binary image mode, the file is moved literally byte by byte. Use this mode when transferring binary files.
If –i is omitted, the file is transferred in ASCII mode. This is the default transfer mode. This mode converts the end-of-line (EOL) characters to an appropriate format for the given system. Use this mode when transferring text files. If a file transfer is successful, the data transfer rate is displayed.
get
Transfer destination on the remote computer to source on the local computer.
Because the TFTP protocol does not support user authentication, the user must be logged on, and the files must be writable on the remote computer.
put
Transfers source on the local computer to destination on the remote computer.
Variables
host
Specifies the local or remote host.
source
Specifies the file to transfer.
destination
Specifies where to transfer the file.
