Appendix I - Windows 2000 Browser Service
Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Professional continue to support the browser service, originally introduced with Microsoft® Windows® for Workgroups version 3.1, to provide for interoperability with domains and computers that are not enabled to use Active Directory™ directory service. On a network of computers running only Windows 2000, clients can find network servers and file sharing resources through the shared folder object in the Active Directory directory service. However, as a practical matter, most organizations will use the browser service for the foreseeable future to service legacy computers that are not Active Directory–capable. The browser service and NetBIOS are enabled by default when Windows 2000 is installed. 
In This Appendix
Introduction to the Browser Service
Windows 2000 Browser System Overview
Browser Elections
Browser Announcements
Browser Requests
Number of Browsers in a Domain or Workgroup
Browser Shutdown or Failure
Browse Service Across Multiple Workgroups and Domains
Computers Running Windows for Workgroups, Windows 95, and Windows 98 as Master Browsers
Registration and Propagation
Testing Techniques
Related Information in the Resource Kit

For information about Windows 2000 IPX routing services, see “IPX Routing” in Microsoft® Windows 2000 Server Resource Kit Internetworking Guide.

For information about migrating from NetWare to Windows 2000, see “Determining Domain Migration Strategies” in Microsoft® Windows 2000 Server Resource Kit Deployment Planning Guide.
Introduction to the Browser Service
Users often need to know what domains and computers are accessible from their local computer. Viewing all the network resources available on a network of computers running Microsoft® Windows® 2000 or Microsoft® Windows NT® is called browsing. The Windows browser service maintains a list—called the browse list—of all available domains and servers. The browse list can be viewed using Explorer and is provided by a browser in the domain of the local computer.
Note   For the purposes of this discussion, the term server refers to any computer that can provide resources to the rest of the network. If a computer running Microsoft® Windows® 95, Microsoft® Windows® 98, Microsoft® Windows® for Workgroup version 3.11, Microsoft® Windows NT® Workstation, or Windows 2000 Professional can share file or print resources with other computers on the network, it is considered a server in the context of the browser system. The computer does not need to be actively sharing resources to be considered a server. 
This appendix includes descriptions of the following topics:

Roles of browser computers in the browser system.

Coordination by browser computers to provide an accurate browse list, even if the master browser fails.

Election of the master browser.

Application programming interface (API) calls used to register computers for the browser list and to receive the list from the master browser.

Browsing across domains.

Troubleshooting browser problems.
Windows 2000 Browser System Overview
Windows 2000 and Windows NT assign tasks to specific computers on the network to provide browser services. The computers work together to provide a centralized list of shared resources, eliminating the need for all computers to maintain their own lists. This reduces the CPU time and network traffic needed to build and maintain the list.
The Windows 2000 browser system consists of a master browser, backup browsers, and browser clients. The computer that is the master browser maintains the browse list and periodically sends copies to the backup browsers. When a browser client needs information, it obtains the current browse list by remotely sending a NetServerEnum API call to either the master browser or a backup browser.
The browser system consists of two components, the browser service and the datagram receiver.
The browser service is the user-mode portion of the browser system and is responsible for maintaining the browse list, sending the API requests, and managing the various browser roles that a computer can have. The browser service actually resides within the Service Control Manager (Services.exe which calls browser.dll).
The datagram receiver is the kernel-mode portion of the browser system and is simply a datagram receiver and mailslot. It receives directed and broadcast datagrams that are of interest to the Windows 2000 Professional and Windows 2000 Server services. The datagram receiver also provides kernel-level support for the NetServerEnum API, support for remote mailslot message reception (second-class, datagram-based, mailslot messages), and the request announcement services.
In Microsoft® Windows NT® version 3.5 and later, the datagram receiver is implemented in the Windows NT redirector (Rdr.sys). In Microsoft® Windows NT® version 3.1, there is a separate driver, Browser.sys, for the datagram receiver.
The centralized browser architecture also reduces demands on the client CPU and memory.
Specifying Browser Computers
When you start a computer running Windows 2000, the browser service looks in the registry for the entry MaintainServerList to determine whether a computer will become a browser. MaintainServerList is found in the following registry subkey: 
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters
Table I.1 shows the values to which MaintainServerList can be set and the meaning for the computer’s participation in browser services.
Table I.1    Allowable Values for the MaintainServerList Registry Entry
Value
Meaning
No
This value prevents the computer from participating as a browser.
Yes
This value makes the computer a browser. Upon startup, the computer attempts to contact the master browser to get a current browse list. If the master browser cannot be found, the computer will force a browser election. The computer will either be elected master browser or become a backup browser. This value is the default on a computer running Windows 2000 Server and Windows NT Server.
Auto
This value makes the computer a potential browser. It might become a browser, depending on the number of currently active browsers. The master browser notifies this computer whether or not it is to become a backup browser. This value is the default for computers running Windows 2000 Professional and Windows NT Workstation.
On any computer with the value of MaintainServerList set to Yes or Auto, the browser service starts when the computer is booted.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Microsoft Management Console (MMC) or Control Panel whenever possible.
Another entry in the registry, IsDomainMaster, helps determine which servers become master browsers and backup browsers. Setting the value of the IsDomainMaster entry to True makes the computer a preferred master browser. Any computer running Windows 2000 or Windows NT can be configured as a preferred master browser.
When the browser service is started on the preferred master browser, the browser service forces an election. Preferred master browsers are given priority in elections, which means the preferred master browser always wins the election if no other condition prevents it. This gives an administrator the ability to configure a specific computer as the master browser.
To specify a computer as the preferred master browser, set the value of the IsDomainMaster entry to True. This entry (data type Reg_SZ) appears in the following registry subkey:
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters
Unless the computer is configured as the preferred master browser, the value of the IsDomainMaster entry is always set to False or No. There is no user interface for making these changes; the registry must be modified using a registry editor (Regedt32.exe or Regedit.exe).
Browser System Roles
Computers running Windows 2000, Windows NT 3.1, Microsoft® Windows NT® Advanced Server version 3.1, Microsoft® Windows NT® Workstation version 3.5 or later, Microsoft® Windows NT® Server version 3.5 or later, Windows for Workgroups 3.11, Windows 95, or Windows 98 can be browsers. There are five types of computers in the browser system:

Nonbrowsers

Potential browsers

Backup browsers

Master browsers

Domain master browsers
Figure I.1 Shows a browser and nonbrowser computers in a subnet.
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Figure I.1    Browser and Non-Browser Computers
Non-Browser
A non-browser is a computer that has been configured not to maintain a network resource or browse list.
Potential Browser
A potential browser is a computer that is capable of maintaining a network resource browse list and can be elected as a master browser. The potential browser computer can act as a backup browser if instructed to do so by the master browser. 
Backup Browser
The backup browser receives a copy of the network resource browse list from the master browser and distributes the list upon request to computers in the domain or workgroup. All Windows 2000 domain controllers are configured as either master or backup browsers. 
Computers running Windows 2000 Professional, Windows NT Workstation, Microsoft® Windows® for Workgroups, or Windows 95 can be backup browsers if there are fewer than three Windows 2000 or Windows NT Server computers performing backup browser functions for the domain. 
The list of servers is limited in size to 64 kilobyte (KB) on computers running a version of Windows NT earlier than version 4.0, Windows for Workgroups, and Windows 95. This limits the number of computers in a browse list for a single workgroup or domain to between 2,000 and 3,000.
Note   Verbose server comments can significantly reduce the numbers of computers allowable in a browse list since the list size is limited to 64 kilobytes (KB).
Master Browser
The master browser is responsible for collecting the information necessary to create and maintain the browse list. The browse list includes all servers in the domain or workgroup of the master browser and the list of all domains on the network. 
Individual servers announce their presence to the master browser by sending a directed datagram called a server announcement to the domain or workgroup master browser. Computers running Windows 2000, Windows NT, Windows for Workgroups, Windows 95, Windows 98, or Microsoft® LAN Manager send server announcements. When the master browser receives a server announcement from a computer, it adds that computer to the browse list.
When a domain spans more than one subnet, the master browser will do the following tasks: 

Maintain the browse list for the portion of the domain on its subnet.

Provide lists of backup browsers on the local subnet of a TCP/IP-based network to computers running Windows 2000, Windows NT, Windows 95, Windows 98, and Windows for Workgroups.
If a TCP/IP-based subnet is comprised of more than one domain, each domain has its own master browser and backup browsers. On networks using NWLink, the IPX/SPX-compatible network protocol, routers are typically configured to forward packets of type 0x14. Since broadcast packets including elections are propagated in this manner, this insures that there is always only one master browser. In contrast, NetBEUI Frame (NBF), which is not designed for a routed network, requires a separate master browser per subnet. 
When a computer starts and the value of the MaintainServerList entry in its registry is set to Auto, the master browser must tell that computer whether or not to become a backup browser.
Domain Master Browser
The domain master browser is responsible for collecting announcements for the entire domain, lists from master browsers on other subnets, and for providing a list of domain resources to master browsers. The domain master browser is always the primary domain controller (PDC) of a domain.
The PDC of a domain is given priority in browser elections to ensure that it becomes the master browser. The Windows browser service running on a PDC has the special, additional role of being the domain master browser.
For a domain that uses TCP/IP and spans more than one subnet, each subnet functions as an independent browsing entity with its own master browser and backup browsers. NWLink and NBF transports don’t use the domain master browser role because those transports have only a single master browser for the entire network. Browsing across an IP router to other subnets requires at least one browser running Windows 2000, Windows NT, or Microsoft® Windows® for Workgroups 3.11b on the domain for each subnet. A PDC typically functions as the domain master browser on its subnet.
When a domain spans multiple subnets, the master browser of each subnet announces itself as the master browser to the domain master browser, using a directed datagram called a MasterBrowserAnnouncement. The domain master browser then sends a remote NetServerEnum API call to each master browser, to collect the list of servers from each subnet. The domain master browser merges the server list from each subnet master browser with its own server list, forming the browse list for the domain. This process is repeated every 12 minutes to ensure that the domain master browser has a complete browse list of all the servers in the domain.
Note   The Domain Master Browser must be able to resolve the server name of each master browser on a TCP/IP network (using WINS, for example). Each Master Browser must be able to resolve the DOMAIN[1B] name as well as the Primary Domain Controllers machine name.
The master browser on each subnet also sends a remote NetServerEnum API call to the domain master browser to obtain the complete browse list for the domain. This browse list is available to browser clients on the subnet. 
A single computer can play multiple browser roles. For example, the master browser might also be the domain master browser.
Note   Windows workgroups cannot span multiple networks. Any Windows workgroup that spans subnets actually functions as two separate workgroups with identical names.
Browser Elections
Browser elections occur to select a new master browser under the following circumstances:

When a computer cannot locate a master browser.

When a preferred master browser comes online.

When a Windows domain-controller system starts.
A computer initiates an election by sending a special datagram called an election datagram. When an election occurs, the browser service on the computer forcing the election logs an event in the system log, indicating that it forced the election. An event is logged for each protocol on which the browser service forces an election. 
All browsers can receive election datagrams. When a browser receives an election datagram, it examines the election criteria of that datagram. If the browser has better election criteria than the sender of the election datagram, the browser issues its own election datagram and enters what is called an election in progress state. If the browser does not have better election criteria than the sender of the election datagram, the browser attempts to determine which system is the new master browser. Figure I.2 Shows computers performing a browser election.
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Figure I.2    Browser Election 
The election criteria for a browser is based on the current role of the browser in the domain and its current state, using the hierarchy shown in Table I.2.
Table I.2    Hierarchy of Criteria for a Browser Election 
Operating System Type
Windows Election field
Windows for Workgroups and Windows 95 and Windows 98 
0x01000000
Windows 2000 Professional and Windows NT Workstation 
0x10000000
Windows 2000 Server and Windows NT Server
0x20000000
Election Version
0x00FFFF00
Per Version Criteria
0x000000FF
PDC
0x00000080
WINS System
0x00000020
Preferred Master
0x00000008
Running Master

0x00000004
MaintainServerList = Yes
0x00000002
Running backup browser
0x00000001
The browser uses all of the appropriate election criteria to determine the election criteria of the sending computer.
The following criteria determine whether or not a browser has won an election:

If the election version of the browser is greater than the election version of the sender, the browser wins. If not, the browser uses the next election criterion. The election version is a constant value that identifies the version of the browser-election protocol. The election version is the revision of the browser protocol and is not related to the operating-system version. 

If the election criteria of the browser is greater than the election criteria of the sender, the browser wins. If not, the browser uses the next election criterion.

If the browser has been running longer than the sender, the browser wins. If not, the browser uses the next election criterion.

If none of the criteria above have determined the election, then the server with the lexically (alphabetically, including numbers and symbols) lowest name wins. For example, a server named “A” will become master browser over a server named “X.”
When a browser receives an election datagram indicating that it wins an election, the browser enters the running election state. While in this state, the browser sends out an election request after a delay. The delay is based on the current role of the browser in the domain:

Master browsers and the primary domain controllers delay for 100 microseconds (ms).

Backup browsers and backup domain controllers randomly delay for 200 ms and 600 ms.

All other browsers randomly delay between 800 ms and 3000 ms.
This delay is programmed to occur because Windows for Workgroups browsers go “deaf” for several hundred microseconds after sending an election datagram. This delay reduces the number of election datagrams sent, because a browser winning an election might then receive a different election datagram, causing it to lose an election later. By having computers that are less likely to win an election delay their sending of election requests, those computers are less likely to send election datagrams. 
The browser sends up to four election datagrams. If no other browser responds with an election datagram that wins the election, the computer is promoted to master browser. If the browser receives an election datagram indicating that another computer wins the election, and the computer is currently the master browser, the computer demotes itself from master browser and becomes a backup browser.
Browser Announcements
The browser service must be notified by a resource when the resource is available for use on the network. When a network computer running Windows 2000, Windows NT, Windows for Workgroups, Windows 95, or Windows 98 starts, it sends an announcement to the browser service to inform the browser of its availability. Figure I.3 shows browser announcements being transmitted.
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Figure I.3    Browser Announcements
Master browsers are responsible for receiving announcements from and returning lists of backup browsers to computers running any of the following operating systems: 

Windows NT 3.1

Windows NT Advanced Server 3.1 

Windows for Workgroups

Windows 95

Windows 98

Windows NT Workstation 3.5, or later

Windows NT Server 3.5, or later

Windows 2000 Professional

Windows 2000 Server 
When a computer starts and the value of the MaintainServerList entry in its registry is set to Auto, the master browser is responsible for telling the system whether or not to become a backup browser.
When a computer becomes the master browser by winning an election, and the browse list is empty, the master browser forces all systems to reply with an announcement. The master browser broadcasts a datagram called a RequestAnnouncement. All computers that receive this datagram must answer after a random delay of up to 30 seconds. This 30-second range for response prevents the master browser from becoming overloaded and losing replies, and it protects the network from being flooded with responses. Figure I.4 shows computers browsing for backup lists.
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Figure I.4    Browsing for Backup Lists
A master browser cannot be forced to rebuild the browse list for a workgroup or domain. However, shutting down and restarting a computer that is configured as the preferred master browser, or stopping and restarting the browser service, forces the building of a new browse list. When a preferred master browser starts, it forces an election, which it wins. Because there is no browse list, it then forces all members of the domain or workgroup to announce themselves.
If a master browser receives an announcement from another computer that claims to be the master browser, the master browser will demote itself from master browser and force an election. This ensures that there is never more than one master browser in each workgroup or domain.
Non-Browser Announcements
A non-browser computer periodically announces itself to the master browser by sending a directed datagram to the master browser on the network. The computer announces its availability in intervals of 1 minute, 2 minutes, 4 minutes, 8 minutes, and 12 minutes, thereafter announcing itself to the master browser every 12 minutes. If the master browser has not heard from the non-browser for three consecutive announcement periods, the master browser removes the non-browser from the browse list.
Note   Therefore it can take up to 36 minutes for the local master browser to remove a stale entry. In addition, the remainder of the domain might require 12 - 24 minutes (twice the master-periodicity) to discover the removal of the stale entry.
Potential-Browser Announcements
Most computers are potential browsers; that is, they are capable of becoming either backup browsers or master browsers. These computers announce themselves in the same manner as non-browsers.
Backup-Browser Announcements
Backup browsers announce themselves in the same manner as non-browsers. However, backup browsers participate in browser elections. Backup browsers connect to the master browser every 12 minutes to obtain updated network-resource browse lists and lists of workgroups and domains. The backup browser caches these lists and returns the browse list to any client that sends out a browse request by making a call, using the NetServerEnum API, to the backup browser. If the backup browser cannot find the master browser, it forces an election. 
Browser Announcement Time Configuration
To change how often a browser announces itself, add a registry entry called Announce with a value that has the REG_DWORD data type. Set the value of the Announce entry to the number of seconds that the browser should wait between announcements. Add Announce to the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters
For example, if the value of the Announce entry is set to 720 by default, the announcement interval is 12 minutes.
The value of the Announce entry must be changed on all computers in the workgroup or domain before the new value can be used by all computers. As you decrease this value, announcement traffic increases. Increasing the value of Announce reduces the amount of announcement traffic, but it increases the length of time that an unavailable computer appears on the browse list.
Browser Requests
The purpose of the browser service is to make a list of network resources available to browser clients. To use this resource list, the browser client must know which computer to contact to request a copy of the list. 
Figure I.5 shows the flow of browser request.
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Figure I.5    Flow of the Browser Request
The request issued to obtain the list of available network resources is a NetServerEnum API call. This request is sent when net view is run at the command prompt and when Browse button is selected from the Map Network Drive dialog box. The client issues the NetServerEnum API call to a backup browser.
Before a client can send a NetServerEnum API call for the first time, it must first discover which computers are the backup browsers for its workgroup or domain. The client does this by issuing a datagram called GetBackupList to the master browser.
The master browser receives and processes the GetBackupList datagram. The master browser returns a list of backup browsers active within the workgroup or domain being queried. The client selects the names of three backup browsers from the list and stores these names for future use. The NetServerEnum API call is sent to a backup browser randomly chosen from the three saved names.
If the master browser for the workgroup or domain being queried cannot be found after three attempts, the client forces the election of a new master browser in the domain. The client also returns the message ERROR_BAD_NETPATH to the browsing application, indicating that the master browser cannot be found. 
Number of Browsers in a Domain or Workgroup
The following rules determine the number of browsers in a domain or workgroup. 
If there is currently a PDC in the domain, it is the master browser for the domain. 
Every backup domain controller (BDC) in the domain is a backup browser for the domain. The only exception to this is when the BDC is needed as a master browser because the PDC has failed. In that case, the BDC is the master browser for the domain. 
Note   This can be a problem because the DOMAIN[1B] entry, used to locate the Domain Master Browser, is only updated if the backup domain controller is promoted.
If the registry of a computer has the value of the MaintainServerList entry set to Yes, the computer is a backup browser for the domain or TCP/IP subnet. 
If no backup browsers are selected for the domain based on the preceding rules, the master browser determines the number of backup browsers for the domain. The master browser selects some of those computers with the value of the MaintainServerList entry set to Auto to act as backup browsers.
Table I.3 shows the number of backup browsers that are selected, based on the number of computers in the domain. 
Table I.3    Number of Browsers in a Domain or Workgroup
Number of Computers
Number of Backup Browsers
Number of Master Browsers
1
0
1
2 to 31
1
1
32 to 63
2
1
For each additional 32 computers added to the domain, another backup browser is selected for the domain. 
In a TCP/IP network, each subnet independently enforces the preceding rules.
Browser Shutdown or Failure
If a backup browser shuts down properly, it sends an announcement to the master browser that it is shutting down. The backup browser does this by sending an announcement that does not include the browser service in the list of running services.
If a master browser shuts down gracefully, it will send a ForceElection datagram so that a new master browser will be chosen. 
If a computer does not shut down properly, or if it fails for any reason, it must be removed from the browse list. The browser service manages browser failures.
Nonbrowser Failure
When a non-browser fails, it stops announcing itself. The configured announcement period is between 1 and 12 minutes. If the non-browser has not announced itself after three announcement periods, the master browser removes the computer from the browse list. Therefore, it can take up to 72 minutes before all browsers know of the failure of a nonbrowser. This potential delay includes up to 36 minutes for the master browser to detect the failure and 12 minutes for all of the backup browsers to retrieve the updated list from the master browser.
Backup-Browser Failure
As with a nonbrowser failure, when a backup browser fails, it might not be removed from the master-browser list for up to 72 minutes. If a browse list cannot be obtained from the missing backup browser, the client selects another backup browser from its cached list of three backups. If all of the client’s known backup browsers fail, the client attempts to get a new list of backup browsers from the master browser. If the client is unable to contact the master browser, the client forces an election.
Master-Browser Failure
When a master browser fails, a backup browser detects the failure within 12 minutes and forces an election of a new master browser. 
If a client performs its browse request (using the NetServerEnum API call) after a master browser fails but before a backup browser detects the failure, the client forces an election. If a master browser fails and there are no backup browsers, browsing in the workgroup or domain does not function correctly.
During the gap between the failure of a master browser and the election of a new master browser, the workgroup or domain can disappear from the lists that are visible to computers in other workgroups and domains. 
Domain Master Browser Failures
If the domain master browser fails, the master browser for each network subnet provides a browse list, containing only the servers in the local network subnet. All servers that are not on the local network subnet are eventually removed from the browse list. Even after the servers are removed, users are still able to connect to servers on the other network subnets if they know the name of the server.
Because a domain master browser is also a PDC, an administrator can correct the failure by promoting a BDC to PDC; this causes the DOMAIN[IB] record to be updated in WINS. A BDC can perform most PDC network tasks, such as validating logon requests, but it does not promote itself to PDC and does not become the domain master browser in the event of a PDC failure. Figure I.6 shows events in a Master Browser failure.
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Figure I.6    Master Browser Failure
Browse Service Across Multiple Workgroups and Domains
Users need to browse multiple workgroups and domains to retrieve a list of servers within their workgroup or domain and a list of other workgroups and domains.
Figure I.7 shows Browser Service across multiple workgroups and domains.
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Figure I.7    Browser Service Across Multiple Workgroups and Domains
Upon becoming a master browser, each master browser in each workgroup and domain will broadcast a DomainAnnouncement datagram every minute for the first five minutes. After the first five minutes, the master browser will broadcast a DomainAnnouncement once every 12 minutes. If a workgroup or domain has not announced itself for three announcement periods, the workgroup or domain is removed from the list of workgroups and domains. Therefore, it is possible that a workgroup or domain appears in the browse list 45 minutes after the workgroup or domain has failed or been shut down. 
A DomainAnnouncement datagram contains the following information.

Name of the domain

Name of a master browser for that domain which may or not be a Primary Domain Controller.

Version of the operating software 
If the browser computer is running Windows 2000 Server or Windows NT Server, the DomainAnnouncement also specifies whether or not the browser computer is the domain PDC.
Browse Service Across an IP Router
When using domains that are split across routers, each TCP/IP network subnet functions as an independent browsing entity with its own master browser and backup browsers. Therefore, browser elections occur within each network subnet. 
Domain master browsers are responsible for spanning the network subnets to collect computer name information to maintain a domain-wide browse list of available resources. The domain master browser and cooperating master browsers on each subnet provide browsing of domains that exist across multiple TCP/IP network subnets. The domain master browser is the PDC of a domain. The master browser computers on the subnets can be running Windows 2000, Windows NT, Windows for Workgroups version 3.11b, Windows 95, or Windows 98. 
Figure I.8 shows Browser Service across an IP router.
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Figure I.8    Browser Service Across an IP Router
When a domain spans multiple network subnets, the master browsers for each network subnet use a directed datagram called a MasterBrowserAnnouncement to announce themselves to the domain master browser. The MasterBrowserAnnouncement notifies the domain master browser that the sending computer is a master browser in the same domain and that the domain master browser needs to obtain a copy of the master browser’s browse list. When the domain master browser receives a MasterBrowserAnnouncement, it returns a request to the announcing master browser for a list of the servers in the master browser’s network subnet. The domain master browser then merges its own server list with the server list from the master browser that issued the announcement. 
This process is repeated every 15 minutes and guarantees that the domain master browser has a complete browse list of all the servers in the domain. When a client issues a browse request to a backup browser, the backup browser returns a list of all the servers in the domain, regardless of the network subnet on which they are located.
Name Resolution
Name resolution is critical for distributed browsing to operate properly. 
All computers that have the potential to become master browsers on an IP internetwork must be able to resolve the DomainName<1b> entry for the domain master browser. After receiving a positive response to the datagram Query for Primary DC, the master browsers must also be able to resolve the ComputerName<00> of the domain master browser. For the domain master browser to connect with each of the master browsers, it must be able to resolve the names of all servers that have the potential to become master browsers. The domain master browser listens for the directed MasterBrowserAnnouncement datagram sent by the master browsers over UDP port 138. These announcements cause the domain master browser to resolve the ComputerName<00> of the master browser and request from the master browser its locally collected browse list.
It is also important to understand that once a browse list is presented to the client, the client must resolve the ComputerName<20> of any server in the list in order to view its shared resources. Therefore, all clients in the domain must be able to resolve the IP address of any server in the domain. For most networks this means that the distributed WINS or DNS infrastructure must be working properly.
For information about name resolution through WINS, DNS, or LMHOSTS files, see “Windows Internet Name Service” in this book.
Browse Service Across an IP Router with TCP/IP
Currently, browser service communication relies almost entirely on broadcasts. On an IP internetwork, where domains are separated by routers, special broadcast problems can arise because broadcasts, by default, do not pass through routers. There are two issues to consider:

How browsers separated by a router can perform browser functions

How local clients can browse remote domains that are not on their local network subnet
The following topics discuss three methods that you can use to set up browsing on an IP internetwork with TCP/IP. They are presented in order of preference. 
Domain Name System
Windows 2000 uses DNS as its primary method of name resolution. Every Windows 2000–based domain controller registers two names at startup: a DNS domain name with the DNS service and a NetBIOS name with WINS or another transport service.
If the originating computer and the targeted computer are configured to use IP and DNS, the name is resolved using DNS; otherwise, WINS resolves IP addresses from NetBIOS names so that datagrams can be sent to the targeted computer. Name resolution may not work properly if only DNS is used, due to limitations of resolving NetBIOS names through DNS. It is recommended that you use WINS as well as DNS.
For more information about DNS concepts, see “Introduction to DNS” in this book.
Windows Internet Name Service
The Windows Internet Name Service (WINS) resolves IP addresses from NetBIOS names so that datagrams can be sent to the targeted computer. Implementing WINS eliminates the need to configure the LMHOSTS file or to enable UDP port 137. Using WINS requires the following configuration:

WINS is configured on a computer running Windows 2000 Server, Windows NT Server 3.5 or later.

Clients are WINS-enabled. 

WINS clients can be computers running Windows 2000, Windows NT 3.5 or later, Windows 95, Windows 98, Windows for Workgroups 3.11b running TCP/IP-32, Microsoft® LAN Manager 2.2c for MS-DOS, or Microsoft Network Client 3.0 for MS-DOS. The latter two are provided on the installation CDs for Windows NT Server version 3.5 or later. 
It is recommended that you implement WINS for name resolution and browsing support. As an alternative, it is possible to have full domain browsing by using only LMHOSTS files on all computers, but this limits browsing to the local domain. Non-WINS clients still need the LMHOSTS file to browse across an IP internetwork, even if WINS has been implemented in the domain.
Note   A client will participate in domain browsing only when that client is using a workgroup name that is equivalent to the domain name.
LMHOSTS File
NetBIOS name resolution is typically performed through broadcasts, which will resolve names only on the local network subnet. To resolve names of computers located on another network subnet, the LMHOSTS file (located in the directory %Systemroot%\System32\drivers\etc) must be configured. The LMHOSTS file must contain a NetBIOS name–to–IP address mapping for all computers that are not on the local network subnet.
To implement communication between network subnets and the domain master browser, the administrator must configure the LMHOSTS file with the NetBIOS names and IP addresses of all browsers. To ensure that the master browser for each network subnet can access the domain’s PDC, the PDC for each domain must have an entry in the LMHOSTS file on each master browser. Also, each entry must have the tag #DOM, which designates the named computer as a domain controller.
The LMHOSTS file on the master browser of each network subnet needs to contain the following information:

IP address and NetBIOS name of the domain master browser

Domain name, preceded by the tags #PRE and #DOM, as in the following example:
130.20.7.80 <Browser_name> #PRE #DOM:<domain_name>
To guarantee that the PDC can request the local browse list from the master browser of the network subnet, TCP/IP must cache the IP address of the client.
NetBIOS Name Service Broadcasts
Not all routers block all types of broadcast traffic. Some routers can be configured to forward specific types of broadcasts.
All broadcasts of NetBIOS over TCP/IP (NetBT) are sent to the UDP port number 137, which is defined as the port for NetBT Name Service. Routers normally block the forwarding of these frames because they are sent to the hardware and subnet broadcast addresses. However, some routers allow all broadcast frames sent to this particular UDP port — which is used only by NetBT — to be forwarded. As a result, to the browser it looks as if it is on one big network segment. All domains and workgroups on all network segments are seen by all computers.
Note   This can be problematic since latency across the router or other connectivity problems can cause the wrong number of browsers to be elected (none or two or more.) Microsoft Support recommends that customers do not enable the forwarding of UDP port 137 and UDP port 138 broadcast packets.
Computers Running Windows for Workgroups, Windows 95, and Windows 98 as Master Browsers
The files Vserver.386 and Vredir.386 on the installation CDs of Windows NT Server versions 3.51 and 4.0 are different from the files of the same names on the Windows NT Server version 3.5 installation CD. 
In Windows 2000, these two files have been modified so that computers running Windows for Workgroups 3.11b, Windows 95, or Windows 98 can be master browsers for a network. This modification enables a computer on a network with computers running one of those three operating systems to browse Windows 2000 and Windows NT domains on other networks.
As the master browser for the network, a computer running Windows for Workgroups 3.11b, Windows 95, or Windows 98 communicates with the PDC of the domain to obtain the browse list for the entire domain.
A master browser on a computer running Windows for Workgroups 3.11b, Windows 95, or Windows 98 functions as if a master browser running Windows 2000 were on the network. It contacts the PDC every 15 minutes to give it the local network’s browse list and to obtain the domain-wide browse list.
For a computer running Windows for Workgroups 3.11b, Windows 95, or Windows 98 to be a master browser, the computer and the PDC for the domain must both be WINS clients. The master browser must also meet the following conditions:

Be using TCP/IP

Be using WINS for name resolution

Be in a workgroup that has the same name as the domain
Registration and Propagation
The browser service relies on connectionless server broadcasts for host announcements which, by definition, are unreliable. When a server boots up, it immediately sends a host announcement datagram. Host announcement datagrams are then transmitted again after four and eight minutes. The announcement period then stabilizes, and a datagram is issued by default every 12 minutes.
Allowing for the loss of a few datagrams, it is reasonable to expect the server acting as the master browser to add the new server to its list within 12 minutes of the new server starting up.
Note   After the initial broadcast announcements and host announcements, new entries to the browse list of the domain master browser and new entries from the domain master browser to master browsers are transmitted by way of sessions. Sessions are connection-oriented and are, therefore, deterministic and more reliable.
Within another 12 minutes, the master browser connects to the domain master browser to obtain the domain-wide list, and at the same time, the domain master browser connects to the master browser and learns of the new server. Master browsers on remote subnets connect to the domain master browser at 12-minute intervals and soon learn of the new server. Within 12 minutes of the remote master browser learning of the new server, all of the backup browsers connect to their master browser and learn of the new server. Thus, in a multi-subnet environment, the maximum amount of time it takes for all clients within the domain to see the new server is 72 minutes. On a fully functional network where broadcasts and network use are well within safe parameters, this period might be approximately half as long. 
Figure I.9 shows host announcement propagation.
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Figure I.9    Host Announcement Propagation
Removing computers from the browse list can take longer. To allow for lost datagrams, the master browser does not remove a server from its list until three announcement periods have passed.  If the server is not shut down gracefully, or if network connectivity is lost, the server remains in the master browsers list for up to 36 minutes. After that time, the domain master browser is notified to remove the server name from its list. Within another 12 minutes, a master browser on a remote subnet obtains the domain-wide list from the domain master browser, and within an additional 12 minutes, each backup browser on the remote subnet is notified to remove the server name from its list. Removing a computer from the browse list can take as long as 72 minutes to complete. If the server is shut down gracefully, the browser sends a single HostAnnouncement indicating that it is no longer acting as a server. Upon receipt of this datagram, the master browser immediately removes the server from its local list. On a healthy network, where broadcasts and network use are well within safe parameters, the removal of a server’s name can take less than half as long.
A browser’s server roles are not statically defined, as they are with WINS or DNS, but are instead dynamically defined with periodic elections. As a result, determining the flow of communication used by the servers to provide the browse list to a specific client can be rather complex. The distributed design of the browser service relies on servers staying active on the network and, thereby, maintaining their browser roles consistently over time. 
If a master browser is gracefully shut down, it forces an election and a new master browser is established promptly. The quickest conversion occurs when a backup browser, which already has a fully populated list, wins the election.
If a server, acting as the master browser for a network subnet is not shut down gracefully, or if the ForceElection datagram was lost, there may be a delay of several minutes before browsing is active on that subnet again. If a client cannot find a master browser by issuing the GetBackupListRequest datagram, it forces an election. If a client does not request a browse list, it can take up to 12 minutes before a backup browser discovers that there is no master browser. When it does, it forces an election, and within another 12 minutes, browsing is again enabled. 
Testing Techniques
While there is no centralized method to determine if the browse lists of all servers on an IP internetwork are complete, there are testing techniques to determine if the servers on a particular subnet are represented in the browse list on a remote subnet. These tests can be applied to all subnets throughout the internetwork. The results of these tests can change due to servers changing roles when browser elections occur. Only if all the servers in a domain remain completely static for the duration of the tests can the results continue to have meaning.
Important   The tests described here rely on the command-line tool Browstat.exe. For more information about Browstat.exe, see Windows 2000 Support Tools Help. For more information about installing and using the Windows 2000 Support Tools and Support Tools Help, see the file Sreadme.doc in directory \Support\Tools on the Windows 2000 operating system CD.
The output in the following examples are for TCP/IP only. As with most network problem diagnoses, in order to troubleshoot the browser service, the Administrator must have full knowledge of the network subnet boundaries and router configurations on the network. 
Name resolution between all browsers is critical. Name resolution (using WINS, DNS, or LMHOSTS files) must be working properly throughout the network for browsing to operate correctly. You can waste a significant amount of time trying to track down browser problems that are really caused by faulty name resolution. For information about name resolution using WINS and LMHOSTS files, see “Windows Internet Name Service” in this book. For information about name resolution using DNS, see “Windows 2000 DNS” in this book.
Due to the time sensitivity of the browser service, wait 48 minutes after the server you are testing has booted before performing the following tests. 
Monitoring Browsers
You can monitor the master and backup browsers within a workgroup or domain with the command-line tool Browstat.exe. In addition to gathering information on browser functionality, Browstat.exe has the ability to force an election and the ability to force a master browser to stop so that an election occurs. Running Browstat.exe displays the option list. 
Figure I.10 shows the command options for Browstat.exe.
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Figure I.10 Browstat.exe Command Option List
Tracing a Problem
The most frequent problem with the browser service is server names not replicating on browse lists across the network. The following example assumes that a client on one subnet cannot see a server located on another subnet in its browse list. By completing the sequence of commands described in the following steps, you can determine at which point a server missing from a browse list has stopped name replication. It is important that you understand the architecture of your network in order to perform a proper analysis. 
For best results, run the following test procedures in the direction of propagation, starting from the subnet where the missing server is located and continuing through to the subnet where the client that cannot find the missing server is located.
Note   If any of these steps prevent you from proceeding to the next step, verify that none of the browser servers that you have identified have a name conflict error. You can determine whether there is a name conflict by running the following command:
nbtstat –n
If there is a name conflict, Nbtstat lists it in its Status column. If the DomainName <1d> or <1e> is in conflict, stop and restart the browser service on the computer in question. 
This command can be run remotely by using the command line option –a.
Figures included with the following procedures use placeholders for various parts of the commands you need to use. Table I.4 describes these placeholders. 
Table I.4    Placeholder Description for Figures
Placeholders
Description 
<Domain Name>
The name of the domain
<Protocol>
Identifies the transmission protocol.Format: netbt_tcpip
<Network Adapter ID>
Unique identifier for the computer’s network adapterFormat:  nn-nn-nn-nn-nn-nn where n represents a hexadecimal integer
<Master Browser>
The name of the master browser
<Backup Browser>
The name of the backup browser
<DMB>
The name of the domain master browser. Because the domain master browser functionality resides on a PDC, the domain master browser is commonly referred to as “the PDC.”
<Missing Server>
The server that is missing from the browse list
Figure I.11 shows the direction of propagation.
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Figure I.11    Direction of Propagation
The following command enables you to determine which server is acting as the master browser on the subnet where the missing server resides.
To find the master browser on the subnet where the missing server resides 

At the command prompt, on the subnet where the missing server resides, run the command browstat status 
Running this command tells you which server is acting as the master browser on the subnet, but if the local master browser is slow to respond, you might receive this information from the domain master browser.
Note   The results of this command gives you the address string \Device\<Protocol>_<Network Adapter ID> of the interface of the computer where the command is run. This address string can then be used with other Browstat.exe commands.
To determine which server is acting as the master browser on the subnet

At the command prompt, on the subnet where the missing server resides, run browstat status.
Browstat.exe returns information similar to the example shown if Figure I.12.
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Figure I.12    Results of Running Browstat.exe
While the command-line switch status causes Browstat.exe to run both a local DomainName[1D] and a remote DomainName[1B] query for the domain master browser, the switch getmaster only issues a DomainName[1D] query and returns the current master browser for that subnet.
To query only the local subnet for a master browser

At the command prompt, on the subnet where a missing server resides, run the following command:  

browstat getmaster \device\<Protocol>_<Network AdapterID> <Domain Name>
Browstat.exe returns information similar to the example shown in Figure I.13.
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Figure I.13    Locating the Current Master Browser
Using the getmaster switch produces the most accurate results when determining the master browser, since this method only issues the request on the local subnet.
This step can also be performed remotely by using the browser service itself to tell you which computers are acting as the master browser on the subnet, but this requires both that the administrator know the names of all the servers on each of the subnets and that the distributed browser service be working properly. 
To remotely determine the list of master browsers on a domain

At the command prompt, run the following command:

browstat view \device\<Protocol>_<Network Adapter ID> \\<DMBname> | findstr /i mbr
Browstat.exe returns information similar to the example shown in Figure I.14.
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Figure I.14    Locating Master Browsers on a Domain
The benefit of this method is that you can issue this command remotely. However, the results can be inconsistent, because this is a test that uses the browser service itself to troubleshoot a browser problem. Additionally, even if this piece of the browser does not have a problem, the list returned may be as much as 36 minutes old. 
Because this remote method produces a complete master browser list, you need to determine which master browser is on the subnet containing the missing server’s name.
If the master browser on the missing server’s subnet cannot be found, you can force an election by stopping and starting the browser service on a domain controller or backup browser that is on the server’s subnet. In a few minutes, run this test again to see if the missing browser reappears in the list. Alternately, you can force an election on the server’s subnet from within the console of a server.
To force election of a master browser from a server console

At the command prompt, run the following command:

browstat elect \device\<Protocol>_<Network Adapter ID> <Domain Name>
Determine If the Master Browser Has the Missing Server’s name In Its List
The master browser on the missing server’s subnet is the first server in the communication chain that must contain the names of the servers on its subnet. If the missing server’s name is not on its list, you have isolated the point of failure in the propagation sequence.
To determine if the master browser has the missing server in its name list

At the command prompt, run the following command: 

browstat view \device\<Protocol>_<Network Adapter ID> \\<Master Browser> | findstr /i <Missing Server>
If the master browser has the server in its list, Browstat.exe returns information similar to the example shown in Figure I.15.
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Figure I.15    Determining if a Master Browser has the Missing Server in its List 
If the local master browser does not have the server’s name, Browstat.exe displays no information, and you are returned to the command prompt. In this event, you can force all hosts on the subnet to announce themselves, and the missing server should reappear on the master browser’s list.
To force all hosts on a subnet to announce themselves

At the command prompt on any computer on the subnet of the missing server, run the following command:

browstat forceannounce \device\<Protocol>_<Network Adapter ID> <Domain Name>
Remember that host announcements are broadcasts, and broadcasts can get lost. The missing server can also be rebooted to force it to send a HostAnnouncement datagram.
It might also be useful to verify that the missing server can map a network drive to the master browser to verify network connectivity.
After 12 minutes, check to see if the master browser has the missing server in its list. If it does, the name should propagate through the rest of the domain and resolve the problem. 
Determine if the domain master browser has received the server’s name from the master browser.

Follow the propagation chain from the master browser on the missing server’s subnet to the domain master browser, and determine if the domain master browser has received the server’s name from the master browser.
To determine if the domain master browser has the missing server in its name list

At the command prompt, run the following command: 

browstat view \device\<Protocol>_<Network Adapter ID> \\<DMB> | findstr /i <Missing Server>
If the domain master browser has the server in its list, Browstat.exe returns information similar to the example shown in Figure I.16.
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Figure I.16    Determining if the Domain Master Browser has Received the Server’s Name From the Master Browser
If the domain master browser does not have the server’s name, Browstat.exe displays no information, and you are returned to the command prompt with no further information. 
If the server’s name is missing in the domain master browser’s list, its absence is most likely due to a problem with name resolution. In order for the domain master browser to obtain the list of servers from the master browser, the server’s master browser must be able to resolve the DomainName[1B] name query so it can send the directed MasterAnnouncement datagram using UDP port 138 of the domain master browser. Also, in order for the domain master browser to respond to this announcement and obtain the server’s list, it must be able to resolve the master browser’s computer name from the master browser’s IP address. Being able to resolve both IP addresses from computer names and computer names from IP addresses is critical. 
To verify that the server’s master browser can resolve the DomainName<1b> entry in the browse list

At the command prompt, run the following command:

browstat getpdc \device\<Protocol>_<Network Adapter ID> <Domain Name>
If the server’s master browser can resolve the DomainName<1b> query, Browstat.exe returns information similar to the example shown in Figure I.17.
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Figure I.17    Verifying That the Server’s Master Browser can Resolve the DomainName<1b> entry
To verify that both the domain master browser and the master browser can resolve each other’s computer name, map a network drive from the master browser to the domain master browser and from the domain master browser to the master browser. If you cannot map drives in either direction the problem might be a name resolution problem. 
Find the Master Browser On the Network Subnet of the Client
This step follows the propagation chain by moving the testing process to the client’s network subnet. Use the same procedures as listed in step 1, but run them on the client’s network subnet.
Determine If the Master Browser On the Subnet of the Client Has the Name of the Missing Server
The master browser on the missing client’s subnet receives its list from the domain master browser in exchange for its own name list. Determine if the client’s master browser has the missing server in its name list.
To determine if the master browser on the client’s subnet has the missing server’s name

At the command prompt, run the following command:

browstat view \device\<Protocol>_<Network Adapter ID> \\<Master Browser> | findstr /i <Missing Server>
If the master browser has the server in its list, Browstat returns information similar to the example shown in Figure I.18.
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Figure I.18    Determining if a Client’s Master Browser has Exchanged Lists with the Domain Master Browser
If the master browser does not have the missing server’s name, it is probably due to a name resolution problem. You then need to verify that the master browser on the client’s network subnet is able to resolve the DomainName<1b> name.
To determine if the master browser can resolve the DomainName<1b> entry in the name list

At the command prompt, run the following command:

browstat getpdc \device\<Protocol>_<Network Adapter ID> <Domain Name>
If the client’s master browser can resolve the DomainName<1b> entry, Browstat returns information similar to the example shown in Figure I.19.
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Figure I.19    Verifying That the Master Browser on the Client’s Subnet is Able to Resolve the DomainName<1b> Name
Also, the master browser must be able to resolve the computer name of the domain master browser. To verify this, map a network drive from the master browser to the domain master browser, then map a network drive from the domain master browser to the master browser on the client’s subnet. 
If either of these tests fail, you need to correct the name resolution problems. 
Determine the Backup Browsers On the Subnet of the Client
To reduce the processing demands on the master browser of a network subnet, client requests for a browse list are primarily directed to the backup browser.
To retrieve a list of backup browsers on the client’s subnet remotely through the master browser

At the command prompt, run the following command:

browstat view \device\<Protocol>_<Network Adapter ID> \\<MasterBrowser> 0X40000000 | findstr /i bbr
If there are backup browsers on the client’s subnet, Browstat returns information similar to the example shown in Figure I.20.
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Figure I.20    Retrieving a List of Backup Browsers
The hexadecimal number 0x40000000 is a bit mask that instructs the specified master browser that the list is to be generated from its local domain. These bit masks are defined in the Common Internet File System Browsing Protocol.
Determine If the Backup Browsers Have the Name of the Missing Server
For the clients on this subnet to retrieve a reliable browse list, every backup browser must be checked for the missing server’s name. 
To check the name lists of the backup browsers for the missing server’s name

For each backup browser, at the command prompt, run the following command:

browstat view \device\<Protocol>_<Network Adapter ID>\\<Backup Browser>| findstr /i <Missing Server>
Browstat returns information similar to the example shown in Figure I.21.
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Figure I.21    Checking Backup Browsers for the Missing Server’s Name
If a backup browser does not contain the missing server’s name, verify that the backup browser can map a network drive to the master browser.
The backup browser role is the most dynamic browser role. Master browsers instruct potential browsers to become backup browsers. The number of backup browsers that are placed into service depends on the number of servers running on the master browser’s network subnet.
If there is a browser election in progress, wait 12 minutes or more, and then attempt to find missing servers. 
Other Considerations
If you experience continual or intermittent problems with browser functionality, you can choose to dedicate computers to the browsing process on each network subnet to maintain a consistent domain-wide list. If servers are frequently shut down and restarted, consider placing a BDC or a Windows NT member server on each network subnet with the value of the IsDomainMaster entry in the computer’s registry set to True. This entry (data type Reg_SZ) appears in the following registry subkey:
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters
Setting the value of IsDomainMaster to true gives the server preference during elections in becoming the master browser for the network subnet. For more information on IsDomainMaster, see “Specifying Browser Computers” earlier in this chapter.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Microsoft Management Console (MMC) or Control Panel whenever possible.
The browser service is very sensitive to the configuration of routers on an IP internetwork. Since the browser roles are determined by broadcast elections, UDP broadcasts must not be forwarded. Unpredictable behavior can occur if UDP broadcast traffic is forwarded in one direction but not the other. This can cause a continuous cycle of elections.
Another step that can be taken to resolve browser problems is to capture network traffic with a protocol analyzer such as Microsoft Network Monitor. To directly view the communication between browsers, the browser service can be stopped and then restarted. Unfortunately, there is no guarantee that a browser assumes the same role that it had before the browser service is restarted. However, this method can be especially useful to verify the communication process when the master browser requests the domain-wide list from the domain master browser, and immediately following that when the domain master browser requests the local list from the master browser. After the browser service has started on the master browser, within a few minutes the full exchange takes place. Configure the protocol analyzer’s capture buffer and frame size settings to allow for this quantity of traffic.
The size of the list of servers returned by the browser service prior to Windows NT 4.0 was limited to 64 kilobytes. When this size is exceeded, the user sees a truncated alphabetical list of servers. To avoid this behavior, all browsers must be running Windows NT version 4.0 or later.
