Chapter 10 - Simple Network Management Protocol
To answer the challenges of designing an effective network management platform for heterogeneous Transmission Control Protocol/Internet Protocol (TCP/IP)–based networks, the Simple Network Management Protocol (SNMP) was defined in 1988 and approved as an Internet standard in 1990 by the Internet Activities Board (IAB). SNMP service provides the ability to monitor and communicate status information between a variety of hosts. This chapter provides an administrator with the background and conceptual material necessary to understand and implement SNMP within the context of Microsoft® Windows® 2000.
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
For information about securing SNMP messages, see “Internet Protocol Security” in this book.

For more information about MIB object types, see “MIB Object Types” in this book

For more information about installing and configuring Microsoft SNMP service, see Windows 2000 Server Help.
What is SNMP?
SNMP is a network management standard widely used with TCP/IP networks and, more recently, with Internetwork Packet Exchange (IPX) networks. The SNMP standard includes the following Request for Comment (RFC)–compliant constructs:

The Management Information II (MIB II), RFC 1213. A set of manageable objects that represent various types of information about the network configuration, such as the list of network interfaces, the routing table, the ARP table, the list of opened TCP connections, or ICMP statistics.

The Structure for Management Information (SMI), RFC 1902. A separate Internet RFC that describes the object syntax for specifying how MIB data can be referenced and stored. 

Simple Network Management Protocol (SNMP), RFC 1157. A standard that defines how communication occurs between SNMP-capable devices and the types of messages that are allowed. 
SNMP provides a method of managing network nodes (servers, workstations, routers, bridges, and hubs) from a centrally located host. SNMP performs its management services by using a distributed architecture of management systems and agents. As shown in Figure 10.1, the centrally located host, which is running network management software, is referred to as an SNMP management system or SNMP manager. Managed network nodes are referred to as SNMP agents.
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Figure 10.1    Distributed Architecture of SNMP
Network management is critical for resource management and auditing. SNMP can be used in several ways: 
Configure remote devices   You can configure information so that it can be sent to each networked host from the management system. 
Monitor network performance   You can track the speed of processing and network throughput and collect information about the success of data transmissions. 
Detect network faults or inappropriate access   You can configure trigger alarms on network devices that alert you to the occurrence of specific events. When an alarm is triggered, the device forwards an event message to the management system. Common types of events for which an alarm can be configured include:

The shutdown or restart of a device.

The detection of a link failure on a router.

Inappropriate access.
Audit network usage   You can monitor overall network usage to identify user or group access or types of usage for network devices or services. This information can be used to generate direct billing of individual or group accounts or to justify current network costs or planned expenditures.
The Windows 2000 implementation of SNMP is a 32 - bit service that supports computers that are running TCP/IP and IPX protocols. It is an optional service on Microsoft® Windows® 2000 Professional, and can be installed after TCP/IP and IPX have been successfully configured. Windows 2000 implements SNMP versions 1 and 2C. These versions are based on industry standards that define how network management information is structured, stored, and communicated between agents and management systems for TCP/IP-based networks. 
The Windows 2000 SNMP service provides an agent that allows centralized, remote management of computers that are running the following software:

Microsoft® Windows® 2000 Server.

Microsoft® Windows® 2000 Professional.

Windows 2000 and Microsoft® Windows NT® – based Windows Internet Name Service (WINS). 

Windows 2000 and Windows NT – based Dynamic Host Configuration Protocol (DHCP). 

Windows 2000 and Windows NT – based Microsoft® Internet Information Service (IIS).  

Microsoft® LAN Manager. 

Windows 2000 Quality of Service Admission Control Service.

Windows 2000 Routing and Remote Access service.

Windows 2000 Internet Authentication Service.
To use the information that Windows 2000 SNMP service provides, you must have at least one centrally located host that is running an SNMP management software application. The Windows 2000 SNMP service provides only the SNMP agent; it does not include SNMP management software. You can use some third-party SNMP management software application on the host to act as the management system. Alternatively, you can develop your own SNMP management software application by using the two application programming interfaces (APIs) that are provided with Windows 2000: 

WinSNMP API (WinSNMP.dll), which provides a set of functions for encoding, decoding, sending, and receiving SNMP messages. 

Management API (Mgmtapi.dll), which provides a basic set of functions that can be used to develop fast and simple SNMP management systems. 
The SNMPUtil.exe tool, which is provided on the Microsoft® Windows® 2000 operating system CD, is meant to be used as an example of a management software application built on top of the Management API. For more information about the Management API, see “Architecture of Windows 2000 SNMP” later in this chapter. The Windows 2000 SNMP service also supports network management programs provided by third-party vendors. 
Overview of SNMP
SNMP uses a distributed architecture of management systems and agents. The following sections discuss the role of each component, including the objects and messages used to store and retrieve managed information.
Management Systems and Agents
Utilizing SNMP services requires two components, as shown in Figure 10.2:

An SNMP management system.

An SNMP agent. 
The SNMP management software application does not have to run on the same computer as the SNMP agents.
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Figure 10.2    SNMP Management System and Agent 
The SNMP management system, also known as the SNMP Management console, can request the following information from managed computers (SNMP agents):  

Network protocol identification and statistics.

Dynamic identification of devices attached to the network (a process referred to as discovery).

Hardware and software configuration data.

Device performance and usage statistics.

Device error and event messages.

Program and application usage statistics.
The management system can also send a configuration request to the agent that requests the agent to change a local parameter; however, this is a rare occurrence because most client parameters have read-only access. 
Several SNMP management tools are provided on the Windows 2000 Resource Kit companion CD. For more information about management tools, see “Architecture of Windows 2000 SNMP” in this chapter.
SNMP agents provide SNMP management systems with information about activities that occur at the Internet Protocol (IP) network layer and respond to management system requests for information. Any computer that is running SNMP agent software, such as the Windows 2000 SNMP Service, is an SNMP agent. The agent service can be configured to determine what statistics are to be tracked and what management systems are authorized to request information.
In general, agents do not originate messages — they only respond to messages. The exception is an alarm message triggered by a specific event. An alarm message is known as a trap message. A trap is an alarm- triggering event on an agent computer, such as a system reboot or illegal access. Traps and trap messages provide a rudimentary form of security by notifying the management system any time such an event occurs. 
For more information about SNMP requests and trap messages, see “SNMP Messages” in this chapter. 
Management Information Base
A Management Information Base (MIB) is a container of objects, each of which represents a particular type of information. This collection of objects contains information required by a management system. For example, one MIB object represents the number of active sessions on an agent; another represents the amount of available hard drive space on the agent. All of the information that a management system might request from an agent is stored in various MIBs.
A MIB defines the following values for each object it contains:

Name and identifier. 

Defined data type.

A textual description of the object.

An index method used for complex data type objects (usually described as a multidimensional array or as tabular data). 

Examples of complex data are a list of all the network interfaces configured into the system, a routing table, or the Address Resolution Protocol (ARP) table.

Read/write permissions.
Each object in a MIB has a unique identifier that includes the following information: 

Type (counter, string, gauge, or address). 

Access level (read or read/write). 

Size restriction.

Range information. 
The Windows 2000 SNMP service supports the Internet MIB II, LAN Manager MIB II, Host Resources MIB, and Microsoft proprietary MIBs. 
For more information about the Windows 2000–based MIBs and descriptions of MIB objects, see “MIB Object Types” in this book.
SNMP Messages
Both agents and management systems use SNMP messages to inspect and communicate information about managed objects. SNMP messages are sent via the User Datagram Protocol (UDP). IP is used to route messages between the management system and host. 
When SNMP management programs send requests to a network device, the agent program on the device receives the requests and retrieves the requested information from the MIBs. The agent sends the requested information back to the initiating SNMP manager program. An SNMP agent sends information:

When it responds to a request for information from a management system.

When a trap event occurs. 
To perform these tasks, the management system and agent programs use the following messages:

GET

The basic SNMP request message. Sent by a management system, it requests information about a single MIB entry on an agent — for example, the amount of free drive space. 

GET-NEXT 

An extended type of request message that can be used to browse the entire hierarchy of management objects. When it processes a GET-NEXT request for a particular object, the agent returns the identity and value of the object that logically follows the previous information that was sent. The GET-NEXT request is useful mostly for dynamic tables, such as an internal IP route table. 

SET 

A message that can be used to send and assign an updated MIB value to the agent when write access is permitted. 

GET-BULK

A request that the data transferred by the agent be as large as possible within the given restraints of message size. This minimizes the number of protocol exchanges required to retrieve a large amount of management information. 

NOTIFY 

Also called a trap message, NOTIFY is an unsolicited message that is sent by an agent to a management system when the agent detects a certain type of event. For example, a trap message might be sent when a system restart occurs. The management system that receives the trap message is referred to as the trap destination. 
By default, UDP port 161 is used to listen for SNMP messages and port 162 is used to listen for SNMP traps. You can change these port settings by configuring the local Services file. For more information about how to do this, see “Changing SNMP Port Settings” in this chapter.
The example illustrated in Figure 10.3 shows how management systems and agents communicate information. 
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Figure 10.3    SNMP Manager and Agent Interaction
The communication process is as follows:
 1.
A management system forms an SNMP message that contains an information request (GET), the name of the community to which the management system belongs, and the destination of the message —the agent’s IP address (131.107.3.24).
 2.
The SNMP message is sent to the agent.
 3.
The agent receives the packet and decodes it. The community name (Public) is verified as acceptable.
 4.
The SNMP service calls the appropriate subagent to retrieve the session information requested from the MIB.
 5.
The SNMP takes the session information from the subagent and forms a return SNMP message that contains the number of active sessions and the destination —the management system’s IP address (131.107.7.29).
 6.
The SNMP message is sent to the management system.
Windows 2000 SNMP Agent Properties
Table 10.1 lists the types of services that can be configured for the management of computers on your system.
Table 10.1    SNMP Agent Services
Type of Agent Service
Conditions for Selecting the Type of Service 
Physical
The computer manages physical devices, such as a hard disk partition. 
Management of logical devices
The computer uses applications that send data using the TCP/IP protocol suite. This service should always be enabled.
Datalink/Subnetwork
The computer manages a bridge.
Internet
The computer functions as an IP gateway (router).
End-to-end
The computer functions as an IP host. This service should always be enabled.
The configuration of the SNMP service contains information about the following:

The name of the person to contact, such as the network administrator. 

The location of the contact person. 
You can configure these agent properties by using the Agent tab in the Microsoft SNMP Properties dialog box. This information can also be retrieved remotely by means of SNMP requests. For more information about configuring agent properties, see Windows 2000 Help.
Security
The SNMP service provides a rudimentary form of security through the use of community names and authentication traps. You can restrict SNMP communications for the agent and allow it to communicate with only a set list of SNMP management systems. 
Traps
Traps can be used for limited security checking. When traps are configured for an agent, the SNMP service generates trap messages when specific events occur. For example, an agent can be configured to initiate an authentication trap if a request for information is sent by a management system the agent doesn’t recognize. A message from such a management system is sent to a trap destination, which is specified explicitly in the SNMP service configuration. Trap messages can also be generated for events such as host system startup, shutdown, or password violation.
Trap destinations consist of the host name, the IP address or IPX address of the management system. The trap destination must be a network - enabled host that is running SNMP management software. Although trap destinations are configured by the administrator, the events (such as a system reboot) that generate a trap message are internally defined by the agent.
You can configure trap destinations by using the Traps tab in the Microsoft SNMP Properties dialog box. For more information about configuring trap destinations, see Windows 2000 Help.
Communities
Each SNMP management host and agent belongs to an SNMP community. An SNMP community is a collection of hosts grouped together for administrative purposes. Deciding what computers should belong to the same community is generally, but not always, determined by the physical proximity of the computers. Communities are identified by the names you assign to them.  
Community names can be used to authenticate SNMP messages and thus provide a rudimentary security scheme for the SNMP service. Although a host can belong to several communities at the same time, an SNMP agent does not accept requests from a management system in a community that is not on its list of acceptable community names.
There is no relationship between community names and domain names or workgroup names. A community name can be thought of as a password shared by SNMP management consoles and managed computers. It is your responsibility as a system administrator to set hard - to - guess community names when you install the SNMP service. 
In the example illustrated in Figure 10.4, there are two communities — Public and Public2. Agent1 can respond to SNMP requests from and can send traps to Manager2 because they are both members of the Public2 community. Agent2, Agent3, and Agent4 can respond to SNMP requests from and can send traps to Manager1 because they are all members of the (default) Public community. 
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Figure 10.4    Example of SNMP Communities
Community names are managed by configuring the SNMP security properties. For more information about configuring security properties, see Windows 2000 Server Help.
When an SNMP agent receives a message, the community name contained in the packet is verified against the agent’s list of acceptable community names. After the name is determined to be acceptable, the request is evaluated against the agent’s list of access permissions for that community. The types of permissions that can be granted to a community include the following:

None

The SNMP agent does not process the request. When the agent receives an SNMP message from a management system in this community, it discards the request and generates an authentication trap.

Notify 

This is currently identical to the permission of None.

Read Only

The agent does not process SET requests from this community. It processes only GET, GET-NEXT, and GET-BULK requests. The agent discards SET requests from manager systems in this community and generates an authentication trap. 

Read Create

The SNMP agent processes or creates all requests from this community. It processes SET, GET, GET-NEXT, and GET-BULK requests, including SET requests that require the addition of a new object to a MIB table. 

Read Write

Currently identical to Read Create.
Community permissions are configured by using the SNMP Security tab of the Microsoft SNMP Properties dialog box. 
Community names are transmitted as cleartext, that is, without encryption. Because unencrypted transmissions are vulnerable to attacks by hackers with network analysis software, the use of SNMP community names represents a potential security risk. However, Windows 2000 IP Security can be configured to help protect SNMP messages from these attacks. For more information about configuring for IP security, see “Securing SNMP Messages with IP Security” in this chapter.
Configuring SNMP Security Options
The following options can be configured to enable SNMP security:

Accepted Community Names. The SNMP service requires the configuration of at least one default community name. The name Public is generally used as the community name because it is the common name that is universally accepted in all SNMP implementations. You can delete or change the default community name or add multiple community names. If the SNMP agent receives a request from a community that is not on this list, it generates an authentication trap. If no community names are defined, the SNMP agent will deny all incoming SNMP requests. 

Permissions. You can select permission levels that determine how an agent processes SNMP requests from the various communities. For example, you can configure the permission level to block the SNMP agent from processing any request from a specific community. 

Accept SNMP Packets from Any Host. In this context, the source host and list of acceptable hosts refer to the source SNMP management system and the list of other acceptable management systems. When this option is enabled, no SNMP packets are rejected on the basis of the name or address of the source host or on the basis of the list of acceptable hosts. This option is enabled by default. 

Only Accept SNMP Packets from These Hosts. Selecting this option provides limited security. When the option is enabled, only SNMP packets received from the hosts on a list of acceptable hosts are accepted. The SNMP agent rejects messages from other hosts and sends an authentication trap. Limiting access to only hosts on a list provides a higher level of security than limiting access to specific communities because a community name can encompass a large group of hosts. 

Send Authentication Traps. When an SNMP agent receives a request that does not contain a valid community name or the host that is sending the message is not on the list of acceptable hosts, the agent can send an authentication trap message to one or more trap destinations (management systems). The trap message indicates that the SNMP request failed authentication. This is a default setting. 
SNMP security is configured by using  the Security tab in the Microsoft SNMP Properties dialog box. For more information about configuring SNMP security, see Windows 2000 Server Help.
SNMP Event Translator
This new feature allows an administrator to specify SNMP events to be translated as SNMP traps. The frequency of event translation can also be specified, along with log file options. 
A command line tool, Evntcmd.exe, or a user interface, Evntwin.exe, can be used for configuration. Both files, along with the event translator Evntagnt.dll, are created in the %SystemRoot%\system32 directory when the SNMP service is installed, and can be launched through a Windows 2000 command window.
The event translator uses the SNMP service to generate the trap. By default, no events are translated. For information about how to use and configure this utility, see the SNMP online documentation.
Architecture of Windows 2000 SNMP
The internal architecture of the Windows 2000 implementation of SNMP is divided into management and agent functions; in some cases, these functions overlap, as illustrated in Figure 10.5.
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Figure 10.5    Windows 2000 SNMP Architecture 
The internal components directly involved in carrying out SNMP functions are the following:
Microsoft SNMP Service (Snmp.exe)   The SNMP service receives the SNMP packets from the network, decodes them, and then dispatches them to the appropriate SNMP subagents. The SNMP service is also called the SNMP Master Agent or the SNMP Extendible Agent. The service is also responsible for intercepting events (traps) from the SNMP subagents and forwarding trap messages to the appropriate management systems. 
SNMP Subagents   Also known as SNMP Extension Agents (such as Inetmib1.dll, Hostmib.dll, Lmmib2.dll), subagents are dynamic-link libraries that export a set of entry points. When an SNMP message is received, the SNMP service decodes the content and passes it to the appropriate subagent by calling one of these entry points. After it processes the message, the subagent passes the information back to the SNMP service. In turn, the service forms the data into an SNMP message and sends it back to the management system. The SNMP service and all SNMP subagents depend on the SNMP Utility API. 
SNMP Utility API (Snmpapi.dll)   This API provides the functions required by both the agent and manager for processing SNMP messages. The SNMP service uses this library for memory management operations, address- decoding routines, Object Identifier handling routines, and so forth. A set of routines is also provided that helps the SNMP subagents handle and order the SNMP objects. Although it is not necessary to use the Snmpapi.dll, the development of additional SNMP subagents is greatly facilitated by the framework defined by this tool.
WinSNMP API (Wsnmp32.dll) and Management API (Mgmtapi.dll)   These APIs are provided to facilitate the development of SNMP management software applications. The WinSNMP API provides a set of functions for encoding, decoding, sending, and receiving SNMP messages. The Management API is a simple, limited API that is written on top of the WinSNMP and SNMP Utility APIs. It provides a very basic set of functions that can be used to quickly develop basic SNMP management software applications.
SNMP Trap Service (Snmptrap.exe)   The trap service is a separate SNMP component that allows management software applications to receive trap messages sent by SNMP agents. The service receives incoming trap messages from the network and forwards them through the WinSNMP API (Wsnmp32.dll) to the appropriate management system.
SNMP Manager Applications (Snmputil.exe)   This tool, which is provided on the Windows 2000 operating system CD, is meant to be used as an example of a management software application that is built on top of the Management API. You can develop applications by using either the Management API or the WinSNMP API, or both. Alternatively, you can develop a management application directly on top of the Microsoft Windows Sockets API and not use either the Management API or the WinSNMP API. For more information about developing an SNMP management application, see the Microsoft® Windows® 2000 Platform SDK documentation.
Special Considerations in Implementing SNMP
To take advantage of the SNMP service, review the following sections to avoid problematic implementations.
Changing SNMP Port Settings
SNMP uses the default UDP port 161 for general SNMP messages and UDP port 162 for SNMP trap messages. If these ports are being used by another protocol or service, you can change the settings by modifying the local Services file on the agent. The Services file is located in \%SystemRoot%\System32\Drivers\Etc
There is no file name extension. You can use any text - based editor to modify the file. The management system must also be configured to listen and send on the new ports.
Caution   If you have previously configured IP security to encrypt SNMP messages on the default ports, you must also update the IP security policy with the new port settings. Otherwise, communication can be erroneously blocked or SNMP communications might not be secured.
Securing SNMP Messages with IP Security
If you want to use IPSec to protect SNMP messages, you must configure all SNMP - enabled systems to use IPSec, or the communications will fail. If you can’t configure all SNMP- enabled systems to use IPSec, at a minimum, you must configure the IPSec policies of the systems that are SNMP- enabled so that they can send cleartext (unencrypted) information. However, this somewhat defeats the idea of trying to secure messages because all communications will be unsecured.
IP Security does not automatically encrypt the SNMP protocol. You must create filter specifications in the appropriate IP filter list for traffic between the management systems and SNMP agents. The filter specification must include two sets of settings. 
The first set of filter specifications are for typical SNMP traffic (SNMP messages) between the management system and the SNMP agents:

Mirrored: enabled 

Protocol Type: TCP 

Source and Destination Ports: 161 

Mirrored: enabled 

Protocol Type: UDP 

Source and Destination Ports: 161 
The second set of filter specifications are for SNMP trap messages sent to the management system from the SNMP agents:

Mirrored: enabled 

Protocol Type: TCP 

Source and Destination Ports: 162 

Mirrored: enabled 

Protocol Type: UDP 

Source and Destination Ports: 162 
For additional information about creating filter specifications, see Windows 2000 Help.
Managing DHCP, Windows Internet Name Service, and Internet Authentication Service
A network administrator might use SNMP to assist in the following duties:

Viewing and changing parameters in the LAN Manager and MIB-II MIBs.

Monitoring and configuring parameters for any WINS servers on the network.

Monitoring DHCP servers.

Using System Monitor to monitor TCP/IP- related performance counters (Internet Control Message Protocol (ICMP), IP, Network Interface, TCP, UDP, DHCP, FTP, WINS, and IIS performance counters). 
For more information about System Monitor, see the Microsoft® Windows® 2000 Professional Resource Kit.
Use the tools on the Windows 2000 Resource Kit companion CD to perform simple SNMP management functions.
Using System Monitor
All System Monitor counters installed on a computer can be viewed with SNMP. To view System Monitor counters with SNMP, use the Perf2MIB tool provided on the Windows 2000 Resource Kit companion CD. For additional information about how to use the Perf2mib.exe tool, see Tools Help on the companion CD.
Managing DHCP
The Windows 2000 – based DHCP server objects and IIS objects can be monitored but not configured by using SNMP.
Managing WINS
All but a few of the WINS server objects can be monitored and configured by using SNMP. For information about what WINS parameters can be configured using SNMP, see “MIB Object Types” in this book. Any WINS objects defined with read/write permissions can be configured.
Managing IAS
Internet Authentication Server (IAS) implements the RADIUS authentication and accounting MIBs, which permit IAS objects to be monitored and configured using SNMP. Any IAS objects defined with read/write permissions can be configured.
SNMP Tools
Table 10.2 contains descriptions of SNMP- related tools and files that are provided on the Windows 2000 Resource Kit companion CD. For additional information about using these tools, see Tools Help on the companion CD.
For more information about Snmputil.exe, see Windows 2000 Support Tools Help. For information about installing and using the Windows 2000 Support Tools and Support Tools Help, see the file Sreadme.doc in the \Support\Tools folder of the Windows 2000 operating system CD.
Table 10.2    SNMP Tools 
File Name
Description
Mibcc.exe 
Converts the ASN.1 MIB description into the binary Mib.bin file.
Snmputil.exe 
An example of a management software application that is built on top of the Management API. For more information about the Management API, see “Architecture of Windows 2000 SNMP” in this chapter. 
Registry Settings
The SNMP service converts the information in the registry into a format that can be used by third - party SNMP network management programs. Whenever possible, use the Windows 2000 SNMP service user interface to alter service settings. When changes are made to SNMP service properties through the user interface, the corresponding SNMP registry settings are modified, with the exception of the following registry setting, which defines the list of extension agents (subagents) that are configured:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\SNMP\Parameters\
ExtensionAgents
The SNMP service detects any registry changes while running. SNMP parameter changes are activated without the need to restart the SNMP service.
Caution   Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.
Troubleshooting SNMP
This section contains methods for determining the cause of SNMP-related communication problems. Run normal workloads during your testing to gain realistic feedback. 
Event Viewer
SNMP error handling has been improved in Windows 2000 Server and Windows 2000 Professional. Manual configuration of SNMP error - logging parameters has been replaced with improved error handling that is integrated with Event Viewer. Use Event Viewer if you suspect a problem with the SNMP service. For troubleshooting procedures, see Windows 2000 Help.
To use Event Viewer
 1.
Click Start, point to Settings, click Control Panel, double-click Administrative Tools, and then double-click Event Viewer. 
 2.
Select System Log. 
 3.
Double-click an SNMP event in the Scope pane to display event details. 
You can configure a View filter to display only SNMP messages. For more information about using Event Viewer, refer to Windows 2000 Help.
WINS Service
When querying a WINS server, you might need to increase the SNMP time-out period on the SNMP management system. If some WINS queries work and others time out, increase the time-out period. 
IPX Addresses
If you enter an IPX address as a trap destination when installing SNMP service, the following error message might appear when you restart your computer:
Error 3
This occurs when the IPX address has been entered incorrectly, using a comma or hyphen to separate a network number from a Media Access Control (MAC) address. For example, SNMP management software might normally accept an address like: 00008022,0002C0-F7AABD. However, the Windows 2000 SNMP service does not recognize an address with a comma or hyphen between the network number and MAC address.
The address used for an IPX trap destination must follow the IETF defined 8.12 format for the network number and MAC address. For example, the following format is valid, where xxxxxxxx is the network number and yyyyyyyyyyyy is the MAC address:
xxxxxxxx.yyyyyyyyyyyy
SNMP Service Files
For your convenience and as a possible aid in troubleshooting, Table 10.3 contains a list of the SNMP - associated files provided as part of the Microsoft Windows 2000 SNMP service. 
Table 10.3    SNMP Service Files
File Name
Description
Wsnmp32.dll, Mgmtapi.dll
Windows 2000–based SNMP manager APIs. Listen for manager requests and send the requests to and receive responses from SNMP agents.
Mib.bin
Installed with the SNMP service and used by the Management API (Mgmtapi.dll). Maps text-based object names to numerical object identifiers. 
Snmp.exe
SNMP agent service. A master (proxy) agent. Accepts manager program requests and forwards the requests to the appropriate extension-subagent DLL for processing. 
Snmptrap.exe
A background process. Receives SNMP traps from the SNMP agent and forwards them to the SNMP Management API on the management console. Starts only when the SNMP manager API receives a manager request for traps. 
Additional Resources
For more information about SNMP, see the following books:

Windows NT SNMP by J. D. Murray, 1998, Sebastopol: O’Reilly & Associates.

Understanding SNMP MIBs by D. Perkins and E. McGinnis, 1997, New York: Prentice Hall PTR. 

The Simple Book: An Introduction to Management of TCP/IP-based Internets by  M. T. Rose, 1994, New York: Prentice-Hall, Inc. 

SNMP Versions 1 & 2: Simple Network Management Protocol Theory and Practice by M. Hein and D. Griffiths, 1995, New York: International Thomson Computer Press.

SNMP, SNMPv2 and CMIP: The Practical Guide to Network-Management Standards by W. Stallings, 1993, Addison-Wesley Publishing Company.

For additional information about the Windows 2000 implementation of SNMP, see the Microsoft TechNet link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources. 
The following RFCs relate to SNMP version 1:

RFC 1155: Structure and Identification of Management Information for TCP/IP-based Internets. 

RFC 1157: Simple Network Management Protocol (SNMP). 

RFC 1213: Management Information Base for Network Management of TCP/IP-based Internets. MIB-II.

RFC 1573: Evolution of the Interfaces Group of MIB-II. 
The following RFCs relate to SNMP version 2:

RFC 1902: Structure of Management Information for Version 2 of the Simple Network Management Protocol (SNMPv2). 

RFC 1904: Conformance Statements for Version 2 of the Simple Network Management Protocol (SNMPv2). 

RFC 1905: Protocol Operations for Version 2 of the Simple Network Management Protocol (SNMPv2). 

RFC 1906: Transport Mappings for Version 2 of the Simple Network Management Protocol (SNMPv2). 

RFC 1907: Management Information Base for Version 2 of the Simple Network Management Protocol (SNMPv2).

RFC 1908: Coexistence between Version 1 and Version 2 of the Internet-standard Network Management Framework. 
